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Preface

Notice

The information in this manual was current when published. The manufacturer reserves the right to revise and improve its
products. All specifications are therefore subject to change without notice. Formosa21 will not be obligated to the

responsibility outside the scope of VPON DVR.

Trademarks
VPON ® is a registered trademark of Formosa 21 Inc.

Microsoft, Windows, Internet Explorer ® are registered trademarks of Microsoft Corporation. Netscape, Navigator,
Communicator ® are registered trademarks of Netscape Corporation. Other brand and product names referred to in this manual
are trademarks or registered trademarks of their respective holders.

Trademarked names are used throughout this manual. Rather than place a symbol at each occurrence, trademarked names are

designated with initial capitalization. Inclusion or exclusion is not a judgment on the validity or legal status of the term.

Warning
To reduce risk of electric shock, do not remove cover. No user service-able parts inside. Refer servicing to qualified service

personnel.

Do not expose this appliance to rain or moisture.

Do not install this product in hazardous areas where highly combustible or explosive products are stored or used.
Severe impact or vibration may cause malfunction.

Do not move this product when VPON is working.

Position it in an open space with flat surface, and also maintain at least 15 cm between the left and right sides of the
body and the wall.

The lightning flash/arrowhead symbol, within and equilateral triangle, alerts the user to the presence of a shock hazard within

the product’s enclosure.

GUARANTEE

Every care has been taken in the preparation of this manual; if you detect any inaccuracies or omissions, please inform
FORMOSAZ21, INC. in Taiwan or your local distributor. FORMOSA21 cannot hold responsible for any technical or
typographical errors and reserves the right to make changes to the products and manuals without your prior notice.
FORMOSA21 makes no warranty of any kind with regard to the material contained within this document, including, but not
limited, the implied warranties of merchantability and fitness for a particular purpose. FORMOSAZ21 shall not be liable or
responsible for incidental or consequential damages in connection with the furnishing, performance or use of this material.
Warranty does not cover

Damage caused by willful or accidental mishandling, removal of VPON warranty labels, environmental conditions, including,

electrical surges. Warranty will be voided if any of these conditions occur.

Important information
Before proceeding, please read and observe all instructions and warnings contained in this manual. Retain this manual with the

original bill of sale for future reference and, if necessary, warranty service.
When unpacking your VPON unit, check for missing or damaged items. If any item is missing, or if damage is evident, DO

NOT INSTALL OR OPERATE THIS PRODUCT. Contact your dealer or us for assistance.
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Introduction
1.1 Main Features for VP-4116

1.2 Specification

1.3 System requirements
1.4 Front Panel

1.5 Back Panel

Go P oo N =

Turning on the VP-4116

2.1 About running modes

2.1.1 IrDA mode ( IR Remote Control )

N N

2.1.2 GUI mode

2.1.3 Exchange running mode

S4INVN

IR remote control operation
3.1 Introduction

3.2 Main menu

3.3 System setup

3.3.1 Password protect

3.3.2 Video ( PTZ setup )
3.3.3 Disks

— O o0 N 3

3.3.4 TV output

3.3.5 OSD text

3.3.6 TCP/IP( Fireware )
3.3.7 Account

13
13
16

3.3.8 Audio

3.3.9 Serial ports

17
17

3.3.10 System information
3.3.11 Date/Time

18
18

3.3.12 Alarm

18

Motion Detection

19

E-mail

Video Popup
Voice Call
Set Action ( MD/Video lose/Disk space low/Disk error )-----------------
3.3.13 ISP
3.3.14 Registry server:

3.3.15 Running mode

3.3.16 Algorithm
3.3.17 NTP setup

20
21
21
21
23
23
24
24
24



3.3.18 Default settings 24
3.3.19 Revise firmware 25
Record setup
3.4 Record Setup 25
3.4.1 DVR setup 26
3.4.2 Record schedule 26
3.4.3 Motion detection 27
3.5 Playback 27
Playback list 28
Searching for a file 29
Locking files -30
Backing up the data 30
3.6 System Shutdown 31
The Local GUI
4.1 Introduction 32
4.2 Surveillance screen panel 32
4.3 Set up Video Quality 32
4.4 PTZ Control panel 33
4.5 Play File 34
Search for a file 35
Thumbnail Browse 35
Backing up the data 36
STATUS button 36
4.6 1/0O button 37
4.7 Setup 37
4.7.1 System setup 37
4.7.2 Record Setup 48
4.7.3 Alarm 48
4.7.4 Motion detection 52
VPON network operation
5.1 Introduction 53
5.2 Connecting 53
Monitoring Live video 53
5.3 Surveillance screen panel 55
5.4 Play button 55
5.5 PTZ panel 56
5.6 System Setup 56



5.6.1 System information

5.6.2 Camera setting

5.6.3 Audio setting
5.6.4 Set time and date

5.6.5 Set NTP server

5.6.6 System configuration

5.6.7 Set Serial ports
5.6.8 Set names and on-screen display

5.6.9 Set user authority

5.6.10 DVR setup

56
57
57
57
57
58
58
59
59
60

5.6.11 Record schedule

60
61

5.6.12 Playback
5.6.13 Send mail

5.6.14 FTP upload

61
62

5.7 Back to home page

63
63

5.8 View video without plug-ins

Advance Network Setting

6.1 Connecting to the network

63
64

6.2 Configuring Static IP Address
6.3 Configuring Dynamic IP Address

64

6.4 Using xDSL or cable Internet

64

Using PPPoE

Using dial-up Internet

6.5 Remote access using dial-up

65
66
66

6.6 UPNP Set up

66

Appendix



VPON

Introduction

VP-4108 / VP-4112 / VP-4116 Network DVR System is a hardware MPEG4 based digital video recorder with real-time video recording
capability. It was powered by VPON network DVR on chip and thumbnail browsing technology. Up to Full D1 resolution and
30 fps recording for each camera. The unit can support up to 16 cameras with one audio for each camera. User can do live

surveillance, recording, playback, remote viewing and backup at the same time.

1.1 Main Features for VP-4116

Video & Audio recording
VPON Network DVR Firmware in a DOM (Disk On Module)
Simple and smart operation with IR remote control
Multiple capture cards in one system, up to 16 channel
Built-in channel switching (QUAD) function for local live video surveillance
Selectable 1 /4/6/7/8/9/10/ 13/ 16 split-screen display
Control well-known brands PTZ Cameras
Thumbnail browsing support
Network
TCP/IP , PPPoE , DHCP , NTP , HTTP , FTP ,UPNP , Multicast support
Dynamic IP support
Direct dial-up available
Use MSIE Browser for remote viewing
Alarm function
Voice Call , E-Mail & FTP server Alarm notification
Automatically displays the corresponding enlarged image when alarm is triggered
Selectable Motion detection recording / Event trigger recording / Schedule recording
Query recording data by date, time, triggered events
Backup function
NAS and USB external storage support
IDE or USB interface HDD , CD-RW and DVD+RW back-up support
Customization
Provides URL syntax for Web Page customization
Use FTP Server upload for Web Page update
Supports Firmware upgrade from USB Flash Drive or CD-ROM
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1.2

SPECIFICATIONS
Model VP-4108 VP-4112 VP-4116
Video Input Support NTSC/PAL composite video
(connectors) 8 12 16
Audio Input 8 12 16
Sensor Input/ Relay
8 12 16
Output *
VGA Output 24 bit true color
IR Remote Control Built-in IR receiver
CD-RW/DVD+RW  |Optional
Compression Standard | MPEG4 Hardware CODEC
Image Resolution 24bits 360x240, 720x480
Maximum Live 240fps (NTSC) 360fps(NTSC) 480fps(NTSC)
Display Frame Rate 200fps(PAL) 300fps(PAL) 400fps(PAL)
Maximum Video
240fps (NTSC) 360fps(NTSC) 480fps(NTSC)
Recording Frame Rate
200fps(PAL) 300fps(PAL) 400fps(PAL)
(CIF)
Maximum Video
60fps (NTSC) 90fps (NTSC) 120fps(NTSC)
Recording Frame Rate
50fps(PAL) 75fps (PAL) 100fps(PAL)
(Full D1)
Browser Compatibility | Win 98/ME/2000/XP running MS Internet Explorer 6.0 or later
Communication
Support TCP/IP , PPPoE , DHCP , NTP, HTTP, FTP ,UPNP , Multicast
Protocol
Backup Function IDE or USB Interface HDD, CD-RW, DVD+RW
Language English, Traditional Chinese
PowerSupply 100-240 VAC, 50-60 HZ
Size 51.2cm(L) x 43.5cm(W) x 17.5cm(H)

1.3 System Requirements

Composite CCD camera, V8 or camcorder... (NTSC or PAL standard)

The equipment for connecting to network:

1. Network mode: RJ-45 Ethernet network port connected to Internet and a public IP address

2. Others: RS-232 Port and a serial cable for connecting to host PC.

3.A VGA or TV monitor for display.
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PC for the configuration / browsing

1. Pentium 4 CPU or better, desktop PC or notebook
2.128 MB RAM or above

3.AGP VGA Card

4. Microsoft Windows 98/2000/ME/XP or above

5.Internet Browser (such as Microsoft Internet Explorer 6.0 or above)

1.4 Back Panel
Keyboard & Mouse
Ports
A LANPort Audio in ports
— = i —— ——
DR IE TN I e
"
Video in Ports
g " (Composite)
| I. ' T o . P
l . l b
Power COM1 USB2.0 Video out Ports
Supply Port Port (VGA / S-video)

Turning on the VP-4116

After complete the installation, you can power on the PC as usual. Live videos should be displayed on VGA screen if
everything is OK.
The VP-4116 takes about 30 seconds to boot up.

2.1 About running modes

The VP-4116 can be configured and maintained locally using the supplied remote control, a keyboard and mouse, or a terminal
connected using an RS-232 link. It can also be connected to a network and maintenance can be carried out remotely from any

network terminal with a standard Internet browser. The default running mode is the IrDA mode.

2.1.1 IrDA mode ( IR Remote Control )

Users can operate VPON via IR remote control or local keyboard. There will be a OSD screen on the VGA monitor. Before
operating VPON via IR remote control, please make sure that VPON has connected to the VGA monitor via VGA Out

connector.
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A.

C.

D.

L.

O w »

=

TV button

~ ®R - 2 Z

Exchange video monitoring from VGA to TV ° Press the TV button until hear ” bee bee “sound after few minutes

VP-4116 will auto-reboot to change to TV monitoring °
Menu button

Displays the main menu.

Cancel button

Closes the menu and returns to the previous screen.
Up/Down/Left/Right button

Controls direction.

Speed/Play/Pause/Stop/Rewind/Seek Backward/Seek Forward/Fast Forward

Used only for playing back video recorded by VPON.
Number keys

Used to input number selections.
Contrast Setting button

Creates contrast colors on screen.
Color Setting button

Controls darkness and lightness of video images.
Display button

Switches display status.
Prev/Next Page button

Moves from current screen to the next or previous screens.

OK button
Sets the settings.
Keypad button

Brings on screen the keypad function.
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M. Mode Switch button
Remote, Playback, and Local buttons allow users to switch the display status. Remote is not used on the VPON series.
Playback plays back the recorded files. Local allows users to view the live image immediately.
N. Screen Display
Change display mode to single or quad. The In turns button is not used for the VPON series.

The IR remote control has four gray triangular buttons surrounding the OK button, resembling a baseball diamond. These are
the primary buttons that you will be using the majority of the time.

Gray “baseball diamond” button functions:

O The Top and bottom gray triangular buttons highlight the selections.

O The OK button is used to save information into the system.

O The Right triangular button accesses the highlighted line.

O The Left triangular button is usually used to move backwards.

The Cancel button is used to exit the current screen.

2.1.2 GUI mode

The VP-4116 can also be controlled using a mouse and keyboard. Using the remote control, change the running mode to mouse
control using the on-screen menu. Refer to the chapter 4 of manual to see a detailed procedure about changing the running
mode. The system reboots after you change the running mode. You can now use the mouse and keyboard to access the local

GUI and configuration.

2.1.3 Exchange running mode

. IR Remote control mode change to Mouse control mode
Follow these instructions to switch from IR remote control mode to mouse control mode.

1. Press the Menu button on the remote controller to display the setup menu on screen.
2. Use the up and down arrow buttons to highlight the Running Mode option and press the OK button to confirm your

choice. The running mode menu will be displayed on screen

gl2account

iR dllccr Ports

3. Use the up and down arrow buttons to highlight the Control -IR Control field.
4. Use the left and right arrow buttons to toggle between Control -IR and Control -mouse.
5. Press the OK button when the control field is set to mouse.

The unit will reboot when the OK button is pressed. It will restart in mouse running mode.
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® Mouse control mode change to IR Remote control mode
Follow these instructions to switch from mouse control mode to IR remote control running mode.
1.Click the SET UP button on the GUI to display the setup menu.

2. From the list on the left of the screen, click the Running Mode heading to display the running mode menu.

Syaziem Satup | Recond Setup |Aiarrn |Mn1ion Daﬁcﬁcn|
=P =

PTZ Saiup Ruriing Mods
TCRAF
Account
Audic ool
Senal Pocts
System Inio
DateTimea

158

Ragisry

Rurning Mode

Algorithm
NTF Satup

Printar Setyp
Diedanit Bethings
Revize FinTare
Reboot System |

4] I
i [ x il | P |

3. From the Control dropdown box, choose IR Control.

4. From the Mode dropdown box, choose either ISP mode if you are connected using an ISP type connection, or Network
Mode, if you are connected to a network.

5. Click OK.

The system will automatically reboot in IR remote control mode.

Please refer to Chapter 3, Operating VPON by IrDA controller.
Chapter4, Operating VPON by Mouse. Chapter5, Operating VPON through Network.
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3.1 Introduction
The VP- 4116 can be used and configured with either the supplied remote control unit or with a keyboard and mouse. This
chapter covers remote control operation. The VP- 4116 must be in IR remote control running mode for remote control

operation to function.

3.2 Main menu

Press the Menu button on the remote control to display the main menu on screen.

Menu

button
Menu

Svstem Setup
Record Setup
Plavback

S stem Shutdown

Use the Up and Down arrow buttons to select one of the four options and press the OK button to confirm your choice.

3.3 System setup
The System Setup menu enables you to change many different parameters of the VP- 4116. This section describes each option

in the System Setup menu.

Password Protect
Video

Disks

TV Output

OSsSD Text

TCP/IPFP

Account

Serial Ports
Svyvstem Info
Date/Time

Alarm

ISPF

Registrywv
Running Mode
Algorithm

NTP Setup
Default Settings
Rewvise Firmware
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Use the Up and Down arrow buttons to highlight an option, and use the OK button to confirm your choice. You can move

between pages using the Prev Page and Next Page buttons on the remote control.

3.3.1 Password protect

Use the Password Protect option to enable password protection, set administrator and user passwords, set the auto lock period
and lock the system immediately. Enabling password protection prevents unwanted users from accessing or configuring the
VP- 4116. The Password Protect menu has the following choices:

Enable - enables password protection.

Admin Pass - sets the admin password.

User Pass - sets the user password.

Auto lock After - enables password protection after the specified time interval.

Lock Now! - enables password protection immediately.

To set the user or admin password:

1. Use the Up and Down arrow buttons on the remote control to highlight the Admin Pass option to set the administrator

password or the User Pass option to set the user password.

Passworec

Admin

User
Autolocack
Lock Now!

2. Press the Right arrow button to display the password entry screen.

Pageidpaseword @ |

3. Press the keypad button on the remote control to display the on-screen keyboard.

Admin
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Remote Playback Local

0123456789~ "10@+ ===

) _Hl—mx E L LAY 22T,
/ abecdBfghijklmnopqr
stuvwxyzABCDEFGHIJKL
MNOPQRSTUVWXYZ

4. Use the Arrow buttons on the remote control to choose a letter and use the OK button to confirm you choice.

5. When the new password has been entered correctly, press the keypad button on the remote control to turn off the on-screen
keyboard.

6.  Press the OK button to confirm the new password.

When user or admin passwords are set and enabled, you will be prompted for a password when they attempt certain functions.

Use the on-screen keyboard to set user or admin passwords as described.

To set the password protects function:

1. Select the Enable option from the Password Protect menu.

2. Use the Left and Right arrow buttons to toggle between Yes and No.
3. Press the OK button to confirm your choice.

The autolock function in the Password Protect menu will lock the system after the specified period of inactivity.

To set the period of inactivity before the system is locked:
1. Highlight the autolock option in the Password Protect menu.
2. Use the Left and Right arrow buttons to increase or decrease the period of inactivity.

3. Press the OK button to confirm your choice.

To lock the system immediately:
1. Highlight the Lock Now! Function in the Password Protect menu.

2. Use the Left or Right arrow buttons to confirm the operation.

3.3.2 Video

Use the Video menu to set all the video parameters for the cameras connected to the VP- 4116. There is one video screen for
each camera with the following parameters:

Standard - sets the video signal format. Choose NTSC in the US, or PAL in Europe and most Asian countries. If you are not
sure about this option, select Auto. VP- 4116 will detect the video standard automatically.

Brightness- adjusts the amount of light or brightness for the selected camera according to your preference.

Contrast - adjusts the difference between light and dark areas or contrast for the selected camera according to your preference.
Saturation - adjusts the amount of color for the selected camera.

Hue - adjusts the dominant color for the selected camera.
9 www.vpon21.com
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Quality (All) - adjusts the video quality for all cameras. The default setting is good. We recommend that you do not set this to
best to avoid using up a significant amount of hard disk space.

Max Connection - limits the maximum number of connections allowed to access the VP- 4116 over the Internet. Set to zero to
allow the maximum number of connections.

Max Bandwidth - sets the maximum bandwidth in bytes/second that can be used by users connecting to the VP- 4116 over the
Internet.

Max Conn. Bandwidth - sets the maximum bandwidth allocated for each connection to the VP- 4116. This is the maximum

bandwidth divided by the maximum connections.

Audio — Enable or disable audio function

Standard-AUTO
Brightness-50
Contrast-5290
Saturation-50
Hue-50

ali

1 O® Ot

ot b
QrO0Qmn

HErPEEZEQC
HoCo oo
(RN ol O -

To change the video parameters:

1. Use the Up and Down arrow buttons on the remote control to highlight the option.

2. Use the Left and Right arrow buttons to change the value assigned to the setting.

3. Press the OK button to confirm the new settings.

Each camera has its own video screen. To move between the screens for each camera, use the Prev Page and Next Page buttons

on the remote control.

PTZ Control
Select the type of PTZ cameras used and set each camera that has one connected to Yes. The timeout value represents the time

given to the cameras to respond to a command. Don’t forget to setup PTZ ID.

You can set and recall up to 6 preset configurations for each camera using the following buttons in the PTZ control section:

Preset - save the current pan, tilt, zoom, and focus settings in one of 6 preset configurations.
10 www.vpon21.com
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Recall - recall the selected preset configuration.

ZOOM - adjust the zoom to provide a more closer or wider view of the subject.
FOCUS - adjust the focus of the camera.

Speed - Adjust the speed of the selected PTZ camera.

Pan and tilt - Adjust the pan and tilt of the selected camera.

3.3.3 Disks

Use the Disks menu to add and remove network disks from the system. Network disks can be used to provide extra storage to

extend recording time.

Setup Disks

b e

Save & Reboot

To add a network disk:
1. Highlight the disk you want to add and press the OK button.
2. When the Add Disk screen is displayed, press the OK button.

Add Dask
Network Disk (NFS)

The Add Network Disk menu is displayed, enabling you to set the IP address and volume size of the disk, test its validity, and

save the disk parameters.

Volume =
Test!
Save!

To enter an IP address:

1. Use the Up and Down arrow buttons on the remote control to highlight the IP/Addr option and press the Right arrow
button to confirm the choice.

2. Enter an IP address using the number buttons on the remote control.

Note: You cannot enter a period (dot) between the fields in the IP address using the remote control keypad. Use the
11 www.vpon21.com
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on-screen keypad to enter the dots.

3. Press the OK button to confirm the new address.

To enter a volume name for the new disk:

1. Use the Up and Down arrow buttons on the remote control to highlight the Volume option and press the Right arrow
button to confirm the choice.

2. Use the on-screen keyboard to enter a volume label for the new disk.

To test a network disk:

1. Use the Up and Down arrow buttons on the remote control to highlight the Test! option.

2. Press the OK button to confirm the choice.

The test result will appear on the screen.

To save disk parameters:
1. Use the Up and Down arrow buttons on the remote control to highlight the Save! option.

2. Press the OK button to confirm the choice.

3.34 TV output

The VP- 4116 can be connected to a VGA monitor or a TV to view the camera video signal. Use the TV Output menu to set the
following parameters for the video output port:

Device - sets the output to VGA or TV.

Standard - sets the signal format for the output device. Select from NTSC, PAL, SECAM, and so on.

Output to - sets the video output to the composite or S-Video signal.

Delay - sets the delay between consecutive camera signals when displaying all the camera signals automatically.
Camera (From) - specifies the first camera signal displayed in the automatic cyclic camera mode.

Camera (To) - specifies the last camera signal displayed in the automatic cyclic camera mode.

Screen Split - sets the number (1, 4, 9, or 16) of cameras to be shown on the local screen.

Time Stamp - Enables and specifies the position of the time stamp on the screen.

Time Format - Specifies the format of the time stamp.

tandard-NTSC
utput to-8§-Video
delav(Sec)-11

camera(From) -1
amera(To)~-16

creen Split-Quad

ime Stamp-Disable

ime Format-MM/DD/YYYY

Use the Up and Down arrow buttons on the remote control to select any one of the displayed parameters and use the Left and

Right buttons to cycle through the available options. Press the OK button when parameters are set correctly.
12 www.vpon21.com
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3.3.5 OSD text
A line of text can be displayed with the video from each camera connected to the VP- 4116. Use the OSD Text menu to enable

the text and alter it. You can also set the position of the text using the X and Y parameter values. Increasing the value of Y

moves the text down the screen. Increasing the value of X moves the text to the right.

SD Text (1,

Enable~-NO

2 -0

Y =0

Text-Alexander Writes

Next

To alter the text position:

1. Use the Up and Down arrow buttons on the remote control to highlight X or Y.

2. Use the Right button to increase the value and the Left button to decrease the value.

3. Press the OK button when the value is correct.

Use the on-screen keyboard to alter the OSD text as follows:

1. Use the Up and Down arrow buttons on the remote control to highlight the Text option.
2. Use the Right arrow button to confirm.

3. Press the keypad button on the remote control to display the on-screen keyboard.

0123456789~'d

P I O 8 s
/ abchfghljklmnopqr
stuvwxyzABCDEFGHIJKL
MNOPQRSTUVWXY Z

4.  Use the Arrow buttons to highlight the letters you need for your text and press the OK button to choose them.
5. When your text is complete, press the Keypad button to remove the on-screen keyboard.

6. Press the OK button to save the new text.

3.3.67 TCP/P

Use the TCP/IP menu to set the IP address of the VP- 4116, the gateway, the subnet mask, the DNS server IP address, and the
HTTP port. If you want to use the VP- 4116 on your network, see your network administrator to obtain a valid IP address for
the VP- 4116.

To change the TCP/IP parameters:

1. Select the field to change using the Up and Down arrow buttons.

13 www.vpon21.com
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ITP-10.11.100
Gateway IP-2

153
5.255. 0
0.11.1

1

0.
00 .1

5
Subnet Mask-1
DNS IP-168.95
HTTFPF Port-80
Multicast. ..
Firewall-OFF

1.

2 Press the Right arrow button to confirm.

3 Use the number pad on the remote control to enter a new value

4.  Press the OK button to confirm the new value.

5 Select the Save&Reboot option using the Up and Down arrow buttons and press the OK button to restart the system and
bring the changes into effect.

Note:A more detailed description of how to change TCP/IP parameters can be found in the hardware manual.

Firewall

The function of Firewall is to protect your DVR system from Internet attacks so that you can hook up your VPON to Internet

safely

Enable - Yes

Default - DROP
-- ACCEPT LIST --
<< Empty >>

DROP/ACCEPT
Default to selecte as DROP or ACCEPT. If default is DROP, that means rules in the Accept List are accepted and all others are

rejected. On the contrary, If default is ACCEPT, that means rules in the Drop List are rejected and all others are accepted

Firewall Add/Edit Item

IP-0.0.0.0
Mask-255.255.255.255
HTTP-No

FTP-No

Add / Edit

Adding or edit an IP address. “mask” means domain address. For example, when key in IP:10.11.100.151 -
Mask:255.255.255.0 > this means IP address from 10.11.100.1 to 10.11.100.255 will be blocked > totally 255 IP addresses °
HTTP: When default is DROP and HTTP is NO (not Apply), this means the HTTP port of this IP is rejected. On the
contrary - if default is ACCEPT and HTTP is NO (not Apply) > that means the HTTP port of this IP address is opened °
FTP: same as HTTP -

14 www.vpon21.com



DROP/ACCEPT LIST

Rules in the list are checked by top down sequence. When any one of the rule is satisfied, checking will NOT go down.
For Example:

Default Rule ACCEPT

1.10.11.100.151/24 HF = (means IP coming from 10.11.100.* are all rejected.)

2.10.11.100.154/32 (means ports from 10.11.100.154 are all rejected EXCEPT HTTP and FTP )

If youuse 10.11.100.154 to access VPON DVR web page, it will fail.

When the sequence of Rulel, Rule2 are exchanged and Default Rule is ACCEPT
1.10.11.100.154/32
2.10.11.100.151/24 HF
Then, if you use 10.11.100.154 to access VPON DVR web page > it will work OK.

Hirewall Zction

Add New
Edit
Mowve Up

Mowve Down
Delete
Delete A1l

Move Up- Move a specific Rule one row up
Move Down- Move a specific rule one row down.
Delete - Delete a specific rule in Rule table.

Delete All- Delete all rules in Rule table.

15 www.vpon21.com
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3.3.7 Account

Use the Account menu to set up an administrator name and password as well as user name and passwords. The default
administrator name is Webmonitor and the default password is OYO. You can also use this menu to set up to 16 additional
users, their passwords and their permissions on the system.

Note: It is important that you set up a user name and password. The user is different from the administrator and has
access to only the video. Use the More Users function to alter the authorities of users who access the VP- 4116 from the

Internet.

To set an Admin/User name or password:
1. Use the Up and Down arrow buttons to select the field to change.
Account

Admin Name
Acdmin Pas
Userxr Name

Userxr Passw
More Users

Press the Right arrow button to confirm.
Press the Key Pad button on the remote control to display the on-screen keyboard.
Use the Arrow buttons to select the letters you require and the OK button to confirm.

When the field is correct, press the Key Pad button to turn off the on-screen keyboard.

A O

Press the OK button to confirm.

To set up additional users and their permission rights:

1. Use the Up and Down arrow buttons to select the More Users choice.
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2. Press the Right arrow button to confirm.
3. Use the Arrow buttons to select the Name and Pass options and modify these fields in the same manner as in the previous

procedure.
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Use the Up and Down buttons to select any cameras from Cameral through Cameral6.

Press the Right arrow to select Yes to allow the user to access and control the selected camera.

4

5

6.  Use the Up and Down buttons to select the PTZ option.

7 Press the Right arrow button to select Yes to enable PTZ control of the selected cameras for the user.

8 Use the Up and Down buttons to select the Playback option.

9 Press the Right arrow button to select Yes to enable the user to record and play back the signal from the selected cameras.
10.Use the Up and Down buttons to select the Audio option.

Note: Audio can be disabled for live viewing and playback of recordings using the Audio Disable function.

11.Press the Right arrow button to select Yes to enable the user to hear the live audio from the selected cameras.

3.3.8 Audio
Use the Audio menu to set up the audio parameters for the VP- 4116. The configurable parameters areas follow:
. Speaker - adjusts the speaker output level (volume).

Note:Make sure that audio is enabled when recordingsignals from the cameras attached to the VP- 4116.

3.3.9 Serial ports
The VP- 4116 can be connected to other serial devices such as external modems, GPIO (General Purpose Inputs and Outputs),
Voice Call devices, PTZ cameras, camera control devices, text input devices, or USB serial ports, using two serial ports -

COMI1 and COM2. The RS232 standard is used for these ports. Use the Serial Ports menu to set the following parameters:

Device-Modem

Data Bits-28

Parityvy-None
Stop Bits-1

I & o x t]

COM1 Device - selects the type the serial device. You can select external modems, GPIO, voice call modems, etc.

COM1 Speed - sets the speed (1200 to 115200 bps) for the serial device.

i
1
1
1 Flow Control-Yes
1
1
1

COM1 Flow Control - enables or disables the flow control for the device.

COMI1 Data Bits - Sets the number of data bits (6, 7, or 8) for the device.

COM1 Parity - Sets odd or even parity.

COM1 Stop Bits - Sets 1 or 2 stop bits for the device.

To change the serial port parameters:

1. Use the Up and Down buttons to select the field to change.

2. Use the Left and Right arrow buttons to cycle through the available options for that field.

3. Press the OK button when the field is set correctly.

Note:

1. You can use the Prev Page and Next Page buttons on the remote control to toggle between the COM1 menu and

COM2 menu.
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2. When an optional GPIO module is connected to the serial port, the VP- 4116 detects it automatically and provides

GPIO options in the system menu.

3.3.10  System information
Use the System Information option to display the System Information screen and view information about the boot disk, TCP/IP

parameters, the MAC ID of the device, firmware version and date of installation, model number, and hard disk properties.

Information

Boot - DOM/CF/D:Lsk
IP-10.
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3.3.11 Date/Time
Use the Date/Time option to set the year, month, day, hour, minute, second, and time zone in which the VP- 4116 is installed.
To set the time or time zone:

1. Use the Up and Down arrow buttons to select the field to change.

Year-2004
Month-=17
Day-19
Hour-14

Minute-31
Second-16
T.Z20ne=+4"7 : gkok ,Hanoi ,J

2. Use the Left arrow to decrease the value and the Right arrow to increase the value for that field.
3. Press the OK button when the values are set correctly.

Note: The VPON VP- 4116 reboots to save the changes, if you modify the time zone.

3.3.12  Alarm

Use the Alarm menu to define what constitutes an alarm condition and how the VP- 4116 reacts when such a condition occurs.
You can configure an alarm condition to be generated when motion is detected by the camera, if the video signal is lost from a
camera, if the disk space is too low, or if there is a disk error. Once the alarm is generated, you can set the alarm notification

through a beep, a message, a video popup, voice call, or E-mail.

The Alarm menu has the following submenus:
E-Mail - enables you to set up an E-mail address and verify it is working correctly.

Video Popup (sec) - sets the time for which a camera is displayed on your monitor when an alarm is generated.
18 www.vpon21.com
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Voice Call - enables you to set conditions that generate a voice call when an alarm is triggered.

Set Action - sets the action that will generate an alarm condition for each camera.

Motion Detection
E-Mail

Video Popup(sec) -5
Voice Call
Set Action

Note: The Voice Call option will only be displayed in the menu if the voice modem function is selected from the serial
port menu.

NOTE: Enable GPIO function may cause system efficiency drop down.

To set Motion Detection :

1. Use the Up and Down arrow buttons to select the Motion Detection option from the Alarm menu and press the OK button.
2. When the motion detection menu appears, uses the Up and Down Arrow buttons to select one of the following options:
Enable- configures the motion detection feature for each camera.

Sensitivity -sets the sensitivity value for detecting motion.

Set Detect Area -sets the area in the camera’s field of vision over which motion is detected. This option is displayed only after

you set the Enable option to Yes.

Detection (1,/16)

3. Select the Enable field and use the Left and Right arrow buttons to toggle between Yes, to enable the motion detection
feature, and No, to disable it.

4. Select the Sensitivity choice and use the Left/Right arrow buttons to decrease/increase the sensitivity. We recommend that
you keep the sensitivity level to its default setting. If the sensitivity level is adequate, an orange square is displayed in the
upper left-hand corner of the screen when motion is detected.

5. Select the Set Detect Area option and press the Right arrow button to configure the area as follows:

a. The highlighted area in red is the area monitored by motion detection. Use the Arrow buttons to move the cursor.

b. Press the OK button to cut off any areas where you want to disable motion detection. If you want motion detection enabled

in the entire field of vision of the camera, leave the screen completely red.

c. Press the Cancel button to return to the previous menu when done.

6. Select the Save option and press the OK button to save all your changes.
19 www.vpon21.com



VPON

7. Use the Prev Page and Next Page buttons to move to the motion detection menus for all connected cameras.

8. Press the OK button when settings are correct.

To enter E-mail details:

1. Select the E-Mail option from the Alarm menu.

2. Press the Right button to confirm. The E-Mail submenu is displayed.

Addr -

3.  In the E-Mail menu, use the Up and Down buttons to select a field from the following:
Addr - Type the name of your mail server. See your network administrator for details about the address of your mail server.
Name - Type your user name.
Pass - Type your password.
Sender - Type the e-mail address of the sender.
Test - Checks the validity of the provided E-mail address by sending E-mail.
4.  Press the Right arrow button to confirm your selection.
Press the Key Pad button on the remote control to display the on-screen keyboard.

5
6.  Use the Arrow keys to select the letters you need to complete the field and press the OK button to confirm.
7 When the field is complete, press the Key Pad button to turn off the on-screen keyboard.

8

Press the OK button to save your changes.

Video Popup

Use the Video Popup menu to set up the time period for which the video from the selected camera is displayed on your screen.
The default screen is 10 seconds.

To set the video popup time:

1. Use the Up and Down arrow buttons to select the Video Popup option from the Alarm menu.

2. Use the Left arrow button to decrease the popup time and the Right arrow button to increase the time

3. Press the OK button to save your settings.

The Voice Call options enable you to set up a voice modem that will make a call when the selected event (such as a GPI or
motion alarm, or video lost from a camera) occurs.

You must install a voice/fax modem on one of VP- 4116 COM ports, configure the COM port as a voice Call/device, and make

its protocol the same as that of the voice/fax modem for the voice call function to work.

Voice call features:
. A voice call message can be recorded using an internal or external microphone, and can be played back using an internal

or external speaker.
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Up to 60 voice messages can be recorded and stored on the VP- 4116 and used for different alarm events.

Messages recorded for the voice call function must be between 5 and 10 seconds.

To set the Voice call function:

1.

e A o

L T e
A

Use the Up and Down arrow buttons to select the Voice Call option from the Alarm menu.
Use the Up and Down arrow buttons to highlight the Redial option.

Use the Left and Right arrow buttons to set the number of Redial attempts (0-9).

Use the Up and Down arrow buttons to highlight the Voice Repeat option.

Use the Left and Right arrow buttons to set the number of times the message is repeated (0-9)
Use the Up and Down arrow buttons to highlight the Time for Rec. option.

Use the Left and Right arrow buttons to set the duration of the recording (5-10 seconds)
Use the Up and Down arrow buttons to highlight the Modem Speaker option.

Use the Left and Right arrow buttons to select either Internal or External speaker.

Use the Up and Down arrow buttons to highlight the Voice File option.

Use the Left and Right arrow buttons to select a voice file to use.

Use the Up and Down arrow buttons to highlight the Rename option.

Press the OK button to rename the current file to the file named in the Voice File field.
Use the Up and Down arrow buttons to highlight the Record option.

Press the OK button to make a recording.

Known issues with the voice call function

There will be three seconds silence between a voice call being answered and the start of the message.

If the voice call function calls a phone with an automatic answering machine, the VP- 4116 will behave as if the call has

been answered.

The VP- 4116 does not support non-standard ringing tones. If the VP- 4116 calls a phone and an unexpected tone is

received, an error message will be generated.

Set Action

Use the Set Action option to define what action is taken by the VP- 4116 when an event occurs. The following options are

available:

Video Lost - generates an alarm when the video from the selected camera is not available.

Disk Space Low - generates an alarm when the disk space is insufficient.

Disk Error - generates an alarm if there is an error while accessing the disk.

Motion Detection

Video Lost
Disk Space Low

Disk Error
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To configure events using the Set Action option:

1. Use the Up and Down arrow buttons to select an event from the list.

2. Press the Right arrow button to display the submenu for the event with the following options:

Message - displays a message on your screen when the event occurs.

Beep - sounds a beep when the event occurs.

E-Mail - sends an E-mail to the specified address when the event occurs.
Voice Call - sends a voice call to a specified number when an event occurs.

Video Popup - displays the video from the selected camera on your screen.

Motion Detection [ G 5

Maegssage-0N
Beep-OFF

E~-~-Mail-OFF
Video -

Next

3. Use the Up and Down buttons to select the desired action from the following options:

4. Press the Right arrow button for the required action to view the submenu.

Enable-0N
gEtart Houxr -0
.art Minute-=0
art sSecond
d Hour-=0
d Minute-0
d Second-0

5. After enabling the action, set up the Start and End Hour, Minute, and Second to make the feature active during the specified

time interval of the day. The default settings have the feature enabled throughout the whole day.

6. If you selected the E-Mail option as the desired action, you have to set up the recipient of the E-mail, the subject and the text

matter of the E-mail. You can specify which of the 16 cameras status is in the E-mail.
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3.3.13 ISP

If you are connecting to the Internet using dial-up, enter your ISP details using the ISP option from the System Setup menu. Set
up the following options:

Phone No. - enter the telephone number that is dialed by the dial-up modem.

Name - enter the user name of your dial-up account.

Pass - enter the password for your dial-up account.

TCP/IP - set up automatic or manual TCP/IP. If the VP- 4116 is connecting through a DHCP server, an IP address is assigned

to it automatically. If you want to set the IP address of the device manually, select the Manual option.

To enter ISP details:

1. Use the Up and Down arrow buttons to select a field to change.
L'SP
Phone No.~-

Name -

Pass
TCP/IP-Automatic

Press the Right arrow button to confirm.
Press the Key Pad button on the remote control to display the on-screen keyboard.
Use the Arrow buttons to select letters and numbers from the on-screen keyboard and use the OK button to confirm.

When the field is correct, press the Key Pad button to turn off the on-screen keyboard

A

Press the OK button to confirm the new field.

3.3.14  Registry server

The Registry Server menu enables you to set up the registry server for your device. If you are using a dynamic IP address for
the VP- 4116, you can set up the device to post its IP address to the VPON registry server. You can then look up your IP from
the MAC address or server name. You can also use the registry server to give a name to the VP- 4116 as described in Set names
and on-screen display on page 83.

To enter Registry Server details:

1. Use the Up and Down arrow buttons to select a field to change.

Server

HTTP Port-80
Addr-registrv.nfic.

Press the Right arrow button to confirm.
Press the Key Pad button on the remote control to display the on-screen keyboard.
Use the Arrow buttons to select letters and numbers from the on-screen keyboard and use the OK button to confirm.

When the field is correct, press the Key Pad button to turn off the on-screen keyboard.

A O

Press the OK button to confirm the new field.
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3.3.15 Running mode
Use the Running Mode menu to switch between Network Mode and ISP Mode, and between Mouse Mode and IR Remote
Control Mode.

3.3.16 Algorithm
You can change the compression algorithm used by the VP- 4116 to record video.
To set up the algorithm:

1. Use the Up and Down arrow buttons to select a field to change from the Algorithm menu.

Algeorithm & Dimension

Algorithm-MPEGA4

Dimension-720x4820

2. Use the Right and Left arrow buttons to toggle the available options.

3. Press the OK button when the fields are set correctly.

3.3.17 NTP setup

Use the NTP (Network Time Protocol) Setup function to synchronize the real-time clock on the VP- 4116 with the atomic
clock. Before using this feature, make sure that the correct date, time and time zone have been set up. Also make sure that the
DNS IP number has been set up under the TCP/IP settings. The following options are available in the submenu:

Enable - enables the NTP function to synchronize the real-time clock.

Period (Hour) - sets up the time interval after which the time is re-synchronized.

Server - selects the NTP server from several pre-defined choices.

Edit NTP Server - enables you to choose your own NTP server.

Test&Save? - tests the server and saves the changes.

To change NTP settings:

1. Use the Up and Down arrow buttons to select a field to change from the NTP menu.

NTP Setup

Enable-ON
Period(Hour) -1
Server-ntpl.cs.wisc.edu

Edit NTP Server
Test&Save? (OK/ Cance Ll

Press the Right button to confirm.
Press the Key Pad button on the remote control to display the on-screen keyboard.
Use the Arrow buttons to select letters from the on-screen keyboard and use the OK button to confirm.

When the field is set correctly, press the Key Pad button on the remote control to turn off the on-screen keyboard.

AN

Press the OK button to save changes.

3.3.18  Default settings

Use the Default Settings option to reset all configurable parameters to their factory default settings. When the Default Settings
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option is chosen from the System Setup menu, a message is displayed asking you to confirm. Press the OK button to confirm,

or the Cancel button to cancel the operation.

3.3.19 Revise firmware
Use the Revise Firmware option to upgrade the firmware in the VP- 4116. The firmware can be revised through an external

read-write CD drive, a USB flash drive, or a USB thumb drive. Connect the device to the VP- 4116 and then use this option.

Seleckt Dewvice

Kingston DataTraveler 2.

system.bin.en.600bl_031

3.4 Record setup
Use the Record Setup menu to set all the record options for the VP- 4116. There are four Record Setup submenus - DVR,

Record Schedule, Motion Detection, and Pre-Alarm. This section covers each submenu in turn.

DVR Setup
Record Schedule

34.1 DVR Setup
Use the DVR menu to set the DVR (Digital Video Recorder) mode. Choose Cyclic Recording to keep recording on the hard

disk continuously. Choose Auto Stop to stop recording when the disk is full.

DVR Seturc

Mode—ciclic Recordini

DVR Setup

Mode-Auto StoE

You can set an alarm to be generated when the hard disk is full and send notification through a beep, E-mail, or text message.
To change the DVR mode:

1. Select the Mode option from the DVR submenu using the Up and Down arrow buttons on the remote control.

2. Use the Left and Right buttons to select either Cyclic Recording, or Auto Stop.

3. Press the OK button to save changes.

3.4.2 Record schedule
You can set up to 16 record schedules that automatically record at given times and days.

To configure a record schedule:
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1. From the Record Schedule menu, pick a schedule to change from the displayed list, using the Up and Down arrow

buttons.
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2. Press the Right button to display the parameters for that schedule.

-OFF
OFF
-OF F
=-0F K
OFF
-OFF

iR Sehedule # 1 (3/3

<< Frame Rate Setup >>
W.Rec on-GPI Trigger
Welighted Rec-10 FPS
Auto Speed-No

-OF F
art Hour-00
Minute-00
Second-00
Hour-00
Minute-00

Cameral-2

- Second~-00
Camera l-Normal Record
~camera 2-Normal Record

Next PreviEEEE

3. Use the Up and Down arrow buttons to select a field to change, from the following options:

Enable -enables the recording schedule.

Mon through Sun - enables recording on the specified days of week.

Start Hour/Minute/Second - sets the exact time when the recording starts.

Stop Hour/Minute/Second - sets the exact time when the recording ends.

Camera 1 through 16 - sets the recording mode for the selected camera. Select Normal Record to record continuously. Select
Motion Detect to record only when motion is detected. Select OFF to disable recording.

Audio - enables recording of sound along with the video signal.

Frame Rate Setup - sets the frame rate for recording. Set Auto Speed to Yes and the device evenly divides the recording frame
rate amongst all cameras. If set to No, you can manually set up the individual frame rates for all cameras.

4.  Use the Right and Left arrow buttons to change the value of that parameter.

5. Use the Prev Page and Next Page buttons to move to the previous or next page.

6.  Press the OK button when all parameters are set.

Weighted Rec - sets special recording frame rate when an alarm of one of camera was triggered.
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3.4.3 Motion Detection

1. Use the Up and Down arrow buttons to select the Motion Detection option from the Alarm menu and press the OK button.
2. When the motion detection menu appears, uses the Up and Down Arrow buttons to select one of the following options:
Enable- configures the motion detection feature for each camera.

Sensitivity -sets the sensitivity value for detecting motion.

Set Detect Area -sets the area in the camera’s field of vision over which motion is detected. This option is displayed only after

you set the Enable option to Yes.

3. Select the Enable field and use the Left and Right arrow buttons to toggle between Yes, to enable the motion detection
feature, and No, to disable it.

4. Select the Sensitivity choice and use the Left/Right arrow buttons to decrease/increase the sensitivity. We recommend that
you keep the sensitivity level to its default setting. If the sensitivity level is adequate, an orange square is displayed in the
upper left-hand corner of the screen when motion is detected.

5. Select the Set Detect Area option and press the Right arrow button to configure the area as follows:

a. The highlighted area in red is the area monitored by motion detection. Use the Arrow buttons to move the cursor.
b. Press the OK button to cut off any areas where you want to disable motion detection. If you want motion detection
enabled in the entire field of vision of the camera, leave the screen completely red.
c. Press the Cancel button to return to the previous menu when done.
6. Select the Save option and press the OK button to save all your changes.
7. Use the Prev Page and Next Page buttons to move to the motion detection menus for all connected cameras.

8. Press the OK button when settings are correct.

3.5 Playback

Use the Playback function to display a list of all recordings stored on the VP- 4116. Use the Up and Down arrow buttons to
select a recording to play back and press the OK button to confirm. The chosen track is played. Use the Prev Page and Next
Page buttons on the remote control to move between pages.

Playback list

Use the Playback list function to display a list of all recordings stored on the VP- 4116 as follows.
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1. Use the Up and Down arrow buttons to select a recording to play back. The alarm condition which caused the file to be
recorded is indicated in the list. For instance, in the screen shot shown here, the letter M next to a file indicates that the file was
recorded after motion was detected by the camera. indicates that the file was recorded after a GPIO event. An asterisk (*)
before the date indicates that the file is locked.

2. Press the OK button to confirm. The chosen recording is played back.

3. Press the Display button on the remote control to display various properties of the recorded file. The date “A one hour

time line is displayed at the bottom of the screen with the moving orange line indicating the status of playback.

Recorded Data - The aqua colored line represents how much of the one hour time interval was recorded. A full blue line

means that the whole hour interval was recorded.

Motion Detection - The screen shows where Motion Detection triggers were generated. The red bar shows the triggers. To
move to the next motion detection, press the Right/Left arrow buttons.
GPI - The screen shows where alarm triggers were generated. The red bar shows the triggers. To move to the next alarm

trigger event, press the Right/Left arrow buttons.
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Searching for a file
The VP- 4116 playback list can be searched for a specific file. You can conduct the search based on time, event, or text.
To search for a recorded file:
1. While viewing the play list, press the Menu button to display the menu.
Plavback Menu
Search Db Time
Search by Event
Lock File!
Backup
Search by Text

2. Select one of the following options using the Up or Down arrow buttons:

Search by Time - searches the list of recorded files for the specified recording time.

Search by Event - searches the list of recorded files for the specified event such as a GPIO trigger or Motion Detection that
occurred within the specified time interval.

Search by Text - searches the list of files recorded with POS information for specified text that was recorded within the
specified time interval.

3. Press the Right arrow button to view the submenu for the selected option.

A

Search b
Year-2004
Month-8
Da AP - L 7
Hour-17

Minute-=11
Second-9
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4.  Select each of the options such as Year, Month, Day, and so on using the Up or Down arrows.

5. Modify the settings as required using the Left and Right arrow buttons.

Note: If you select the Search by Event option, choose an event from GPI 1~16. If you choose the Select by Text option,
enter the text using the Key Pad button.

6. Press OK when done to conduct the search.

Locking files

To prevent accidental deletion of recorded files, you can lock a file. This also prevents over-writing of the file when the
recording mode is set to Cyclic.

To lock a file:

1. While viewing the play list, use the Up/Down arrow buttons to select the desired file.

2. Press the Menu button to display the menu.

Search by Event

Lock File!
Backup
Search by Text

3. Select the Lock File! option using the Up or Down arrow buttons:
4.  Press the OK button to confirm.
The file is locked and cannot be deleted or over-written. The locked file is represented by an asterisk (*) next to it. To unlock a

file, follow the same procedure and select the Unlock File! option from the menu.

Backing up the data

If the VPON VP- 4116 is equipped with CD/RW, DVD+RW drive, you can back up your recorded files to a CD, DVD, or USB
hard drive.

To back up your data:

1. While viewing the play list , press the Menu button to display the menu.

2. Select the Backup option using the Up or Down arrow buttons.

3. Press the OK button to confirm.

Select Device

USB Device (EMB)

Clear All Data? Cancel)

The VP- 4116 detects if there is a backup device connected to it and starts backing up data.
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Start Year-2005

Month-8
Day-17
Hour=10
Minute-28
Second-40
Year=-2005
Month-8
Day=17
Hour-10
Minute-59

amera
.amera

Second-59

CAME&r. 1=-0N
Camera 2-0NM
camera 3-0ON
camera 4-0N
Camera 5-0N
Camera 6-0N
camera T7-0NH
Camera 8-0N

mBEL Frawvw

16-0N

Note: The VPON VP- 4116 will begin to collect data as soon as the above screens are displayed. When the required data

has been collected, the backup can begin.

3.6 System Shutdown

Use the System Shutdown option to shut down or reboot the system. To shut down or reboot the system:

1. Use the Up and Down arrow buttons to select either Shutdown or Reboot.

Shutdown

Shutdown

2. Press the OK button to confirm.

3. Press the OK button to confirm the operation again, or press the Cancel button to cancel the operation.
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4.1 Introduction
The VP-4116 can be used and configured using either the supplied remote control unit or with a keyboard and mouse. This

chapter covers keyboard and mouse operation. The VP-4116 must be in GUI mode for the keyboard and mouse to operate

- !\IP@N

B5/82/2005

4:03:5 |

P16GE In?.

functions. See Running modes on page 5 to learn how to switch to Mouse control.
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\
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020
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4.2 Surveillance screen panel

The Surveillance Screen Panel enables you to define which live images are displayed on screen.

A. Selectable 1/4/6/7/8/9/10/13 /16 split-screen display

B. Use the sequence button to automatically cycle through all the connected cameras

C. The arrow buttons to cycle through all connected cameras

Enlarge button

Click the enlarge button to switch to full screen display live Video.

Double click the right button of mouse to switch back normal display live video.

4.3 Setup Video Quality

Use the set quality button to set all the video parameters for the cameras connected to the VP- 4116.

1. Please change to single screen as following first.
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Brightness- adjusts the amount of light or brightness for the selected camera according to your preference.

Contrast - adjusts the difference between light and dark areas or contrast for the selected camera according to your preference.
Saturation - adjusts the amount of color for the selected camera.

Hue - adjusts the dominant color for the selected camera.

Quality (All) - adjusts the video quality for all cameras. The default setting is 3. We recommend that you do not set this to 5 to

avoid a slower rate of video transmission and using up a significant amount of hard disk space.

4.4 PTZ Control
PTZ panel
Use the PTZ panel to control PTZ (Pan, Tilt, Zoom) enabled cameras. This panel is displayed when change to single screen.
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The PTZ panel can only be used in the Surveillance Screen. You can set and recall up to 6 preset configurations for each
camera using the following buttons:

Preset buttons- save the current pan, tilt, zoom, and focus settings in one of 6 preset configurations.
Recall buttons- recall the selected preset configuration.

Z.OOM buttons - adjust the zoom to provide a more closer or wider view of the subject.

FOCUS buttons - adjust the focus of the camera.

Speed buttons - Adjust the speed of the selected PTZ camera.

Pan and tilt buttons - Adjust the pan and tilt of the selected camera.

To set a camera configuration:

1. Select a camera using the numbered buttons (1~16) on the Surveillance Panel.

2. Adjust the Zoom, Focus, Speed, Pan and Tilt buttons until the camera is configured correctly.
3. Press a Set button to save the configuration.

The configuration you have saved can now be recalled with the corresponding Call button.

4.5 PLAY button
Click the PLAY button to display a list of all the recordings files in the hard disk.

L |Date / Time Mla|  sizeovi)| 2
2005-03-11 1900 7
158:00 262
2005-03-11 1800 55
2005-03-11 1800 108
2005-03-11 1700 1010
2005-03-11 1700 164
2005-03-11 1400 0
2005-03-11 1100 73
2005-03-11 10:00 51
2005-03-10 1300 4
2005-03-10 16:00 53

2005-03-10 16:00 0 I

x |l ]

The alarm condition, which caused the file to be recorded, is indicated in the list. For instance, in the screen shot shown here,

the letter M next to a file indicates that the file was recorded after the camera detected motion. Pick a recording from the

] I 2
displayed list and click =2 OK to play. The recording will play on screen. Click the close playback screen button to

return to live images from the connected cameras.

Click lock file button, the file is locked and cannot be deleted or over-written. The locked file is represented by an

asterisk (*) next to it. To unlock a file, follow the same procedure and select the Unlock File! Option from the menu.

Following section explains each of the buttons on the playback screen when playback recording files.
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83/11/2885

18:02:08

al
Selectable 1 /4 /9/ 16 split-screen display. Selectable Speed / Play / Pause / Stop / Rewind /
The arrow buttons to cycle through all Seek Backward / Seek Forward / Fast Forward /

connected cameras Fast Backward

Searching for a file _J@

Search by Time - searches the list of recorded files for the specified recording time.

Search by Event - searches the list of recorded files for the specified event such as a motion or a GPIO trigger that occurred
within the specified time interval.

Search by Text - searches the list of files recorded with POS information for specified text that was recorded within the
specified time interval.

Thumbnail Browse —finds video images and selects them for processing individually, in whole folders, using a simple time

selector and built-in image viewer .you can check out the results with the built-in viewer.

Thumbnail Browse

1. Select search starting time and camera.

Thumbnail Browser

ECEERE M S CI S

13 = 0o R o]

Camera ;|1 =

x BHC) | [PRED) |

2. Using a simple time selector and built-in image viewer .you can check out the results with the built-in viewer.

35 www.vpon2l.com



Camera 13
2005/05/04
0600

Previous |

Mext |

_Zoomln |
Zoom Out |

| (@70 | xmopAc) |

Previous - Search forward

Next - Search backward

Zoom in - The whole Thumbnail search was divided to three layers. The first layer is hourly based. Each picture on the
windows is the first picture of that hour - When select a specific hour to do Zoom in, it goes into second layer. The second layer
displays 16 pictures based on evenly divided time slots in this hour - Then if any one of these pictures is selected to do Zoom
in> it goes into the third layer. This layer displays 16 pictures from left to right, that are most close to the time slot of layer two-
Zoom out - Back to one layer up °

Back- Back to Thumbnail Browser window

OKk - Start playback recorded file

@
Backing up the data LJ

If the VPON VP- 4116 is equipped with CD/RW, DVD+RW drive, you can back up your recorded files to a CD, DVD, or USB
hard drive.
Note: The VPON VP- 4116 will begin to take the time to collect data when the required data has been collected, the backup

can begin.

Status Button

The status panel displays the playback status of the current recording. The aqua line (Data) indicates record data over a one
hour time interval. The yellow bars (Motion) indicate the instance when motion was detected. The (GPI) indicate when a GPI
event was detected. The moving orange line indicates the current playback status. Click anywhere on the Data, Motion, or GPI

lines to start playback from the required point.

Close playback screen

Stop playing recording file and back to the recording file list menu.
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4.6 1/0 button %’

Click the I/O button to display the I/O panel.

1 2 3 4 5 B 7 B 910 1 1285158 E
GPI -

GPO B

When an alarm has been triggered, the GPI and GPO that are connected will show the status of the input or output device. GPI
devices will show NC (normally closed) or NO (normally open) as the status of the switch while GPO devices will show On or

Off as their status.

4.7 Setup

Click the Set Up button to display the set up menus used to configure the VP-4116. There are three parts to the Set Up menu -

System Setup, Record Setup, Alarm.

Password Protect

Enable Yes

Admin Password a B
Account User Password s} =]
Serial Ports Avtolock After E B sec
System Info
Date/Time Lock Mow! Mo
ISP
Registry
R ing Mod
Alunn!:hg oce B To double click the entry next to the icon.

garithm This action can display the on-screen keyboard.

MNTP Setup
Firewall
Default Settings
Revise Firmware
Rehoot System

This section explains each of the menu pages in turn.

4.7.1 System setup

Password Protect

The Password Protect screen helps you to enable password protection, set administrator and user passwords, set the auto lock
period and lock the system immediately. Enabling password protection prevents unwanted users from accessing or configuring

the VP-4116.
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System Setup | Record Setup |Alarm |

d Protect
video Password Protect
Yideo Input
Disks Enable Yes
TV Output Admin Password admin B
GPIO
TCRAP User Password user B
Account
Autolock. After 10
Serial Ports i BEE
System Info Lock Mow! Mo
Date/Time
ISP
Registry ) )
Punning Mode &l To double click the entry next to the icon.
g This action can display the on-screen keyboard.
Algorithm
MNTP Setup
Firewall
Default Settings
Rewvise Firmware
Reboot System

Enter new passwords for Admin and User in the corresponding fields. Set an auto lock time if required in the Auto lock after
field. The auto lock function locks the system after a given time and a password is required to unlock it. Click Lock Now! to
lock the system immediately.

Note: If you do not have a keyboard connected to the system, you can use the on-screen keyboard to enter your
passwords. All the fields that can be edited using the on-screen keyboard are indicated by the on-screen keyboard icon.

Double-click the field to display the on-screen keyboard. Use the mouse to enter characters for the required field.

Input String |admin

| [ollefalale]sa]alola]
T | afwlef o] o] y]u] ]

[= |=

[«

= |

= |-

EL

[= |

-

|~ |-
Ltb

Video

The Video menu enables you to set video parameters such as the video standard and so on for each of the connected cameras.
Audio and Multicast function enable or disable. Select the camera from the Camera drop-down box and fill in the details in
each field as required using the mouse (recommended) or keyboard.

Select the type of PTZ cameras used and set each camera that has one connected to Yes. The timeout value represents the time
given to the cameras to respond to a command. Don’t forget to setup PTZ ID.Use the keyboard or mouse (recommended) to

complete each field and click OK to save changes.
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System Setup | Record Setup |Alarm |

Password Protect

Disks

T Cutput
GPIG

TCRAP
Account

Serial Ports
System Info
Date/Time

ISP

Registry
Running kode
Algorithm

MNTP Setup
Firewall

Default Settings
Revise Firmware
Reboot System

Yideo

Camera

Standard

ez Connection
hdez: Bandwidth
Mlax Caonn, Bandwidth
Audio

Fulticast

PTZ Device

FPTZ Baud Rate
PTZ Timeout [Sec.)
PTZ ID

I
0 =)
0 =]
C—
[ on
[ on
[Canonvoca  ~|
poo0 |

I

Disks

Use the Disks menu to configure network disks that the VP-4116 uses to record data. If no disk is connected, (No Device)

appears in the Disk Device field.

System Setup | Fecord Setup |Alarm |

Password Protect
ideo
Yideo Input

T Output
GPIO

TCPAP
Account

Serial Ports
System Info
Date/Time

ISP

Registry
Running kode
Algorithm

MNTP Setup
Firewall

Default Settings
Revise Firmware
Febhoot System

Setup Disks

Disk [Disk 1
Disk Device [Metwork Disk (NFS)

L Lo

Cisk Info — Mo Disk Info -

IP/addr [ =]

Yolume | =]
Test Test.. |

Use the keyboard or mouse to enter the IP address and Volume of any connected network disk. Click on the Test button to test

if the drive is working correctly.

TV output

Use the TV Output menu to configure the video output for the VP-4116. The VP-4116 can support standard VGA computer

monitors or TV type screens. Set the device type, standard, outputs and other parameters. Set the Camera (From) and Camera

(To) options to specify the range of cameras that are displayed in the cyclic display mode. Refer to TV output on page 18 for

more details about the various menu options.
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System Setup | Record Setup |Alarm |

Password Protect

video ™ Output
“Wideo Input
Disks Device VGA ~|

v Cutput Standard ’7
GRIO andar: MNTSC hd|
TCP/P Cutput to Composite |
Account

Delay(Sec ]

Serial Ports ¥ ) -
System Info CameralFrom) 1 ﬂ
Ili)SaPte.-'TIme Camera(To) ’47j
Registry Screen Split Single |
Running MMode
Algarithm
MTP Setup
Firewall

Default Settings
Rewvise Firmware
Reboot System

Use the keyboard or mouse (recommended) to set each field. Ensure each field is set correctly before clicking OK. If

parameters are set incorrectly it could result in the display becoming unreadable and very difficult to correct.

GPIO

The GPIO (general purpose input output) menu enables you to view the status of the input and output devices such as switches,
sensors, LEDs, and so on and view their status. These devices can be attached to the unit to turn external alarms (outputs) on or
off when the specified input changes. When an alarm has been triggered, the GPI and GPO that are connected will show the
status of the input or output device. GPI devices will show NC (normally closed) orNO (normally open) as the status of the

switch. Depending on the input, you can change the status of the GPO devices to On or Off as required.

Systemn Setup | Record Setup |Alarm |

Password Protect =
video GRIo
Disks
T Output Enable Ves
GPI 1 NO.
TCP/IP
Account GP12 M.,
Serial Ports GP| 2 N.O,
Systermn Info
Date/Time s .0
ISP GPI 5 MO
Registry
Funning Mode TG 4N'O'
Algorithm GPI 7 .
MNTP Setup GPl 8 MO
Firewall é |
Default Settings GPl3 .0,
Rewise Firmware GPI0 MO,
Rehoot System
GPIT1 (KRN
GPIZ MO [ =

Change the GPO status as needed. Make sure that the devices are working by checking the actual physical status of the inputs

and outputs after making changes in this menu.

NOTE: Enable GPIO function may cause system efficiency drop down.

TCP/IP
Use the TCP/IP menu to enter TCP/IP address details for the VP-4116.
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System Setup | Record Setup |Alarm |

Password Protect

“ideo TCPAP

“ideo Input

Disks IP 10.11.2.142 =

T Qutput Subnet hask 255.255.00 =]

SPio Gateway P 10.11.100.1 =]

DNS 1P KA .
CCOUn

Serial Ports [RIUTE (Prer 80 =

System Info

Date/Time

=P

Registry

FBunning MMode

Algorithm

MNTP Setup

Firewsall

Default Settings

Revise Firmware

Reboot System

Use the keyboard or mouse (recommended) to complete each field and click OK to save changes.

Account

Use the Account menu to set up an administrator name and password as well as the super user name and passwords. You can
also use this menu to set up to 256 additional users, their passwords and their permissions on the system. Select the user
number and assign a Name and password to it. Click the PTZ, Playback, and Audio fields to enable access to these properties

for the selected user. Select the cameras that you want the user to have access to and set them to Yes.

System Setup | Fecord Setup |Alarm |

Password Protect =
Video Account
Wideo Input
Disks Adrin Name WEBMOMNITOR  E
™ Cutput
GPRIO Admin Password O =]
TCP/P
User Mame WWEBRMOMITOR =]
Serial Ports User Password [ovo E‘ The Super user
System Info
Date/Time
5P
Registry hore Users.. 1 j —
Running MMode
Algarithm Mame =
NlTP Setup Pass li =
Firewall
Cefault Settings PTZ Mo
Rewise Firmware
Reboot System Playback Mo
. o | Ea|

Note: It is important that you set up the super user name and password. The super user is different from the
administrator and has access to only live videos and playback files. Use the More Users field to change the authorities of

Internet users. Use the keyboard or mouse (recommended) to complete all the fields and click OK to save changes.
Serial ports

The RS232 serial ports (COM1 and COM2) are used to attach PTZ camera control cables, external modems, or GPIO modules

to the VP-4116. Use the Serial Port menu to set parameters for the two serial ports.
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System Setup |Record Setup |Alarm |

Password Protect

viideo Serial Port

Wideo Input

Disks Part oM |
™ Dutput .

GPIO Device hodem j
TCP/AP Speed 115200 |
ccount Flow Control | Yes

Serial Ports

System Info Cata Bits a j
Date/Time .

5P Parity Il\lone—j
Registry Staop Bits |1—j
Running MMaode

Algorithm

MNTP Setup

Firewall

Drefault Settings
Fewvise Firmware
Reboot Systemn

Use the keyboard or mouse (recommended) to set all parameters and click OK to save changes.

System info

Use the System Info menu to display the system information such as disk parameters, TCP/IP properties, firmware information,

and so on, on the screen.

Systemn Setup | Record Setup |Alarm |Motion Detection |

Password Protect

“ideo System Information

Disks .

T Qutput Eoot DOrACEDisk

GPIO P 10.11.100.81

TCR/AP hask 255.255.255.0

Multicast haclD 00:40:F417:43:.00

Account Start 20050817 16:16:47

Audio

Serial Pars Pt Yer 6.01 build 085
tem Info Py Date Aug 11 2005 15:38:38

Date/Time hModel 101/4100/3100

5P Disk Size 36125 MB

Eif:‘ltrg Mode Disk Used 14456 MB (40%)

Algorithm

MNTP Setup

Firewsall

Default Settings

Revise Firmware

Reboot System

There are no configurable fields on this page. Click OK or Cancel to leave the screen.

Date/Time

Use the Date/Time menu to set the precise time and date on the system. You can also set the local time zone in the T.Zone field.
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System Setup | Record Setup |Alarm |

Password Protect
Yideo

YWideo Input
Diisks

T Cutput

GPIC

TCRAP

Account

Serial Ports
System Info

ISP

Registry
Funning Mode
Algorithm

MNTP Setup
Firewall

Default Settings
Rewvise Firmware
Rehboot Systermn

Date/Time

T.Zone [(GMT+08:00) Taipei

Year [2005  Month [03

Haur [19 Minute [02

=1

Drany 11 =]

Second [28 =]

Use the keyboard or mouse (recommended) to set all fields and click OK to save changes.

ISP

If you are using dial-up access to the Internet, use the ISP menu to enter details of your Internet Service Provider. Use the

keyboard or mouse (recommended) to complete all fields and click OK to save changes.

Systemn Setup | Record Setup |Alarm |

Password Protect
Wideo
“ideo Input
Drisks

™ Cutput
GPIO
TCP/AP
Account
Serial Ports
Systemn Info
Date/Time

Registry
Running kode
Algorithm

MNTP Setup
Firewall

Drefault Settings
Revise Firmware
Rehoot System

ISP
Phone Mo. |1 H
MName [WEBMONITOR =
Pass [ove B
TCP/IP Automatic |

Registry

The Registry menu enables you to set up the registry server for your device. If you are using a dynamic IP address for the

VP-4116, you can set up the device to post its [P address to the VPON registry server. You can then look up your IP from the

MAC address or server name. You can use the registry server to give a name to the VP-4116 also.
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System Setup | Record Setup |Alarm |

Password Protect

“ideno Registry Server

Yideo Input

Disks Addr |registry.nfic.com.tw E
T Output HTTP Port E =
GPIO

TCRAP Path [cai =
Account

Serial Ports
System Info
Date/Time

ISP

Running Mode
Algorithm

MNTP Setup
Firewall

Default Settings
Fevise Firmware
Reboot System

Use the keyboard or mouse (recommended) to complete all fields and click OK to save changes.

Running mode

Use the Running Mode menu to switch between Network Mode and ISP Mode, and between Mouse Mode and IR Remote
Control Mode.

System Setup |Record Setup |Alarm |

Password Protect
video Bunning kMode

“Wideo Input

Disks Mode Metwork Mode ﬂ
;\;lgutput Control MMouse ﬂ

TCRAP
Account

Serial Ports
System Info
Date/Time

ISP

Registry
Algorithm

MNTP Setup
Firewall

Default Settings
Fewvise Firmware
Fehboot Systemn

Algorithm

Use the Dimension option to set the resolution of the video. We default resolution setting is360x240.

System Setup | Fecord Setup |Alarm |

Password Protect

video Algorithm & Dimension
“ideo Input
Disks Algarithm MPE G =1
TY Output f .
(0]
GPID imension 36 0x240 [~

Josiiyl e —
Account

Serial Ports
System Info
Date/Time

ISP

Registry
Funning MMode
MNTP Setup
Firewall

Default Settings
Rewise Firmware
Reboot System

Use the keyboard or mouse (recommended) to complete each field and click OK to save changes.
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NTP setup
Use the NTP Setup menu to enter details of the Network Time Protocol (NTP) server used to synchronize the time of the

device with the network.

System Setup | Fecord Setup |Alarm|

Password Protect
Video MNTP Setup

“Wideo Input
Disks Enable I (o]

T Cutput )
Period(Hour 1
GPIO ( ) | 8

TCRAP Server |ntp1.cs.wisc.edu j

Accaunt Edit NTP Server Ediit..
Serial Ports

System Info |ntp‘|.cs.wisc.edu =

Ilea'l:te.-’Tlme Test & Save Test..

Registry
Running Mode
Algorithm

NTP Setup

Firewall

Default Settings
Revise Firmware
Fehoot System

Use the keyboard or mouse (recommended) to complete all fields. After making the changes, click on the Test & Save button

to verify that the server is operational. Click OK to save changes.

Firewall

The function of Firewall is to protect your DVR system from Internet attacks so that you can hook up your VPON to Internet

safely °

System Sstup | Reacord Setup |Alarm|

FPassword Protect Eirewall

Widao

Disk s Enable Yeas

TV Output C10.011.100.154 4 32 C DROP
GRICO o011 1001583 § 32 & ACCEPT
TCFRAF o001 1.100152 4 22 H

Account 010011100151 4 32 HF Celete All |
Serial Forts 0100 100151724 H

System Info Delate |
Dated Time

ISP < Up |
Reglstry Rule table
Running hMode Do/
Algoarithm

MNTF Setup

Firehgal P10 121.[11[2).[100 2] [157 3]

Defa Settings Mask: 255 [2] |255 [2] . |255 |2].]0 =
Fievise Firmware F HTTP = FTP [ Add Edit |

Feboot System

DROP/ACCEPT

Default to rule table can be selected as DROP or ACCEPT. If default is DROP, that means rules in Rule table are accepted and
all others are rejected. On the contrary, If default is ACCEPT, that means rules in Rule table are rejected and all others are
accepted °

Add / Edit

Adding or edit an IP address. “mask” means domain address. For example, when key in IP:10.11.100.151 -
Mask:255.255.255.0 > this means IP address from 10.11.100.1 to 10.11.100.255 will be blocked - totally 255 IP addresses °
HTTP: When default is DROP and HTTP is NOT checked, this means the HTTP port of this IP is rejected. On the contrary - if

default is ACCEPT and HTTP is NOT checked > that means the HTTP port of this IP address is opened °
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FTP: Same as HTTP o
Rule table
Rules in the table are checked by top down sequence. When any one of the rule is satisfied, checking will NOT go down.
For Example:
Default Rule ACCEPT
1.10.11.100.151/24 HF  (means IP coming from 10.11.100.* are all rejected.)
2.10.11.100.154/32 (means ports from 10.11.100.154 are all rejected EXCEPT HTTP and FTP )
If youuse 10.11.100.154 to access VPON DVR web page, it will fail.

When the sequence of Rulel, Rule2 are exchanged and Default Rule is ACCEPT
1.10.11.100.154/32
2.10.11.100.151/24 HF
Then, if you use 10.11.100.154 to access VPON DVR web page > it will work OK.
Delete
Delete a specific rule in Rule table.
Delete All
Delete all rules in Rule table.
Up
Move a specific Rule one row up
Down

Move a specific rule one row down
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Default settings

Use the Default Settings menu to reset all configurable parameters to their factory default settings.

Systermn Setup | Record Setup |Alarm |

Password Protect
“ideo

“ideo Input
Disks

T COutput
GPIG

TCPAP
Account

Serial Ports
System Info
Date/Time

ISP

Registry
FRunning kMode
Algarithm

MTP Setup
Firewall

Revise Firmware
Reboot System

Click Restore Defaults?(Yes/No) to restore defaults. Click Cancel or No to retain the current settings.

Cefault Settings

Restore Defaults?(ves o)

Mo

Revise firmware

Use the Revise Firmware menu to upgrade the VP-4116 firmware.

System Setup | Record Setup |Alarm |

Password Protect
“ideo

“ideo Input
Disks

T Cutput
GPIC

TCPR/P
Account

Serial Ports
Systemn Info
Date/Time

ISP

Registry
Running kMode
Algarithm

MTP Setup
Firewall

Default Settings

Feboot System

Rewvise Firmware

Revise Firmware?(YesiMNo)

Mo

Click Revise Firmware?(Yes/No) to start the firmware upgrade process. Click Cancel or No to abort the attempt.

Reboot system

Use the Reboot System menu to reboot or shutdown the system.

System Setup | Record Setup |Alarm |

Password Protect
“ideo

Yideo Input
Diisks

T Output

GPIO

TCP/AP

Account

Serial Ports
System Info
Date/Time

5P

Registry
Funning kMode
Algorithm

MNTP Setup
Firewall

Ciefault Settings
Fewvise Firmware

System Shutdown/Feboot

Shutdown or Reboot?(Yes o)

o

= Shutdown

' Reboot
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Use the keyboard or mouse (recommended) to select either Shutdown or Reboot. Click OK to perform the operation. Click

Cancel or No to abandon.

4.7.2 Record Setup

DVR setup

Use the DVR menu under the Record Setup tab to set the Digital Video Recorder parameters.

System Setup Record Setup |A|arm |

GP1 Trigger

IMode

OWHE Setup

Auto Stop ~]

Select either Auto Stop or Cyclic Recording. Auto Stop recording stops when disk space runs out. Cyclic Recording continues

to record until disk space runs out and then overwrites the oldest records. Click OK to save changes.

Record schedule

Use the Record Schedule menu under the Record Setup tab to set up automatic recording schedules for each camera and audio.

You can set up to 16 record schedules that automatically record at given times and days even frame rate just remember to close

auto speed setting. Weighted recording is setting special recording frame rate when an alarm of one of camera was triggered.

System Setup Record Setup |Alarm |

System Setup Record Setup |A|arm |MOUOH Detection ‘

DVR Setup
Record Schedule

GPI Trigger

Record Schedule

Enable

Week Days

Start Time
Stop Time

Audio

Alto Speed
Cameral
Cameraz

Camerad

Camerad

Yes

Schedel | ¥|

Mo W Tu MWe FTh K Fr

7 Sa [ 5u

[0 :[0 o & HHMMSS)
[0 o o & HHvmss)

OFF

Yes

[ =|Fps
[I =|Fps
[1 [z|res
[ z|Frs

hd|

DYR Setup
Record Schedule

GPI Trigger
Pre-Alarm

W.Rec on GPI Trigger j
Weighted Rec |4 FPS j
Auto Speed No

Cameral ,Wj
Camera? ,Wj
Camera3 Wj
Camerad ,Wj

[z ~x|FPs
[z ~|FPs
[z =|FPs
[z =|FPs

Use the keyboard or mouse (recommended) to complete all fields and click OK to save changes.

Pre-alarm recording

Use the pre-alarm menu under the record setup tab to determine how many frames are record before an alarm event occurs.

Each camera can be set separately and you can record up to 300 frames.
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System Setup Record Setup |Alarm |Moti0n Detection |
DR Setup =

Record Schedule Pre-alarm

GPI Trigger

Pre-Alarm Cameral [300 [2] Frames
CameraZ 100 |3| Frames
Camera3 200 3| Frames
Camerad 00 |5| Frames

4.7.3 Alarm

Alarm setup

Use the Alarm Setup menu under the Alarm tab to define what action is taken when an alarm is triggered. Through this menu,
you can set up an E-mail address to which an E-mail is sent when the alarm is generated, or set up the device to display a video

popup message on your monitor, or place a voice call.

System Setup | Record Setup  Alarm |
Alarm Setup Alarm Setup 2
GPI Alarm
“ideo Lost q
Disk Space Low Bl
Disk Error Addr | =]
MName | =]
Pass | =]
Sender | =]
Test Test |
Yideo Popup
“ideo Popup (sec) ) =
“oice Call
=

The Voice Call options enable you to set up a voice modem that will make a call when the selected event (such as a GPI alarm,
or video lost from a camera) occurs. Set the following options:

Redial -sets the number of times the voice modem will redial

Voice Repeat -sets the number of times the voice message is repeated on the voice call

Rec. Time -sets the time for which audio is recorded

Modem Speaker -sets the internal or external speaker to be used

Voice File -selects the voice file to be sent

Edit File Name -enables you to change the file name of the voice file

Use the keyboard or mouse (recommended) to complete all fields and click OK to save changes. Refer to the following
sections to see how to select the voice call as the action for specific events such as GPI alarm and so on.

Note: The Voice Call options will be grayed out in the menu system if the voice modem function is not selected in the

serial port setup menu. Make sure that a voice modem is enabled in device field in the Serial Ports menu item in order
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to place voice calls.

Voice call features

. A voice call message can be recorded using an internal or external microphone, and can be played back using an internal
or external speaker.

. Up to 60 voice messages can be recorded and stored on the VP-4116 and used for different alarm events.

. Messages recorded for the voice call function must be between 5 and 10 seconds.

Known issues with the voice call function

. There will be three seconds silence between a voice call being answered and the start of the message.

. If the voice call function calls a phone with an automatic answering machine, the VP-4116 will behave as if the phone
has been answered.

. The VP-4116 does not support non-standard ringing tones. If the VP-4116 calls a phone and an unexpected tone is

received, an error message will be generated.

GPI alarm
Use the GPI Alarm menu under the Alarm tab to set what actions are taken when a GPI alarm is generated. You can set up the

alarm through a message, a beep, a video popup, or E-mail.

System Setup I Record Setup  Alarm |
Alarm Setup =
GPI &larm
Video Lost
Disk Space Low ,— -
Ciisk Error apl GPIT J
Message I G |
Start 0 [F]:[o [F:[a [5]
Siefg O Elo [ [
Beep I G
Start 0 [F]:[o [F:[ [5]
Stop o Fl:0 F:[0 [
“ideo Popup I [el}
Start (LR = R L = N L =
NE R S -

Use the keyboard or mouse (recommended) to select the required GPI from the GPI drop-down box and complete all fields.
For each action, you can specify the time interval over which the GPI is monitored for an alarm to be generated. For the Voice
Call option, specify two telephone numbers where the call may be placed along with the voice file. For the E-mail option,
specify the recipient, subject, and text of the E-mail along with which of the cameras.” status” is sent in the E-mail and the start

and stop times. Click OK to save changes.
Video lost

Use the Video Lost menu under the Alarm tab to set what actions are taken when video signal from a camera is not available.

You can set up the alarm through a message, a beep, a video popup, a voice call, or E-mail.
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Systemn Setup | Record Setup  Alarm |

Alarm Setup
GPI1 Alarm
Video Lost
Disk Space Low
Cisk Error

Video Lost

Camera

hessage

Start
Stop

Eeep

Start
Stop

“oice Call

Start.

Camera 1 j
QM
ERE I I = N I
0 El:0 B0 =
o
EE SR EE
[0 [2] ERCE
(o]
e onE i ome

=

Use the keyboard or mouse (recommended) to select the required camera for video lost from the Camera drop-down box and

complete all fields as described in GPI alarm. Click OK to save changes.

Disk space low

Use the Disk Space Low menu under the Alarm tab to set what actions are taken when the disk space is insufficient to record

data. This alarm is generated only when the DVR mode is set to Auto Stop. You can set up the alarm through a message, beep,

voice call, video popup, or E-mail.

System Setup ‘ Record Setup Alarm |

Alarm Setup
GPl Alarm
“ideo Lost
o ace Low
Disk Error

Disk Space Low

MMessage

Start
Stop

Beep

Start
Stop

“oice Call

Start
Stop

TEL1

o

[0 [5] o

5121 : o

[32347000

B

=l

Use the keyboard or mouse (recommended) to complete all fields as described in GPI alarm. Click OK to save changes.

Disk error

Use the Disk Error menu under the Alarm tab to set what actions are taken when there is an error while accessing the disk. You

can set up the alarm through a message, a beep, a video popup, or E-mail.

System Setup |Recnrd Setup Alarm |

Alarm Setup
GPI Alarm
“ideo Lost
Disk Space Low

Disk Error

MMessage

Start
Stop

Beep

Start
Stop

“olce Call

Start
Stop

TELA1

o

B[

EEERNE

[3z347000
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Use the keyboard or mouse (recommended) to complete all fields as described in GPI alarm. Click OK to save changes.

4.7.4 Motion Detection

Use the Motion Detection page to set motion detection parameters for each camera.

System Setup | Recard Setup |Alarm Motion Detectionl

Camera |Camera 1 LI

Enable Yes

Sensithvity I 5 LI

**Mouse Button

Left - Set Detection-Area

Right - Clear Detection-Area

Each small square on the displayed grid can be set to detect motion. Use the left mouse button to make a square sensitive to

motion. Use the right mouse button to make it insensitive. Click OK to save changes.
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5.1 Introduction
The VP- 4116 can be used and configured using either the supplied remote control unit or with a keyboard and mouse. It can

also be configured over a network using a terminal with a standard web browser. This chapter covers network operation.

5.2 Connecting

The VP- 4116 GUI can be viewed on a standard Internet browser when the device is connected on the same network as your
PC or if it is connected through a cable or xXDSL modem to the Internet. Refer to the hardware manual for more information
about making connections using the RJ-45 Ethernet (LAN) port.

Make sure that the VP- 4116 is configured for Network running mode. See Running modes on page 5 for more information.

To access the VP- 4116 live video monitoring homepage:
1. Open a browser window on a terminal that has network access to the VP- 4116.

2. Type the IP address of the VP- 4116 in the browser address bar.

a about:blank - Microsoft Internet Explorer

File Edt ‘View Favoites Took Help
=Bock - = - () [2] A DSeach [EFavortes {Media 4| 55 S =1 5] [

Address |&) hitp.//192.168.10. 10

Browser

address bar

Default User Name: webmonitor

Default Password: oyo

The first time you attempt to view the VP- 4116 user interface using a web browser, an ActiveX installation procedure will

begin automatically. When the following window appears, click on the Download DCS.EXE link.

Live Video ActiveX Not Found or
Newer Version 1s Required

To view live video, you need to install Live Video ActiveX Control,
Please download and execute the setup.

Download DCS.EXE

The download will begin and the following window will appear.
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Click Open to download and install the new plug-in. The download status is displayed and you are prompted for an installation

location.

=1o1=]

7% of Ivertup.exe Complebed

Cipening:
|vsmlup.ewe iom 10.0.1.117

]

Estimaled lie bt 2320 172 KB of 44 KB copied)
Cinwn b bee Temporzip Folder
Trareler ke BB3KESec

i ¥PON Live Yideo ActiveX Contbrol

Whens wiould oo [ke taingesll Live Wideo sctivekl Corerol W1 .097

Browse .

Cancel |

C:\Progiam Filez\ PO NYPORLIW

[ o ]

=100 %)

™ Choesathie dichoq bow e download conpletes

| e | [ ]
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Click OK to complete the installation. The following message will appear.

MFEG4 Live Yideo Coniiol

When installation is complete you will be able to view the VP- 4116 Home Page.

FIHLMY ] hep 10 11 2 163kt b P e 324 Srdmed TETH

The ActiveX installation

will only happen once.
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5.3 Surveillance screen panel

The Surveillance Screen Panel is very similar to the one on the local GUI. See Surveillance screen panel on chapter4.

There is no Sequence button on the network GUI. This feature is only available on the local GUI.

5.4 Play button
Click the Play button to display a list of all the available recordings stored on the VP- 4116 in a new browser window. Click

List All to display the entire list.

B Dor Reminte Maybock Recosd Laling - Miceosall Totesied Paphiees

ok - o - (Y Diseorh foedm Fvede o3| -G @ - S E
miﬁh&:\p-ﬂ:u 0,1 17 rpbrws, lenfscrm =0 :l P T T
From ﬁeld—#rﬂm e /F o p 0 o | Pl fle an hia timel |

Fock el

Qi | Lt | =
There 100 6lfz Foumd
Query button bl =
1 |zopionls 1aop00  oME
i Lo e MR
% 3 [2004/0NWED 120000 0 ME
List all button mfiiintii 110000 O ME
5 |z o 0o
Pl ﬁl 6 |2004/07E2 10:0000 0 ME
Ay e On N T
th_iS Til-l-le B |2004/00ED 092237 0 ME
b e e ) P 0 ME-
button ol DI SRS
e e o e

Search for files between particular times and dates by entering the dates in the To and From fields and clicking Query.
Click on a video recording to play it in a separate browser window as following picture. Play a recorded video from a specific

time and date by entering the time and date in the From field and clicking Play file on this time and start to play recording file

i Dimension:
ME

Digplay:

- 16 Carneras =

Camera:

Camera 1-16 =
o Bandwidth:
& Low ¢ High

& Download & Save

Bi@)| > =0 w]i, ~]17:44:03.02 [Data v [
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5.5 PTZ panel
The network GUI PTZ panel is exactly the same as the local GUI PTZ panel.

[ —

2

5.6 System Setup
Click the SETUP button to display the setup screen.

Use the setup screen to change user definable parameters for the VP- 4116. Choose a submenu from the list on the left and

click the link to display it.

5.6.1

System information

Click the System Information link to display the System Information page.

et

rer

REE WS E)

AL RIS

TE(D ERARED

E—E - - @E Gﬂ|®}§§ R e @‘%vé

-2

HEAED) &) hitp:10.11.3. 168/dvmain htm

= :

msn* ~|

~|| pgE - smAET | (JBEE | COMSIBRAITE (137) v o Hotmail gMessenger |2 EA MSN

System Information

Camera Setting

System Information

sl o Ttem Content

St NTP Server Boot From DOM/CompactFlash/Disk

. o 1P Address 10.11.3.168

System Configuration

S Subnet Mask  [255.255.00

Set Serial Poris Ethernet Address [00:11:D8:5B:EZ:4C

St Names & Gn-Sersen-Disels Start Time 2005/04/14 12:03:52
\Accurmulated Visit |1

Set User's Antherity Disk Size 150963 ME

DVR Setnp Disk Used 157361 MB (98.3%)
Record Period 32 Hours

Record Schedule

Playback
Back To Home Page

View Wideo without Plugins

5.6.2

No information on this page is

Firmyware Versicn: 6.0B1 build 022
Firmware Date: Apr 12 2005 11:04:57

changeable.

(10.11.9.15@20020414-135431) GET /

Camera setting

COWMATN Start at 04/14/2005 12:03:53 We are in Network { STATIC IP ) Mode RO

Use the Camera Setting page to change the video settings for each of the connected cameras.

Set Camera Control - sets PTZ control for the cameras.

Each setting can be changed using the drop down menus and check boxes. You can also enter a maximum number of

connections allowed for each camera and maximum bandwidths.

System Information
Set Date & Time

Set MTP Rerver
System Configuration
Set Semtal Ports

Set Names & On-Screen-Display
Set User's Authority
D¥R Setup

Record Schedule
Playbeck

Back To Home Page.

View Video without Ploging

Camera Setting

Video Source | Camenl »
Standard | NTSC v
Brightness |50 «
A Contrast |50 »
WILLIAM FRIEDKIN Saturation | 50 v
ARG Hue [50 |
Quality leh -
Audio
Multicast [
Set Camera Control
Camera Control Device: | No Camera Contrel Device &
Baud Rate(bps): | 9600 T~
PIZID: |1 |
Timeout (gac): |120 |
Max connections for this camera: [0
Max bandwidth for this camera (Eytesfec): 0
Max bandwidth of each connection for this camera (Bytesfsec): [0
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5.6.3 Audio setting

Use the Audio menu to set up the audio parameters for the VP- 4116.

Speaker - adjusts the speaker output level (volume).

5.6.4 Set time and date

Use the Set Time and Date page to set the time and date. Select a time zone from the drop down menu and enter new local time

and date using the keyboard. Click Done when all fields are updated. Click Undo to revert to original settings. If you change

the time zone, the system will reboot.

Systern Information
Comera Setting

Set Dale & Time
Set NTE Server
Bystem Configuration
Set Serial Ports

et Neoies & On-Sereen-Display
et User's Authority
DV Seinp

Record Schedule
Blylck

Back To Home Page

View Viden without Phuging

Set Date & Time

Time zone: | (GMT) Greenwich Mean Time Dubln, Edinburgh, Lisbon, London v
Date (Y¥Y Y/MM/DD): (20050413
Time (HH:MM:55): 14:38:17

Warning! Change Time Zone will REEQOT system!

5.6.5 Set NTP server

Use the Set NTP Server page to set parameters for a NTP (Network Time Protocol) server to synchronize the device time with

the atomic clock. Select a server and enable it using the drop down menus. Enter a time period using the keyboard to indicate

the period after which the time is re-synchronized. Click Done when all parameters are entered correctly. Click Undo to revert

to original settings.

Bastemn Information
Camera Setting

Bet Date & Time

Hel NTF Rerver
Systemn Configmratinn
Bet Sevial Ports

Bet Names & On-Soreen-Display
et User's Authority
DYE Setup

Recond Schedule
Flaybeck

Bk To Home Page

View Videno without Flugins

NTP Setup

Enable: | Mo v

Period: |1 hour

Seryer | Mpl.os wiscedu v

=) =)
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5.6.6

Use the System Configuration page to set the following parameters for the VP- 4116.

System configuration

Running mode - sets the operation and control mode. See Running modes on page 5 for more details.
TCP/IP setting - configures TCP/IP.

ISP setting - sets up dial-up parameters for sending E-mails. See ISP on page 33 for more information.
Account Setting - sets up the administrator and user, and their passwords.

Set Video Resolution — sets up 360x240 or 720x480

Set IP Registry Host IP Address & Path - sets up the registry server. See Registry server on page 34 for more information.

s lfnoaton System Configuration

Carmera Setting
Set Date & Time
Running Mode
SR @ Network Mode O I5F Mode
Sot Rerial Forts
TCPHP Setting

IP Address: [10.11.110.110

DNE IF Address: [10.11.100.1

Gateway IP Address: [1011.100.1

et Names & On-Screen-Display
Set User's duthorit
DVR Setup

RosrdSenadie Subnet Mask: [255.255.00

Plavback

Beek To Home Fage Multicast Setting

Group Address: 2321921010
Port: [18201

Fiew Video without Flugine

TTL: |1

ISP Setting

ISP Phone Number: |1
18P Login Name: [WEEMONITOR

18P T noin Pasemard- (%N

€l ©

5.6.7 Set Serial Ports
The VP- 4116 can be connected to other serial devices such as external modems, GPIO (General Purpose Inputs and Outputs),
Voice Call devices, PTZ cameras, camera control devices, text input devices, or USB serial ports, using two serial ports -

COMI1 and COM2. The RS232 standard is used for these ports. Use the Serial Ports menu to set the following parameters:

Sralintos Serial Ports Setup

Camers Setting.
Set Date 4 Time
COM1 Port Setting
Custom Modem Init String(COML):

COMI Device: Modem

Set MTP Secver

System Configuration

Set Serial Ports

£et Naones & On-Sereen-Display
Set User's A ntharity

D¥E Setup

Record Schedule

Playback.

Back To Home Page

View ¥ideo without Plugins

5.6.8

COMI1 Baud Rate(bps):
COM]1 Hardware FlowControl:
COMI Data Bits:

COMI Parity:

COM!L Stop Bits:

COM Port Setting
COM Device: | COM2 |«

115200 |

& Enable O Disable
©8 07 06

@ MNone ©0dd OEven
®1 02

Device Type: -

Baud Rate(bps): 9600«

Hardware FlowControl:
Data Bits:

Parity:

Stop Bita:

& Enable © Disable
©8 07 O6

@ MNone ©0dd OEven
®1 02

Set names and on-screen display

Use the Set Names and On-Screen Display page to set names for the server and all cameras. You can also use this page to enter
the text to be displayed on screen with each camera under the Set Overlay Text option.

Use the x and y fields to define the position of the displayed text. Use the Set Time Stamp option to define the format of the
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time stamp and where it appears on the display for each camera.

System Information
Camera Setting

Set Date & Time

Set NTP Server
System Configuration
Set Serial Ports

Zet Names & On-Screen Display
Set User's Anthority
D¥R Setup

Recerd Schedule
Playback

Back To Home Page

Wiew Video withont Flugins

=

Set Names & On-Screen-Display

L

Set Names of Server and Cameras

}Server Name ‘ [vPONPYR

‘Camera 1 ‘ [Camera 1
‘Camera 2 ‘ [carmera 2
Camera 3 ‘ ICamera 3
Camera 4 ‘ |Camera 4
‘Camera 5 [carmzra s
‘Camera 6 [Carmera e
‘Camera 7 [Camera 7
‘Camera 8 [Camerag
‘Camera 9 ‘ [camera 9
‘Camera 10 ‘ [Camera 10
‘Camera 11 ‘ [Camera 11

5.6.9 Set user authority

| 3@

Use the Set User Authority page to set the individual privileges of up to 256 users. Enter the user number in the User field.

Assign a name and password in the respective fields. To restrict users from viewing particular cameras, select the required

cameras from Camera 1~16. Enable Camera Control, Audio and Playback of the video recording as needed.

Systern Information.
Camera Setting

2et Date & Time

et NTF Server
Sustern Configuration
Ret Benial Ports

Set Names & On-Sereen-Display
et Weer's Anthoring
D¥R Setip

Record Schedule
Flaybark

Back To Home Page

Faew ¥ideo without Pluging

Set User's Authority

= Prevw User: !
Name:
Password:
Camera 1: | Enable .{5
Camera 2; |Ensble v |
Camera 3: | Enable 3 v
Camera 4: | Enable |
Camera 5: |Enskle v
Camera 6: | Enable v
Camera 7: | Dissble (|
Camera 8: D]sa'ué: v
Camera Control: | Disatle v |
Playback: |Disable +|

Users Listing

5.6.10 DVR setup
Use the DVR Setup page to set the recording mode to either Auto stop (stops when disk space runs out) or Cyclic Recording

(overwrites oldest recordings when disk space runs out).

Mexzt >>
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Sastem Information
Camera Setting

et Date & Tiine

Bet NTP Server
Zystem Coufignration
Het Berial Porte

et Names & On-Seieen-Display
et Mser's Anthority
DYR Setap

Record Schedule
Elsyback

Back To Home Page

Yiew Video withont Plogi

DVR Setup

5.6.11 Record schedule

Use the Record Schedule page to set up to 16 automatic recording schedules. For each record schedule, select the day, and start

and stop times for recording. For each camera, select off, Normal Recording, or Motion Detection Recording to record only

when motion is detected. Enable Audio if you want to record audio also. Select a Frame Rate of recording for each camera.

Systern Information
Camera Setting

ot Dale & Tisne

Set TP Server

System Configuration

Set Sl Ports

et Names & On-Sereen-Display
Sel User's Auhoity

DVR Semp

Recond Schedule

Back To Home Page

Faew Vadeo without Plugms

Camera 3: \rN"m‘i

Carmnera 4: W"m’alw& :

5.6.12  Playback
The Playback page enables you play back a video recording of your choice. Specify the day and time in the To and From fields

=

and click the Play file on this time! field to play back files in the specified time duration. Click List All to list all recorded files.

Click Query to search for a particular file based on Event or Text. Click a file to play it back.
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System Tnformstis T e e, fle s :
e rom 95 )1 7] oo 4 || Pemeer ]|
Conens Soting e i AR D : |
g Tor ([2005 pl4 i3 |12 L
et D & Ture i S o AT L 7
St NTE Server
Sm‘ mCo@gm" " ;
et Senal Ports There are 5 files found.
Sel Names & On-Sereen-Display eo. File :
et Dser's nfhority 1 20050413 140000 1505 MB
G 220050413 130000 4324 MB
3 2005/04/13 120000 3676 MB

Record Schedule

i 4 200504713 11.00.00 3533 MB
crpey 5 |20050413 101533 1634 MB
Eakaanmngg i 2

View ¥ideo without Plugins

The file plays back in the browser window with the status at the bottom. Specify the resolution in the Dimension field. Select
the camera whose video you want to watch in the Camera field and select the number of cameras (1, 4, 9, or 16) in the Display
field. Specify a high or low Bandwidth and click Download&Save to save the video recording to your local disk. Select Data,

or GPI to view the status of the recorded file and the instances where the recording was triggered by GPI.

Ll

o - w0y [ Y DB (afreons @eesn o - Lb 10 - =] R

“ﬂ-lﬂ:lmn}.lrl 5, 20 SNl . e T m NI AL B et o | S | 55 22T, S o O T 5020 O 2 LE SRR M _'_J o0 ks 7R .

Dimemmen
[Balemn =]
Diisplay.

(e e s
Camera

Bl Coemaml-1E

Bgals el = s02e a2 =
Snapshot ——— Playback speed Pléfbf‘CkIStﬂrt Wl aedis |

Note: The playback start time can be changed to jump to any time during the recording. Click on the playback start

time and change the time using the keyboard.

5.6.13 Send Mail
The VP- 4116 can send a snapshot by E-mail when triggered by an alarm. Use the Send Mail page to set E-mail details for each

camera.

61 www.vpon21.com



VPON

:—ztw—wmw

[t - o+ - D | et e s B Sp S - | S

| e [ b 11 i b, b ey o] iea Lk R -
; i NEall Sedti =

E LERT]
ik Ter g
a.mn- r Tmdivishead Ereifmg:
TR T T

Type: [ lMakar Daect 1 =]
e P O oy r -
forr F S e TR I [T 7]
il St Tane O[30 3

Ta
[

Bl S il iy
o [iwEs Cyriwy Eebiiett |
S B Srwdrid M
Bk
e smaaptier L E M3 Ce F3 P TEareE I FIEEIEC
iy Tameern 18 L8

Frakin: | tll.l:\-iﬂ
B T E e P

i y " Jspared Geld
= Lat !

[ =
Under the Individual Settings, specify the type of event that causes the E-mail to be sent in the Type field by choosing Motion
Detect or GPI. Fill in the start and stop times for monitoring the alarm, the recipients, subject and content of the E-mail. Enable
a snapshot of the camera  video to be attached to the E-mail by selecting cameras in the Snapshot option.

Under the Global Settings, fill in the mail server details. Fill in the details using mouse and keyboard and click Done when
complete.

Note: If you set a domain name in the mail server setting, provide the DNS IP address in the System Configuration (see

System configuration ).

5.6.14 FTP upload

The VP- 4116 can upload snapshots from the camera using FTP to a predefined location in the event of an alarm. Use the FTP

Upload page to set FTP details.
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Under the Individual Settings, specify the type of event that causes the E-mail to be sent in the Type field by choosing Motion
Detect or Continuous. Fill in the start and stop times for monitoring the alarm, the file name and directory for FTP. Enable a
snapshot of the camera of video to be uploaded by selecting cameras in the Snapshot option.

Note: If you specify a file name, each time a file is uploaded it will overwrite the previous file with another of the same

name. If no file name is specified, a new file will be written each time with a new filename based on the time and date.
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Under the Global Settings, fill in the FTP server, account, password, and port number. Fill in all the details using mouse

and keyboard and click Done when complete.

5.7 Back to home page

The Back To Home Page link will redirect you back to the VP- 4116 home page.

5.8 View video without plug-ins

You can view video even if the machine you are working on does not have the plug-ins necessary for full functions. Click the

View Video Without Plug-ins link to view the video page without plugins.

Qtx- D ¥

(L) |4 20,30 00,110

- [=]%]

5

If yo

series

v Bus =

uge the built-in Java VM of your
browser by disable the Sun's Java
Plugin.

»
» R

You will need to enter an administrator user name and password to view without plug-ins.

Note: Your browser must be configured to support Java applets to view without plug-ins.

6.1 Connecting to the network

Note: To connect the VPON to an existing LAN, set up by using the supplied IrDA remote control first. See the software

manual and connecting a network cable.

Connect an Ethernet-capable computer to the VPON LAN port using an RJ-45 UTP cable. See connecting a network
cable

The default IP address for the VPON is 192.168.10.10. Set your computer IP address to 192.168.10.xxx (where xxx is a
value between 0 ~ 254). Sets the subnet mask to 255.255.255.0.You’re your network administrator for instructions on
how to set IP addresses.

Reboot the computer.

Use a Web browser to connect to http://192.168.10.10. The login dialog appears. If you have previously changed the
administration login or password, enter the login name and password you previously set. Otherwise, enter the default
login name webmonitor and the password oyo then click OK.

If you are using the VPON for the first time, you are prompted to install Live Video ActiveX. Download and run the file
to install ActiveX. If you choose not to install Active X, you can view videos From the VPON by clicking on the View

Video without Plugins link at the bottom of the page. At the prompt, enter the same administrator login name and
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password as before. This uses a Java applet to display the video.

6.2 Configuring Static IP addresses

Static IP addresses can be public or private. Public IP addresses allow access to the VPON from the Internet. Private IP
addresses only allow users on the same LAN to access the VPON (regardless of whether the LAN is connected to the Internet
or not). Ask your network administrator to assign an appropriate IP address. See the software manual for setting a static IP

address.

6.3 Configuring Dynamic IP addresses

If your LAN or Internet connection uses DHCP, the VPON needs to be registered with a registry server. Users wanting to view
your VPON can access the registry server to find the IP address. By default, the VPON is set to be registered at
http://registry.nfic.com.tw. This is a server set up by Formosa2l for VPON series users. If you wish to set up a different
registry server, Formosa21 recommends using a VPON Network DVR system, such as VP-400series or VP-500series although

other servers may be used. See your network administrator for instructions on selecting a registry server.

The Registry Host Address, Registry HTTP Port and Registry Host Path in system Configuration under “Advance Settings” are
the set to the default settings of the Formosa21 registry server. The Registry Host Address is the IP address or Fully Qualified
Domain Name (FQDN) of the registry server.

The Registry Host Path is the file path on the registry server where the index exists. See your network administrator for

assignment of these values if you want to make changes.

Finding the IP address of the VPON on the registry server

1. To find the IP address of the VPON when using DHCP, you need to search the registry server, which the VPON is
registered to. Use a computer connected to the Internet and a standard browser. Enter the FQDN of the registry server
into the browser to access the server.

2. After accessing the registry server, search for your VPON by name or MAC ID (Ethernet address). You can find your
MAC ID by viewing the System Information page in the Web Administration page. Alternatively you can browse
through all registered VPON units on the registry server to find your VPON.

3.  Enter the IP address supplied by the registry server into your browser to access the VPON.

6.4 Using xDSL or cable Internet
You can connect the VPON to the Internet via xDSL or cable just as you would as normal computer. Connect the modem

(router) according to the documentation.

®  [fa static public IP address is assigned to your xDSL or cable Internet account, you must assign this to the VPON.
® If you are using ADSL or cable Internet and your modem (router) supports DHCP, set the VPON IP address to 255.255.
255.253. This requests the modem to assign an IP address.

You must register with a registry server to use dynamic addresses under DHCP.
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Using PPPoE

If your xDSL or cable router uses PPPoE, an IP-sharing router is required, as the VPON does not support PPPoE. Regardless

of whether you use a static I[P address or a dynamic IP address, you will need to set the DHCP server IP address and IP

forwarding but if you use a static IP address you do

not need to register with a registry server.

1. Configure your IP-sharing router WAN side to connect with your modem. Connect the modem then connect the VPON
to a LAN port on the router.

2. Configure your IP sharing router range of private IP addresses to prevent a conflict with the VPON default IP address.
Alternatively you can reserve a private IP address for the VPON.

3. Attach a computer to another LAN port on the router. Configure the computer private [P address to prevent a conflict
with the VPON.

4.  In IrDA mode, configure the private IP address of the VPON.

5. Ifyou are using a dynamic IP address, set the “registry Host IP “as described in the software manual. Leave the “register
HTTP Port “as field blank. Set “registry Host Path” to the path that holds the registry files. Set the IP forwarding of the
router to forward the IP that requests standard HTTP port 80 to the reserved IP address. The router will then forward
HTTP requests to the VPON. If you need FTP, set port 21 of the router to be mapped to the VPON. The VPON VP-4116
reboots after saving these changes.

6.  Turn on your modem and IP-sharing router and connect to the Internet. To test whether the VPON has registered with the
registry server, you need to access the server using a computer outside the IP sharing router LAN. If you are using a
dynamic IP address, access the registry server, then search for your VPON. If you are using a static IP address, access
that address to test if the LAN has been successfully set up.

7. Find the MAC ID of your VPON. The MAC ID includes the TCP/IP port value you entered before. Other client PCs on
the network to find the VPON on the registry server can then use the MAC ID.

Using dial-up Internet
You can set up the VPON for Dial-up Internet access under ISP in the menu system. You must enter your Internet service
provider telephone number, your user name and password. You can also manually configure the TCP/IP.

Note : We strong recommend you not to access vpon using dial-up , it may cause internet drop down.

6.5 Remote access using dial-up

You can access the VPON remotely without the Internet by using a dialup modem. The VPON must be in Network mode.
1. Connect a dial-up modem and phone line to the VPON.

Set COM1 to modem device in the VPON system menu.

On the remote PC, create a new dial-up setting (Windows).

Set the protocol to PPP.

Clear all advanced options and allowed network protocols except TCP/IP.

Set the IP address for the TCP/IP to 10.0.0.2.

N v kv

Put a check mark in the server assigned server address box, uncheck the use IP header compression and use default
gateway on the network boxes. Click OK.

8. Enter the number of the phone line connected to the VPON, as well as the administrator user name and password.
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9.  To access the VPON, use an Internet browser on the PC to access 10.0.0.1.

Note: As this is a PPP connection, only one user can access the VPON at a time.

6.6 UPNP

UPnP allows automatic discovery and control of services available on the network from other devices without user intervention.
Devices that act as servers can advertise their services to clients. Client systems, known as control points, can search for
specific services on the network. When they find the devices with the desired services, the control points can retrieve detailed

descriptions of the devices and services and interact from that point on.

How to enable UPNP support in Windows XP?

1. Click Start and then click Control Panel.
In Control Panel, double-click Add or Remove Programs.
Click Add/Remove Windows Components.

2
3
4.  Inthe Components list, click Networking Services, and then click Details.
5 Select the Universal Plug and Play check box, and then click OK.

6

Click Next, and then click Finish.

How to find a UPNP enabled VPON in my Windows XP?

1. Enable the UPNP support in your Windows XP as described in C.

2. Connect your VPON to network and power on your VPON.

3. Use mouse or IR controller to setup a valid unique IP address to this VPON.

4. Now you can find an ICON appears in local network neighborhood control panel with a serial ID of that VPON.
5. And you can now easily access your VPON by just double clicking the ICON.

NOTE: Currently, May, 6th, 2005, Microsoft support UPNP only in their Windows XP Operating System.
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