VPN DCS Plugin Installation Guide

DCS Plugin Installation Guide

This DCS plugin will allow us to view remotely VPON21 DVR’s using IE. Uninstall your current

DCS, apply the patch to the DVR and after that connect to the DVR using IE. It will download and

install the DCS.

Requirements:

< PC OS: Windows Xp/Vista

Guides:

<> Installation in Windows Vista

<> Installation in Windows XP + IE7
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Windows Vista

1. Login to Windows Vista using an Administrator level account.

If you have DCS / Secuwatch / Secuwatch Client installed in the PC, please uninstall it first.

2
3. Now we have to setup Internet Explorer options to be able to install the DCS Plugin.
4

Go to “Control Panel” and click on “Network and Internet”.

E=aEed

v Control Panel »

- [42]]

Control Panel Home

Classic View

System and Maintenance
Getstarted with Windows
Back up your computer

Security

Check for updates

Check this computer’s security status

@ Allow a program through Windows
Firewall

Network and Internet
View network status and fasks
Set up file sharing

Hardware and Sound

Play CDs or other media automatically
Printer

Meouse

Programs
Uninztall a program
Change-startup programs

5. Now click on “Internet Explorer Options”.

User Accounts and Family
Safety

@ Set up parental controls for any user
@ Add or remove user accounts

Appearance and
Personalization

Change desktop background
Change the coler scheme
Adjust screen reselution

Clock, Language, and Region
Change keyboards or other input
methods

Change display language
Ease of Access
Let Windows suggest settings

Cptimize visual display

Additional Options
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Control Panel Home .

Network and Sharing Center

System and Maintenance = \iew network status and tasks | Connecttoa network

Sacuriy View network computers and devices Add a device to the netwerk | Set up file sharing
SEC

Network and Internet ; :
it himieied Internet Options

Hardware and Sound Change your homepage | Manage besivser add-ons

Programs Drefere browrsmg e aTid coolies

User Accounts and Family

Safety (&) Offline Files

Appearance and " Encryptyourofflinefiles | Manage disk space used by your offline files
Personalization

Clock; Language, and Region Windows Firewall

Eeont e @ Turry Windows Firewall on or off @ Allowa program through Windows Firewall

Additional Options

Pecple Near Me

Classic View Sign in orout of People Mear e | Change Pecple Near Me settings

Sync Center
Sync with other computers, mobile devices, ornetwork folders | View sync results
Resolve syne conflicts

6.  Add the IP of the DVR into the trusted sites by going to the “Security” Tab, select “Trusted

Sites” and click on “Sites”.

| Internet Properties =]

General | Security |Pﬂ'\raqf I Content | Connections I Programs I hdvarx?edl

Select a zone to view or change security settings.

@ & /YO0

Internet  Localintranet Jrusted site Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

‘fou have websites in this zone,

Security level for this zone
Allowed levels for this zone: Al

f Medium
- Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
[ Custom level... ] | Default level |

| Reset all zones to default level |

[Loc J[ cameel J[ sooy |
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7. Enter the IP of the DVR, unselect the https verification and click on Add.

& Trusted sites

A& You can add and remove websites from this zone. All websites in
w{" this zone will use the zone's security settings.

Add thi
http://61.222.1858.36|

Websites:

http://10.11. 101,250
http://10.11.110,101 -
http://10.11.9.51 |

http://60.241.225.32

e server verification (https:) for all sites in this zone

L3

Remove

4 [Lm

8.  Configure the options for ActiveX Controls by clicking on “Custom level” (of the Trusted Sites)
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Andy Hsu - 2009/5/14
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IEneraJ Security | Privacy I Content I Connections I Programs I Advancedl

Select 3 zone to view or change security settings.

e & v O

Internet  Local intranet Trusted sites  Restricted
sites

.
4 This zone contains websites that you a2

‘i‘{ trust not to damaage your computer or
your files,
You have websites in this zone.

Security level for this zone
Allowed levels for this zone: Al

Medium
- Prompts before downloading potentially unsafe
() content
- Unsigned ActiveX controls will not be downloaded

[]Enable Protected Mode (requires restarting Internet Explorer)
B

[ oK J [ Cancel Apply

9.  Enable the following settings of the ActiveX:

k" Security Settings - Trusted Sites Zone
Settings
(7) Disable a
(7) Enable

|§| Promn
#¥ Automatic prompting for

(") Disable
@ Enable

MwijveX controls |—|

|#| Binary HEhaviors
() Administrator approved
(") Disable
@ Enable
|#| Display video and animation on a webpage that does not use
(@) Disable
(7) Enable
|#| Download signed ActiveX controls
(") Disable |
™ FEnzhla
4 | m | »

*Takes effect after you restart Internet Explorer

Reset custom settings
Reset to: [Medhj“ (default) vI [ Reset... l

oc [ concel |

i’! Internet Properties @]
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&' Security Settings - Trusted Sites Zone [=3]

Settings

(7) Enable -
@ Prompt

@ Prompt
)] mTTeEX controls and plug-ins
() Administrator approved
") Disable
@ Enable
(7) Prompt

Lsa| Grrint Activa¥ rantrale markad cafe far corindinn®

' m | )

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | Medium (default) x| | Reset. |

1. Click on "Yes" if the following figure shows up.

==

\:" Warning! [E3m)

|"ﬁ| Are you sure you want to change the settings for this zone?
'l."\j

Yes ] I Mo

2. Make sure that the Security Level for the "Trusted sites" zone is in "Custom" and then click on

"Apply"-
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4.

ﬁ" | Internet Properties

General | SECUrity | Privacy | Content I Connections I Programs I Advanced |

Select a zone to 'uiew ar change secur"gg settings.

S~

Internet Local infrane Trusted sites Esh’lcted
gites

Trusted sites

Sltes
r 4 This zone contains websites that you

#"f trust not to damage your computer or
vour files,
You have websites in this zone.

Security level for this zone

Custom

Custom settings.
- To change the settings, dick Custom level,
- To use the recommended settings, dick Default level,

[ Enable Protected Mode (requires restarting Internet Explorer)

[_Custom level... ][ Default level ]

[ Reset all zones to default level

I

[ (8]4 ][ Cancel ] Apply

Open Internet Explorer and key in the IP of the DVR.

It will ask you for the username and password:

Andy Hsu - 2009/5/14

7/19



VPON DCS Plugin Installation Guide

[& hitp:/71011.742; dows Internet Explorer = &
(It [ &] nttprana17.42/ o)
e e ~ | (@ Internet Explorer cannot di... | @& Connecting... £~ B v ®b » :»Page v {(j Tools v
Connect to 10.11.742
The server 10,11,7.42 atuser@10,11.7.42 requires a
username and password.
Warning: This server is requesting that your username and
password be sentin an insecure manner {basic authentication
without a secure connection).
User name: € webmanitor -
Password:
|| Remember my password
OK | | Cancel
Es #100% -
: H " " H " "
5. It will ask you to install the "dcs.cab" and click on "Install".
[E s Page - Windows Internet Explorer = e le=
@ bt} - [ http:/10.11.7 42 /start htm?scrw=10248dm=5046 R ~

€ 4R () Start Page

Internet Explorer Add-on Installer - Security Warning @

The publisher could not be verified. Are you sure you want to install this
software?

Publisher: Unknown Publisher =

Install ‘ | Don't Install

m

This file does not have a valid digital signature that verifies its publisher, You

)/ should only install software from publishers you trust. How can I dedide what
software to install?

XN R

aiting for http://10.11.7 42/start. htm?scrw=1024 Brdm=5046... 2 Unknown Zone | Protected Mode: Off H®100% ~
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6. The DCS will start to install after downloading the dcs.cab. Please be aware that the

download can take various minutes depending on the bandwidth of your and the DVR's

connection.
[& Start Page - Windows Internet Explorer [= [P 2=
@\/ « | ] http://10.11.742/start.htm?scrw=10248rdm=5046 |4 [ x] | e Search 2 |
A T »
W 4 |{ ) Start Page | & v B - @b w [)bPage ¥ {{} Tools v

InstallShield Wizard

Preparing to Install...
i

DR Controls 2.08a Setup is preparing the InstallShield
Wizard, which will guide you through the pragram setup
process. Please wai.

m

opO@O0® |

‘Waiting for http://10.11.7 42/start.htm?scrw=1024 &trdm=5046... " Unknown Zone | Protected Mode: Off H100% ~

7.  After the installation, you will be able to access remotely the DVR
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“Start Page - Windows Internet Explorer [E=S[FER )
T
@L} « | &) httpy//10.11.7.82/start htm?scrw=1024&rdm=5046 = | 4% || Live Search 2 -
] |@Sﬁartpaga li| oo - -2 Page v (5 Tooks » »

VPON

1:64455

0:148421
8:212876
B:-03966

1:70140
0:160289
5:230429
B:-90149
C i
__-‘ i
Done_ @]  Trusted sites |Protected Mode: off ®100% -

Note: In the right-down corner it must say "Trusted Sites", this means that this webpage is in the
"Trusted Sites" zone. If it shows "Internet"”, then you did not add successfully the IP of the DVR to

the trusted site list. Please follow all the steps from the beginning again.
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Windows XP + |IE7

1. Login to Windows XP using a Administrator level account.

If you have DCS / Secuwatch / Secuwatch Client installed in the PC, please uninstall it first.

oD

B Control Panel

File Edit ‘iew Favorites Tools Help

'\_;) La: p Search |L— Folders -

Go to “Control Panel” and click on “Internet Options”.

Now we have to setup Internet Explorer options to be able to install the DCS Plugin.

Address G‘ Contral Panel

ﬂ-" Control Panel * G i
Accessibility  Add Hardware
[} Switch to Category Yiew Opkions

See Also @ Il')f/

Display Falder Options
ﬂ ‘Windows Update

) Help and Suppart e
A 6

MNetwork  Mekwork Setup
Connections “Wizard

2 2

Scanners and  Scheduled
Cameras Tasks

@2 e

User Accounts Windows
Firewall

Add or
Remov...

Phone and  Power Options  Printers and

Modem ..,

\

Security
Center

Wireless
Metwork Set, ..

Administrateur Administrative
Tonls

BDE

[y

Game
Controllers

%
)

Sounds and
Audio Devices

Faxes

p

Speech

Autaomatic
Updates

¢

Kevboard

Prograrn
Updates

®
n

Syskem

&

Date and Time

%5

Mouse

@

Regional and
Language ..,

Taskbar and
Start Menu

5. Add the IP of the DVR into the trusted sites by selecting the “Security” Tab, select “Trusted

Sites” and click on “Sites”.
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Internet Properties

| General | Securky | Privacy | Cantent | Cannections | Programs | Advanced |

Select a zone ko view or change secipbegattings.

@‘QJ®}

Internet Local intranet Restricted
sites
Trusted sites o
g b =D
This zane contains websites that yvou —_——=
trust not to damage vour computer or
wour files.
Security level Far this zone

Allowed levels For this zone: &l

- Medium
‘ - Prompts before downloading potentially unsafe
content

= - Unsigned actives controls will not be downloaded

Custarn level,.

[e4 ] [ Cancel

6. Enter the IP of the DVR, unselect the https verification and click on Add.

7. Configure the options for ActiveX Controls by clicking on “Custom level” (of the Trusted Sites)

A ou can add and remove websites from this zone, all websites in
Tl this zone will use the zone's security settings,

W /-'—'--\
[Fupir z2z.185.35 ) (e ]

e

‘Wehsites:
http:/f10,11.7.42

| —

@ire server verification (https:) For all sites in this zone

Close
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Internet Pruperties

Select a zone to view of change securiby settings.

Internet  Local |ntranet@ Restricked

sites

Trusted sites

This zone contains websites that you
‘#‘{ trust not to damage your computer or
wolr Files,

Security level For this zone
Allowed levels for this zone: all
‘ - Medium

conkenk

Custom level. ..

Sltes

- Prompts before downloading potentially unsafe

. - Unsigned Activel controls will not be downloaded

P

s | Programs | Advanced |

Ok ] [ Cancel

8.  Enable the following settings of the ActiveX:

Security Settings - Trusted Sites Zone

Setkings

|| Automatic prompting For ActiveX controls
() Disable

© B

T3 CIary ot SCrnT e e
(3 Administrator approved
) Disablz
() Enable

() Disable
() Enahle
|#| Download signed ActiveX contraols
() Disable
() Enable
@ Prompt
|| Download unsigned ActiveX controls

Y Micshla 3
£ |

|#| Display viden and animation on & webpage that does not use

| £

*#Takes effect after you restart Internet Explorer

Reset custom settings

Resebto! | medium (default) v |

—_—
-
o
[}
o
bk

[ o

l
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9.

10.

Security Settings - Trusted Sites Zone

Settings

() Enable -

@ Prompt i
| Download unsigned Actrves conkrals

() Disable

() Enable

- S‘i Prc-mE-t
|#| Initialize and script Aclfvex controls not marked as safe for s

() Disable

() Enable

©
|# Run ActiveX controls and plug-ins

() Adrministratar appraved

() Disable

(%) Enable

) Prampt

& Sevink Ackiuay conbrale marbad e afa Far crvinkina®
£ | ¥
*Takes effect after you restart Internet Explorer

|£

Reset custom settings

Beset to: !Medium {defaul) Vi ’ Reset.. ]

l [8]4 J ’ Cancel ]

Click on "Yes" if the following figure shows up.

| &) Are you sure you want to change the settings for this zone?
b
.

fes l [ Mo ]

Make sure that the Security Level for the "Trusted sites" zone is in "Custom" and then click on

"Apply"-
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Internet Properties

| meneral | Security | Privacy || Content | Connections | Programs | Advanced

o

Restricted
sites

St
f This zone contains websites that vou L
vi/ trust naot to damage wour computer or

wour files,
‘fou have websites in this zone,

Select a zone ko view or change security settings.

Internet Local intranet

Security level Far this zone

(Cuskom sektings.
- To change the settings, click Custom level,
- To use the recommended settings, click Default level,

[ Custom level,,. ” Default level ]

’ Reset all zones ko defaul: lewel ]

P ani...

[ ok || concel €[ apply :l

Open Internet Explorer and key in the IP of the DVR.

It will ask you for the username and password:
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{= Internet Explorer cannot display the webpage -
g@ L |E\ http: /10,11, 7.42)

"&’ q'ﬁ'f [QConnectlng..‘

|0 Internet Explorer cannot display the webpage

Most likely causes:
s You are not connected to the In
s The website is encountering pro
« There might be a typing error in

Connect to 10.11.7.43

What you can try:

The server 10.11.7 42 at user@10.11.7.42 reguires a
® Diagnose Connection Problems userniame and passwird.

= = = warning: This server is requesting that your username and
& More information password be sent in an insecure manner {basic authentication
without a secure connection).

User name: | ﬂ webmonitar B |

Passward: | see| |

[C1Remember my password

Waiting For http:/f10.11.7.42)...

L] | & Internet (:

13. It will ask you to install the "dcs.cab" and click on "Install".
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@
(_? ¥ ~ @] http:/f10.11.7 42/start, htm?scra=10248rdm=293 W[ | X
4R |(hstart Page o B | e v |1k Page

VPON

Internet Explorer. - Security Warning

The publisher could not be verified. Are you sure you want to install this
software?

Mame| dcs.cab

Fublisher: Unknown Publisher

[ Install ])[ Daon't Install J {m

should only install software from publishers you trust, How can I decide what

@ This file does nat have a valid digital signature that verifies its publisher, You
software to install?

Waiting For http:(f10.11.7.42 start hkm?scrw=10248rdm=993. . || o Trusted sites |

Note: In the right-down corner it must say "Trusted Sites", this means that this webpage is in the
"Trusted Sites" zone. If it shows "Internet", then you did not add successfully the IP of the DVR to

the trusted site list. Please follow all the steps from the beginning again.

14. The DCS will start to install after downloading the dcs.cab. Please be aware that the
download can take various minutes depending on the bandwidth of your and the DVR's

connection.
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15.

InstallShield Wizard

Preparing to Install...

DVR Contrals 2.08a Setup is preparing the InstallShield
‘wizard, which will guide you through the program setup
process. Please wait

Checking Dperating System Yersion

(

Cancel

0660666

et

IL1.7. 42 start. htm?scrw=1024&rdm=293.., U,;‘. ,r' Trusted sites

After the installation, you will be able to access remotely the DVR

age - Windows Internet Explorer

3~ (&

1:59961
0:159895
$:229856

Right click to record

0606666

1

Diane

{’!; f Trusted sites
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