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Overview

Video Storage Server (VSS) is a kind of network recording software serving
as the central terminal for receiving video data from the IP cameras and
transferring to the surveillance clients (CMS). VSS is specially designed to
reduce workloads of front end IP cameras as well as to help deploying large
scale surveillance scenarios. Combining VSS with CMS, remote monitoring,
controlling, storage and management for multiple surveillance locations can
be easily managed.

In addition, VSS can be monitored via smart phone applications, which bring
users convenience to easily monitor VSS at anytime and anywhere.

IP Camera IP Camera Fisheye Camera IP Dome IP Dome

CMS 1 CMS 2 CMS 3

Features:
® Connect Multiple Sites — Managed up to 32 channels
Video Recording — Instant/scheduled/motion recording
Dual Streaming Recording — Main/Dual Stream(s) recording
Support Multiple Languages
Support 5M/3M High Resolution Video Recording
Fisheye Video Recording and Dewarping — Fisheye video data are
recorded by VSS and dewarping can be decoded by CMS Clients
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® Support IE Browser Connection
® Support Mobile APP Connection

1.1 Recommended Operation System
The following chart shows the recommended computer system:
Operating Systems | Windows 7
CPU Intel® Core™ i7-3770
8MB Cache 3.4 GHz
RAM Memory 4GB, Dual Channel
HDD 4TB or above
Ethernet Gigabit LAN

NOTE: Some functions (such as Record, Auto Reboot, etc) will not
work properly due to User Account Control (UAC). Follow steps below

to solve this problem.

Step 1. If a previous version of VSS is installed, export setting files of VSS

before installing the new version VSS.

Step 2. Due to UAC, the directory of VSS will be “C:\VSS\” folder.

Step 3. Once the new version VSS is installed, import the setting files back to

VSS.
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2. Software Installation

Follow the steps below to install VSS to the local computer.
Step 1. There are 2 ways to start the installation.

Option 1. Download the compressed file and Bvsssetup.rar
extract it. Click on the VSSSetup.exe ~ &»VSSSetup.exe
file to start the installation.

Option 2.1f VSS will be installed via a CD, the installation will startup
automatically when the CD is inserted into the CD-Rom.
The <VSS Setup Menu> window will be displayed. Choose
<INSTALL VSS> to start installing VSS. Choose <VSS
User's Manual> to open the user’s manual. Choose
<EXIT> to exit the <VSS Setup Menu>.

& NOTE:
1.1f an older version of the VSS had been installed in the local
computer, a message box will be shown during the
installation. Click <OK> to uninstall the previous version.
2. After clicking <OK>, an un-installation confirmation dialog
will be displayed. Click <Uninstall> to uninstall the older
version and continue with the next step.

Step 2. Select the components that are going to be installed. It is strongly
recommended to select the <Start Menu Shortcuts> to create
shortcuts in the Start Menu and on the Desktop. Otherwise, when the
program is to be opened, it will be found under the path:
“WSS\EXE\VSS.exe”. Click <Next> to go to next step.

@ Video Storage Server 3.100.0 Setop: Installation Options Elil-'z_hj

Check the components you want ta install and uncheck the components
you don't want to install, Click Next to continue,

Select components to install:
Video Storage Server 3. 10.0 {Required)
[ Disable II5 Service {(Recommended)
Start Menu Shortcuts
[ pefault Setting (Old setting will be deleted

Space reguired: 73.6MB
‘ Tl »
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The components of the VSS Installation Setup are:

a. Microsoft VC 2008 SP1 Redistributable Package: This is an
upgrade package required for correctly running VSS.

b. Video Storage Server 3.10.0 (Required): The VSS main program
must be installed.

c. Disable 1IS Service (Recommended): Users who wish to connect
to VSS via the IE browser via the default client port “80”, check
this item to disable 1IS Service of the Windows system to avoid the
default client port “80” being occupied. If users are using other
web server applications, users also need to disable the application
in order to open the default client port “80”. Refer to the notice
below if web server applications cannot be disabled.

d. Start Menu Shortcuts: Check the box to create shortcuts in the
Start Menu and on the Desktop.

e. Default Setting (Old setting will be deleted!): Check the box to load
default setting, or uncheck it to load the old setting of previous
installed VSS.

& NOTE: If the PC functions as a web server, DO NOT check

the box in front of <Disable IIS Service (Recommended)>.
Users can change the client port to any number other than 80.
Refer to the section Client Setting for more details.

Step 3. The VSS main program will be the first program to be installed.
Choose a folder to install the VSS or it will be installed to a default
destination folder “\VSS\”. Click <Install> to start the Installation; or
click <Back> to go back to the previous step.

Step 4. When the Software Installation is completed, click <Close> to exit.
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3.1

Software Upgrade

VSS can be upgraded automatically or manually. Refer to the following
sections for details.

Automatic Software Upgrade

To enable automatic software upgrade, right

click on VSS icon in the system tray and |v Minimize To Tray

check “Auto Upgrade”. Open Video Storage Server
Help

If automatic software upgrade is enabled, VSS will connect to the FTP Server
and check for upgrade once a month. If no upgrade is available, VSS will
continue normal process. If upgrade is detected, please follow the steps
below to proceed.

Step 1. A message box will pop up to inform that there is upgrade available.
Click <OK> to download the upgrade software and continue to the
next step. Otherwise, click <Cancel> to abort and continue to normal
VSS process.

Step 2. Choose a destination folder to save the file. Then a window will pop
up and show the download status. Click <Abort> to terminate the
download and VSS will be started as usual.

When the download is completed, the installation of the new version of VSS
can be started following the same procedures described in section Software
Installation.

Q NOTE: If the upgrade file is not completely downloaded or is broken,
an error message will be displayed.

e NOTE: A release note will also be downloaded together with the setup
file. A message window will pop up to show the file path where the
release note is saved.
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3.2 Manual Software Upgrade

To manually upgrade software, click on the <Setting> button and click on
<Software Upgrade> at the bottom. Then follow the steps in the previous
section to complete the download and installation.

Settings £2

Sites Edit | Login Setting | Users Edit | Client Setting | Event | Fie Path | DyrDs | Devieewizard |

Sites Site Setting
j E.._E :-]Isrze-;-.' o Site : [ew Site
C J101] New Site | P | 0 -0 -0 0 oo
Port |3|:|
Username : |
Password : |

[T Auto-Streaming Configuration {4/ 1M bitrate)

Advance Streaming Setting |

Device Search |

Export Import Software Upgrade Ok, | Cancel




User’s Manual

4.1

4.2

Start Up VSS

There are 3 ways to start VSS. Note that method A and B are only available if
the “Start Menu Shortcuts” components are installed. Please see section
Software Installation for more information.

Method A. Click Start menu and select Programs. Then find “VSS” from the
listed programs.

Method B. Double click on the shortcut icon on the desktop.

Method C. Go to ““WSS\EXE\” and double click on VSS icon.

Starting Up

If VSS is started for the first time, select a desired language for the interface.
The available languages are listed in the scroll box. Click <OK> to confirm the
selection.

Login

The default username & password are: “admin” and “1234”. Enter the default
username and password, and then check <Save user name and password>
to save time from entering username and password every time VSS starts.
Click <OK> to login.

The username and password of accounts can be added or removed under
the <Users Edit> tab in <Setting> configuration window. Refer to the Users
Edit section for more information.

NOTE: If wrong username or password is entered for 3 times, an error

& message will be displayed, and VSS will be closed automatically after
<OK> is clicked. Restart VSS to enter the correct username and
password.
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5. VSS Main Window

The main window of VSS is as below.

1 2 3 45

L 2011/01/26 17:53:26
Login User | |

& [01] MNew Group

| controlfrom |  cControlTo |

1 | Schedule Record

2 | Connect All Sites

3 | Setting

4 | Lock

5 | Remote Client Login Info
6 | Site Tree

7 | System Log Data

8 | HDD Info

10
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The usage and function of each button is briefly described as follows.

Schedule Record
Click on the <Schedule Record> button to schedule the recording time frame
for the connected sites.

Connect All Sites
Click on the <Connect All> button to re-establish connection to all sites in the
site tree.

Setting
Click on the <Setting> button to setup the configuration. Refer to section

Configure VSS for detailed information.

Lock

Click on the <Lock> button to lock VSS to protect the works on VSS when
users need to be away from the computer for a while. This function is the
same as the computer’s screensaver. See section Lock Function for more
detailed information.

Remote Client Login Info

A list of login Remote Clients will be shown in this area. The information
includes the login users’ account names, and IP addresses. The listed
Remote Clients will not exceed maximum number of connection setup in
<Client Setting>. Refer to section Client Setting for more details.

& NOTE: If the Remote Clients have been idled for more than 4 minutes,
VSS will automatically kick off the connections.

Site Tree
The site tree displays the site(s) of current start group.
. ) ) ReConnect
Right click on the “site” and select <ReConnect> to .
DisConnect
re-establish connection to the site. The <DisConnect> fecord R
. . . . 2Ccar
option allows users to only disconnect a certain site. . .
Configuration

The <Record> option gives users freedom to instantly
record videos of the selected site. Details of this
function will be explained later in section Instant
Record Function. The <Configuration> option allows
to edit camera settings. Refer to section Configuration
Menu of the IP Cameras for more details.

11
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5.1

By right clicking on the group icon, the options shown Expand Tree
as on the right allows users to expand/hide the site Hide Tree
tree, or to auto detect devices in the same LAN. Auto detect device

The Auto Detect Device function will search for supported IP cameras in the
LAN and add them as new sites automatically. The streaming setting will be
set as “Auto-Streaming Configuration”. In addition, VSS will record normal
and event videos for these sites. If users wish to manually change streaming
or schedule record setting, please refer to later sections for more details.

& NOTE: The IP cameras have to be in their default setting, so that VSS
can access and retrieve their information.

System Log Data
The operational and system logs of VSS and CMS Clients will be listed in this
area.

HDD Info
Move the cursor to the display bar of a HDD, and then a hint message with a
brief information of the selected HDD will be shown.

o4 |

VSS Icon in the System Tray

When VSS starts up, VSS icon will always
v Auto Upgrade
be shown in the system tray. Right click on  |[v Minimize To Tray|
VSS icon and the menu items will be shown EEETRERS S e
. Help
as on the right.

If <Minimize To Tray> is checked, VSS window will shrink to VSS icon in the
system tray when it is minimized. The taskbar button will also disappear.

To restore VSS window, double click on VSS icon and the taskbar button will
also appear at the same time. Alternatively, right click on VSS icon and select

<Open Video Storage Server > and VSS window will be restored.

Select <Help>, the PDF file of the User’s Manual will pop up.

12
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6.

Configure VSS

Click on the <Setting> button and a window as below figure will be displayed.

Settings £2
Sites Edit | Login Setting | Users Edit | Client Setting | Event | Fie Path | DyrDs | Devieewizard |
Sites Site Setting
] Ii Group List Site : |HE';-.' Site
- ﬁ [01] Mew Group
Y [01] New Site = | o0 .0 .0 [~ (DIDNS
Port: |3':|
Username : |
Password : |
[T Auto-Streaming Configuration {4/ 1M bitrate)
Advance Streaming Setting |
Device Search |
Export | Import | Software Upgrade | Ok, | Cancel ‘

The configuration items of VSS and their brief description are listed as below:

Sites Edit Setup and management of connection groups and sites.
Login Setting | Setup login options of VSS.
Users Edit Setup and management of login accounts.

Client Setting | Setup and management of Remote Clients.

Event Setup event recording duration.

File Path

Setup directory of recorded videos.

DynDNS

Setup a static domain name for dynamic IP

DeviceWizard | Setup and management of auto device configuration

The following subsections will guide users to setup VSS step by step.

13
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6.1

6.1.1

Sites Edit

VSS supports up to 10 groups. Users can add at most 32 IP devices to each
group. If more than 32 channels are added, an error message will be
displayed. This section will guide users to setup and manage connection
groups and sites.

& NOTE: The supported IP devices are NX series |IP cameras.

Groups Settings

Add Groups
Right click on <Groups List>, and select <Add a group> to add a group. The

bottom two menu items allow users to expand or hide all groups.

Settings 2
Sites Edit | Login Setting | Users Edit | Client Setting | Event | Fie Path | DynDNs | Devicewizard |
Sites Site Setting
- @I
Add a grou
=+ Yorp il CEEEEETE |
Expand all groups
@D pand all group | r
Hide all groups | |
Username : |
Password : |
-
Export Import Software Upgrade OK | Cancel

14
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Rename / Remove Groups
Right click on a preferred group and select <Rename> to change name of the
group. Also, right click and select <Remove> can remove the selected group.

Settings 2

Sites Edit | Login Setting | Users Edit | Client Setting | Event | Fie Path | DynDNs | Devicewizard |

Sites Site Setting
] ; Group List )
S 101 New Grourmumymrp Site ;
@ [01] News £ stz -

5 @ 02 Mew Groug _Add sites...

|
|
@ [ynens |
|
|

Rename

Expand
Hide

Set as start group |

Export | Import Software Upgrade OK | Cancel

Set Start Group

“Start Group” is the group that will be connected after starting up VSS. Right
click on a preferred group and select <Set as start group> from the pull-down
menu. The start group icon will be different, shown as below.

Settings 2

Sites Edit | Login Setting | Users Edit | Client Setting | Event | Fie Path | DynDNs | Devicewizard |

Sites Site Setting
[01] New Grour Site »

[01] New Si

|

S @ D2 Newcroug  Add sites... |
@ [0UNewsS|  Remove |
|

|

Add a site

Rename

Expand
Hide

I Set as start group I |

Export Import Software Upgrade OK | Cancel

15
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Expand / Hide Groups

To expand or hide a group, right click on the group and select <Expand> or

<Hide>.

Settings

Sites Edit | Login Setting | Users Edit | Client Setting | Event | Fie Path | DynDNs | Devicewizard |

Sites Site Setting

] ; Group List .
Site
= Y0 New Grourg .
@ [01] ews Add a_5|te
S @ D2 Newcroug  Add sites...

|
|
@ [DinNews|  Remove |
|
|

Rename

Expand
Hide

Set as start group

Export Import Software Upgrade OK |

Cancel

16
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6.1.2

Site Settings

This section is the instruction of the management of sites, including addition,
removal and configuration of sites.

Add Sites
Right click on a group, and select <Add a site> to add a new site to the group.

Settings 2

Sites Edit | Login Setting | Users Edit | Client Setting | Event | Fie Path | DynDNs | Devicewizard |

Sites Site Setting
= ; Group List N |
SR, ] [01) New Groury [rzee] '
@ [Dinews| kaddasite | r

Add sites...
Remove |
Rename |
Expand |
Hide
Set as start group |

Export | Import | Software Upgrade OK | Cancel

Add Multiple Sites
Right click on a group, and select <Add sites...> to add multiple sites at once.

Settings 2

Sites Edit | Login Setting | Users Edit | Client Setting | Event | Fie Path | DynDNS | Devicewizard |

Sites Site Setting

- ; Group List Site
= @I Add a site

@ [01] New Si

Remove |

Rename

Expand
Hide

Set as start group |

Export Import Software Upgrade oK | Cancel

17
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Then a device search window will be displayed as below. Press and hold Ctrl
key to select more than one site. After sites are selected, click <Add> to add
the selected sites. Please refer to next page for later steps to complete site
setup.

Device Search £Z
Device search (Select the rows and dick Add button to add)

Add
SITE NAME MODEL TYPE 1P | porT |
MegapixelZa, ., My 102 MY 102 192, 168.6,202 a0
MegaPixelIP... My 102 MY102 192, 168.6,36 a0
MegaPixelCa. .. MY 102 My102 192, 168.6. 185 a0
MegaPixelCa. .. MA322 MA322 192, 168.6. 207 a0
MegaPixelCa. .. MY 103 MY103 192, 168.6. 161 a0
MegaPixelCa. .. MHOEx MHDG® 122,1563.5.31 a0
MegaPixelCa... MADE3 MADE3 192, 168.6.227 a0

& NOTE: The sites that are already added in this group will be shown in
Red in the device search window.

Remove / Rename Sites
Right click and select <Remove> / <Rename> to remove/rename the site.

Settings 2

Sites Edit | Login Setting | Users Edit | Client Setting | Event | Fie Path | DynDNs | Devicewizard |

Sites Site Setting
] |’ Group List Site : |HE';-.' Site
- ﬁ [01] Mew Group
Y [01] New Site | o . 0. .0 ™ ([)DNS
| 30
|
Username : |
Password : |

I Auto-Streaming Configuration(4i,1M bitrate)

Advance Streaming Setting |

| Device Search |

Export | Import | Software Upgrade | OK | Cancel ‘

& NOTE: “%” and “,” are invalid characters for site/camera titles. A
message window will pop up to warn users when either character is
inserted.

18
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Input IP Address and Port — Manually or Device Search
Users can manually input IP address and port of a site, or via Device Search.

VSS can search for IP address of supported IP cameras in the LAN network.
The ports used for device search are 6666 and 6667. Please make sure that
these two ports are not in-use or not blocked by firewall, nor virus scan
software.

Follow steps below to search for IP camera(s):

Step 1. Click the <Device Search> button to open up the Search window.

Settings &2

Sites Edit | Login Setting | Users Edit | Client Setting | Event | Fie Path | DynDNs | Devicellizard

Sites Site Setting
C Yol tewsite [ -2 -0 2 oo
Port : |SIJ
Username : |
Password ! |

[T Auto-Streaming Configuration(4M/1M bitrate)

Advance Streaming Setting |

| Device Search |

Export Import Software Upgrade QK | Cancel

Step 2. The list will show supported IP camera(s) found in the LAN network.
Select from the list and Double Click on any device to add it to the
new site. Note that if the sites are already added in this group, they
will be shown in Red.

Device Search £3

Device search (Double dick on a row to add)

SITE NAME MODEL TYPE 1P | PorT |
MegapixelCa... NV102 Ny 102 182, 168.6.202 30
MegaPixelCa... NV102 NV 102 132, 163.6, 185 30
MegaPixellP... NV102 NV 102 192, 163.6,36 20
MegaPixelCa... NYD62 Y62 122, 163.6,134 30
MegaPixelCa... NV103 NV 103 182, 168.5, 139 30
MegaPixelCa... NHO73 NHO73 122, 1636, 242 30
MegaPixelCa... NH2 1x NH2 1x 182,168.5.124 30

19
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NOTE: The Device Search function can only be used to search for
devices within the same LAN. For example, if the PC’s IP address is
192.168.1.5, and a connected IP camera has an IP address of
192.168.1.7, VSS will be able to find the IP camera. However, if there
is another IP camera connected to another LAN network such as
192.168.3.6, VSS (whose IP is 192.168.1.5) will not be able to find
the IP camera in another LAN network.

DDNS Address

The IP address of an IP camera can also be entered with a DDNS address.
Check the box <(D)DNS> as marked below, and type in the DDNS address.
An example of the DDNS address looks like: ******* ddns.iview-ddns.com

Settings £2

Sites Edit | Login Setting | Users Edit | Client Setting | Event | Fie Path | DyrDs | Devieewizard |

Sites Site Setting
] ﬂ Group List Site : |HE';-.' Site
- ﬁ [01] Mew Group
@ [01] Mew Site " | “““““““ .ddns.iview-ddns.com
Port: |3':|
Username : |
Password : |

[T Auto-Streaming Configuration {4/ 1M bitrate)

Advance Streaming Setting |

| Device Search |

Export | Import | Software Upgrade | Ok, | Cancel

Input Username and Password
After the IP camera’s IP address and port are filled-in, enter the IP camera’s
username and password.

20
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Auto-Streaming Configuration

For users who wish to enable auto-streaming, check the box in front of
<Auto-Streaming Configuration(4M/1M bitrate)>. VSS will logon to the IP
camera twice to retrieve two different types of video streams. The main
stream will be 5M for Fisheye cameras and 1080P for others, whereas the
sub stream will be VGA. In cases when VSS cannot acquire the preset
resolutions described above, the setting will be the largest resolution for the
main stream and the smallest resolution for the sub stream.

Settings £2
Sites Edit | Login Setting | Users Edit | Client Setting | Event | Fie Path | DyrDs | Devieewizard |
Sites Site Setting
= Ii Group List Site |MegaPierIP
- ﬁ [01] Mew Group
@ [01] MegaPixellP ey | B2 . 163 . & . 35 [~ (D)DNS
Port: |3|:|
Username : |Hd|'ﬂ||'|
Password :
I [ Auto-Streaming Configuration{4M/1M hitrate): I
Advance Streaming Setting |
Device Search |
Export | Import | Software Upgrade | Ok, | Cancel ‘

& NOTE: When Auto-Streaming Configuration is enabled, <Advance
Streaming Setting> will be disabled in the mean time.

21
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Advance Streaming Setting

Users can also manually setup dual stream function via clicking on <Advance
Streaming Setting>. The setup window will be as below.

Advance Setting 22

Stream

Main Stream

Stream Type : |RTP_PLUS_RTSP H284 ~|

W Record Resalution: [ 1280 x 720 |

Sub Stream
g— Siream Type |RTP_PLUS RTSP H254 |

[ Record Resolution: |320 % 240 ~|

Cancel ‘ Link to WebPage

A

NOTE: In order to be able to setup <Advance Streaming Setting>,
Auto-Streaming Configuration has to be set disabled.

Step 1. Check the box in front of <Enable> under Sub Stream section to

enable dual stream. Otherwise, uncheck to disable dual stream
function.

Step 2. Select preferred stream type and resolution for both the main stream

and the sub stream.

Step 3. Check the box in front of <Record> under Main Stream section to

record in Main Stream format. VSS also allows simultaneous Dual
Streams video recording, while Sub Stream only recording is not
supported. The client software can switch between the Main Stream
and the Sub Stream (if available) during video playback.

Step 4. Click on <OK> to confirm and save the setting. A popup window will

be displayed to notify users that the setting is changed.

NOTE: If users wish to connect to the IP camera’s webpage via a
browser, click <Link to WebPage> at the bottom.

22
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6.2 Login Setting

Users with administrator privilege can edit options regarding login settings in

this section.
Settings (]
Sites Edit  Login Setting | Users Edit | Client Setting | Event | File Path | DynDNS | DevieeWizard
Settings
1 User Mame : |adm|n
Password : i

Verify

[v Start Video Storage Server when Windows starts up.

Z W Auto login

v Auto connect device when login

v auto detect device when loging

Export I Import I Software Upgrade 0K | Cancel

Verify Account

As shown in the above picture, the box marked “1” is where users can enter a
set of username and password to be used for auto login. The <Verify> button
can help users to check if the username and password are correct. A
message box will be displayed to inform the result of verification.

23
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Automatic Actions

The box marked “2” contains the options regarding automatic actions. Check
the first option “Start Video Storage Server when Windows starts up.” to
request the computer to open VSS in the mean time when the system startup.
Note that the following two options, “Auto Login” and “Auto connect device
when login”, will be checked at the same time.

& NOTE: A message window will be shown when VSS is auto launching
after the system started up. Click <Cancel> can terminate VSS.

Check the second option “Auto Login” to automatically login after VSS starts
up. Remember to enter and verify username and password in box 1.

Check the third option “Auto connect device when login” to automatically
connect to the sites in the start group after VSS logged in. Detection of
internet connection will be performed beforehand, and a message window will
be displayed. Click <Stop> to terminate the detection and auto connection will
not be initiated.

Check the last item “Auto detect device when login” and VSS will perform
Auto Detect Device function after VSS logged in. The search is limited to the
white and black lists specified in <DeviceWizard> setting tab, which will be
explained in a later section.

Q NOTE: If Device Wizard function is enabled, the first three items in box
2 will be automatically checked. Please refer to section Device Wizard
for more details.
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6.3

Users Edit

<Users Edit> is the management of login accounts in VSS. The default
username and password are “admin” and “1234”.

Settings [
Sites Edit | Login Setting  Users Edit | Client Setting | Event | Fie Path | DynDNS | DeviceWizard
User information Iser list
User Mame |admin —|- User List
=] Admin
Password : e [01]admin
User

Export | Import | Software Upgrade | 0K | Cancel |

& NOTE: Only accounts under the <Admin> group have the privilege to
change all the settings.

Add Accounts
Right click on “Admin” or “User” and select <Add User> to add a new account.

.Set'l:ings ﬁ

Sites Edit | Login Setting  Users Edit | Client Setting | Event | File Path | DynDNS | Devicewizard |

User information User list
User Name : | =] User List
=1 Admin
Password ; | [01]admin
r Add User

Expaort Impaort Software Upgrade QK | Cancel
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Setup Password and User Name
After the new account is added, “Password” MUST be set for the account
before users can go to the next step. When “Password” is set, “User Name”

can be changed if users wish to. Note that “User Name” is case sensitive.
'Seuings ﬁ

Sites Edit | Login Setting Users Edit |Cllent S&tnngl Event I File Path | DynDNS | DeviceWizard
User information Ueer list
User Mame : |U5EF1 =I- User List
=1 Admin
I Password : I I [0 1]admin
= User
[01]user1
Group Attribution Setting
Export | Import | Software Upgrade | oK I Cancel

Remove Accounts
Right Click on an account and select <Remove User> to remove the account.

Seftings |

Sites Edt | Login Setting  Users Edit | Client Setting | Event | File Path | DynOns | Devicewizard |
User information User list
User Name : |'u'ser‘. =1- User List
= Admin
Password | e [0 1) admin
= User
(0] e
Group Attribution Setting
Export | Import | Software Upgrade | | oK I Cancel

& NOTE: The account currently logs in cannot be deleted.
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Group Attribution Setting
<Group Attribution Setting> is to setup users’ privileges. Users can assign
each user account different privileges of different functions.

'Sethings &

Sites Edit | Login Setting Users Edit ]ChentSetnng | Event | File Path | DynDNS | DeviceWizard
User information User list
User Name : |Userl =] User List
=1 Admin
Password : T [01]admin
=] User
I Group Attribution Satting I
Export | Import | Software Upgrade | I Ok I Cancel |

Click on <Group Attribution Setting> button, a setup window will be displayed
as below. Currently, VSS only provides three functions, PlayBack/Search,
Live, and Dome Control, for users to setup. Note that all privileges of these
functions are enabled by default. Refer to the followings for more details.

" Attribution Setup X

Cancel

To setup each user’s privileges, first, select a group in <Group>. Then select
a user account in <User>. After selecting a user account, users can click on
the cells to enable or disable user’s privileges. The cell in Red indicates the
function is enabled, while in White means the function is disabled. After
finishing the setting, click <OK> to save the setting, or <Cancel> to abort.
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Select / Clear All Cells:
If users wish to enable or disable all user’s privileges, click on the <Site List>
cell on top-left corner of the table. Click <OK> to save and exit the setup

window.

" Attribution Setup [

Cancel

Select / Clear Cell by Site / Function:

Clicking on the Site or Function cells is another way to enable or disable the
functions. For instance, when users click on <Dome Control> cell, the function
of Dome control for all sites will be enabled or disabled.

Attribution Sefup E5=)
User: _  |[01]Userl - Group ! [01] New Group -
Sltti =]

EESASEERERE

oK | Cancel

Function
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6.4

Client Setting

In <Client Setting> tab, users can specify white and black lists of Remote
Clients’ IP addresses, connect port, and maximum connections of Remote
Clients. In addition, users can choose to save system log data in selected
folder.

Settings £2
Sites Edit | Login Setting | Users Edit  Client Setting | Event | Fie Path | DyrDs | Devieewizard |
Client connection setup.
|192.1-ss. 7 .1 1 |192.1-33. 7. 100
Connect Port :
Addtowhitelist | Addtobiackiist | | | [eo
Allow Al | Block Al |
TP range | White /Black | Maximum connections
0,0,0,0 ~ 255,255,255, 255 White |5
192.168.6.100 ~ 192,168.6, 100 Black
192,168,7.1 ~ 152, 163,7, 100 White
[ Savelog
Export | Import | Software Upgrade | Ok, | Cancel ‘

On the left side, input IP addresses of Remote Clients and click on <Add to
white list> or <Add to black list> to add the specific IP addresses to the white
or black list. The added item can be found in the list below the buttons. If
users wish to delete any item, click on the item first and click on <Delete> to
do so. In addition, click on <Allow All> to allow free access. Alternatively, click
on <Block All> to block all access.

The default <Connect Port> is “80”. If the client connect port is changed,
users must also input the new port number for connection via the IE browser.

<Maximum connections> allows users to define the maximum number of
connections to VSS at the same time.

& NOTE: The maximum number of connections cannot exceed “5”.

Check the box in front of “Save Log” and select a folder to save the system
log data in a text file.
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6.5

Event

The <Event> tab allows users to enable/disable email notice function and to
specify recording duration of event videos.

Settings 2
Sites Edit ] Login Setting ] Users Edit ] Client Setting  Event ]File Path | DynDNS | DeviceWizard

Email Motice

Enahle : |OFF j

SSL:

| J Event Recording Duration

SMTP Server ; | 5
seC

SMTP Part : |

SMTP Account | Pre Alarm

SMIP Password : | Enable : |on |
15 Sec

Email Address : |

Export ‘ Import ‘ Software Upgrade ‘ Ok, | Cancel |

If users wish to send notice to a specific email via a SMTP server, select
<ON> next to <Enable> under “Email Notice“. If the email server requires SSL,
select <ON> next to <SSL>. Then enter all required SMTP information. If the
format of the email address is entered incorrectly, an alert message will be
shown on the screen.

Under “Event Recording Duration”, input recording duration of event videos.
When event videos are scheduled to be recorded, the recording duration will
follow the time specified here. Note that the measurement is in seconds.

If pre-alarm videos are required, please choose <ON> under “Pre Alarm”.
Then users can define required duration of pre-alarm videos.

& NOTE: Three types of alert messages from VSS will be sent to the
assigned mailbox: Alarm, Motion, and Video Loss.
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6.6

File Path

In <File Path> tab, users can specify destination folder(s) for recorded videos.
The preset folder is \VSS\Record\. Then users can choose whether to enable
circular recording.

 Settings £
Sites Edit | Login Setting | Users Edit | Client Setting | Event  File Path | DynDINS | DeviceWizard |
Record Path Circular
= Enable: ON -
¥ |C AVSS\Record Browse | =
1 Type: By Size hd
r Enab:el Browse | Clear | Threshold: 5000 ™B

I Enab!el Browse | Clear I

r Enable| Browse | Clear |
Clear all |

Export | Import | Software Upgrade | | oK | Cancel

Select Destination Folders

The number of selectable folders equals to the number of HDDs the PC
connects to, excluding HDDs with capacity less than 5GB. Check the box in
front of “Enable” and click on <Browse> to select more destination folders.

Each folder should be from a different HDD or an error message will be
displayed. Note that if a HDD with less than 5GB capacity is selected, an error
message will also be shown. Clicking on <Clear All> will delete all folders
except the first preset folder.

In each folder, subfolders will automatically be created with folder name
‘RecordFolder********* \hjch ******** represents an 8-digit serial number.
Each subfolder can store up to 500 videos, while each video is up to 50MB.
Once a subfolder is full, a new subfolder with a subsequent number will be
created and new files will be stored to the new subfolder.
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Circular Function

The <Circular> function is used to adjust the HDD space usage of VSS.
Select <ON> to enable circular function and choose type to be <By Size> or
<By Percentage>. Then specify the value of threshold. Note that the threshold
value cannot be less than 5000MB by size or 2% by percentage.

For example, when the threshold is set to 5GB, and there are 20GB free disk
space remaining in the HDD, VSS can only access the HDD no more than
15GB. When the free disk size is smaller than threshold:

1. If the circulation of files is performed for the first time, VSS will start to
overwrite the earliest recoded data. Next time when VSS starts up, the
circulation of files will continue from where it was up to.

2. If the destination folders are reset, new folders will be created to store
new files. The old files will be deleted and rewritten with new files.

& NOTE: If Device Wizard function is enabled, the Circular function will

automatically be enabled, and the type will be set as <By Size> with
<Threshold> as 5000MB. Please refer to section Device Wizard for
more details.
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6.7

DynDNS

For users who are using dynamic IP addresses, DynDNS can help to link the
dynamic IP addresses to static domain names. In this way, the IP addresses
setting will not need to be changed all the time at the CMS Client sides.
Before setup DynDNS, users have to register their own free accounts at the
website http://www.dyndns.com/. Users will receive a pre-determined

hostname from the website after successfully registered. Input the username,
password, and hostname in DynDNS setup page.

Sethngs Iﬁ

Sites Edit | Login Setting | Users Edit | Client Setting | Event | File Path DYNDNS | DeviceWizard |

DynDMS Settings

Username : |

Password : |

Hostname : |

¥ Synchronize IP when Video Storage Server starts up

¥ Synchronize IP in & 30 minutes interval

Manual synchronize IP

Export | Import ‘ Software Upgrade OK | Cancel

Synchronize IP
There are three options for users to synchronize their dynamic IP addresses
to their assigned domain names:

1. Synchronize IP when Video Storage Server starts up

2. Synchronize IP in a 30 minutes interval

3. Manual synchronize IP

Users can select preferred options according to their application.
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6.8

Device Wizard

When the Device Wizard function is enabled, VSS will automatically search
for IP cameras in the LAN. Then VSS will add/delete/update IP camera sites
all by itself. Users will not need to do any manual setting regarding IP camera
sites. The <DeviceWizard> tab is shown as below.

Settings =5
Sites Edit | Login Setting | Users Edit | Client Setting | Event | File Path | DynDNs  DeviceWizard |
DeviceWizard Setting
DeviceWizard Status: _ +| Max. count of connect fail: |3 _|:|
IP range : | . . . B |
addtowhitelst | Addtoblecklst | alowal | |
IP range | White Black |
0.0.0.0 ~ 255,255,255, 255 White
Export | Import ‘ Software Upgrade | 0K | Cancel ‘

Next to <DeviceWizard Status>, select <ON>/<OFF> to enable/disable the
Device Wizard function. If the Device Wizard function is enabled, setup white
and black lists via specifying IP range. <Max count of connect fail> allows
users to choose how many times VSS will try to connect an IP camera. After
the specified number of tries and VSS is still unable to connect an IP camera,
IP address of the IP camera will be automatically added to the black list.

When IP cameras are connected via the Device Wizard function, VSS will
automatically setup the main stream and the sub stream as described in
<Auto-Streaming Configuration> part under section Site Settings.

In the mean time, VSS will automatically fill in username and password of
current login account in <Login Setting> tab. And VSS will be set to auto start
when Windows starts up, auto login, and auto connect devices after login.

In addition, the Circular function in <File Path> tab will automatically be
enabled, and the type will be set as <By Size> with <Threshold> as 5000MB.
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6.9

Export or Import Settings

The export/import function provides users the option to backup the settings as
needed.

Settings £2

Sites Edit | Login Setting | Users Edit | Client Setting | Event | Fie Path | DyrDs | Devieewizard |

Sites Site Setting
] Ii Group List Site : |HE';-.' Site
- ﬁ [01] Mew Group
® F: | oo 0 0 0 ™ (o)ons
Port: |3|:|
Username : |
Password : |

[T Auto-Streaming Configuration {4/ 1M bitrate)

Advance Streaming Setting |

| Device Search |

Export

Import | Software Upgrade | Ok, | Cancel ‘

To export the configuration, click on <Export> button and select a destination
folder to save the *.zip file.

To import a configuration, click on <Import> button and find the *.zip file that
was previously saved.

& NOTE: If the imported configuration has any group exceeding the
maximum supported channels, users will need to delete some sites.

& NOTE: After a configuration is imported and <OK> button is clicked,
the configuration will be loaded immediately and VSS will reconnect to
the sites in the start group.
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1. Operation of VSS

The brief descriptions of VSS main window layout and buttons are explained
in section VSS Main_Window. This section will introduce operational
functions of VSS.

7.1 Instant Record Function

VSS also allows instant record function. Users can record live videos of IP
cameras to the local computer instantly.

Right click on a Site and select <Record> - <Start Instant Recording> to
start recording. When users want to stop recording, right click and select
<Record> - <Stop Instant Recording>.

DisConnect
StartInstant Recording
Configuration Stop Instant Recording

If time difference between VSS and the recording site is more than 1 day, a
warning message will be displayed.

ReConnect ‘

& NOTE: If the connection to the recording site is disturbed and then
reconnected, the recording will be terminated without resumption.
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7.2

Configuration Menu of IP Cameras

The Configuration Menu of IP cameras allows users to edit stream, property,
network, video setting, and system configuration of the IP cameras.

Right click on the Site and select <Configuration> to
open the Configuration Menu window. Please note that
the Configuration Menu window will only be available
when the IP camera is currently connected.

Stream

ReConnect
DisConnect

Record

Configuration

In the Configuration Menu window, the <Stream> tab allows users to change
Main/Sub stream type and resolution of the IP camera. It is the same as in
<Advance Streaming Setting> part under section Site Settings.

;Configmaﬁon

Stream IPropertyl Network | Video Setting | System |

-Main Stream -
Stream Type : [RTP_PLUS_RTSP H264 Ll
M Record Resolution: [1280 X 720 |
Sub Stream
¥ Ensble SYemnTIDe: [RTP_PLUS_RTSP H264 |
W Record Resolution: [320x 240 |
Video Preview

Cancel I Apply I Link to WebPage |I Preview ll
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Users can click <Preview> at the bottom to see video preview, and then click
<Apply> to confirm the streaming settings directly.

Property

The <Property> tab, as shown below, allows users to change image quality
related settings. Users can also use <Preview> and <Apply> at the bottom to
see effects and apply changes. The new setting will be applied to the
webpage of the IP camera as well.

A

Configuration

Brightness :
Color Saturation :

Contrast :
Sharpness :
White Balance Mode :

White Balance Cb Gain :

White Balance Cr Gain :

Exposure
Back light
IR function
WDR

Stream Property INetwork | Video Setting | System I

Min _; Max
Min | Max
Min J' Max
Min _j— Max
AUTO |
Min | Max
Min i Max
Iauto ;]

oFF

oFF

~ Video Preview -

OK

l

Cancel I

Apply I Link to WebPage I

NOTE: Only A5S IP cameras and Xarina Series IP cameras
the configuration function.

support
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Network

The <Network> tab, as shown below, allows users to change network setting
of the IP camera. If network setting is changed, click <Apply> at the bottom to
apply changes. The new setting will be applied to the webpage of the IP
camera as well.

[ Configuration )
Stream | Property Network | video Setting | System |
DHCP Disable -
Address [1927163. 0 .20
Subnet [255.255.255. 0

Default Gateway [192.168. 6 .254
Primary DNS [192.168.10 . 1

-Video Preview

oK Cancel Apply Link to WebPage
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Video Setting
The <Video Setting> tab, as shown below, allows users to change video
setting of the IP camera. If video setting is changed, click <Apply> at the

bottom to apply changes. The new setting will be applied to the webpage of
the IP camera as well.

Configuration B
Stream | Property | Network Video Setting ISvshem |
~MPEG4 | H264-1-
BitRate [ [64~8000] BitRate [0%6  [64~8192)

GOV Length ’_ [1~30] GOV Length [10_ [2~64]
Rate Mode I ) - | Rate Mode |cbr vI
Frame rate | [1~30]

H264-2 ~MIJPEG
BitRate [1024  [64~8192] Qfacion [0 o100
Goviength  [I5  [2~64] e i o
Rate Mode m Video Rotate Type m
Frame rate [ 130 Audio BitRate alaw -

i~ Video Preview

E Cancel Apply
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System
The <System> tab, as shown below, allows users to view software version,

restore factory default, and change video system of the IP camera. If system
setting is changed, click <Apply> at the bottom to apply changes. The new
setting will be applied to the webpage of the IP camera as well.

"Configarstion ]

Stream ] Property I Network I Video Setting  System

Software version ld 20120814BNS

Factory Default I
TV system ntsc v Save l

Video Preview -

(
i Preview

Cancel | Apply l Link to WebPage

If users wish to connect to the IP camera’s webpage via a browser, click <Link
to WebPage> at the bottom. When the setting is completed, click <OK> at the
bottom to exit the Configuration Menu.
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7.3

Schedule Record Function

Users can schedule specific time to record the connected devices’ videos to
the local computer. Schedule Record window will be displayed after clicking

on the <Schedule Record> button.

The current setting site will be shown on the top of the Schedule Record
window, as circled in the picture below. Alternatively, users can click on the
<Select All> or <Clear All> buttons to setup all sites to always record or

always not record at once.

Schedule Record

=

Schedule Record Setting
Holiday Setup Sthedule Record Function

[z010) 07 2 |

Add | RECORD BY SITE

NORMALANDEVENT [~

[sereCT ceLL ~|

Select All

Clear all

+-@@ [01] Hew Site
+ 02] M m

[02]
- [03] MegaPixelCame

Select Video Types

The scroll-down menu circled below shows the recording video types.

Schedule Record

Schedule Record Setting
Holiday Setup
[z010) 07 2 =]

Schedule Record Function
Sie[2]

Add | RECORD BY SITE

Select All
Clear all

=@ [01] Hew Si
+ @ [02] MegaPixelCame
+- 4@ [03] MegaPixelCam:

<OFF>
Select this to switch off the schedule record function.

<NORMAL AND EVENT>

Schedule to record both the normal and event videos within the selected time

frame.
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<EVENT ONLY>
Schedule to record only the event videos within the selected time frame.

Select / Clear Cells
The scroll-down menu circled below shows the selecting options.

Schedule Record =

Schedule Record Setting +-4@ [01] New Site:

Holiday Setup Sehedule Record Function G + @ [02] MegaPixelCame
foie o7 2 | | met L © @ gk
RECORD BY SITE p—
SELECT CELL
CLEAR CELL

<SELECT CELL>
Choose this to select any cell from the table.

<CLEAR CELL>
Choose this to clear any cell from the table.

<SELECT ALL CELL>
Choose this to select all cells from the table.

<CLEAR ALL CELL>
Choose this to clear all cells from the table.

Follow steps below for an example of setting schedule record for VSS.
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Schedule Recording Times

Step 1.

Schedule Record

Select a site or a channel from the box on the right by a single click.
When a site is selected, the same setting of schedule record will be
applied to all channels. Click on a channel to set unique schedule
record for the particular channel. In this example, schedule of a site
will be set. Select a site in box 1, and set the recording option to
<NORMAL AND EVENT> in box 2.

Schedule Record Setting
Holiday Setup

Schedule Record Function

@ [02] Megal ame
m

’ﬁ Select all I

[20107 9) 2

Site[2]

|

Aed |

/-4 [03] MegaPixe|Came

RECORD BY SITE

SELECT CELL -

Clear all

Step 2.

Assuming that the site will be scheduled to start recording video from

2:00 to 4:30 on Tuesday and Wednesday. Since the duration of each
cell is 30 minutes, click on the cell under 02 for Tuesday and drag to

the cell under 04 for Wednesday; and the color of the cells will be

Schedule Record

changed to purple indicating that both normal and event videos are
going to be recorded during the selected times.

b3

Schedule Record Setting
Holiday Setup

i+ [01]New Site

Schedule Record Function @ [02] MegaPixelCame

[20107 9) 2

Select all

Clear all

=] | | Brel]

@) [03] MegaPixelCame

_ HoRMALmnDEMENT [~
=

RECORD BY SITE [seLECT CELL

Step 3. After the time frames are selected, click <OK> to save and exit the
Schedule Record window.
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Cancel Scheduled Recording Times

If the user want to cancel a time frame from selected schedule, for instance,
3:00~3:30, set the selecting option to <CLEAR CELL> in box 1. Click and
drag the cells under 03 from Tuesday to Wednesday. The cells will be blank
which indicates that VSS is not going to record anything. Click on <OK> to
save and exit the Schedule Record window.

Schedule Record =

[ Schedule Record Setting (+-4@ [01] New Site

Holiday Setup Sehedule Record Funct @ [02] MegaPixelCame
5 Select &l i
Feio 572 | | 2 T @ [ e
A
#
add | | | Recorosy sITE I CLEAR CELL = Clear All |

Select / Clear All Cell
If users want to set the schedule to record at all times, click on the circled

blank cell located on top left corner of the table or set the selecting option to
<SELECT ALL CELL>. If users want to reset the schedule of the site, set the
selecting option to <CLEAR ALL CELL>. Click on <OK> to save and exit
Schedule Record window.

Schedule Record =

[ Schedule Record Setting (+-4@ [01] New Site

Holiday Setup Sehedule Record Funct G @ [02] MegaPixelCame
EXEE o || e wowwmoser - @ st
add | | | Recorosy sITE ' [SELECT ALL CELL = I Clear All |
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Select / Clear Cell by Date / Time

Another way to select or clear time frame is by clicking on the Day or Time
tabs. For example, when users click on <Tue> tab, the color of all Tuesday
cells will be changed and the site is scheduled to record normal and event
videos every Tuesday. When users click on 5:00~5:30 tab, color of all
5:00~5:30 from Monday to Sunday will be changed. Click on <OK> to save
and exit Schedule Record window.

Schedule Record =
Schedule Record Setting + @ [0 Hew i
Holiday Setup Schedule Recard Function G +- @ [02] MegaPixelCame
EIEE | | met e mpsET |- + @ [ estricom
:F 2 E?d RECORD BY SITE [zereeT cerc ~| p—
ENEENEEEEEEEEEEEEEEE | |
EENNEEEEEEEN
Days of Week o

Special Schedule of a Specific Date

If users wish to setup a special schedule for a specific date, simply select a
date from the pull-down menu of <Holiday Setup> and click on <Add> button.
At the bottom of the <Schedule Record> window, users can find a new row of
the added date as shown below. Setup the schedule for that date, and the
schedule record will only run once for that special day.

Schedule Record =

Schedule Recard Setting

=@ [01] Hew Sitz

Holiday Setup Schedule Record Function +- @ [02] MegaPielCame
5 Select Al
ECEE =1 |f] a2 T @ W e

[ Kdd | ||| RECORD BV SITE [sELecT celL |

Clear all

2010/09/02 l |

< m | >
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7.4

Lock Function

The Lock function allows users to protect VSS from unauthorized use when
users need to be away from the computer for a while. When VSS is locked, all
functions (including setting and operation) are not available.

Click on the <Lock> button and a confirmation message will be displayed.
Click “Yes” to confirm.

Once users confirmed to lock VSS, the <Lock> button will be changed to
<Unlock> and all other buttons will be grayed out. When users click on the
<Unlock> button, the unlock window will be displayed for users to enter
username and password to unlock.

To unlock, there are two scenarios as listed below:
Login Account | Accounts Able to Unlock | Note

1 | User Level -Login User The access authority will still
- Any Administrator be User’s limit.
2 | Admin Level - Login Administrator If password is changed, use

new password to unlock.

e NOTE: If VSS is forced to be closed while it is locked, VSS system will
still be locked when it is started up again.

e NOTE: If the password of the current login account is changed, use
the new password to unlock.
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8.

8.1

IE Browser Connection

When users connect VSS via an IE Browser, the remote monitoring software
will be downloaded and installed on the PC to operate with VSS. Using the
software, users are allowed to view live and recorded videos, and to configure
VSS remotely via network.

& NOTE: Other types of internet browsers are not supported.

The tasks that can be performed with the remote monitoring software are
listed below:

e Remote viewing of live/recorded videos
e Remote setup of VSS
e Remote control of dome cameras

& NOTE: The Menu function allows users to remotely access IP Camera

Setting menus, with some limitations. Refer to the User’s Manual of the
IP Camera for more information.

Remote Monitoring System Requirements

Operating Systems | Windows XP, Windows 7, Window 8
Minimum: Recommended:
CPU Intel® Core™ 2 Duo Intel® Core™ i7-3770
2.4 GHz 8MB Cache 3.4 GHz
. Recommended: 4GB,
RAM Memory Minimum: 1GB
Dual Channel
HDD Minimum: 80GB Recommended: 1TB
Minimum: Recommended:
Video Card Graphics card with more | GeForce GTS450 1GB
than 64MB RAM PCI-E 16X
Ethernet Minimum: Recommended:
100 BaseT Gigabit LAN
Internet Explorer Recommended: IE 9 or above
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8.2

8.2.1

Software Installation

Before operating the remote monitoring software, please first find out the IP
address of VSS via the Device Search application. Refer to the following
description to install the remote monitoring software.

Change Internet Settings

The PC operating with the remote monitoring software should be set to
accept ActiveX plug-ins. Please follow the steps to set the Internet security
settings appropriately.

e Start the IE browser; it can be started either by clicking on the desktop
icon, or by using the Start menu to access it.

& NOTE: If users wish to use the function "Snapshot" in the remote

monitoring software, users must run IE as administrator. To run IE
as administrator, right click on the IE browser icon on the desktop
and select "Run As Administrator" to launch IE.

& NOTE: Windows IE browser provides the ActiveX component that
is required for operating the remote monitoring software.

e Select <Tools> from the main menu of the browser, click on <Internet
Options>, and then click on the <Security> tab.
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e Select <Trusted sites> and click on <Sites> to specify its security setting.

Internet Options ? X

Lréenelarlr‘ Secuity | Privacy | Content | Connections | Programs | Advanced |

Select aWeb content zone ta specify its security settings.

® «@ 0 9

Internet Local intranet  JEBSEGEIES  Restricted
sites

Trusted sites

This zone contains Web sites that you
trust not to damage your computer or =
data.

Security level for this zone

Custom
Custom settings.
- To change the settings, click Custom Level.
- To use the recommended settings, click Default Level.

[ Custom Level... ] [ Default Level ]

[ OK ][ Cancel J

e Uncheck “Require server verification (https:) for all sites in this zone”. Type
in the IP address of VSS and click on <Add> to add the web site to the list.

Trusted sites [Z]

You can add and remove Web sites from this zone. All Web sites
in this zone will use the zone's security settings.

Add this Web site to the zone:
iip:jj152.165.7.184 |

Web sites:

|http:{{192.168.8.167 ‘
(http:/{192.168.8.161 ‘
(http:i/192.168.5.174

|

Remove '

[Irequire server verification (https:) for all sites in this zone

[ OK ] [ Cancel ]

e Click on <OK> to confirm and close the Trusted sites dialog.
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¢ In the Security Level area, click on <Custom Level>. The Security Settings

dialog is displayed.

Security Settings ?IX

Settings:

@ ActiveX controls and plug-ins ~
] Automatic prompting For ActiveX controls
O Disable =
(® Enable
@ Binary and script behaviors
(O Administrator approved
O Disable
(®) Enable
[¢] Download signed ActiveX controls
O Disable
(® Enable
O Prompt
@ Download unsigned ActiveX controls v
L e

< | ¥ |

Reset custom settings

Reset to: ELow v [ Reset ]

[ OK l[ Cancel ]

e Under <ActiveX controls and plug-ins>, set all items to <Enable> or

<Prompt>.

e Click on <OK> to apply the setting and close the Security Settings dialog.

e Click on <OK> to close the Internet Options dialog.

Now the installation can continue to the next step.
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8.2.2 Install Remote Monitoring Software

With the IP address of VSS, the next step is to install the remote monitoring
software via connecting to VSS. Follow the steps below.

e Enter the IP address of VSS in the address bar of the IE browser. The IP
address of VSS can be saved as a Favorites item in the IE browser to
enable easy access in the future.

e The ActiveX controls and plug-ins dialog will show twice for confirmation.
Click on <Yes> to accept installation of the ActiveX plug-ins. The remote
monitoring software plug-ins will be downloaded and installed on the PC
automatically.

& NOTE: Do not input any leading “0” characters in the address. For

example, “192.068.080.006” should be input as “192.68.80.6”. If
the default client port “80” is changed to a different number, such as
port 81, the IP address should be input as “192.68.80.6:81”.

e A version check starts to verify whether the remote monitoring software
was installed already, and also checks if the version is the same as what is
stored in VSS. This process may take up to 30 seconds.

e When the software is completely downloaded and installed, the Login
dialog will be displayed.
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Log in /Log off

Login using the same accounts setup in VSS. The accounts’ authority level is
also the same as what was setup in VSS. The maximum number of
simultaneous connection is set in <Client Setting> of VSS.

The following steps demonstrate procedures to connect and login to VSS.

e Start the remote monitoring software by entering the IP Address of VSS in
the address bar of the IE browser. Alternatively, click on the Favorite entry
for VSS (if the IP address of VSS has been set).

e Input username and password of the account. The login username and
password can be saved to ease future login. The default username and
password is “admin” and “1234”.

e Click <OK> to log in to VSS. The process may take a few seconds.

e If the connection is made successfully, the main window will display live
video of the connected cameras.

If the IE browser is closed, the remote system is logout and disconnected
from VSS at the same time.

Software Upgrades

If a new version of the remote monitoring software is available on VSS,
upgrade will be prompted while accessing VSS. Follow the steps to upgrade
the software.

e The upgrade message will be prompted. Click <Yes> to accept version
upgrade.

e Start the IE browser again and enter the IP address of VSS in the address
bar. Or if the IP address of VSS is set as a Favorite site, click on the
Favorites entry for VSS.

e When the software is completely downloaded and installed, the Login
dialog will be displayed.
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8.3

8.3.1

Basic Operation for Monitoring Remotely

When VSS is successfully connected, the main window of the remote
monitoring software will be displayed. The functions on the remote monitoring
software will be described in the following sections.

View Live Video

View live video from the cameras connected to VSS by clicking <Live> button
on the main window toolbar. Choose a desired display mode — full-screen,
2x2, 3x3, 4x4, 5x4 and 5x5 — after the live images of VSS are displayed on
the main window. When a dome camera is connected and viewed in single
channel full-screen mode, the PTZ Control operation can be accessed. To
choose desired display mode and to operate dome camera control, refer to
the following subsections.

Select Display Mode

Choose the number of windows to be displayed on the main window. Click on
one of the display buttons under the MODE section. The available selections
are 2x2, 3x3, 4x4, 5x4 and 5x5 displays. To view certain window in full-screen,
either double-click on the preferred grid, or click on the corresponding
CAMERA button.

Operate Cameras with PTZ Control
The remote monitoring software allows users to control and configure a dome
camera remotely.

Click on any CAMERA button displayed with a dome icon to view the camera
in full-screen. The PTZ Control Panel will be displayed on the left. The items
on the PTZ Control Panel are described as follows.

Auto Focus:
Click on it and the focus of the camera will be automatically adjusted to show
a clearer image.
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Set / Go Preset & Run Tour (*+):
The remote monitoring software allows its users to store up to 255 preset
points according to the allowance of the supported dome cameras.

Use Direction buttons to pant/tilt the dome camera to an appropriate position.
Then click this button, select <Set Preset> and choose a preferred number
from the pull-down list. The preset point is named as the selected number.

Click this button, select <Go Preset> and choose a preferred number from the
pull-down list to call the preset point for viewing.

Click this button, select <Run Tour> and the dome camera will start the tour
set previously at the dome camera side.

Dome ID (ID):
Click for changing the dome ID and protocol. Proper authority is required to
access this function.

Focus +/-:
Use these to adjust the camera lens to focus on objects for a clear view. Click
on <+> to focus near or <—> to focus far.

Iris +/-:
These are used to open and close the iris to let more or less light into the
camera. Click on <+>to open iris or <—> to close iris.

Zoom +/-=:
Users are allowed to zoom-in or zoom-out using the adjusting buttons.
Zoom-in to enlarge a certain area and zoom-out to view more area.

Direction Button:
This button is used to pan and/or tilt the dome camera. Click the arrows in the
directions to be viewed.
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8.3.2

Digital Zoom of Camera Display
Users can view the camera zoom-in images via the digital zoom function.

Zoom in/out can be easily controlled via the scroll wheel of the mouse.

Move the scroll wheel away from users to zoom in and move toward the users
to zoom out. On the upper left-hand corner will show zoom-in magnification.
The maximum magnification is X7. Also on the lower right-hand corner will
display the position of current viewing area (shown as an inner white
rectangle) comparing with the original screen (shown as an outer rectangle
frame).

In addition, the viewing area can be changed by left clicking and dragging the
mouse.

& NOTE: This function will use up a lot of CPU resources. It is
recommended not to open too many programs at the same time to
avoid crash of CPU.

Instant Recording
Instant Recording function allows users to record video to the PC by one click.
& NOTE: The Audio function is set to OFF as the default setting.

Record Video Instantly
Follow the steps to start recording instantly:

¢ Click on the <Instant Recording> button.
e Select the destination folder to save the video.
e Click on the button again to stop recording.

& NOTE: The instant recording video will be saved as *.drv file.

Playback Instant Recorded Video
Follow the steps to playback a video recorded by “Instant Recording”.

¢ Click <Play> on main window toolbar and click <Local Playback> tab.
e Click <Open> to choose a recorded file.
e Click <OK> to start playing the recorded video.
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8.3.3

Playback Video

The remote monitoring software allows users to view recorded video either
from VSS, or from the hard disk drive of the PC.

To access the Playback screen, click <Play> button on the main window
toolbar. There are two tabs in the Playback screen: <Remote Playback> and
<Local Playback> tabs. <Remote Playback> allows users to playback from
VSS. <Local Playback> enables users to playback a recorded video file
stored in the hard disk drive of the PC.

The VSS continues recording while playing back recorded videos on the PC,
either remote playback or local playback.

Playback Remote Video
To view remote video, click <Play> on the main window toolbar, and then
<Remote Playback> tab. The <Remote Playback> screen will be displayed.

The <From> and <To> in the <Available Record Video> display the date and
time from which recorded video is available for playback. The calendar on the
right indicates dates with available videos. The time slider bar is shown for
different channels with classified event videos.

To playback remote video segments, follow these steps:
e Choose <Playback> in <Select> field for playback recorded video.
e In <Start> field, users can change the date and time either by typing
desired numbers directly or by using the arrow buttons.

To type directly:

Click on day, month and year of date field respectively, and type the desired
numbers directly. Follow above steps to adjust the hour, minute and second
of time field.

To use the arrow buttons:

Click on the arrow button next to the date field to display the calendar; then
click the left and right arrow at the top of the calendar to change the date. Use
up and down arrow next to the time field to change to the wanted time.

e The other way to select date and time is by clicking a date in the calendar
and moving the time slider bar.
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¢ Click <OK> to start the playback, or click <Close> to abort.

e The other option <Download (.AVI)> in <Select> field enables users to
download the video segment of selected date and time to the PC. The
selection of time duration is the same as described above. Files
downloaded will be in *.avi format.

Playback Local *.drv Files
The <Local Playback> tab allows users to playback *.drv video files stored in
the PC's hard drive.

Follow below steps to playback a downloaded *.drv file with the remote
monitoring software.

Click <Open> and the file selection screen is displayed.

Select the *.drv video file for playback and click <OK>.

Click <OK> in the <Local Playback> Screen to start the playback, or click
<Cancel> to abort.

View the video playback using the Playback controls.

To end the playback, click <Live> to return to live video.

Playback Controls

When the video playback begins, the remote monitoring software is in
Playback Mode. The playback controls toolbar will emerge on the main
window toolbar. The Playback controls and indicators are described as below.

Icon | Name Description

1.Click to play the recorded video in backward
direction. Click repeatedly to select the

Fast Backward /| backward playback speed: 1x, 2x, 4x, 8x, 16x,

Step Backward or 32x.

2.When playback is paused, click repeatedly to
move backward step-by-step.

<4<

1.While playing, click to pause the playback.

>/ Play / Pause
" y 2.When paused, click to resume the playback.

1.Click to play the recorded video in forward
Fast Forward / direction. Click repeatedly to select the forward
> > playback speed: 1x, 2x, 4x, 8x, 16x, or 32x.
Step Forward . :

2.When playback is paused, click repeatedly to
move forward step-by-step.
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Video Preview

Video Preview allows users to preview a certain part of the recorded video
when the recorded video is being played back in single channel mode. Move
the mouse cursor to a wanted time at the time bar on top of the video. Then a
preview grid will be displayed. From the preview grid, users can preview and
know what image is at that time. An example of Video Preview is shown
below.

.
CAMERA
viw2w3
viwSwE
v’witws
w10 W g2
w139 gis

There is another way to preview the recorded video. Click and drag the
mouse cursor to a preferred time on the time bar, and then hold the time bar
indicator. The preview grid will be displayed. Release the mouse cursor, the
remote monitoring software will start to playback from the time users just
selected. See the figure below for reference.

CAMERA

v iw2w3
v iws5wE
v /9 iw 9
0w w2
U RERCRTE - B E)
L AR ArE Al
wiIw2 w21
w2 w2 WA

& NOTE: Do not move the mouse cursor until the preview grid is
displayed. And it only takes about 1-2 seconds to display the preview
grid.
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8.3.4

Configuration Menu

The Configuration Menu is for users to remotely setup and view the
information of IP cameras. Besides, users can view and configure User
Management under this menu. Refer to the following section for more details
of User Management.

Configuration of User Management

Before entering the User Management page, users have to ensure that more
than one standard VSS user is added on VSS side. Otherwise, the User
Management page will not appear in the Configuration Menu of remote
monitoring software.

Once users log in the remote monitoring software, click <Menu>, and
Configuration Menu will be displayed. Select <User Management>. Note that
only user accounts with administrator privilege can access and setup the
permission of all user accounts. Refer to the figure below.

-

[#- Carmera Setup -

(- User Managerment Live [DN j
[=]- Userl
PlayBack / Search [EIN j
CH2
CH3 Dome Control [EIN j
CH4
CHE
CHE
CH?
CHE
CH9 s
CH10
CH11
CH12
CH13
CH14
CH15
CH16
CH17
CH18
CH13
CH 20
CH21
CH22
CH23
CH 24 [ Wideo Info.
EE gg ! ’TI Cancel
~d 27
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If users login as standard users, users can only view their own permission
information. The configuration of User Management will be grayed out and
cannot be accessed. The following figure is an example when users login as
normal users.

[
[#- Careta 5 etup -
[=1- L zer Management Live [u N
B Usger!
PlayBack / Search fon
CH2
CH3
CH 4
CHE

L L e

Dome Control [I_IN

CH24 [~ Wideo Infa.

-CHZ25
-CH 26 0K | Cancel
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8.3.5

8.3.6

8.3.7

Search from Event List

Click SEARCH, the Event List appears. The List contains information about
the alarm events that VSS recorded and saved. Up to 1024 events can be
listed in the Event List.

The Event List displays each event by its number, the date and time of the
event, the type of the event (including Alarm In, Motion Detection, and Video
Loss), and the camera channel where the event occurred.

To view an event video, follow these steps:

Click SEARCH button in the main window toolbar. The Event List appears.
Scroll through the Event List and highlight the interested events.

The event list can be filtered by date/time, by channel or by event type via
the search options on the right.

Double-click on the desired event to view the event video.

Take a Snapshot

Snapshot is a simple screen capture tool. When users click on the
SNAPSHOT button, it will capture the screenshot of the window that is
currently showing on the screen. Each click captures one screenshot to be
saved as a JPEG file on the desktop. The snapshot file will be named as
“Snapshot-*".

& NOTE: To ensure that the snapshot files can be saved on the desktop,

users must run IE as administrator. To run IE as administrator, right
click on the IE browser icon on the desktop and select "Run As
Administrator" to launch IE.

CMS Player

On the right to the main window toolbar, a link is provided for users to
download the video playback software — CMS Player. For details about the
functions of CMS Player, refer to the User’s Manual of CMS.
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8.3.8 Remote Monitoring Software Troubleshooting

What happened if the server requests to upgrade the software every time
VSS is connected? If the following screen displays repeatedly, please follow
the steps to delete the temporary internet files.

e Select <Tools> from the main menu of the web browser, and then
<Internet Options>, and then click the <General> tab.

Internet Options ?IX
‘7Gener;i' Security | Privacy | Content | Connections | Programs | Advanced

Home page
p\ You can change which page to use for your home page.
0l pddress | about:blank

[ UseQunentJ [ Use Default J [ Use Blank ]

Temporary Internet files

i Pages you view on the Intemnet are stored in a special folder
@Y for quick viewing later.

Delete Cookies.. | [Delete Fies... | [ Setiings... |

History

39 The History folder contains links to pages you've visited, for
£ 4 quick access to recently viewed pages.

Days to keep pages in history: ]20? Clear History

[ Colors... l [ Fonts... ] [ Languages... l [Accgssibilily...J

’ oK 1[ Cancel 1

e Click the <Delete Files> button in the <Temporary Internet Files> field; the
<Delete Files> screen displays as below.

Delete Files X

'E Delete all files in the Temporary Internet Files
L

‘You can also delete all your offline content stored
locally.

[ OK ]l Cancel J

e Check the <Delete all offline content> box and click <OK>.
e Now, enter the IP address of VSS to make the connection again.
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Appendix A: Mobile Notification

Users can connect VSS via Apps on mobile devices, such as NetGuard/NetGuardHD (iOS)
or DroidGuard/DroidGaurdHD (Android). After VSS is connected via Apps, users can view
Live/Playback videos, and search the video database.

In addition, the Push Notification function allows users to receive instant notifications when
events or alarms occur at VSS site. It is strongly recommended to turn on the notification
function at all times.

The figures below are examples of Android and iOS Push Notifications.

il airtel

ERO -
) O 9
Scree
Sound SCrEEn — gietooth 1 5 -

rotation

e Thursday, December 12

57%

NetGuard-Pro 1m ago
" Motion detected from 192.168.6.67 @ CH1

—— 15:08 12/12/2013.
Notifications Clear

NetGuard 1m ago
v DroidGuard Notification  5:06 PM *F Motion detected from 192.168.6.67 @ CH1

15:08 12/12/2013.

Android Push Notification iOS Push Notification

NOTE: This function is only available for DroidGuard/DroidGuardHD 1.0.3 or
later, and NetGuard/NetGuardHD 1.4.4 or later.

For more details about these Apps’ functions, refer to the Apps’ Help info.
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Appendix B: Troubleshooting

The followings are some common situations when the user is having difficulty with VSS.
1. VSS does not work properly. How can it be recovered or where can | ask for help?

Please try the following ways to recover it first.

A. Please check if the computer meets the system requirement.

B. If VSS automatically closes when it's starting up or connecting to sites, please
send the files stored in \VSS\VSS_Setting\ under improper operation condition.
Afterwards, re-install VSS and check to install Default Setting during installation.
Remember not to import old setting files. This will tell whether if the old setting

data are corrupted.

.|
& Video Storage Server 3.10.0 Setup: Installation Options = [ 5 [

(% Check the components you want to install and unchedk the components

you don't want to install. Click Mext to continue.

Select components to install: Microsoft Y 2003 5P 1 Redistributable Pac
Yideo Storage Server 3.10.0 (Required)
[ bisable 115 Service {Recommended)
Start Menu Shortcuts

Space reguired: 78, 7MB
4 I »

C. If VSS cannot successfully connect to sites, check the followings.
e Confirm IP, port, username, and password of the sites. Users can connect to
the sites via IE browser to verify the sites exist and are connectable.
e Close firewall and virus scan software and try to connect again. If the problem
is due to the blocking of the firewall or virus scan software, please change

their settings.
e |f the connection still failed, please send the IP address to our engineer.

Q NOTE: When users need to ask for the engineer’s help, please send a copy of
the files stored in \VSS\Log\ as well.
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2. VSS takes up too many HDD space.

We have found that the preset of the virus scan software “NOD32” will automatically
create a temporary file under windows system temporary folder when VSS connects to
sites. This temporary file will automatically increase the size which causes the HDD

became lack of space.

Please go to the control center of the NOD32 and disable IMON. Then the problem

should be resolved. The following pictures are examples.

) Theeat Protection Modules

B AMOR
£ DMON
EMON

IMON -! kﬁemﬂ monibrl

£ Update
B Update
O Log:
0 NOD32 System Tools

? ¥ X
Help Hide Quit

Number of files
Scanned:

http:/fu25.eset.comfnod_evalfupdate.ver

%lntemet Momnitor (IMON) enabled

Setup
Aozt IMON seftiags
o
Uaload IHMON
2| | ¥ “@NOD32

antivirus system

Help Hide
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