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Read the installation guide thoroughly before you set up the device.

The switch is a complicated electronic unit that may be repaired only be authorized and
qualified personnel. Do not try to open or repair the switch yourself.

Do not place the switch in a damp or humid place, e.g. a bathroom.

The switch should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.
Do not expose the switch to direct sunlight or other heat sources. The housing and electronic
components may be damaged by direct sunlight or heat sources.

Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.

Keep the package out of reach of children.

When you want to dispose of the modem, please follow local regulations on conservation of the
environment.

We warrant to the original end user (purchaser) that the switch will be free from any defects in
workmanship or materials for a period of two (2) years from the date of purchase from the dealer.
Please keep your purchase receipt in a safe place as it serves as proof of date of purchase. During the
warranty period, and upon proof of purchase, should the product have indications of failure due to
faulty workmanship and/or materials, we will, at our discretion, repair or replace the defective
products or components, without charge for either parts or labor, to whatever extent we deem
necessary tore-store the product to proper operating condition. Any replacement will consist of a
new or re-manufactured functionally equivalent product of equal value, and will be offered solely at
our discretion. This warranty will not apply if the product is modified, misused, tampered with,
damaged by an act of God, or subjected to abnormal working conditions. The warranty does not
cover the bundled or licensed software of other vendors. Defects which do not significantly affect the
usability of the product will not be covered by the warranty. We reserve the right to revise the
manual and online documentation and to make changes from time to time in the contents hereof
without obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via https://myvigor.draytek.com.

Due to the continuous evolution of DrayTek technology, all modems will be regularly upgraded.
Please consult the DrayTek web site for more information on newest firmware, tools and documents.

https://www.draytek.com
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I-1 Introduction

This is a generic International version of the user guide. Specification, compatibility and features
vary by region. For specific user guides suitable for your region or product, please contact local
distributor.

Thank you for purchasing VigorSwitch.

24 ports + 4 Combo UTP/SFP ports, PoE Gigabit Ports Web Smart Switch is a standard switch that
meets all IEEE 802.3/u/x/z Gigabit, Fast Ethernet specifications. The switch has 24 10/100/1000Mbps
TP ports. It supports telnet, http, https, SSH and SNMP interface for switch management. The
network administrator can logon the switch to monitor, configure and control each port's activity. In
addition, the switch implements the QoS (Quality of Service), VLAN, and Trunking. It is suitable for
office application.

Vigor switch supports IEEE 802.3az, Energy-Efficient Ethernet, and provides power saving feature. It
can efficiently save the switch power with auto detect the client idle and cable length to provide
different power.

1000Mbps SFP Fiber port fully complies with all IEEE 802.3z and 1000Base-SX/LX standards.

I-1-1 Key Features

Before you use the Vigor modem, please get acquainted with the LED indicators and connectors
first.

Below shows key features of this device:

QoS

The switch offers powerful QoS function. This function supports 802.1p VLAN tag priority and DSCP
on Layer 3 of network framework.

VLAN
Support Port-based VLAN and IEEE802.1Q Tag VLAN. Support 24 active VLANs and VLAN ID 1~4094.

Port Trunking

Allows one or more links to be aggregated together to form a Link Aggregation Group by the static
setting.

Power Saving

The Power saving using the |IEEE 802.3az, Energy-Efficient Ethernet to detect the client idle and cable
length automatically and provides the different power. It could efficient to save the switch power
and reduce the power consumption.



[-1-2 LED Indicators and Connectors
PoE for Port 1 to Port 24

VigorSwitch
Wab Smort Manoged

RJ45 (LNK/ACT) combo —
Port 1 to Port 24 Ports SFP (LNK/ACT)

LED Status Explanation
PoE/Max On (Green) Connected over the POE maximum power budget.
(for P1282) Off Connected within the POE maximum power budget.
SYS On (Green) The switch finishes system booting and the system is ready.

Blinking (Green) The switch is powered on and starts system booting.

Off The power is off or the system is not ready / malfunctioning.
BWR On (Green) The device is powered on and running normally.

Off The device is not ready or is failed.
PoE 1-24 On (Green) The port is supplied with PoE power.

Off No PoE power is supplied on the port.
RJ45 (LNK/ACT) Port | On (Green) The device is connected
1~24 Blinking The system is sending or receiving data through the port.

Off The port is disconnected or the link is failed.
Combo Ports On (Green) The device is connected with 1000Mbps.
25~ 28 On (Amber) The device is connected with 10/100Mbps.
Rj4s / SFP Blinking The system is sending or receiving data through the port.
(LNK/ACT)

Off The port is disconnected or the link is failed.
RJ 45 LNK/ACT Port 1 ~ 24 Port 1 to Port 24 can be used for Ethernet connection and PoE
POE for Port 1 ~ 24 connection, depending on the device connected.
SFP LNK/ACT Port 25 ~ 28 Port 25 to Port 28 are used for fiber connection.

Power inlet for AC input (100~240V/AC, 50/60Hz).

L5

Note The following limitation is suitable for VigorSwitch P1282
Power Output --
® |EEE 802.3af Max. 15.4W Output Supported
® |EEE 802.3at Max. 30W Output Supported
PoE Power Budget --
® 400 Watts (Max)




I-2 Installation

Before starting to configure the switch, you have to connect your devices correctly.

(D Note:

For the sake of personal safety, only trained and qualified personnel should install this device.

[-2-1 Network Connection

Use a Cat. 5e twisted-pair cable to connect a PoE device to the port (1~24) of this switch.
The switch will supply power to PoE Device over the twisted-pair cable.

Please note that Power Device must comply with IEEE 802.3af/at.

Other PCs, servers and network devices can be connected to the switch using a standard
‘straight through’ twisted pair cable.

PoE
IP Cameras

IP Phones




[-2-2 Rack-Mounted Installation

The switch can be installed easily by using rack mount kit.

N

Attach the brackets to the chassis of a 19-inch rack. The second bracket attaches the other side
of the chassis as above procedure.

2. After the bracket installation, the VigorSwitch's chassis can be installed in a rack by using four
screws for each side of the rack.

I-2-3 Typical Applications

The VigorSwitch implements 24 Gigabit Ethernet TP ports with auto MDIX and four slots for the
removable module supporting comprehensive fiber types of connection, including LC and BiDi-LC
SFP modules. The switch is suitable for the following applications:

Case 1: All switch ports are in the same local area network.

Every port can access each other. (*The switch image is sample only.)

If VLAN is enabled and configured, each node in the network that can communicate each other
directly is bounded in the same VLAN area.

Here VLAN area is defined by what VLAN you are using. The switch supports both port-based VLAN
and tag-based VLAN. They are different in practical deployment, especially in physical location. The
following diagram shows how it works and what the difference they are.

Case 2: Port-based VLAN -1 (*The switch image is sample only.)



VLAN1 VLAN2 VLAN3 VLAN4

The same VLAN members could not be in different switches.
Every VLAN members could not access VLAN members each other.
The switch manager has to assign different names for each VLAN groups at one switch.

Case 3: Port-based VLAN - 2

VLAN3

VLAN1T members could not access VLAN2, VLAN3 and VLAN4 members.

VLAN2 members could not access VLAN1 and VLAN3 members, but they could access VLAN4
members.

VLAN3 members could not access VLAN1, VLAN2 and VLAN4.

VLAN4 members could not access VLAN1 and VLAN3 members, but they could access VLAN2
members.



Case 4: The same VLAN members can be at different switches with the same VID

VLAN1

> ] =
Lé’é‘; VLAN2 Igl

# s

Case 5: Desktop Installation

1. Install the switch on a level surface that can support the weight of the unit and the relevant
components.

2. Plug the switch with the female end of the provided power cord and plug the male end to the
power outlet.

Case 6: Central Site/Remote site application is used in carrier or ISP

Central Site

Copper
Twisted-pair
Converter

Chassis

Fiber Optic

mm or sm Fiber

. Managed
Fiber
Optic Media

Converter I" l’| l" l" l&iu

\,.-—-—"‘\,.-—-"\./\,“.-'—-—“




Case 7: Peer-to-peer application is used in two remote offices

Financial MIS
Case 8: Office network

R&D Sales

Financial MIS

I-2-4 Configuring the Management Agent of Switch
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Users can monitor and configure the switch through the following procedures.
Configuring the Management Agent of VigorSwitch P1282 through the Ethernet Port.

There are several ways to configure and monitor the switch through Ethernet port, includes Web-UlI

and SNMP.
VigorSwitch, forexample:
IP Address: 192.168.1.224
Subnet Mask: 255.255.255.0

Default Gateway: 192.168.1.254

P1282

e e HE =

Assign a reasonable IP Address, for example:
IP Address: 192.168.1.100
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.254

Ethernet LAN

I-2-5 Managing VigorSwitch P1282 through Ethernet Port

Before start using the switch, the IP address setting of the switch should be done, then perform the
following steps:

1. Setup a physical path between the configured the switch and a PC by a qualified UTP Cat. 5e
cable with RJ-45 connector.

(D Note:

If PC directly connects to the switch, you have to setup the same subnet mask between them. But,
subnet mask may be different for the PC in the remote site. Please refer to the above figure
about the Web Smart Switch default IP address information.

2. After configuring correct IP address on your PC, open your web browser and access switch's IP
address.

Default system account is "admin", with password "admin" in default. Switch IP address is
"192.168.1.224" by default with DHCP client enabled.



|-2-6 IP Address Assignment

For IP address configuration, there are three parameters needed to be filled in. They are IP address,
Subnet Mask, Default Gateway and DNS.

IP address:

The address of the network device in the network is used for internetworking communication. Its
address structure looks is shown below. It is “classful” because it is split into predefined address
classes or categories.

Each class has its own network range between the network identifier and host identifier in the 32
bits address. Each IP address comprises two parts: network identifier (address) and host identifier
(address). The former indicates the network where the addressed host resides, and the latter
indicates the individual host in the network which the address of host refers to. And the host
identifier must be unique in the same LAN. Here the term of IP address we used is version 4, known
as IPv4,

A
v

Network identifier Host identifier

32 bits

With the classful addressing, it divides IP address into three classes, class A, class B and class C. The
rest of IP addresses are for multicast and broadcast. The bit length of the network prefix is the same
as that of the subnet mask and is denoted as IP address/X, for example, 192.168.1.0/24. Each class
has its address range described below.

Class A:

Address is less than 126.255.255.255. There are a total of 126 networks can be defined because the
address 0.0.0.0 is reserved for default route and 127.0.0.0/8 is reserved for loopback function.

Bit# 01 T8 31
1]
Metwork address Huoat addresa
Class B:

IP address range between 128.0.0.0 and 191.255.255.255. Each class B network has a 16-bit network
prefix followed 16-bit host address. There are 16,384 (2A14)/16 networks able to be defined with a
maximum of 65534 (2216 -2) hosts per network.

Bit# 0132 1514 31
10
Metwaork address Hist address
Class C:

IP address range between 192.0.0.0 and 223.255.255.255. Each class C network has a 24-bit network
prefix followed 8-bit host address. There are 2,097,152 (2/21)/24 networks able to be defined with a
maximum of 254 (2/8 -2) hosts per network.



Bit#0123 2324 31

10

Metwork address Hest address

Class D and E:

Class D is a class with first 4 MSB (Most significance bit) set to 1-1-1-0 and is used for IP Multicast.
See also RFC 1112. Class E is a class with first 4 MSB set to 1-1-1-1 and is used for IP broadcast.

According to IANA (Internet Assigned Numbers Authority), there are three specific IP address blocks
reserved and able to be used for extending internal network. We call it Private IP address and list
below:

Class A 10.0.0.0 --- 10.255.255.255
Class B 172.16.0.0 --- 172.31.255.255
Class C 192.168.0.0 --- 192.168.255.255

Please refer to RFC 1597 and RFC 1466 for more information.
Subnet mask:

It means the sub-division of a class-based network or a CIDR block. The subnet is used to determine
how to split an IP address to the network prefix and the host address in bitwise basis. It is designed
to utilize IP address more efficiently and ease to manage IP network.

For a class B network, 128.1.2.3, it may have a subnet mask 255.255.0.0 in default, in which the first
two bytes is with all 1s. This means more than 60 thousands of nodes in flat IP address will be at the
same network. It's too large to manage practically. Now if we divide it into smaller network by
extending network prefix from 16 bits to, say 24 bits, that's using its third byte to subnet this class B
network. Now it has a subnet mask 255.255.255.0, in which each bit of the first three bytes is 1. It's
now clear that the first two bytes is used to identify the class B network, the third byte is used to
identify the subnet within this class B network and, of course, the last byte is the host number.

Not all IP address is available in the sub-netted network. Two special addresses are reserved. They
are the addresses with all zero’s and all one’s host number. For example, an IP address 128.1.2.128,
what IP address reserved will be looked like? All 0s mean the network itself, and all 1s mean IP
broadcast.

Metwork Subnet

25 hits

F Y
4

All0s=1221212% 1 0000000

All 1s= 128.1.2.255 11111111
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In this diagram, you can see the subnet mask with 25-bit long, 255.255.255.128, contains 126
members in the sub-netted network. Another is that the length of network prefix equals the
number of the bit with 1s in that subnet mask. With this, you can easily count the number of IP
addresses matched. The following table shows the result.

Prefix Length No. of IP matched No. of Addressable IP
/32 1 -
/31 2 -
/30 4 2
/29 8 6
/28 16 14
/27 32 30
/26 64 62
/25 128 126
/24 256 254
/23 512 510
/22 1024 1022
/21 2048 2046
/20 4096 4094
/19 8192 8190
/18 16384 16382
17 32768 32766
/16 65536 65534

According to the scheme above, a subnet mask 255.255.255.0 will partition a network with the class
C. It means there will have a maximum of 254 effective nodes existed in this sub-netted network
and is considered a physical network in an autonomous network. So it owns a network IP address

which may looks like 168.1.2.0.

With the subnet mask, a bigger network can be cut into small pieces of network. If we want to have
more than two independent networks in a worknet, a partition to the network must be performed.
In this case, subnet mask must be applied.

For different network applications, the subnet mask may look like 255.255.255.240. This means it is
a small network accommodating a maximum of 15 nodes in the network.

For assigning an IP address to the switch, you just have to check what the IP address of the network
will be connected with the switch. Use the same network address and append your host address to

it.
First, IP Address: as shown above, enter “192.168.1.224", for instance. For sure, an IP address
such as 192.168.1.x must be set on your PC.

Second, Subnet Mask: as shown above, enter “255.255.255.0”. Choose a subnet mask suitable
for your network.

11



@ Note:

The DHCP Setting is enabled in default. Therefore, if a DHCP server presented on network
connected to the switch, check before accessing your switch is essential.

12



I-3 Accessing Web Page of VigorSwitch

1. Open any browser (e.g., Firefox) and type “192.168.1.224" as URL.
2. Please enter “admin/admin” as the Username/Password and click Login.
User Name:
admin
Password
DrayTek @
VigorSwitch P1282
Login
3. Now, the Main Screen will appear.
DrayTek vesswenrs wm | 0| @
£ Daspboard FORT TS DEVICE OVERVIEW
gne =0 I ol
B Moritoring
220931

RecontActiies  OMVIF Surveitance [P Confict Stas

PoE Comuming

@ Info:

The DHCP Setting is enabled in default. Therefore, if a DHCP server presented on network
connected to VigorSwitch, checking before accessing VigorSwitch is essential.

A5 21524

1 SDD0M'1 D00M
20014045 094915
Saarch Chents
VoA Chert
1 2 SYSTEM RESOURCE
Pol Usage an%
CPLU Ugags E 1Y
—_— Marnary Lissge %
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I-4 Dashboard

Click Dashboard from the main menu on the left side of the main page.

Configuration
Secunty

LUtilities

A web page with default selections will be displayed on the screen. Refer to the following figure:

PORT STATUS DEVICE OVERVIEW

; P1IER
DRes@EE [~ e o

; 152 188.1.11
2740
210

9559345

Odays 469

192 16811
1449BCA3CCFC
202141015 215750

W 1071 00M1 DOOM
20211015 034816

Sasarch Chonls
Fort -~ Tx Hx VLAN Cent
GEB e e 1 2 SYSTEM RESOURCE
PoE Usage 00%
Recent Activities ONVIF Surveillance IP Cenfiict Status
CPU Usage %
PoF Consuming —_—
@ POE Cansuming Memery Usaga 5%
100% | ——————
G
% Cache Usage 3%
e —_—

14



Chapter Il Configuration



lI-1 General Setup

l1-1-1 PoE

This page allows a user to configure general settings for supplying PoE power for all PoE ports.

Configuration | General Sefup

Meronng Link Aggregabon Mhltr ast TP Leb dumbe Frame woe

Cnasde

©

MAC Addresrs Tatke

VLAN Infertace

B Mondorng

B Systom Manenancy

@ Support

Available settings are explained as follows:

Item Description

Enable Enable / Disable - Click the toggle to enable / disable this function.
C - means “Enable”.

- means “Disable”.

PoE Mode Auto - Provides plug and play PoE function. PoE schedule and Power
Limit are disabled in this mode.

Manual - Before using scheduled PoE, set Manual as PoE mode.

After finishing this web page configuration, please click OK to save the settings.
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11-1-2 Mirroring

This section provides ability to mirror packets coming in or going out on any port to a destination
port. Through the packet duplication in the destination port, this feature is convenient for system
administrator to monitor / understand the traffic operation.

Confguraticn | Ganeral Selup

okt o LinkAggreqation  Madteast STP QeS8 JumbaFrams  LLDP

Enabiad Ciasnmnan et Opsrats 35 Noral Port P Sours Mirrorad Pont Te Saures Mirere Pert

1 @O e «

Available settings are explained as follows:
Item Description
Enabled Enable / Disable - Click the toggle to enable / disable this function.
0 - means “Enable”.
- means “Disable”.
Destination Port Specify the port where you wish to observe the mirrored packets.
Operate as Normal Enable / Disable - Click the toggle to enable / disable this function.

Port
C - means “Enable”.

- means “Disable”.

Rx/Tx Source Mirrored  Select the port(s) which you wish to mirror the traffic, Rx for mirror the

Port packets into the port, Tx for mirror the packets going out from the
port.
s Clear current settings and return to factory default settings.

After finishing this web page configuration, please click OK to save the settings.

17



I1-1-3 Link Aggregation

LAG means Link Aggregation Group which groups some physical ports together to make a single
high-bandwidth data path. Thus it can implement traffic load sharing among the member ports in a
group to enhance the connection reliability.

Connguration | General Sep

Pof  Mmoing : tor Mutcast  STP GoS  JumboFrame  LLDP

LAG IO Pen Type SwsciLACP Enable Stale Link Stats Active Port Saandtyy Port Port Speed Fiow Cirl Corfig. Flow Cl Stabus

Mo ciata madabln i tana

Available settings are explained as follows:

Item Description

Link Aggregation

LAG Load Balance Select your Load balance algorithm.

Algorithm MAC address - Aggregated group will balance the traffic based on
different MAC addresses. Therefore, the packets from different MAC
addresses will be sent to different links.

IP/Mac Address - Aggregated group will balance the traffic based on
MAC addresses and IP addresses. Therefore, the packets from same
MAC addresses but different IP addresses will be sent to different
links.

LACP Enable / Disable - Click the toggle to enable / disable this function.
o - means “Enable”.

- means “Disable”.

LACP System Priority The priority is used to determine which switch (local or remote) on the
LAG connection is able to decide LACP activities. The lower the
number is, the higher the priority for VigorSwitch will be. Therefore,
the switch with the highest system priority (e.g., 1) can make decisions
about which ports actively participate in LAG at a given time.

+Add Link Aggregation Click to open the setting page of creating Link Aggregation.
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To add a link aggregation, click the "+Add Link Aggregation" to open the edit page.

Configuration / General Setup

PoE Mirroring Link Aggregation Multicast

Link Aggregation

2 4 6 8

STP QoS Jumbo Frame LLDP

10 12 14 16 18 20 22 24

e

1.3 5 7

9 1 13 15 17 19 21 23

LAG Load Balance Algorithm | MAC Address

s ©

LACP System Priarity 32768

t Add Link Aggregation;

LAGID  PortType = StiicLACP ~ EnableState - LinkStatus ~ ActivePort ~ StandbyPort ~ Port Speed

No data available in table

Available settings are explained as follows:

Item
Edit Link Aggregation

Show/Hide Advanced
Mode

Aggregation Type

Port Enable

Port Speed

Description

Click to switch different modes.

Specify the type for LAG.

Edit Link Aggregation x
Hide Advanced Mode

Port GE1, GE2

Aggregation Type EE‘

Port Enable [ @)

Port Speed Auto{10/100F1000M)

Flow Control [ @)

cancel n

Static - The static aggregated port sends packets over active member
without detecting or negotiating with remote aggregated port.

LACP - The LACP aggregated ports place member into active only after
negotiated with remote aggregated port for best reliability.

Enable / Disable - Click the toggle to enable / disable this function.

D - means “Enable”.

- means “Disable”.

Port speed capabilities:

Auto(10/1001000M)

Auto({10/1001000M) -

(

Autol10M)

Auto(100M)

Auto(1000M)

° Auto(10/100/1000M): Auto speed with all capabilities.
®  Auto(10M): Auto speed with 10M ability only.
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Auto(100M): Auto speed with 100M ability only.
Auto(1000M): Auto speed with T000M ability only.
10M: Force speed with 10M ability.

100M: Force speed with 100M ability.

1000M: Force speed with 1000M ability.

Selecting Auto (auto-negotiation) allows one port to negotiate with a
peer port automatically to obtain the connection speed and duplex
mode that both ends support. When auto-negotiation is turned on, a
port on the switch negotiates with the peer automatically to
determine the connection speed and duplex mode. If the peer port
does not support auto-negotiation or turns off this feature, the switch
determines the connection speed by detecting the signal on the cable
and using half duplex mode. When the switch’s auto-negotiation is
turned off, a port uses the pre-configured speed and duplex mode
when making a connection, thus requiring you to make sure that the
settings of the peer port are the same in order to connect.

For SFP fiber module, you might need to manually configure the
speed to match fiber module speed.

Flow Control Enable / Disable - Click the toggle to enable / disable this function.
0 - means “Enable”.

- means “Disable”.

A concentration of traffic on a port decreases port bandwidth and
overflows buffer memory causing packet discards and frame losses.
Flow Control is used to regulate transmission of signals to match the
bandwidth of the receiving port. The switch uses IEEE802.3x flow
control in full duplex mode and backpressure flow control in half
duplex mode. IEEE802.3x flow control is used in full duplex mode to
send a pause signal to the sending port, causing it to temporarily stop
sending signals when the receiving port memory buffers fill. Back
Pressure flow control is typically used in half duplex mode to send a
"collision" signal to the sending port (mimicking a state of packet
collision) causing the sending port to temporarily stop sending signals
and resend later.

oK Save the settings.

After finishing this web page configuration, please click OK to save the settings. The new link
aggregation group will be shown on the page.
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Configuration / General Setup

PoE  Miroring  Link Aggregation

Link Aggregation

LAG Load Balance Algorithm
LACP

LAGP System Priority 32768

{-Add Link Aggregation
LAG ID Port Type Stafic/LACP

1 Ethernet 1000M  Static

[1-1-4 Multicast

Multicast STP QoS

Jumbo Frame LLDP

2 4 6 8

Sesw

10 12 14 16 18 20 22 26

HEH EHEE

1 3 5 7 9 1 13 15 7 19 21 23 25

Enable State Link Status Active Port Standby Port Port Speed Flow Ctrl Config Flow Ctrl Status

Enable Down N/A GE1-GE2 Auto{10/100/100...  Enabled Disabled Vi

For the multicast packets, this page allows the administrator to choose actions for processing the
unknown multicast packets and for handling known packets with MAC address, IP address and

VLAN ID.

Multicas!

Pot Mrronng Lick Aggregabion Mutts a: sTP Qo8

Configuration / General Setup

Jurba Frame LLDe

Available settings are explained as follows:

Item

Unknown Multicast
Packets Action

IPv4 Packets Forward

Description

Select an action for switch to handle with unknown multicast packet.
Drop - Drop the unknown multicast data.

Flood - Flood the unknown multicast data.

Forward to Router Port - Forward the unknown multicast data to
router port.

Set the IPv4 multicast forward method.
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Method Dst. MAC & VID - Forward using destination multicast MAC address

and VLAN IDs.
Dst. IP & VID - Forward using destination multicast IP address and
VLAN ID.

After finishing this web page configuration, please click OK to save the settings.

11-1-5 STP

The Spanning Tree Protocol (STP) is a network protocol that ensures a loop-free topology for any
bridged Ethernet local area network.

Bridge Protocol Data Units (BPDUs) are frames that contain information about the Spanning Tree
Protocol (STP). Switches send BPDUs using a unique MAC address from its origin port and a
multicast address as destination MAC (01:80:C2:00:00:00, or 01:00:0C:CC:CC:CD for Per VLAN
Spanning Tree).

For STP algorithms to function, the switches need to share information about themselves and their
connections. What they share are bridge protocol data units (BPDUSs).

BPDUs are sent out as multicast frames to which only other layer 2 switches or bridges are listening.
If any loops (multiple possible paths between switches) are found in the network topology, the
switches will co-operate to disable a port or ports to ensure that there are no loops; that is, from
one device to any other device in the layer 2 network, only one path can be taken.

Qo8 St Frame LLDP

[ o= |
Available settings are explained as follows:
Item Description
STP
Enable Enable / Disable - Click the toggle to enable / disable this function.

() - means “Enable”.

- means “Disable”.

STP Mode Set the operating mode of Spanning Tree (STP).
STP - Enable the Spanning Tree (STP) operation.
RSTP - Enable the Rapid Spanning Tree (RSTP) operation.

BPDU Handling Specify the BPDU forward method when the STP is disabled.

22



Filtering - Filter the BPDU when STP is disabled.
Flooding - Flood the BPDU when STP is disabled.

Path Cost Method Specify the path cost method.

Long - Specifies that the default port path costs are within the range:
1~200,000,000.

Short - Specifies that the default port path costs are within the range:
1~65,535.

Bridge Setting - Negotiate with other VigorSwitch for determining the bridge switch.

Priority Specify the bridge priority. The valid range is from 0 to 61440, and the
value should be the multiple of 4096. It ensures the probability that
the switch is selected as the root bridge, and the lower value has the
higher priority for the switch to be selected as the root bridge of the

topology.

Forward Delay Specify the STP forward delay time, which is the amount of time that a
port remains in the Listening and Learning states before it enters the
Forwarding state. Its valid range is from 4 to 10 seconds.

Max. Age Specify the time interval in seconds for a switch to wait the
configuration messages, without attempting to redefine its own
configuration.

Tx Hold Count Specify the tx-hold-count used to limit the maximum numbers of
packets transmission per second. The valid range is from 1 to 10.

Hello Time Specify the STP hello time in second to broadcast its hello message to
other bridge by Designated Ports. Its valid range is from 1 to 10
seconds.

After finishing this web page configuration, please click OK to save the settings.

l1-1-6 QoS

QoS (Quality of Service) functions to provide different quality of service for various network
applications and requirements and optimize the bandwidth resource distribution to provide a
network service experience of better quality.

Queue Setting

VigorSwitch supports multiple queues for each interface. The higher numbered queue represents
the higher priority. The following lists the types of supported priority queues:

Strict Priority (SP) - Egress traffic from the higher priority queue will be transmitted first, lower
priority queue shall wait until all traffic in SP queue is transmitted.

Weighted Round Robin (WRR) - The number of packets sent from the queue is proportional to
the weight of the queue.

CoS Mapping

It allows users to configure how ingress frames with CoS/802.1p tag map to QoS queues, and QoS
queues to CoS/802.1p on egress frames.

Actual effectiveness is based on how QoS is configured in previous QoS section. This page provides
settings for user to configure mapping only.

DSCP Mapping

It allows user to configure how ingress packets with DSCP tag map to QoS queues, and QoS queues
to DSCP on egress packets.
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Actual effectiveness is based on how QoS is configured in previous QoS section. This page provides
settings for user to configure mapping only.

IP Precedence Mapping

It allows user to configure how ingress packets with IP Precedence tag map to QoS queues, and QoS
queues to IP Precedence on egress packets.

Actual effectiveness is based on how QoS is configured in previous QoS section. This page provides
settings for user to configure mapping only.

Egress Shaping Rate

It allows a user to configure the egress port rate limit. The egress rate limit is the number of bits per
second that can be received from the egress interface. Excess bandwidth above this limit is
discarded.

Egress Shaping per Queue

It allows users to configure the maximum egress bandwidth not only by the port but also by specific
QoS queues. The configuration result for each port will be displayed on the table listed on the lower
side of this web page.

Multicast &TP Jo8 Jumbo Frame LLpP
o o0 : m
8 Sirict Prionty Queue  Aeset
Cutue Schedule Weight WRR Bandwidth Pert enkage
--
: ey -
'
e -
Available settings are explained as follows:
Item Description
QoS
Enable Enable / Disable - Click the toggle to enable / disable the function of
QoS mode.

() - means “Enable”.

- means “Disable”.

Ingress Trust Mode Select the QoS operation mode.

CoS/802.1p -Traffic is mapped to queues based on the CoS field in the
VLAN tag, or based on the per-port default CoS value if there is no
VLAN tag on the incoming packet.

DSCP - All IP traffic is mapped to queues based on the DSCP field in
the IP header. If traffic is not IP traffic, it is mapped to the lowest
priority queue.

C0S/802.1p-DSCP - All IP traffic is mapped to queues based on the
DSCP field in the IP header. If traffic is not IP but has VLAN tag,
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Queue Setting
Queue

Schedule

Weight

WRR Bandwidth
Percentage

CoS Mapping

Class of Service
Mapping to Queue (for
Ingress Traffic)

Class of Service
Mapping to Queue (for
Egress Traffic Remark)

DSCP Mapping

DSCP Mapping to
Queue (for Ingress
Traffic)

DSCP Mapping to
Queue (for Egress
Traffic Remarking)

IP Precedence Mapping

IP Precedence
Mapping to Queue (for
Ingress Traffic)

IP Precedence
Mapping to Queue (for
Egress Traffic
Remarking)

Egress Shaping per
Queue

mapped to queues based on the CoS value in the VLAN tag.

IP Precedence - All IP traffic is mapped to queues based on the DSCP
field in the IP header. If traffic is not IP but has VLAN tag, mapped to
queues based on the CoS value in the VLAN tag.

There are eight queue ID numbers allowed to be configured.

Strict Priority - Click it to set queue to strict priority type.
WRR - Click it to set queue to Weight round robin type.

If the queue type is WRR, set the queue weight for the queue

Displays the percentage of traffic which can be sent by current queue
compared to total WRR queues.

Defines the queue ID (level 1 to 8) for different class of service values.
Reset - Clear current settings and return to factory default settings.

Defines the class of service value (0 to 7).

Reset - Clear current settings and return to factory default settings.

Define the queue ID (level 1 to 8) for different DSCP values.
Reset - Clear current settings and return to factory default settings.

Define the DSCP value (0 to 63).
Reset - Clear current settings and return to factory default settings.

Defines the queue ID (level 1 to 8) for different IP Precedence values.

Reset - Clear current settings and return to factory default settings.

Defines the IP Precedence value (0 to 7).
Reset - Clear current settings and return to factory default settings.

Configure the maximum egress bandwidth not only by port but also
by specific QoS queues.

Reset - Clear all settings and return to factory default settings.
Port - Display the port (GE1 to GE28) profiles.

" - Clear settings of the selected port and return to factory default
settings.

Edit - To modify the egress shaping rate for port profiles, select two (at
least) GE ports to display the link.
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FoE  Mwionng  LinkAggrepaton  Mulcast STF . Jumba Frame

Egress Shaping Per Queue

v Egress ShaprgEn. Egress Shapeg Aa

Font wngn

]

a GE2
Egress Shaping Enabled- Switch the toggle to enable/disable the
setting.

Egress Shaping Rate (CIR) - Enter the rate value,<16-1000000>,
unit:16 Kbps.

After finishing this web page configuration, please click OK to save the settings.

lI-1-7 Jumbo Frame

This page allows a user to configure switch port jumbo frame settings.

Configuraton | Genenl Sesup

PuE  Marerg  LekAgyegston  Mueast ST 068 urbofranm  LLDP
) Omshboard

Jumba Frame

= Confgursion

Frame Sz

A Tabin
VLA bntortoco
Pt ety
sumicast

ONVIF Survedllance

Available settings are explained as follows:

Item Description

Jumbo Frame
Frame Size Enter Jumbo frame size. The valid range is 1526 bytes - 10000 bytes.

After finishing this web page configuration, please click OK to save the settings.
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11-1-8 LLDP

This page allows a user to set general settings for LLDP.

Configuratian | General Setup

Pak Mrrenng Lirk Aggregation Nuticast sTP Qs Jumb Frams

Available settings are explained as follows:

Item Description
LLDP
Enable Enable / Disable - Click the toggle to enable / disable this function.

0 - means “Enable”.

- means “Disable”.

If LLDP function is disabled, specify an action for the LLDP PDU
packets.

Filtering - The LLDP packets will be filtered and deleted when
LLDP is disabled.

Bridging - The LLDP packets will be bridging when LLDP is
disabled.

Flooding - The LLDP packets will be flooded and forwarded to all
interfaces when LLDP is disabled.

Transmission Interval Select the interval at which frames are transmitted. The default is 30
seconds, and the valid range is 5-32768seconds.

Holdtime Multiplier Select the multiplier on the transmit interval to assign to TTL (range
2-10, default = 4).

Reinitialization Delay  Select the delay before a re-initialization (range 1-10 seconds, default
=2).

Transmit Delay Select the delay after an LLDP frame is sent (range 1-8192 seconds,
default = 3).

After finishing this web page configuration, please click OK to save the settings.
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[I-2 VLAN Setup

Avirtual local area network, virtual LAN or VLAN, is a group of hosts with a common set of
requirements that communicate as if they were attached to the same broadcast domain, regardless
of their physical location. A VLAN has the same attributes as a physical local area network (LAN), but
it allows for end stations to be grouped together even if they are not located on the same network
switch. VLAN membership can be configured through software instead of physically relocating
devices or connections.

II-2-1 Existion VLAN

[I-2-1-1 Default VLAN

Confguratcn | VLAN Sstup

MAC VLAN Graup

uuuuuuu

VLAN 1D VLAN NAME VLAN TYPE

Available settings are explained as follows:

Item

+Add VLAN

VLAN ID
VLAN Name

VLAN Type

=

Description

Click to open the setting page of creating a new VLAN (with the same
type of default VLAN).

Displays the ID number of the VLAN.
Displays the name of the VLAN.
Displays the type of the VLAN.

Click to modify the setting page of the selected VLAN.

To create a new VLAN, click +Add VLAN to open the following page.
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Configuration / VLAN Setup

Existion VLA MAC VLAN Group
Existion VLAN Create VLAN x
+ Add VLAN Search VLANID
VLAN ID VLAN NAME VLAN TYPE VLAN Name
1 default Default
Voice VLAN
Surveillance VLAN
Showing 1 to 3 of 3 entries n Show Al v enties
Cancel “
Available settings are explained as follows:
Item Description
Create VLAN
VLAN ID Enter the number as VLAN ID to be created or deleted. If you want to

create / delete multiple VLAN profiles, simply enter multiple VLAN ID
separated by comma, and/or range of VLAN ID using hyphen.

VLAN Name Enter the prefix you wish to add followed by VLAN ID as VLAN name.
Leave it empty for using default "VLAN".

OK Save the settings.

After finishing this web page configuration, please click OK to save the settings. A new VLAN will be
shown on the page.

- Add VLAN Search
VLAN ID VLAN NAME VLAN TYPE
1 default Default
Voice VLAN
Surveillance VLAN

10 Guest VLAN Static

Showing 11o 4 of 4 entries n Show | a1l ~ entries

11-2-1-2 Voice VLAN

With this feature, a VLAN will be created temporarily and when the specified OUI device delivers
protocol packets related to “VolP”, VigorSwitch will guide these packets into the specified Voice LAN
with specified priority tag to speed up the packet transmission. Such voice VLAN is only active inside
VigorSwitch for packet transmission. After these packets leave VigorSwitch, the Voice VLAN tag will
be removed immediately.
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Connguration / VLAN Sefup

MAC VLAN Group

Ex 1
VLAN ID WVLAN NAME VLAN TYPE
1 dofault Defautl
Mocn VLAN
Survedlance VLAN
10 Gt VLAN Stabc
Showng 11 4 of 4 entries n Show w1 v enines
Click to open the editing page.
Configuation | VLAN Sefup
MAC VLAN Group
= VLA Edit VLA
=rCh Ve VLAN [ @]
VLANID WLAN NAME VLANTYPE
dafault Defaut
Vice VLAN
Survedlance VLAN Remark Vale
10 e VLAN Static A me
Shomng 110 4 of 4 entris n Show| a1 | eames
Qul » Description
s R
Available settings are explained as follows:
Item Description
Edit VLAN
Voice VLAN Enable / Disable - Click the toggle to enable / disable this function.
D - means “Enable”.
- means “Disable”.
Voice VLAN ID Select Voice VLAN ID profile.
Remark Cos/802.1p Click the toggle to enable / disable this function.

30



Remark Value - If enabled, qualified packets will be remarked by this
value. Specify the number of packets to be remarked. (0 to 7). The
VolIP packets will be tagged with this number, so that QoS can
prioritize it correctly.

Aging Time Select value of aging time (30~65536 min).
Default is 1440 minutes. A voice VLAN entry will be age out after this
time if without any packet pass through.

Voice VLAN OUI
: Clickthe ™ to display advanced settings. Default has 8 pre-defined

OUI MAC.
+Add - Click to create a new voice OUI.
OUI - Enter the OUI address.

Description - Enter a description of the specified MAC address
to the voice VLAN OUI table.

- Click it to modify the OUI settings and the description.

OK Save the settings.

After finishing this web page configuration, please click OK to save the settings.

[I-2-1-3 Surveillance VLAN

Surveillance VLAN can be configured for VigorSwitch to identify the packets coming from an IP
camera automatically and assign those traffics to a specific VLAN ID and CoS/802.1p value, this
helps you to prioritize those traffics and improve video quality.

Configuration / VLAN Setup

Existion VLAN MAC VLAN Group
Existion VLAN
Add VLAN Search
VLAN ID VLAN NAME VLAN TYPE
1 default Default
Voice VLAN
Surveillance VLAN
10 Guest VLAN Static
Showing 1 to 4 of 4 entries n Show a1~ entries

Click to open the editing page.
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Configuration / VLAN Setup

MAC VLAN Group

Existion VLAN Edit VLAN %
Add VLAN Search Surveillance VLAN [ @)
VLAN ID VLAN NAME VLAN TYPE
Surveillance VLAN ID None
1 default Default
Remark Cos/202.1p [ @]
Voice VLAN
Surveillance VLAN R P Remark Value
10 Guest VLAN Static 7 i Aging Time 1440
Showing 110 4 of 4 entries n Show| an ~ entries

Surveillance VLAN OUI

Cancel n
Available settings are explained as follows:
Item Description
Edit VLAN
Surveillance VLAN Enable / Disable - Click the toggle to enable / disable this function.

0 - means “Enable”.

- means “Disable”.
Enable the function to configure surveillance VLAN.

Surveillance VLAN ID Choose a VLAN profile as Surveillance VLAN.

Remark Cos/802.1p Click the toggle to enable / disable this function.

Remark Value - If enabled, qualified packets will be remarked by this
value. Specify the number of packets to be remarked. (0 to 7). The
VolIP packets will be tagged with this number, so that QoS can
prioritize it correctly.

Aging Time Select value of aging time (30~65536 min).
Default is 1440 minutes. A voice VLAN entry will be age out after this
time if without any packet pass through.

Surveillance VLAN OUI  Filtering Surveillance traffic is based on the OUI of the IP cameras.

Clickthe ™ to display advanced settings.
+Add - Click to create a new OUI.
OUI - Enter OUI MAC address of monitored IP camera.

Description - Enter a description of the specified MAC address
to the surveillance VLAN OUI table.

- Click to modify the OUI settings and the description.

OK Save the settings.

After finishing this web page configuration, please click OK to save the settings.
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11-2-2 MAC VLAN Group

The MAC VLAN allows you to statically assign a VLAN ID to a host with specific MAC address(es).
VigorSwitch allows you configure multiple groups with configured MAC address and mask to be
active on ports and to be bound with VLAN ID. This page allows the network administrator to define
groups with specific MAC addresses for later binding with VLAN and Port.

Showing 01t 0 of 0 eriries

Configuration | VLAN Sstup

Saarch

Growp 1D Sarskc

Available settings are explained as follows:

Item

MAC VLAN Group

+Add Group

Group ID

MAC

Mask

Description

Click to open the setting page of creating a new group.
It is a number for identification later, while chosen to be bound with
VLAN/Port.

Displays the MAC address of the device grouped under this VLAN
profile.

Displays the number of the mask.

To add a MAC VLAN group, click the "+Add Group" to open the setting page.
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Configuration / VLAN Setup

Existion VLAN
MAC VLAN Group Add MAC Group x
Add Group Search Group ID 1500
EErLY e =3 MAC Address 1443 BC:43.CCFC
No data available in table
MASK 32
Showing 0 1o 0 of D entries n Show a1 | entries S ©
Cancel n
Available settings are explained as follows:
Item Description
Add MAC Group
Group ID It is a number for identification later, while chosen to be bound with
VLAN/Port.
MAC Address Enter the MAC address you wish to be classified in this group.
MASK The mask is the length of matching prefix you wish to have on MAC
address.

For example, configure mask in 10. It means a host with beginning of
the 10-digit of MAC address will be checked, and classified into this
group if matched.

MAC VLAN Binding The MAC VLAN allows you to statically assign a VLAN ID to a host with
specific MAC address(es). VigorSwitch allows you to configure multiple
groups with configured MAC address and mask to be active on ports
and to be bound with VLAN ID. This page allows the network
administrator to bind the group of specified MAC addresses with
VLAN and Port.

Enable / Disable - Click the toggle to enable / disable this function.
o - means “Enable”.

- means “Disable”.
+Add - Click to enter a port number and VLAN ID number.

Port - Select the ports you wish to be bound with specified MAC
address group.

VLAN - Enter the VLAN ID that you wish to be bound with.

After finishing this web page configuration, please click OK to save the settings.
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A new group will be shown on the page.

MAC VLAN Group

Group ID MAC

> 10 14:49:BC:43:CC:FC

Showing 1 to 1 of 1 entries

Available settings are explained as follows:

Item Description

my
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Mask

Click to modify the settings of the selected group.

Click it to remove the selected entry.

Search

Show A
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[1-3 MAC Address Table

This section allows user to view the static MAC address entries in the MAC table, change related
setting, and assigh MAC address into MAC table.

% Dasbboad

= Conbgusson

MAC MLAN Port
144560088080 detaut{1) G

BRAACEESAAP dataut{1) =]

MAC WLAN Pert

144S8CAICCFC detmit(1) (==1]

Available settings are explained as follows:

Item Description

Dynamic Learned Displays the port number automatically learned by VigorSwitch.
Aging Time Enter the MAC address aging out value (5-32767 seconds).

MAC Displays the MAC address that will be forwarded.

VLAN Displays the VLAN group to which the MAC address belongs.
Port Displays the port to which this MAC address belongs.

+Add Static MAC Click it to add any port into the static MAC table.

To add a static MAC, click the "+Add Static MAC" to open the edit page.
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WA Address Table

VLAN

defaulii 1)

Available settings are explained as follows:

Item
Add Static MAC

MAC

VLAN

Port

OK

After finishing this web page configuration, please click OK to save the settings.

Description
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Save the settings.

Add Static MAC

Enter the MAC address that will be forwarded.
Select the VLAN group to which the MAC address belongs.

Select the port to which this MAC address belongs.



1I-4 VLAN Interface

Different VLANs can communicate with each other. With the VLAN routing function, computers (or
clients) under different VLANs (created from Configuration>>VLAN Setup) can access the Internet
and share data or information with each other.

Cenfiguration

WLAN interface

Conmmant VLANID VLAN NAME. 1P Address | Subnat Mask

o dists avislatie in table

[ 1] Shaw ar v el

Available settings are explained as follows:

Item

+Add Interface

Comment

VLAN ID

VLAN Name

IP Address/Subnet
Mask

Description

Click to create a new VLAN interface profile.
Displays the brief comment for the VLAN ID.
Displays the ID number of VLAN profile.
Displays the name of the VLAN profile.

Displays the IP address and the subnet mask of the selected VLAN
profile.

To add a new interface, click the "+Add Interface" to open the edit page.
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Configuration / VLAN Interface

VLAN Interface Add Interface X

Add Interface Search Comment
Comment WVLAN ID ‘WVLAN NAME |P Address / Subnet VLAN D 10

No data available in table AN Name et VLA

Showing 0 to 0 of 0 entries [ 1 ] Show| a1 v enties o Ascree 7
Cancel n
Available settings are explained as follows:
Item Description
Add Interface
Comment Enter a brief comment for the VLAN ID.
VLAN ID Use the drop down list to select one VLAN ID.
VLAN Name Displays the name of the VLAN profile related to the VLAN ID number
selected above.

IP Address Enter the IP address for the selected VLAN ID.
Subnet Mask Enter the subnet mask for the IP address set above.

After finishing this web page configuration, please click OK to save the settings.
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[I-5 Port Setup

[I-5-1 General

This page allows a user to configure settings for PoE and configure priority of each port for
supplying PoE power. While maximum power budget is reached, the power will be served starting
with critical priority.

If the priority setting for all GE ports is configured as the same value (e.g., High); then, GE1 will have
the highest priority to obtain PoE power in actual operation.

%1 Durshibod

= Conbguehon

General Sonp
VLAM Setun

ot 2 4 6 B W2 Ws BHB M ]

8 N K e A [&E [T S

Search

Descrption  PorEnsbled  PeriSpesd  Link Stann Fiber Meda Type  Dupiex Fiow Contral Co, Fiow Contrel Sta EEE Ergnis  EEE Stata
Enatied Autey Down Auto Enabled Drsabiod Desatied Disablod
Enabled Aute Down Aoy Erubied Desabled Desatriod Drsabied
Enabied Auto Down - Autoy Erbied Disabiec Dusatiac Drsatied
Enatied Acto Down . At Erutied Drsabied Disaibied Drsabied
Enabied Aulo Dawn = Auto Erubied Daabled Lratrmd [

Enabled Auto Down Auto Erabled Disabled Disabied Disabled

Available settings are explained as follows:

Item Description

Port Displays the LAN ports (GE1 to GE28).

Description Displays the comment of the selected port.

Port Enabled Displays the status (Enabled or Disabled) of the LAN port.
Port Speed Displays the port speed capability.

Link Status Displays the connection status.

Fiber Media Type Displays the fiber media type of the LAN port.

Duplex Displays the port duplex (auto/half/full) capability.

Flow Control Config Displays if the function of Flow Control Config is enabled or disabled.
Flow Control Status Displays the current operational status of Flow Control Config.
EEE Enable Displays if the function of EEE is enabled or disabled.

EEE State Displays the current operational status of EEE,

& Click it to modify the port setting.
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Clear current settings and return to factory default settings.

To modify settings for a port, click the link to open the setting page.

Contigquration | Port Setup

2 4 6 8 0 12 116 108 0 2 N

EH00-—- .

1 3 &6 7 9 1N 13 1B LA - B B |

a8

Search
Port Description Port Enablad Port Speed Link Status Fiber Media Type Duplex Flow Cot
GE1 Enabled Auto Dimn Auto Enabiod D
GE2 Enabizd Auto Down - Auto Enabled = 2 ‘
GE3 Enablad Auto Dawn - Aute Enabled
GE4 Enabled Auto Dawn - Auto Enabiled Pt
GES Enabilod Aurlo Decram fusto Enatilod 2 LACE Priceily
GEG Enabled Auto Down . Auto Enabled m
GES Enabled Auto Dawn - Auo Enabled -
Cancal n
Available settings are explained as follows:
Item Description
Port Setting

Show / Hide Advanced Click to display or hide the advanced settings.

Mode

Port Displays the port number.

Description Enter a brief explanation for the selected port.
Port Enable Enable/disable the settings of the selected port.

PoE Port Enable (PoE Enable/disable the PoE feature of the selected port. If enabled, this
Global Mode: Auto) port can be used for connecting the PoE device.

PoE Priority Select Priority for PoE device.
Critical - Set PoE device to highest priority connection.
High -Set PoE device to high priority connection.
Low -Set PoE device to low priority connection.
Power Limit This setting is available when Manual is selected as PoE Mode.

Enter the value (30W / 15.4W) as the maximum limit of power given to
each physical port.

PoE Schedule Specify the PoE port for applying the schedule. Before choosing, the
PoE mode must be set as Manual.
Use the drop down list to choose the schedule profile (from 1 to 15).

Port Speed Port speed capabilities:
Auto: Auto speed with all capabilities.
Auto(10M): Auto speed with 10M ability only.
Auto(100M): Auto speed with 100M ability only.

41



Duplex

Flow Control Enable

Port Isolation

LACP Priority

LACP Timeout

Auto(1000M): Auto speed with 1T000M ability only.
Auto(10/100M): Auto speed with 10/100M ability.
10M: Force speed with 10M ability.

100M: Force speed with 100M ability.

1000M: Force speed with T000M ability.

Selecting Auto (auto-negotiation) allows one port to negotiate with a
peer port automatically to obtain the connection speed and duplex
mode that both ends support. When auto-negotiation is turned on, a
port on the switch negotiates with the peer automatically to
determine the connection speed and duplex mode. If the peer port
does not support auto-negotiation or turns off this feature, the switch
determines the connection speed by detecting the signal on the cable
and using half duplex mode. When the switch's auto-negotiation is
turned off, a port uses the pre-configured speed and duplex mode
when making a connection, thus requiring you to make sure that the
settings of the peer port are the same in order to connect.

For SFP fiber module, you might need to manually configure the
speed to match fiber module speed.

Port duplex capabilities:
Auto: Auto duplex with all capabilities.
Half: Auto speed with 10/100M ability only.
Full: Auto speed with 10/100/1000M ability only.

A concentration of traffic on a port decreases port bandwidth and
overflows buffer memory causing packet discards and frame losses.
Flow Control is used to regulate transmission of signals to match the
bandwidth of the receiving port. The switch uses IEEE802.3x flow
control in full duplex mode and backpressure flow control in half
duplex mode. IEEE802.3x flow control is used in full duplex mode to
send a pause signal to the sending port, causing it to temporarily stop
sending signals when the receiving port memory buffers fill. Back
Pressure flow control is typically used in half duplex mode to send a
"collision" signal to the sending port (mimicking a state of packet
collision) causing the sending port to temporarily stop sending signals
and resend later.

Enable / Disable - Click the toggle to enable / disable this function.
o - means “Enable”.

- means “Disable”.

It allows the network administrator to configure protected port setting
to prevent the selected ports from communication with each other.
Port isolation is only allowed to communicate with unprotected port.
For example, GE1 and GE3 are selected in Port List and Enable is
clicked as port isolation, then users behind GE1 and GE3 are
separated and can not communicate with each other.

Enable / Disable - Click the toggle to enable / disable this function.

Enter a port priority number for the port.

The timeout option decides how local switch of LAG connection
determines connection to be lost. Switch would also notify the remote
switch about this setting value, so that remote switch can send LACP
PDU in correct timing.

Short - LACP PDU will be sent per second. If port member is not seen
over 3 seconds, it will cause port member timeout.
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Long - LACP PDU will be sent every 30 seconds. If port member is not
seen over 90 seconds, it will cause port member timeout.

EEE Enable or disable port EEE (Energy Efficient Ethernet) function for the
selected port.

After finishing this web page configuration, please click OK to save the settings.

[I-5-2 VLAN Interface

This page allows a user to configure interface (GE) settings related to VLAN.
Voice VLAN

With voice VLAN, a VLAN will be created temporarily and when the specified OUI device delivers
protocol packets related to “VolP”, VigorSwitch will guide these packets into the specified Voice LAN
with specified priority tag to speed up the packet transmission. The voice VLAN is only active inside
VigorSwitch for packet transmission. After these packets leave VigorSwitch, the Voice VLAN tag will
be removed immediately.

Surveillance VLAN

Surveillance VLAN can be configured for VigorSwitch to identify the packets coming from an IP
camera automatically and assign those traffics to a specific VLAN ID and CoS/802.1p value, this
helps you to prioritize those traffics and improve video quality.

1012 W W6 8N 2 M [ [

5imm

I L A I U - O i v )

Available settings are explained as follows:
Item Description
Port Displays the LAN port number.
Interface VLAN Mode Displays VLAN mode of the interface.
PVID Displays the Port VLAN ID of the interface.
Tagged VLAN Displays the VLAN profile (ID number) tagged in the VLAN interface.
Untagged VLAN Displays the VLAN profile (ID number) untagged in the VLAN interface.
Forbidden VLAN Displays the VLAN profile (ID number) used by the VLAN interface.
Accept Frame Type Displays the acceptable-frame-type of the specified interfaces.
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Ingress Filtering

y

To modify settings for a port, click the

:onfiguration /. Port Setup

an 0Q

2 4 6 B

1

1 3 6

==
g
[

Displays the status (enabled/disabled) of ingress filtering.
Click it to modify the VLAN interface settings.

Clear current settings and return to factory default settings.

link to open the setting page.
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Select
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1 ALL
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Available settings are explained as follows:

Item

Interface Setting

Show / Hide Advanced
Mode

Port

Port Type

PVID

Accepted Type

Description

Click to display or hide the advanced settings.

Displays the selected LAN port number.

Select the VLAN mode of the interface.
Hybrid - Support all functions as defined in IEEE 802.1Qspecification.
Access - Accepts only untagged frames and join an untagged VLAN.

Trunk - An untagged member of one VLAN at most, and is a tagged
member of zero or more VLANS.

A PVID (Port VLAN ID) is a tag that adds to incoming untagged frames
received on a port so that the frames are forwarded to the VLAN
group that the tag defines.

For port under Access Mode, VLAN ID provided as PVID would
automatically be selected as the untagged VLAN.

Specify the acceptable-frame-type of the specified interfaces. It's only
available with Hybrid mode.

All - Accept frames regardless it's tagged with 802.1q or not.
Tag Only - Accept frames only with 802.1q tagged.
Untag Only - Accept frames untagged.
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Ingress Filtering Enable the ingress filtering to filter out any packets not belong to any
VLAN members of this port. It is enabled automatically while
operating in Access and Trunk mode.

Tagged VLAN Specify the VLAN profile tagged in the VLAN.

Untagged VLAN Specify the VLAN profile untagged in the VLAN.

Below shows settings for Advanced Mode

Forbidden VLAN The selected GE port only allows default VLAN packet to pass through.

Enable / Disable - Click the toggle to enable / disable the LAN port(s)
as forbidden VLAN port.

0 - means “Enable”.

- means “Disable”.

Voice VLAN Enable Enable / Disable - Click the toggle to enable / disable the LAN port(s)
as Voice VLAN port.

Voice VLAN CoS Mode  All - Once this port is identified as Voice VLAN by frame with matched
OUI, remark CoS/802.1p shall tag for all ingress frame regardless of
remarked frame matched with pre-configured OUI or not.

Src (Source) - Once this port is identified as Voice VLAN by frame with
matched OUI, remark CoS/802.1p shall tag for only the matched
ingress frame with pre-configured OUI.

Surveillance VLAN Enable / Disable - Click the toggle to enable / disable the LAN port(s)
Enable as Surveillance VLAN port.

o - means “Enable”.

- means “Disable”.
Surveillance VLAN Select port surveillance VLAN mode.
Mode Auto - Surveillance VLAN auto detect packets that match OUI table
and add received port into surveillance VLAN ID tagged member.
Manual - User need add interface to VLAN ID tagged member

manually.
Surveillance VLAN QoS Select port QoS Policy mode.
Policy Video Packet - QoS attributes are applied to packets with OUl in the

source MAC address.

All - QoS attributes are applied to packets that are classified to the
Surveillance VLAN.

MAC VLAN Binding Enable/disable the function of MAC VLAN Binding.

+Add Click to create a new MAC VLAN profile.

After finishing this web page configuration, please click OK to save the settings.
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11-5-3 STP

The Spanning Tree Protocol (STP) is a network protocol that ensures a loop-free topology for any
bridged Ethernet local area network.

Bridge Protocol Data Units (BPDUs) are frames that contain information about the Spanning Tree
Protocol (STP). Switches send BPDUs using a unique MAC address from its origin port and a
multicast address as destination MAC (01:80:C2:00:00:00, or 01:00:0C:CC:CC:CD for Per VLAN
Spanning Tree).

For STP algorithms to function, the switches need to share information about themselves and their
connections. What they share are bridge protocol data units (BPDUSs).

BPDUs are sent out as multicast frames to which only other layer 2 switches or bridges are listening.
If any loops (multiple possible paths between switches) are found in the network topology, the
switches will co-operate to disable a port or ports to ensure that there are no loops; that is, from
one device to any other device in the layer 2 network, only one path can be taken.
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Available settings are explained as follows:

Item Description

Port Displays the LAN port number (GE1 to GE28).
Admin Enabled Displays the status (enabled/disabled) of Admin Enabled.
BPDU Filter Displays the status (enabled/disabled) of BPDU Filter function.
BPDU Guard Displays the status (enabled/disabled) of BPDU Guard function.
Path Cost Displays the value of transmitting a frame onto a LAN through that

port.

Priority Displays the priority value for the port interface.

Edge Port Displays the status (enabled/disabled) of Edge Port function.
P2P Option Displays the STP of link type (All, Yes, No) on this port.

o2 Click it to modify the STP port setting.

(i Clear current settings and return to factory default settings.
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To modify settings for a port, click the

Configuration / Port Setup

Port Setup

2 4 6 8

1 3 5 7

link to open the setting page.

General VLAN Interface STP Qo3
Port Admin Enabled BPDU Filter
GE1 Enable Disabled
GE2 Enable Disabled
GE3 Enable Disabled
GE4 Enable Disabled

STP Port Setting

Hide Advanced Mode

& [
Port GE1
Admin Enabled Enable
10 12 14 16 18 20 2 % (% (2 (BIF] POU Fiter o)
mm
FIArE00 — :
9 1 13 16 17 19 21 23 (25] (2] [25](20]
Path Cost
Prority 128
10/100/1000M Edge Port
P2P Option Auto H No ‘
Search
BPDU Guard Path Cost Priority EdgePort - P2P Option
Disabled 0 128 No Auto
Disabled 0 128 No Auto
Disabled 0 128 No Auto
Disabled 0 128 No Auto
Cancel n

Available settings are explained as follows:

Item

STP Port Setting

Show / Hide Advanced
Mode

Port
Admin Enabled

BPDU Filter

BPDU Guard

Path Cost

Priority

Edge Port

P2P Option

Description

Click to display or hide the advanced settings.

Displays the selected LAN port number.

Displays the status of Admin Enabled.

Click the toggle to enable / disable the function of dropping all BPDU
packets and no BPDU will be sent.

D - means “Enable”.

- means “Disable”.
BPDU Guard further protects your switch by turning this port into
error state and shutdown if any BPDU received from this port. Check
it to enable such function.
Path cost is the cost of transmitting a frame on to a LAN through that
port. It is recommended to assign this value according to the speed of
the bridge. The slower the media, the higher the cost. Entering 0
means the switch will automatically assign a value.
Specify a priority value for the switch. The smaller the priority value,
the higher the priority and greater chance of becoming the root.

In the edge mode, the interface would be put into the Forwarding
state immediately upon link up. If the edge mode is enabled for the
interface and there are BPDUs received on the interface, the loop
might be occurred in the short time before the STP state change.

Click the toggle to enable / disable the function.

Auto - VigorSwitch determines the STP of link type for this port
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automatically.

Yes - It means the STP of link type on this port is full-duplex and
directly connect to another switch or host.

No - It means the STP of link type on this port is “not” full-duplex
and “does not” directly connect to another switch or host.

After finishing this web page configuration, please click OK to save the settings.
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11-5-4 QoS

This page is used to configure port settings for QoS. The configuration result for each port will be
displayed on the table listed on the lower side of this web page.

Ingress Rate Limit

It allows a user to configure ingress port rate limit. The ingress rate limit is the number of bits per
second that can be received from the ingress interface. Excess bandwidth above this limit is

discarded.

Egress Shaping Rate

It allows a user to configure egress port rate limit. The egress rate limit is the number of bits per
second that can be received from the egress interface. Excess bandwidth above this limit is

discarded.
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Enatied o Desabled Dusatied off
Enatied o Drsabled Cusatied off
Enabéed [ Disabind Disabled off
Enatiad 0

Crsabled Disptiza oft

Enabied 0 Chsabind Disatisd oft

2 8 & & & B

Enabied o Dwsabled Desatied aoff

Available settings are explained as follows:

Item

Port

Trust Port

Ingress Default CoS
Egress Remark CoS

Egress Remark
DHCP/IP Precedence

Ingress Rate Limit

Egress Rate Shaping

Description

Displays the port profiles (GE1 to GE28).

Displays if the traffic follow the trust mode in general setting
(Enabled/Disabled).

Displays the default CoS priority value for those ingress frames.
Displays the status (Enabled/Disabled) of the function.

Displays the status (Enabled/Disabled) of the function.

Displays the value of the ingress rate limit. If this function is disabled,
then Off will be shown instead.

Displays the value of the egress rate shaping. If this function is
disabled, then Off will be shown instead.

Click it to modify the QoS port setting.

Clear current settings and return to factory default settings.
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To modify settings for a port, click the

Configuration / Port Setup

Port Setup

2 4 6 8

1 3 65 7

General VLAN Interface STP
Port Trust Port Ingress Default
GE1 Enabled 0
GE2 Enabled 0
GE3 Enabled 0
GE4 Enabled 0

& m |-
0 —

link to open the setting page.

QoS Port Setting

o Port GE1

Trust Port ‘:)

Ingress Defautt CoS

10 12 14 16 18 20 2 24

Egress Remark CoS

Egress Remark DSCPIIP Precedence o

9 1M 13 15 7 19 21 23

Ingress Rate Limit [ @)
10/100/1000M

Kbps

Egress Rate Shaping [ @)

Search Kbps

Egress Remark Egress Remark Ingress Rate Limit
Disabled Disabled off
Disabled Disabled off
Disabled Disabled off
Disabled Disabled off
Cancel n

Available settings are explained as follows:

Item

QoS Port Setting

Port

Trust Port

Ingress Default CoS

Egress Remark CoS

Egress Remark
DSCP/IP Precedence

Ingress Rate Limit

Egress Rate Shaping

Description

Displays the port profiles (GE1 to GE28).
Enable / Disable - Click the toggle to enable / disable this function.
D - Traffic will follow trust mode in general setting.

- No QoS service for this port.

Specify the default CoS priority value for those ingress frames without
given trust QoS tag (802.1q/DSCP/IP Precedence, depending on
configuration).

Enable / Disable - Click the toggle to enable / disable this function.

Click the toggle to enable / disable this function.

DSCP - Egress traffic will be marked with DSCP value according to the
Queue to DSCP mapping table.

IP Precedence - Egress traffic will be marked with IP Precedence value
according to the Queue to IP Precedence mapping table.

The ingress rate limit is the number of bits per second that can be
received from the ingress interface. Excess bandwidth above this limit
is discarded.

Click the toggle to enable / disable this function.
Enter the rate value,<16-1000000>,unit:16 Kbps.
The egress rate limit is the number of bits per second that can be

received from the egress interface. Excess bandwidth above this limit
is discarded.
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Click the toggle to enable / disable this function.
Enter the rate value,<16-1000000>,unit:16 Kbps.

After finishing this web page configuration, please click OK to save the settings.
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11-6 Multicast

IP multicast is a technique for one-to-many communication over an IP infrastructure in a network.

To avoid the incoming data broadcasting to all GE ports, multicast is useful to transfer the
data/message to specified GE ports for IGMP snooping. When VigorSwitch receives a message
“subscribed” by the client, it must decide to transfer the data to specified GE ports according to the
location of the client (subscribed member).

Confgumnon | MuREas!
= 1
AN Satting
Search
VLANID - VLAN Nams 1GNE? Enosging Immedats Lazsa Cuseiae St State Routar Pors Fortidaan Routs Expiry Tems (see )
1 defnit Drsabled Drsabled Disablod
10 Gusst VLAN Drsabied Drsabled Drsabled
abia
VLANID Group P AGa0ss Momber Ports Type Life (Sec)

Ne: datn avaiatis in tabis

11-6-1 IGMP Snooping

IGMP snooping is the process of listening to Internet Group Management Protocol (IGMP) network
traffic. The feature allows a network switch to listen in on the IGMP conversation between hosts and
routers. By listening to these conversations the switch maintains a map of which links need which IP
multicast streams. Multicasts may be filtered from the links which do not need them and thus
controls which ports receive specific multicast traffic.

Configuration / Multicast
IGMP Snooping

IGMP Snooping

IGMP Snooping Enable

IGMP Snocping Version

Report Suppression

Available settings are explained as follows:

Item Description

IGMP Snooping Enable  Enable / Disable - Click the toggle to enable / disable this function.
0 - means “Enable”.
- means “Disable”.

IGMP Snooping Set the IGMP snooping version.

Version v2 - Only support process IGMP v2 packet.
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Report Suppression

lI-6-2 VLAN Setting

v3 - Support v3 basic and v2.

It allows the switch to handle IGMP reports between router and host,
suppressing bandwidth used by IGMP.

Enable / Disable - Click the toggle to enable / disable this function.
o - means “Enable”.

- means “Disable”.

This page allows you to enable/disable IGMP function, select snooping version, and enable/disable
snooping report suppression.

VLAN Setting

VLANID VLAN Name
1 1 default

2 10 Guest VLAN

Search
IGMP Snooping ... Immediate Leave Querier Status Static Router Ports Forbidden Route.. Expiry Time (sec.)
Disabled Disabled Disabled

Disabled Disabled Disabled

Available settings are explained as follows:

Item

VLAN ID

VLAN Name

IGMP Snooping Status
Immediate Leave
Querier Status

Static Router Ports

Forbidden Router
Ports

Expiry Time (sec.)

Description

Displays the VLAN ID number of the VLAN profile.

Displays the name of the VLAN profile.

Displays the status (Enabled/Disabled) of the IGMP function.
Displays the status (Enabled/Disabled)

Displays the status (Enabled/Disabled) of IGMP querier function.
Displays the LAN Port (GE/LAG) to send out query to remote host.

Displays the forbidden LAN Port (GE/LAG).

Displays the time before querier is considered no longer existed.
Click it to modify the IGMP setting.

Clear current settings and return to factory default settings.

To modify settings for a port, click the link to open the setting page.

53



Configuration / Multicast

IGMP Snooping

VLAN Setting
VLANID VLAN Name
1 1 default
2 10 Guest VLAN
Group Table
Add
VLAN ID Group IP Address

IGMP Settings X
Hide Advanced Mode
VLAN ID
VLAN Name defaut
General -
Search IGMP Snooping Enable [ @]
IGMP Snaoping Immediate Leave ~ Querier Status ~ Static Router Ports Router Ports Auto Learn [ )
Disabled Disabled Disabled Guery Robusiness
Disabled Disabled Disabled 2
Query Interval
12! Sec
Query Response Interval
3 1 Sec
Member Ports Type Life (Sec.)
No data available in table
Last Member Query Counter
2 Sec.

Available settings are explained as follows:

Item

IGMP Setting

Show / Hide Advanced

Mode
VLAN ID

VLAN Name

General

Description

Click to display or hide the advanced settings.
Displays the VLAN ID number of the VLAN profile.
Displays the name of the VLAN profile.

IGMP Snooping Enable - Click the toggle to enable / disable this IGMP
snooping function.

0 - means “Enable”.

- means “Disable”.

Below shows settings for Advanced Mode

Router Ports Auto
Learn

Query Robustness

Query Interval

Query Response
Interval

Last Member Query
Counter

Last Member Query
Interval

Immediate Leave

Click the toggle to enable / disable this function. Set the enabling
status of IGMP router port learning. The server will learn router port
by IGMP query.

Set a number which allows tuning for the expected packet loss on a
subnet.

Set the interval of querier to send the general query.

It specifies the maximum allowed time before sending a responding
report in units of 1/10 second.

After querying for specified times (defined here) and still not receiving
any response from the subscribed member, VigorSwitch will stop
transmitting data to the related GE port(s).

The maximum time interval between counting each member query
message with no responses from any subscribed member.

Leave the multicast group immediately on the port & VLAN where
leave message is sent from, regardless there is still a subscribed
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member or not. Click Enable to enable Fastleave function.

IGMP Querier IGMP Querier Enable - Click the toggle to enable / disable this
function.
In Advanced Mode,
Querier Version - Set the IGMP snooping version.
v2 - Only support process IGMP v2 packet.

v3 - Support v3 basic and v2.
For maximum compatibility, it is suggested to use querier version
lower than IGMP snooping version, for there is possible network
mixed with IGMP v2/v3 client and v2 query message is widely
understandable for those clients.

IGMP Static Group The IGMP static group is allowed to assign a VLAN/port as a specific
IPv4 multicast member. Every IPv4 multicast stream that belongs to
the specified group IP address will be forwarded to the specified
port/VLAN member.

Enable / Disable - Click the toggle to enable / disable this function.

+Add - Click to create a new group.
Group IP Address - Specify the IPv4 multicast address you wish to
assign for the static group (defined in VLAN ID).

Member Ports - Specify the port(s) that static group with given
IPv4 multicast address shall include.

After finishing this web page configuration, please click OK to save the settings.

l1-6-3 Group Table

This page shows currently known and dynamically learned by IGMP snooping or shows the assigned
IPv4 multicast address group in operation.
Group Table
Add

VLAN ID Group IP Address Member Perts Type Life (Sec.)

No data available in table

Available settings are explained as follows:

Item Description

+Add Click to create a new profile.

VLAN ID Display the VLAN of this multicast group belongs to.

Group IP Address Display the multicast address of this multicast group.

Member Ports Display the port(s) where subscribing member of this multicast group
belongs to.

Type Display if it is dynamically learned or statically assigned.

Life (Sec.) Display the life time of this multicast member left if no membership

report sent again.

To add a new group, click the +Add link to open the setting page.
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Group Table

VLANID Group IP Address Member Ports Type Life (Sec.)

1 Static

R o |
Available settings are explained as follows:
Item Description
VLAN ID Specify a VLAN profile as IGMP Static Group.
Group IP Address It is an identifier for the group member. Packets sent to such address

will be transferred to all interfaces defined in Member Ports.

Specify the IPv4 multicast address you wish to assign for the static
group (defined in VLAN ID).

Member Ports Specify the port(s) that static group with given IPv4 multicast address
shall include.

After finishing this web page configuration, please click OK to save the settings.
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[I-7 ONVIF Surveillance

ONVIF (Open Network Video Interface Forum), an International standard for current surveillance
system industry, focuses on security products based on network IP address.

With this feature, VigorSwitch can:

° Integrate the ONVIF device and surveillance network
° Centralize management of IP video products

®  View video images directly on VigorSwitch WUI

° Offer remote IP video products maintenance

Connguration | ONVIF Surveance
ONVE Derce Discarery @)

Srapshal Simam Davice Martsnanco

Corwnl Sl

opEo

VLAN Satp

MAC Adueas Table
VLAN ietertace

Porl Sep 2 4 6 8 10 12 4 6 n
Muticas

ONVIF Survedtarce 9 1M 13 97

Secunty

Canced

Duscover imertace:  defaull (1)

M 2 M

gl

1w an a

Switch the toggle to enable the ONVIF Device Discovery function. Then click Apply.

11-7-1 Topology

ONVIF devices can be centralized and managed remotely via VigorSwitch. With a hierarchy view, the
administrator can manage several ONVIF devices and check abnormal traffic detected by the Vigor

system.

Cemfiguration | DAMF Survelance
OMNF Daviza Discovaey (_J

Saapshol Stream Devce Marenae

Topaiogy

(ofalo N

Group bnformation

Greup Nama

Available settings are explained as follows:

Item Description
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E] El Camera - Displays the number of IP camera(s) connected to
VigorSwitch. The panel sketch on the screen will display which LAN

port that the IP camera connected.

NVR - Displays the number of NVR device(s) connected to VigorSwitch.
The panel sketch on the screen will display which LAN port that the
NVR device connected.

Change VigorSwitch will detect the ONVIF device based on the interface
selected.
Discover Interface
Current Interface default (1)
Change Interface default (1) - Management lan
Cancel Apply
+Add New Group A group can contain one (IP camera or NVR, as group leader) to

several devices (IP cameras as group devices).
Click to create a new group for managing multiple devices.

Index Displays the index number of the group profile.
Group Name Displays the name of the group profile.
Group Devices Displays the number of the devices grouped under this profile.
VLAN Displays the VLAN profile.
2 Click it to modify the group setting.

To modify settings for a port, click the 7 link to open the setting page.

Configuration / ONVIF Surveillance

ONVIF Device Discovery ()

Topology Snapshot Stream Device Maintenance
Topology Edit Group %
B E E Discover Interface  default (1) | Change Hide Advanced Mode

ONVIF Device Login (optional)

6 8 10 12 14 16 18 20 2 24

2 4 26 2
@ % @ - -
57 e— ®

T 3 5 7 98 1 1B 11982AB Fassuword

Throughput Threshold Alert

Group Information Apply to All Member Ports

+ Add New Grou,
i Ingress Alert [ @)
Index Group Name Group Devices VLAN

> 0 Default 1 1 2 Rate Limit .

Egress Alert [ @]
Rate Limit
16
s (R

Available settings are explained as follows:
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Item Description

Edit Group

Show / Hide Advanced  Click to display or hide the advanced settings.
Mode

ONVIF Device Login (optional)

Username / Password  Enter a name / password as the default value.

In the entire ONVIF Surveillance menu, VigorSwitch will input this
value in advanced and retrieve data. System administrator can access
the IP device in which the username and password are as same as the
default values.

However, you can also input another username/password manually if
the IP device username/password is different from the one you enter
in Default Username/Default Password.

Advanced Mode - Throughput Threshold Alert

Apply to All Member Check the box to apply the throughput threshold setting to all
Ports member ports.

Ingress Alert Toggle the switch to enable the function. Set the ingress limit value.
When the incoming traffic (packet) of the GE port reaches the limit,
the Vigor System will send an alert email to the system administrator.
Rate Limit - Enter the ingress rate as a threshold to send mail alert.

Egress Alert Toggle the switch to enable the function.

Rate Limit - Enter the egress rate as a threshold to send mail alert.

After finishing this web page configuration, please click OK to save the settings.
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To create a new group, click the +Add New Group link to open the setting page.

Snapsht Stream  Device Maintenance

Topology Add New Group x

m E E Discover Interface: ~ default (1) | Change Show Advanced Mode

Group Name

Group Leader GE12 - DS-D3200VM

2 4 6 8 10 12 14 16 18 20 22 24 26 28

[ 11 ]1]

1 3 65 7 9 11 13 15 7 19 21 23 25 27 VLAN

ONVIF Device Login (optional)

Group Information
Usermname

Add New Group
: Password
Index Group Name Group Devices VLAN

> 0 Default 1 1

Cancel “

Available settings are explained as follows:

Item Description
Add New Group

Show / Hide Advanced Click to display or hide the advanced settings.

Mode

Group Name Enter the name of a group.

Group Leader The system will detect the NVR or IP cameras, and list them on the
field of NVR or Group Leader.

Group Member This field lists all devices (IP cameras) not included by other group.

Select one IP device to multiple devices or select all the devices for
managed by this group.

ONVIF Device Login (optional)

Username / Password  Enter a name / password as the default value.

In the entire ONVIF Surveillance menu, VigorSwitch will input this
value in advanced and retrieve data. System administrator can access
the IP device in which the username and password are as same as the
default values.

However, you can also input another username/password manually if

the IP device username/password is different from the one you enter
in Default Username/Default Password.

Throughput Threshold Alert

Apply to All Member Check the box to apply the throughput threshold setting to all
Ports member ports.

Ingress Alert Toggle the switch to enable the function. Set the ingress limit value.
When the incoming traffic (packet) of the GE port reaches the limit,
the Vigor System will send an alert email to the system administrator.
Rate Limit - Enter the ingress rate as a threshold to send mail alert.

Egress Alert Toggle the switch to enable the function. Set the egress limit value.
When the incoming traffic (packet) of the GE port reaches the limit,
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the Vigor System will send an alert email to the system administrator.
Rate Limit - Enter the ingress rate as a threshold to send mail alert.

After finishing this web page configuration, please click OK to save the settings.

lI-7-2 Snapshot Stream

This page can offer a real-time video of specified IP camera for monitoring and control

environments.

Camaea Name

DS-D3200VN(GE1Z)

Devies Mantananes

2 4 6 8 10 12 4 16 MW 2 M )

0

3 1N 1315 7 19 D =3 Fid

Available settings are explained as follows:

Item
Snapshot Stream
Camera Name

IP Address
>

Description

Displays the device name of the IP camera.
Displays the IP address of the IP camera.

After authenticated with correct username and password, the image
of the specified IP camera (supported by VigorSwitch) will be shown
immediately.

Usemname

admin

Password

L3

Usename / Password - The default username/password will be input
if it is configured on the Topology page. However, if the default input
is not the correct username/password, enter the correct one of the IP
camera instead.

Login - Click it to authenticate the username and password for the
specified IP camera.

61



A pop-up window (Video Preview) appears to display a live image on
the screen.

It is recommended to copy the URI to watch the live stream on a video player.
Device name: DS-D3200VN (GE12)

Live Stream: rtsp://192.165.1.155:554/Streaming/Channels/101?trans. .

|Network Al I\ w SSAERRED7/12/2020, | 19704,34

[1-7-3 Device Maintenance

The system administrator can remotely configure time setting, security settings and reboot the
devices (IP cameras or NVRs) managed by Vigor switch.

erfiguiation | DAVIF Survellance

ORI Davice Dty @D

Topology  ‘Smapshot Stmam

defauht (1)

Camera Mame P Addrea MAL Adéress St

D3-DAZ00VN (GE12) 192 1681188 8503 FBAF 24 DC L]

Available settings are explained as follows:

Item

Description

Device Maintenance

Camera Name
IP Address
MAC Address

Displays the device name of the IP camera.
Displays the IP address of the IP camera.

Displays the MAC address of the IP camera.
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Status Displays the status (enabled or disabled) of the IP camera.

o Click to configure detailed settings for the selected device.

e

-
Click to configure detailed settings. First you have to login the ONVIF device.

After entering the correct username and password of the device, the detailed settings page will be
shown as follows:

Topology  SnapshotStream  Device

Device Maintenance Edit DS-D3200VN (GE12)

x

default (1)
General Information Access Information

Factory Default

=]
10 12 14 16 18 20 22 24 26 28 Device Reboot
g

E H Device Name

3 5 7 9 11 13 15 17 19 21 23 25 27

MAG 58:03-FB:8F:94:DC
Admin IP 192.168.1.155
Manufacturer
Search

Model

Camera Name IP Address MAC Address Status
Firmware

DS-D3200VN (GE12) 192.168.1.155 58:03-FB:8F-94:DC [ ] -3
Location cityfhangzhou
Group Default
Current Time 2011-1-1 1-5-18
UTC Time 2010-12-31 17-5-18 7

Tienn Tnn reT 2annn

Gancel n

Available settings are explained as follows:

Item Description
General Information
Factory Default Reset - Reset the factory default to the IP device.

Device Reboot Reboot - Reboot the IP device immediately.

oy

Device Name Click © to modify the name of the device.

MAC Displays the MAC address of the device.
Admin IP Displays the IP address of the device.
Manufacturer Displays the manufacturer of the device.
Model Displays the model name of the device.
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Firmware
Location

Group

Current Time
UTC Time

Time Zone
Daylight Saving

Auto Device Check

Access Information

Mode

Zero Configuration

Displays the firmware version used by the device.

Displays the location of the device.

Displays the name of the group.

Displays the time set for the device.

Display the time and date information related to the selected device.
Displays the time zone based on the location of the device.

Displays the status (enabled/disabled) of the daylight saving function.

Click the toggle to enable / disable this function.
o - means “Enable”.

- means “Disable”.
Failure Action - Configure the power behavior for each LAN port.

Power Cycle - Once the device is offline, Vigorswitch will power
off the device and then power on the device again.

Power Off - When the device is offline, power off the device
immediately.

Nothing - When the device is offline, no action will be
performed.

Note: When a PoE hub connecting to LAN port of VigorSwitch, the
power behavior (on/off) to the PoE hub also will apply to all the
devices connecting to the PoE hub.

Mail Alert - Click the toggle to enable / disable this function. When the
device is offline, Vigor system will send an alert mail to notify the
recipient.

With Snapshot - If enabled, the switch will try to get snapshot
from the device per half hour. Before using this feature, set the
group authentication information when adding group or
configure Default Username/Password in the Topology page
first.

When the device is offline, no action will be performed.

Change the connection mode for this device.

Static - When it is selected, you have to enter value for network
setting manually for the IP device.

IP Address - Enter an IPv4 address for the IP device.
Prefix Length - Specify the subnet mask for the IP address.
Gateway - Enter the IPv4 address for the gateway.

DNS Server1/2 - Enter the IP address for primary / secondary
DNS server.

DHCP - When it is selected, the IP device will be assigned with the
settings by the network's DHCP server automatically to access the
Internet.

Hostname - Display the hostname of the DHCP server.

Click the toggle to enable / disable this function.

Enable - The network settings for the IP device will be configured
automatically.

Disable - The network settings for the IP device must be configured
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HTTP Port

HTTPS Port

RTSP Port

manually.

Click the toggle to enable / disable this function.

Enable - Click it to enable the HTTP port configuration and enter a
port value if required.

Disable - Disable the HTTP port configuration.

Click the toggle to enable / disable this function.

Enable - Click it to enable the HTTPS port configuration and enter a
port value if required.

Disable - Disable the HTTPS port configuration.

Click the toggle to enable / disable this function.

Enable - Click it to enable the RTSP port configuration and enter a port
value if required.

Disable - Disable the RTSP port configuration.
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Chapter Ill Security



I11-1 Access Control List

An Access Control List (ACL) is a sequential list of permit or deny conditions that apply to IP
addresses, MAC addresses, or other more specific criteria. This switch tests ingress packets against
the conditions in an ACL one by one. A packet will be accepted as soon as it matches a permit rule,
or dropped as soon as it matches a deny rule. If no rules match, the frame is accepted.

Users can create the Access Control List (ACL) based on Layer 2 filtering, the MAC layer, Layer 2 to
Layer 4 filtering, the IPv4, and Layer 2 to Layer 4 filtering, the IPv6. The ACL is composed by many
Access Control Element (ACE) rules. You can create a new ACL here; then add multiple ACEs.

You may provide filtering/matching criteria for one or more packet characteristics (such as
Source/Destination MAC, Ethertype, VLAN, 802.1p) for this ACE to identify the packet.

[11-1-1 Access Control List

Sacurity | Access Control List

Apply 1o Port

List Type - MAC

To create a new access control list, click the +Add Access Control List link to open the setting page.
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Available settings are explained as follows:

Item

Access Control List
List Name

List Type

Rules

Sequence

Action

Any Source MAC

Any Destination MAC

Any Ethernet Type

Description

Enter a name for creating a new ACL profile.

Specify the filtering type (MAC/IPv4/IPv6).

Assign a sequence number to this ACE. The sequence is used to
identify which one of ACEs in an ACL is firstly used to match ingress
packets. The switch port bound with an ACL use the contained ACE
rules, start with the one with lower sequence number to match the
packet first.

Select the action applied to the packet matched this ACE. Permit or
deny the packets into switch core, or shutdown the port for stopping
further transmission.

Permit
Deny
Shutdown

If disabled, please enter IP address with the subnet mask.

Any Source MAC

If disabled, please enter IP address with the subnet mask.

Specify Ethernet type for filtering. Select Any Ethernet.
Or, enter the value with the format of “0x600 ~ OxFFF".

m
[11)
=

Any

ype
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Any VLAN

Any 802.1p Priority

+Add Rule

Specify VLAN profile for filtering. Select Any VLAN.

Or, enter a VLAN number. The packets coming from the VLAN
specified here will be filtered by Vigor device.

Any VLAN

Specify the 802.1p priority value for filtering. Select Any 802.1p

Priority.

Or, enter a number from 0 to 7.

Any 802.1p Priority

Click it to create a new ACE rule.

Each ACL profile can be added with 8 ACE rules.

After finishing this web page configuration, please click OK to save the settings.

Secunty / Access Control List

Apply 1o

Access Control List

Add Access Control List

v 1
Sequence
130000

2 200000

Arcess Control List

ACL_123

Access Control List

ACL_123
Source MAC/Mask
AnylAny

AnylAny
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MAC

Type

MAC

Destination MAC/M
AnylAny

AnylAny

Applied Port

Nene

Applied Port

None
Ethemet Type VLAN
Any Any
Any Any

MAC IPvd

Add Rule
802 1p Priority
AnylAny

AnylAny

Delete List



List Type - IPv4

To create a new access control list, click the +Add Access Control List link to open the setting page.

[t |

8

B

i

-

ES
Available settings are explained as follows:

Item Description
Access Control List
List Name Enter a name for creating a new ACL profile.
List Type Specify the filtering type (IPv4).
Rules
Sequence Assign a sequence number to this ACE. The sequence is used to

identify which one of ACEs in an ACL is firstly used to match ingress
packets. The switch port bound with an ACL use the contained ACE
rules, start with the one with lower sequence number to match the
packet first.

Action Select the action applied to the packet matched this ACE. Permit or
deny the packets into switch core, or shutdown the port for stopping
further transmission.

Permit
Deny
Shutdown

Any Protocol Specify the protocol for filtering.
Any Protocol - Default setting. All packets will be filtered.
Self-Define - Enter a number (0 - 255) to specify a protocol. For

example, 1 means “Internet Control Message”; 6 means “Transmission
Control”.

ICMP, IP in IP,... - Choose one of the protocols (e.g., ICMP, IP in IP,
TCP, EGP, IGP...) from the drop down list. Packets passing through the
selected protocol will be filtered.
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Any Source IP

Any Destination IP

Any Service

Any Source Port

Sequence Self-Define

Action PiniP

Self-Define
Any protacol

Specify the source IPv4 address for filtering.
Any Source IP - Default setting. All packets will be filtered.

Select Any Source IP. Or, enter the IP address to filter the packets
coming from that address.

Any Source IP /

Specify the destination IPv4 address for filtering.
Any Destination IP - Default setting. All packets will be filtered.

Select Any Destination IP. Or, enter the IP address to filter the packets
coming from that address.

Any Destination [P !

Any Service - Default setting. All packets will be filtered.

DSCP - All IP traffic is mapped to queues based on the DSCP field in
the IP header. If traffic is not IP traffic, it is mapped to the lowest
priority queue.

IP Precedence - All IP traffic is mapped to queues based on the IP
Precedence field in the IP header. If traffic is not IP traffic, it is mapped
to the lowest priority queue.

Any Service

Specify the source port number for filtering the packets.
Any Source Port - Default setting. All packets will be filtered.
Select Any Source Port. Or, enter the port number.

Single - Only the packets passing through the number defined here
will be filtered.

Any Source port

Range - Only the packets passing through the port range defined
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Any Destination Port

Any ICMP Type

Any ICMP Code

+Add Rule

here will be filtered.

Any Source port

Specify the destination port number for filtering the packets.
Any Destination Port - Default setting. All packets will be filtered.
Select Any Destination Port. Or, enter the port number.

Single - Only the packets passing through the number defined here
will be filtered.

Any Destination port

Range |

Range - Only the packets passing through the port range defined
here will be filtered.

Any Destination port ‘ sin

=
7]

Any ICMP Type - Default setting. All packets will be filtered.

Echo Reply, Destination Unreachable.... - Choose one of the type
(e.g., Destination Unreachable, Echo Reply, MLD Query....) from the
drop down list.

Self-Define - Specify a type number (0 - 255) for ICMP code. For

example, 0 means “Echo Reply”; 254 means “RFC3692-style
Experiment 2".

Any Service Self-Define
Echo Reply
Any Source port
Destination Unreachable

Any Destination port

Source Quench

Self-Define

Any ICMP Type

ach ICMP type can be defined with different codes. For example, if you
define ICMP Type as “3", then the available codes for Type 3 will be
0-15.

Any ICMP Code - Default setting. All packets will be filtered.

Select Any ICMP Code. Or, enter 0 to 255 based on the ICMP type
specified.

Any ICMP Code

Click it to create a new ACE rule.
Each ACL profile can be added with 8 ACE rules.

73



List Type - IPv6

To create a new access control list, click the +Add Access Control List link to open the setting page.

E3

&

@ A

-

-

E3
Available settings are explained as follows:

Item Description
Access Control List
List Name Enter a name for creating a new ACL profile.
List Type Specify the filtering type (IPv6).
Rules
Sequence Assign a sequence number to this ACE. The sequence is used to

identify which one of ACEs in an ACL is firstly used to match ingress
packets. The switch port bound with an ACL use the contained ACE
rules, start with the one with lower sequence number to match the
packet first.

Action Select the action applied to the packet matched this ACE. Permit or
deny the packets into switch core, or shutdown the port for stopping
further transmission.

Permit
Deny
Shutdown

Any Protocol Specify the protocol for filtering.
Any Protocol - Default setting. All packets will be filtered.

Self-Define - Enter a number (0 - 255) to specify a protocol. For
example, 1 means “Internet Control Message”; 6 means “Transmission
Control”.

ICMP, IP in IP,... - Choose one of the protocol (e.g., ICMP, TCP, EGP...)
from the drop down list. Packets passing through the selected
protocol will be filtered.
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Any Source IP

Any Destination IP

Any Service

Any Source Port

Self-Define
Any protocol

Self-Define
CMP
Any Source IP
Tom
Any Destination P
UDP

Specify the source IPv6 address for filtering.
Any Source IP - Default setting. All packets will be filtered.

Select Any Source IP. Or, enter the IP address to filter the packets
coming from that address.

Any Source [P !

Specify the destination IPv6 address for filtering.
Any Destination IP - Default setting. All packets will be filtered.

Select Any Destination IP. Or, enter the IP address to filter the packets
coming from that address.

Any Destination IP !

Any Service - Default setting. All packets will be filtered.

DSCP - All IP traffic is mapped to queues based on the DSCP field in
the IP header. If traffic is not IP traffic, it is mapped to the lowest
priority queue.

IP Precedence - All IP traffic is mapped to queues based on the IP
Precedence field in the IP header. If traffic is not IP traffic, it is mapped
to the lowest priority queue.

Any Service

Specify the source port number for filtering the packets.
Any Source Port - Default setting. All packets will be filtered.
Select Any Source Port. Or, enter the port number.

Single - Only the packets passing through the number defined here
will be filtered.

Any Source port

Range - Only the packets passing through the port range defined
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Any Destination Port

Any ICMP Type

Any ICMP Code

+Add Rule

here will be filtered.

Any Source port

Specify the destination port number for filtering the packets.
Any Destination Port - Default setting. All packets will be filtered.
Select Any Destination Port. Or, enter the port number.

Single - Only the packets passing through the number defined here
will be filtered.

Any Destination port Range |

Range - Only the packets passing through the port range defined
here will be filtered.

Any Destination port ‘ sin

=
7]

Any ICMP Type - Default setting. All packets will be filtered.

Echo Reply, Destination Unreachable.... - Choose one of the type
(e.g., Destination Unreachable, Echo Reply, MLD Query....) from the
drop down list.

Self-Define - Specify a type number (0 - 255) for ICMP code. For
example, 0 means “Echo Reply”; 254 means “RFC3692-style
Experiment 2".

Any Service Self-Define

Destination Unreachable
Any Source port
Packet Too Big2
Any Destination port

Time Excesded

Self-Define

Any ICMP Type

ach ICMP type can be defined with different codes. For example, if you
define ICMP Type as “3", then the available codes for Type 3 will be
0-15.

Any ICMP Code - Default setting. All packets will be filtered.

Select Any ICMP Code. Or, enter 0 to 255 based on the ICMP type
specified.

Any ICMP Code

Click it to create a new ACE rule.
Each ACL profile can be added with 8 ACE rules.
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111-1-2 Apply to Port

It allows you to bind Access Control Lists created in previous section to an interface (physical port or
aggregation).

A physical port can only be bound with one of the IPv4 and IPv6 ACLs, not both.

AL Accoss Gontrol List 1Pvd Actess Control List 1P Acgess Control List
Mong Nane Mane
Mens (=8 Mere
Hone Picre Hene
Pona Pione Pone

L Hena HNene

Available settings are explained as follows:

Item Description

Port Select the port profiles (GE1 to GE28) for binding ACL.

MAC Access Control Displays the ACL (MAC) to be bound on this interface (port), so the
List switch may filter packets by using it.

IPv4 Access Control Displays the ACL (IPv4) to be bound on this interface (port), so the
List switch may filter packets by using it.

IPv6 Access Control Displays the ACL (IPv6) to be bound on this interface (port), so the
List switch may filter packets by using it.

& Click it to modify the port setting.

C Clear current settings and return to factory default settings.

To modify settings for a port, click the 7 link to open the setting page.

Access Control List Apply 1o Port

Apply to Port

Port MAC Access Control List IPv4 Access Control List IPv6 Access Control List
GE1 None None None Z G
GE2 None None None

Available settings are explained as follows:

Item Description
MAC Access Control Select an ACL (MAC) to be bound on this interface (port).
List
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IPv4 Access Control Select an ACL (IPv4) to be bound on this interface (port).
List
IPv6 Access Control Select an ACL (IPv6) to be bound on this interface (port).
List
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[11-2 IP Source Guard

By using the source IP address filtering function, IP source guard can prevent a malicious host from
feigning a legal host with its IP address and performing malicious attack.

IP source guard is a port-based feature. Therefore, it is necessary to configure detailed settings for
each GE/LAG port interface separately.

Secunty | |P Source Guan
Snar
. Fort Erabled Source Ventcaton Max Eniry Curment Entry

GE O " Unamed ]
e [ Uréurabadt
GE3 P Uriirretad
sE ® Unimited
GES P Urfimited
= ® Unimited
Ge? P Uriimtid
4 [ rimitad 0
GEZ P Uniirrsted
£ P Urimasd
e [ Uniimited ]

® Unimetad
GEt3 [ Uriimited

|
Available parameters are explained as follows:
Item Description
Port Displays the port profile (GE1 to GE28). Check the box to the left side
to select the port profile.
Enabled Click the toggle to enable / disable this profile.
o - means “Enable”.
- means “Disable”.
Source Verification Displays the type of source IP for the packet coming from.
Max. Entry Displays the total number (0~50) of accessible entries allowed for this
port.
Current Entry Displays the number of accessible entries of this port.
Vi Click it to modify the IP Source Guard setting of the selected port.
C Clear current settings and return to factory default settings.

7

To modify settings for a port, click the link to open the setting page.
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Enabled Source Verification Max. Entry Bk (

Available settings are explained as follows:

Item

IP Source Guard
Port

Enable

Source Verification

Max. Entry

Accessible Entries

Description

Displays the port profile (GE1 to GE28).

Click the toggle to enable / disable this function.
D - means “Enable”.

- means “Disable”.
Specify the type of source IP for the packet coming from.
IP - Only the packet with specified IP address will be verified.
IP & MAC - Only the packet with specified IP address and MAC
address will be verified.

Define the total number (0~50) of accessible entries allowed for this
port. The default is 0 (no limit).

Define the entry for applying the IP source guard function.

IP - Select this type to enter an IPv4 address and set a VLAN ID.

IP & MAC - Select this type to enter an IP address, MAC address and
IPv4 address.

+Add Entry - Click to display blank entry boxes for configuring a new
IP address, MAC address, and VLAN ID.

After finishing this web page configuration, please click OK to save the settings.
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[11-3 Storm Control

Storm Control helps to suppress possible broadcast, unknown multicast or unknown unicast storm
by applying a rate limit on those packets.

This page allows a user to configure general settings for Storm Control. In addition, it is used to
configure port settings for Storm Control. The configuration result for each port will be displayed on
the table listed on the lower side of this web page.

Eradcast Uinkenow Musc st Uirknown Unicast Acton
Disabledt Disatied Disattied Drop
[ [ Chnsibled D
Disabled Disabiod Disabiod Drep
Oisabled Disabled Disatied Drop

Disabled Disabled Crsathed Drep

[EEqurs—— b ] Disabled Disabled Disablod Drop
*\"a Syalum Marhenancs 5 " Desabled Desabled Desnbiad Drep

Disabled Drsabled Disatied Drop

@ Suppost

Disabled Disabled Disatiod Drop
Disabied Disabled Disatiod Drep
Disabled Oisabled Disatied Drop

Disabled Drsabled Disatied Drop

Disabled Disabhed Disatled Drop
Available settings are explained as follows:

Item Description

Storm Control Mode Select the mode of storm control.

Kbits/sec - Storm control rate will be calculated by octet-based.
Packet/sec - Storm control rate will be calculated by packet-based.
Preamble & Inter Select the rate calculation with/without preamble & IFG (20 bytes).

Frame Gap Excluded - Exclude preamble & IFG (20 bytes) when count ingress

storm control rate.

Included - Include preamble & IFG (20 bytes) when count ingress
storm control rate.

Port Enable/disable the port (GE1 to GE28) profiles.

Enabled Click the toggle to enable / disable this profile.
D - means “Enable”.

- means “Disable”.

Broadcast Displays the storm control rate limited for broadcast.
Unknown Multicast Displays the storm control rate limited for unknown multicast.
Unknown Unicast Displays the storm control rate limited for unknown unicast.
Action Displays the action performed.

o0 Click to modify the storm control settings of the selected port.
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To modify settings for a port, click the link to open the setting page.

T -
Port Enabiled Hroadcast
GE1 Disabled

E2 Disable:
GE3 Disabled
CE4 Disabled
GES Disabled
GFR bl
GET Disabled
GEB Deabiled
GES Disabled
CE1 Disable:
GE1 Disabled
GE1 Disabled

.......... (
Urikrewers Musllic st Urskrcrwnt Uriciest Action Brrsadicmt Q©
Disabled Drop @
Disabled Drop
sast &€ 0o

Disabied Disabled Drep
Disabled Disabled Drop - m i

Digabled P

Drssaabilead Doy
Disabled Disabled Drop
Dhssaabdiod Dirsaablond Drop
Disabled Cusabled Dwop
Disabled Disabled Drop
Drsabled Disakied Drop
Disabled Disabled Crop

v I

Available settings are explained as follows:

Item

Edit Storm Control
Port

Storm Control

Limiting Rate

Action

Description

Display the port profile selected to be modified.

Click the toggle to enable / disable this function.
0 - means “Enable”.

- means “Disable”.

Broadcast - Specify the storm control rate for Broadcast packet.
Value of storm control rate, Unit: Kbps (Kbits per-second). The range is
from 16 to 1000000.

Unknown Multicast - Specify the storm control rate for unknown
multicast packet. Value of storm control rate, Unit: Kbps (Kbits
per-second). The range is from 16 to 1000000.

Unknown Unicast - Specify the storm control rate for unknown
multicast packet. Value of storm control rate, Unit: Kbps (Kbits
per-second). The range is from 16 to 17000000.

Select the state of setting.
Drop - Packets exceed storm control rate will be dropped.
Shutdown - Port exceeds storm control rate will be shutdown.

After finishing this web page configuration, please click OK to save the settings.
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[1I-4 DoS

A Denial of Service (DoS) attack is a hacker attempt to make a device unavailable to its users. DoS
attacks saturate the device with external communication requests, so that it cannot respond to
legitimate traffic. These attacks usually lead to a device CPU overload.

The DoS protection feature is a set of predefined rules that protect the network from malicious
attacks. The DoS Security Suite Setting enables activating the security suite.

l11-4-1 Properties

This page allows a user to configure DoS setting to enable/disable DoS function for global setting.

1P Confict Fuventon

Loon Pritecion

Pt Razevary

Lniitss

Available settings are explained as follows:

Item

Destination
MAC=Source MAC

LAND Attack
UDP Flood Attack
(UDP Blat)

TCP Flood Attack
(TCP Blat)

Ping to Death

IPv6 Minimum
Fragments

Description

Drops the packets if the destination MAC address is equal to the
source MAC address.

Check/uncheck the box to enable/disable the function.

Drops the packets if the source IP address is equal to the destination
IP address.

Check/uncheck the box to enable/disable the function.

Drops the packets if the UDP source port equals to the UDP
destination port.

Check/uncheck the box to enable/disable the function.

Drops the packages if the TCP source port is equal to the TCP
destination port.

Check/uncheck the box to enable/disable the function.

Avoids ping of death attack. Ping packets that length are larger than
65535 bytes.

Check/uncheck the box to enable/disable the function.

Checks the minimum size of IPv6 fragments, and drop the packets
smaller than the minimum size. The valid range is from 0 to 65535
bytes, and default value is 1240 bytes.
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ICMP Fragments
IPv4 Ping Maximum
Size

IPv6 Ping Maximum
Size

Smurf Attack

TCP Minimum Header
Size

TCP-SYN (SPORT<1024)
Null Scan Attack

X-mas Scan Attack

TCP SYN-FIN Attack
TCP SYN-RST Attack

TCP Fragment
(Offset=1)

Check/uncheck the box to enable/disable the function.

Drops the fragmented ICMP packets.

Check/uncheck the box to enable/disable the function.

Determines the IPv4 PING packet with the length.

Check/uncheck the box to enable/disable the function.

Determines the IPv6 PING packet with the length.

Check/uncheck the box to enable/disable the function.

Ping Maximum Size - Determine the IPv4/IPv6 PING packet with the
length. Specify the maximum size of the ICMPv4/ICMPv6 ping packets.
The valid range is from 0 to 65535 bytes, and the default value is 512
bytes.

Avoids smurf attack. The length range of the netmask is from 0 to 323
bytes, and default length is 0 byte.

Check/uncheck the box to enable/disable the function.

Checks the minimum TCP header and drops the TCP packets with the
header smaller than the minimum size. The length range is from 0 to
31 bytes, and default length is 20 bytes.

Check/uncheck the box to enable/disable the function.
Drops SYN packets with sport less than 1024.
Check/uncheck the box to enable/disable the function.
Drops the packets with NULL scan.

Check/uncheck the box to enable/disable the function.

Drops the packets if the sequence number is zero, and the FIN, URG
and PSH bits are set.

Check/uncheck the box to enable/disable the function.
Drops the packets with SYN and FIN bits set.
Check/uncheck the box to enable/disable the function.
Drops the packets with SYN and RST bits set.
Check/uncheck the box to enable/disable the function.
Drops the fragmented ICMP packets.

Check/uncheck the box to enable/disable the function.

After finishing this web page configuration, please click OK to save the settings.
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I11-4-2 Port Setting

This page allows a user to configure and display the state of DoS protection for interfaces. The
configuration result for each port will be displayed on the table listed on the lower side of this web

page.

Secunty | Do

Properties

Part Seting

Lo Prninction

Pt Femtoovury

B Unibes

B Mondonng

%y Systemn Mantenance

@ Suppon

= |
Available settings are explained as follows:
Item Description
Port Displays the port profile (GE1 to GE28). Check the box to the left side
to select the port profile.
DosS Protection Click the toggle to enable / disable the function of DoS Protection.

() - means “Enable”.

- means “Disable”.

After finishing this web page configuration, please click OK to save the settings.
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[11-5 IP Conflict Prevention

A user can configure IP addresses for network devices manually. However, it might result in conflict
between different devices due to using the same IP address, and cause the devices not working
correctly.

IP Conflict Prevention allows you to prevent IP conflict by binding the port with the specified IP
address.

Prevention Level: Off

Securty | IF Conflict Prevention

® Conflct Proventon

) Dusdboad

Sringurtion Level

I Confiet Prmmrnen
Lonp Pruectcn

Fust Recoveny

1 2 more 500ure eeronment is expected, 504 e preventon level 1o Detect & Block”

than VigorSwitch will not anéy dotect the conficts bt back B ilsgal B

Frotactad Mosts

Pert W MAL Acidrags. Heat Typa Cenfictad By

o dats avalable in table

Prevention Level: Detect & Block

Secuty | [ Conflict Prevertion

1P Caniiet Pravanten

Brisvrtion Livel

Dhetiert & Block

Brirvtrtion Sote Cuick Start Wizt &7

I Confiet Primeen

Lo Priscsen

LAG Groep 52 With DHCP Sarver & Mutipie Mest = OHCP Sarver £ Staic Binding  TJ DMCP Clisrmt

Protectad Mosts

Fort L MAC Ackdrwan. Host Type Conflctad By

o data sralable in tatie

-
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Secuemty / IP Conflict Prevention

IP Conflict Pravantion

Prevenion Level

Detect & Block

Pums Lok sogregaten®) )
2 4 6 8 102 wuw wannM 2 @ FBE
e ]
53 -
LAG Group 3 With DHCP Server = Mulfiple Host 3 DHCP Server € Statiz Bindng & DHCP Client
Protected Host
Fort " MAL Agoress Host Type Conficted By
GES 192.168.1.1 1443 BCOABABS Dynamic Binding

Available settings are explained as follows:

Item Description

IP Conflict Prevention

Prevention Level Off - The function of IP conflict prevention is disabled.
Detect Only - VigorSwitch will detect the host but no further action
executed.
Detect & Block - VigorSwitch will detect the host and block the host if it
meets the configuration on this page.

Prevention Setup  Quick Setup Wizard - It is available only when Detect & Block is selected
as Prevention Level. The system will guide to bind server port with an IP
address step by step.

Step 1: Choose a server port. Click Next.

Define the DHCP
Server port

Which is the DHCP Server port? GE1

Sl -

Step 2: Confirm the port type. Click Next.
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a - \.‘
Define the DHCP Server port Please confirm the port type

2 8

10 12 14 16

4 6 18 20 22 24
v Plafals) Falalofof Fofafolg]
jalolalpelalalayfelalolo]

Reset  PWR 1 3

5 7 9 1 13 15 17 19 21 23

LAG Group 5 With DHCP Server &5 Multiple Host & DHCP Server @ Static Binding = DHCP Client

Previous m ‘
Step 3: Wait for the network detection.

—0O

Network Detecting...

Step 4: Confirm / modify the protected host. Click Next.

=
e e (£

| 1
Ny
Define the DHCP Please confirmthe  Please confirm the
Server port port type protected hosts
1 Port

GE3 IP Address

192.168.1.1

Is your PC in the protected list? If no, then add it to protection (if yes, then skip):

PC is connected to port

GE1 hd
IP Address

Step 5: Set up the prevention level. Click Next.
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o

Define the DHCP
Server port

Please confirm the

port T

Please confirm the
protected hosts

Please set up
prevention level

|
Detect & Block

After clicking OK, the IP address specified for the GE port will be
unavailable for other network devices.

LR

R 5]

MAC Addruns Heat Typm Corfeted By

Permit Link It appears after running the quick start wizard for IP conflict prevention.

Aggregation The devices connected to the LAG ports will not be blocked due to using

Protected Host

the same IP.

Port Displays the LAN port number (GE1 to GE28, LAG1 to LAGS8) of the DHCP
server.

IP Displays the IP address of the DHCP server.

MAC Address Displays the MAC address of the DHCP server.

Host Type Displays the result of host type (e.g., Dynamic Binding) of the DHCP

Conflicted By

server.
Displays the object conflicting with the host.

&8 Click to modify the settings of the selected port.
[ Click it to remove the selected entry.
Clear Click it to remove all entries.

After finishing this web page configuration, please click OK to save the settings.

To modify settings for a host, click the

link of each port to open the setting page.
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Security / IP Conflict Prevention

IP Cenflict Prevention

Prevention Level

Permit Link Aggregation @ [ @)

2 4 6 8
PoEiMax
svs

1 3 5 7

Reset  PWR

LAG Group
Protected Hosts
Port P
GE8 192.168.1.1

5 11 13 15

With DHCP Server = Muitiple Host = DHCP Server

MAC Address

14:49°BC-0A-BA B3

Edit Port %

Port GE&
Detect On Detect & Block Port Type Muitiple Host

IP Address(es)

There's 3 DHCP Server in this port

N -

10 12 14 16 18 20 22 24

17 19 21 23

Static Binding =) DHCP Client

Host Type Conflicted By

Dynamic Binding 7 W

R - [ o |

Available settings are explained as follows:

Item

Edit Port

Port

Port Type

IP Address(es)

There's a DHCP Server
in this port

Description

Displays the LAN port number (GE1 to GE28, LAG1 to LAGS) of the
selected host.

Specify the port type for the selected host.
DHCP Client
Static Binding
Multiple Host
DHCP Server

Enter the IP address based on the port type.

Yes - If there is a DHCP server in this port already, click Yes.
No - If there is no DHCP server in this port already, click No.
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Ill-6 Loop Protection

Loop event might be caused due to wrong hardware connection. VigorSwitch will periodically send
packets out to check if they loopback or not. This page allows you to set conditions and perform an
action when VigorSwitch detects the looped packet.

c.
Log [ Shuldown Porl  after
Port Satus. Ackon
GE1 [ @] Follow Glsinal Satting
GE2 [ @) Falow Giobal Setting
GE3 (_\
GEd €O
GES [ &) Fllow Giobat Satting
SEG O Follow Gichal Satting
GET @O
GE €O Follow Giohal Setting
GES [ @] Follow Giobal Setting
GE10 [ & Fallow Giohal Setting
GEN €O Follow Giobal Setting
Available settings are explained as follows:

Item Description

Loop Protection

Enable Enable / Disable - Click the toggle to enable / disable this function.

VigorSwitch will detect the loop event of the GE port automatically.
o - means “Enable”.

- means “Disable”.
When loop occurred.. When the switch detects loop situation occurred to a port; it will
perform the action selected in this field.
Log - The switch will record such event as a log.
Shutdown Port - The switch will shut down the port.
After 1 second/2 seconds/3 seconds - Determine the time to record
the event and / or shutdown the port.
The settings configured here will be treated as global setting for all GE

ports.
Port Displays the port number (GE1 to GE28). Check the box to the left to
enable the selected port.
Status Enable / Disable - Click the toggle to enable / disable this function.
Action Display the specified action for the selected port.
& Click to modify the loop protection settings of the selected port.

&

To modify settings for a port, click the link to open the setting page.
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Security / Loop Protection

Loop Protection

GE10
GEN
GE12
GE13

GE14

Port Setting %
Search
Port GE1
Status Action
Enable [ @]
Follow Global Setting Vi
Action Follow Global Setting

Follow Global Setting ot lobat St
ollow Global Setting

Follow Global Setting &
Log

Follow Global Setting hutdonn Fort

Follow Global Setting 2 Shutdown Port and Log
Follow Global Setting

Follow Global Setting &

Follow Global Setting

Follow Global Setting i

Follow Global Setting

Follow Global Seting &

Follow Global Setting

Follow Global Sefting 7

Follow Global Setting

Cancel n

Available settings are explained as follows:

Item

Port

Enable

Action

Description

Displays the port number (GE1 to GE28).

Enable / Disable - Click the toggle to enable / disable this function.
VigorSwitch will detect the loop event of the GE port automatically.

0 - means “Enable”.

- means “Disable”.
Follow Global Setting - Adopts the settings configured for When
loop occurred.
Log - The switch will record such event as a log.
Shutdown Port - The switch will shut down the port.

Shutdown Port and Log - The switch will shut down the port and
record the event as a log. The system administrator will view the
content from system log.

After finishing this web page configuration, please click OK to save the settings.
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llI-7 Port Recovery

This page is used for configuring settings to recover the port which is being blocked by the following
functions after a defined period of time.

Available settings are explained as follows:

Item Description

Port Recovery

Recover the port(s) The port being blocked will be able to receive and send traffic after

after the time period configured here.

Check the box to block the port(s) if encountering the situations listed below.

BPDU Guard Checked - Recover the port being blocked by BPDU Guard after the
time set in Recovery Interval.

Self Loop Checked - Recover the port being blocked by self loop Guard after the
time set in Recovery Interval.

Broadcast Flood Checked - Recover the port being blocked by broadcast flood after
the time set in Recovery Interval.

Unknown Multicast Checked - Recover the port being blocked by unknown multicast

Flood flood after the time set in Recovery Interval.

Unicast Flood Checked - Recover the port being blocked by unicast flood after the
time set in Recovery Interval.

Access Control List Checked - Recover the port being blocked by ACL after the time set in
Recovery Interval.

Port Security Checked - Recover the port being blocked by port security after the
time set in Recovery Interval.

DHCP Rate Limit Checked - Recover the port being blocked by DHCP rate limit after the
time set in Recovery Interval.

ARP Rate Limit Checked - Recover the port being blocked by ARP rate limit after the

time set in Recovery Interval.
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This page is left blank.
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Chapter IV Utilities
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IV-1 Device Check

After finished copper test, the results will be shown on the lower side of this web page.

This page is used to configure device check of PoE PD devices. It can be applied to PoE PD devices
connected directly, check ping echo status, and forcefully reboot the device when meeting the

preset health condition.

Checking Status Fing IP Adress Inbival Time e | Rty Tire Faihe Acton Ml fdert Resl

Available settings are explained as follows:

Item
Port

Checking Status

Ping IP Address

Interval Time(sec.)

Retry Time

Failure Action

Mail Alert

Description
Display the port number (GE1 to GE28).
Check the box to the left to enable the port settings.

Enable / Disable - Click the toggle to enable / disable this function.
() - means “Enable”.

- means “Disable”.
Enter the IP address of the PoE device for check.

The ping check will be performed every 15, 30, 60 or 120 seconds for
the selected port (PoE device).

The system will perform the ping check the selected port (PoE device)
for 1, 3 or 5 times.

Specify the action performed for PoE device when there is no number
of retry time of echo from given IP address.

Power Cycle - Force reboot the device by cycling the power
given to the PoE device.

Power Off - The PoE device will be powered off.

Nothing - Log this event only, no action is taken on PoE device.

Enable / Disable - Click the toggle to enable / disable this function.
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Reset b Clear current settings and return to factory default settings.

After finishing this web page configuration, please click OK to save the settings.
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V-2 Cable Diagnostics

After finished copper test, the results will be shown on the lower side of this web page.

1012 14 % 13w 2 M [ = CE
7

] SN N TN D [E

[
[
=[]

Available settings are explained as follows:

Item Description
Cooper Test
Run Test Perform the copper test action.

Before clicking Run Test, select the port or ports (GE1 to GE28) on the
panel figure for performing cable diagnostics.

Result

Port Displays the port number that has been performed with cable
diagnostics.

Link Speed Displays the link speed of the port(s).

Status Displays the connection status of the port(s).

After finishing this web page configuration, please click OK to save the settings.
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V-3 Ping Test

This page is used for configuring the ping test and perform the ping test.

% Diashboord
T Conbgaraton
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B Usics
Device Crack
Cabie Diagrotics
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%, - Systern Mantenance

@ Support

Umiies | Fing Test
Ping Tes

Proiocol

Ping Host

Ping Timo

Il

Available settings are explained as follows:

Item

Ping Test

Protocol

Ping Host

Ping Time

Interval

Run Test

Description

Choose IPv4/IPv6 to specify IP address for sending ping to check if
network path is ok.

Enter the IP address of SNMP server based on the protocol selected
above.

It means how many times to send ping request packet.

Enter a number between 1 and 5 as the count and the default
configuration is 4.

Defines the interval to perform ping action. For example, “1” means
the ping action will be performed per second.

Perform ping action.
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This page is left blank.

100



Chapter V Monitoring



V-1 Log Center

V-1-1 System Log Information

This page allows the user to set filtering conditions and displays the filtering result.

Maonfonng | Log Center
Syssem Lag Settings

Systam Lag Infeematen

Time Log Type Log Level Log Casegory Coment
Oct 17 2021 162236 RAM notice WLAN WLAN 10 nam is changed 16 Gu.
Cct 17 2001 163536 R notce VAN WLAN 10 is ackded dstaut name
3 Oct 152021 175049 RAM notce Port Gagabifthames fink up
4 et 16 2000 19E048 Ram nates Systam Systam rastatad - ViR Stat
& Ot 15 2021 17 5045 A nobee Systern Liggerg i eruablid
Showing 110 5 of 5 ees n Shosl| W v wine

Available settings are explained as follows:

Item Description
Filter Click to set the conditions for filtering.
System Log Information System Log Settings

System Log Information

Filter =
Tyee
=/EI8 m] Lo
Log Type RAM Flash =
Log Level 2 Selected i

Log Category 29 Selected

5 Qct 15 2021 17:50:45 RAM no

Showing 1 to 5 of 5 entries.

Type - Specify the time (Past 1 Hour, Past 1 Day, Past 1 Week) for
filtering.

Log Type - Select RAM (explore the logs contained in volatile memory
(also known as RAM) or Flash (explore the logs contained in
non-volatile memory).

Log Level - Select severity (emerg, alert, crit, error, warning, notice,
info and debug) of log messages which you wish to filter out for
review.

Log Category - Select the categories (related features) of logs you
wish to review.
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Clear All Clear it to remove all logs displayed in this page.

Refresh Click it to refresh the log.

Time Displays the filtering time type.

Log Type Displays the log type (RAM or Flash).
Log Level Displays the severity of the log.

Log Category Displays the category of the log.
Content Displays the brief explanation of the log.

V-1-2 System Log Settings

This page allows users to enable system logging into local Syslog and specific remote Syslog server
for storage.

V-1-2-1 Local
m Al %\S’X‘TLC_QI.’TTO'I’\ETO?\
Configuration s il
(j
o«
= a
Available settings are explained as follows:
Item Description
System Log Settings
System Log Enable / Disable - Click the toggle to enable / disable this function.
D - means “Enable”.
- means “Disable”.
System Log Mail Enable / Disable - Click the toggle to enable / disable this function.

Syslog Mail Server - Click to configure Syslog Mail Server.

Where to Log

Local Log in - Displays the log type.
Enable - Select the box to enable the log type (RAM/Flash).

103



Log Level - Select the box(es) to select the severity of the log.

To modify settings for the Syslog Mail Server, click the link to open the setting page.

Menitoring / Log Center

System Log Information System Log Settings

System Log Settings

System Log
System Log Mail

Syslog Mail Server

Where to Log

Local Remote

Log In

Flash

Syslog Mail Server b4
[ Description
Server Status ()
Syslog_Mail_Server
SMTP Server
SMTP Port
25
Authentication
Enabled Log Level
Encryption
Al Emergency Alert
Critical Error Warning Sender
Notice Informational
Debug Receiver
Al Emergency Alert
Critical Error Warning Mail Notification
Notice Informational
Debug

Notification Log

Send Test Mail Cancel n

Available settings are explained as follows:

Item

Syslog Mail Server

Description

Server Status

SMTP Server
SMTP Port

Authentication

Encryption

Sender

Receiver

Description

Displays the name of the Syslog Mail Server.

Enable / Disable - Click the toggle to enable / disable the Syslog Mail
Server settings.

0 - means “Enable”.

- means “Disable”.
Enter IP address or URL of the SMTP server.
Enter the port number for the SMTP server.

Enable / Disable - Click the toggle to enable / disable the
authentication mechanism.

Username - Enter a user name for authentication.

Password - Enter a password for authentication.

Enable / Disable - Click the toggle to enable / disable this function.
After enabling Authentication, choose one of the encryption servers
for data encryption.

STARTTLS - The mail will be encrypted with StartTLS.
SSL/TLS - The mail will be encrypted with StartTLS.

Enter the email address which will send the syslog mail out.

Enter the email address which will receive the syslog mail.
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Mail Notification

Log Type Vigor system will send the e-mail related to the selected feature(e.g.,
AAA, ACL) to the recipient.

Send Test Mail After clicking this button, VigorSwitch system will send a test mail to
the recipient.

After finishing this web page configuration, please click OK to save the settings.

V-1-2-2 Remote
This page allows users to enable system logging into a specific remote Syslog server for storage.

Monitcring | Log Ganter
Sysiem Log Infanmation

System Log Seftings

System Log

a8

Sywlem Log Ma:

Syskeg Mai Server Syslg_Mad_Sercer

Where to Log

CLI Sesaions.

Pol Stahes

[ P P L Eaci
T Legln Seves IP: Port Lag Level ity

STP Statistics No data avallable in table

Port Staistics

Yy Systam Maintenance

Suppart

Available settings are explained as follows:

Item Description
System Log Settings

System Log Enable / Disable - Click the toggle to enable / disable this function.
D - means “Enable”.

- means “Disable”.

System Log Mail Enable / Disable - Click the toggle to enable / disable this function.
Syslog Mail Server - Click to configure Syslog Mail Server.

Where to Log

+Add Server Click to create a new remote server.

LogIn Displays the index number of the remote server.

Server IP: Port Displays the IP address and port number used by the server.
Log Level Displays the severity of the system log.

Facility Displays the facility of the remote Syslog server.

To add a remote server, click the "+Add Server" to open the edit page.

105



Monitoring / Log Center

System Log Information Syste
System Log Settings Log Server X
System Leg (:) Server IP Address
System Log Mail ()
Server Port
Syslog Mail Sarver Syslog_Mail_Server 2 514
Where to Log
Log Level All Emergency
Local Remote Alert Critical
~-Add Server Error warning
Log In Server IP: Port Log Level Facility
Notice Informational
No data available in table
Debug
Facility Iocald
Cancel m
Available settings are explained as follows:
Item Description
Log Server
Server IP Address Enter IP address of the Syslog server.
Server Port Specify the port that syslog should be sent to.
Log Level Select severity (emerg, alert, crit, error, warning, notice, info and

debug) of log messages which will be stored.

Facility One device supports multiple facilities (represented with facility ID,
localO to local7) of remote Syslog server. For each facility ID contains
different Syslog server configuration, please choose a facility ID for
this Syslog server.

After finishing this web page configuration, please click OK to save the settings.
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V-2 Bandwidth Utilization

This page offers the traffic statistics including data information and data of interframe gap for each
port (GE1 to GE28).

iz Sca ol
i
Available settings are explained as follows:
Item Description
Auto Refresh Select the time interval for refreshing this page.
Interframe Gap The data of the interframe gap can be displayed or hidden by

enabling/disabling for Interframe Gap.
Enable / Disable - Click the toggle to enable / disable this function.

() - means “Enable”.

- means “Disable”.

107



V-3 CLI Sessions

This page shows a list of CLI command executed. You can delete the selected CLI session by click the
Remove button under the Edit item.

Montonng | CLE Sessions

Command-Ling intartass Sagsans

e PO Logn Type Usar Host

Mo data avalable in table

Lexg ot

Diarchwiclth Ubizabon
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V-4 PoE Status

This page displays the current PoE status (configured in Properties, Device Check and Schedule) for
each PoE port.

Port PoE Stabus Powerd Dewce (PD) PO Class. Prionty Power Used Power Lt Acbon

£

&
v..l-lgl._
IR TR R

Available settings are explained as follows:

Item Description

PoE Status

Refresh Click it to refresh the status page.

PoE Mode Displays the PoE Mode (Manual/Auto) selected for the LAN port.
Power Budget(W) Displays the maximum power this switch can supply over PoE.

Consuming Power(W) Displays current power being consumed by all devices over PoE.

Remaining Power(W) Displays remaining power that can be supplied to additional devices
over PoE.

Port Displays the PoE port number (GE1 to GE28).

PoE Status Displays the status (Enabled / Disabled) of the PoE port.

Powered Device (PD) Displays the status (ON/None) of the PoE device.

PD Class Displays the power limit(15.4W/30W) of the PoE device.

Priority Displays the priority of the PoE port.

Power Used Displays the consuming power of the PoE port.

Power Limit Displays the total power for all PoE port.

Action If the PoE device connects to VigorSwitch, it will be available for you to

manually perform the cold boot for the PoE device by cycling the
power supply.
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V-5 LLDP Status

V-5-1 General Statistics

This page offers the statistics of LLDP packets of each port (GE1 to GE28).

Monilonng ! LLDP Status
LLD® Devce LLDP Crverloading
@ Dashiboard
e Gonaa st
Irsersons o
§ Lhiitien 3 Delations. 0
Mantcong Drocs. o
Log Carter gt #
Paort Total Tx Frames. Total Fx Frames. Descarded Rx Frames. Error Rx Frames. Denc aried R TLVE Unrecogrized Rx T
GEr o o o a ] o
CE2 o o o a a o
&0 [ (] [} 0 -] o
GEa o o o a [+] o
GEE 1] 0 0 a [} o
GET ] 0 o a ] o
GER s o o a Q a
GES o 0 o a o 0
GE1D 0 0 o 2 o o
GEN @ 0 [} 2 o ]
GER o ] L] o ]
Available settings are explained as follows:
Item Description
General Statistics
Clear All Clear it to remove all logs displayed in this page.
Refresh Click it to refresh the status page.
Port Displays the port number (GE1 to GE28).

110



V-5-2 LLDP Device

This page displays information for LLDP local and remote devices.

V-5-2-1 Local

This page displays information for LLDP local device.

Loy Centnd

Daarmtwndt Uthoabor

L) Samsiens

LLDP Overicading

LLEP Statss Pert ID Port Description Managamert [PuL1PE
THARX @
THERX 92
THERX g3

AR e

Available settings are explained as follows:

Item

Refresh

Device Summary

Port Details

Description

Click it to refresh the status page.

Display a summary of the LLDP information for this switch.

Chassis ID Subtype - Display the type of chassis ID, such as the MAC
address.

Chassis ID - Display Identifier of chassis. Where the chassis ID
subtype is a MAC address, the MAC address of the switch is displayed.

System Name - Display model name of switch.
System Description - Display description of switch.

Capabilities Supported - Display the primary functions of the device,
such as Bridge, WLAN AP, or Router.

Capabilities Enabled - Primary enabled functions of the device.
Port ID Subtype - Display the type of the port identifier that is shown.

Display detailed information of the selected GE port.

Click > to review the detailed information contained in TLVs sent out
from each interface, containing MAC/PHY, 802.3, 802.3 Link
Aggregation, 802.1 VLAN and Protocol for each LAN port (GE1 to
GE28).
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V-5-2-2 Remote

This page is used to view the information sent from neighboring devices by LLDP protocol.

Monitonng /| LLDP Status
General Stalistics DF Davice LLDP Overioading
(% Dashooam
LLDP Devce
ocal Remate
CRete
Part Chassis ID Subtype Charssis 1D Port 1D Subtype Port I0 Sysiem Name Time io Live
= Mondonng
Mo gata avaititee in bk
Log Cener
. i Show A w entries
Bkl s Shewing 0 lo 0 of 0 enlries n

CLI Sessions.

Pol Stahes

LLEW® Stabus

STP Stababes

Port Sakstics

System Maintenance

Available settings are explained as follows:

Item Description

Refresh Click it to refresh the status page.

Port Displays the number of the local port to which the neighbor is
connected.

Chassis ID Subtype Displays the type of chassis ID (for example, MAC address).

Chassis ID Displays the identifier of the 802 LAN neighboring device's chassis.

Port ID Subtype Displays the type of port identifier.

Port ID Displays the number of port identifier.

System Name Displays the name of the switch.

Time to Live Displays the time interval in seconds after which the information for

remote device will be deleted.

112



V-5-3 LLDP Overloading

This page allows user to review current size, overall size of LLDP packet and whether it is to exceed
maximum allowed size of single LLDP packet.

Manionng /. LLOP Status

Genwal Statstis LLOP Duvcy

LLDP Ovarloading
Pest Total Leftho Send St Mandatory B2 3LV Optional TLVS BO21 TiMe
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GE1R &5 1419 ot Crannasing 22 Teangmmited) i) Ly ) L'y
GET =] 48 Not Cherinading Z3(Trangmitind) ny o ) B
GE15 65 1418 Not Overcading 22{Transeriited) 11 Trarmmined) S Transmmed) B Trarmmined)
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Available settings are explained as follows:

Item

Refresh

Description

Click it to refresh the status page.

Port Displays the name of the port.

Total Displays the total number of bytes of LLDP information in each
packet.

Left to Send Displays the total number of available bytes left for additional LLDP
information in each packet.

Status Displays if LLDP TLVs has overloaded the PDU maximum size or not.

Mandatory
802.3TLVs
Optional TLVs

802.1 TLVs

Displays how many bytes used by mandatory TLVs.
Displays how many bytes used by 802.3 TLVs.
Displays how many bytes used by optional TLVs.

Displays how many bytes used by 802.1 TLVs.
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V-6 STP Statistics

The Spanning Tree Protocol (STP) can be used to detect and disable network loops, and to provide
backup links between switches, bridges, or routers.

This page allows users to edit the general setting of the STP CIST port and browser CIST port status.

Available settings are explained as follows:

Item Description

Refresh Click it to refresh the status page.

Port Displays the interface number for GE and LAG.
Identifier Displays the spanning tree port identifier.
Path Cost Displays current path cost of given port.

Designated Root
Bridge

Root Path Cost
Designated Bridge
Configure BPDUs Rx

TCN BPDUs Rx.

Configure BPDUs Tx.

TCN BPDUs Tx

Displays the identifier of designated root bridge.

Displays the operational root path cost.
Displays the identifier of next bridge on this port.
Displays the counts of the received CONFIG BPDU.

Displays the counts of the received TCN BPDU.

Displays the counts of the transmitted CONFIG BPDU.

Displays the counts of the transmitted TCN BPDU.
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V-7 Port Statistics

This page displays statistics for GE/LAG ports.
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Available settings are explained as follows:

Item Description
Clear All Clear it to remove all logs displayed in this page.

Refresh Click it to refresh the status page.

Port Displays the port number (GE1 to GE28).
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This page is left blank.
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Chapter VI System Maintenance
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VI-1 General

VI-1-1 Device Info

This page displays general information (name, location and contact) for the VigorSwitch.

Sysiem Mainlenance | General

Time & Sthedus Lomtguaton Frmears
(% Daahboard T—

= Confguaton

@ Saeuty
AR Uslinn

B Morstonng

%, System Mznterance
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Ml Sorver

Available settings are explained as follows:

Item Description
Device Name Displays the name of this VigorSwitch.

Change the name if required.
Location Define the location of this VigorSwitch.

Contact Define the contact information of this VigorSwitch.

After finishing this web page configuration, please click OK to save the settings.
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VI-1-2 Time & Schedule

This page allows users to configure maximum 15 schedule rules.

System Mantenance | General
Davice Info R Schacduls Configuration  Firmeans

ma

F021-10-16 1738 14 (GMT 08 00}

urent Bpslem Troe '

e - B

NTP) arver pocntp.org

Soner

Ausa Cetoct Time Fonn o)

Daysght Gaving Time

s

Descripton Satus Acton Froquancy Oporaton Stalus
1@ Bower D Once
PowsrOn  Ones

3 Fowsr O Once

a Powes On  Oree

5 Power On  Once

Available settings are explained as follows:

Item Description
Time
Current System Time Display current system time based on the time server.

Time Mode Select SNTP or Manual.
If SNTP is selected, configure:

SNTP/NTP Server - Enter the web site of the time server or the
IP address of the server.

Server Port - Enter the port number use by the time server.
If Manual is selected, configure:

Manual Time - Specify static time (year, month, day, hours,
minutes and seconds) manually.

Auto Detect Time Zone - Click the toggle to enable / disable this
function.

C - means “Enable”.

- means “Disable”.
Daylight Saving Time - Click the toggle to enable / disable this
function. If enabled, select the mode of daylight saving time.
Recurring - Using recurring mode of daylight saving time.

Non-Recurring - Using non-recurring mode of daylight saving
time.

USA -Using daylight saving time in the United States that starts
on the second Sunday of March and ends on the first Sunday of
November.

European - Using daylight saving time in the Europe that starts
on the last Sunday.
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when Recurring is Daylight Saving Time Offset - Specify the adjust offset of daylight
selected saving time.

Recurring From - Specify the starting time of recurring daylight saving
time.

Recurring To - Specify the ending time of recurring daylight saving
time.

when Non-Recurringis  paylight Saving Time Offset - Specify the adjust offset of daylight
selected saving time.

Non-recurring From - Specify the starting time of non-recurring
daylight saving time.

Non-recurring To - Specify the ending time of recurring daylight

saving time.
Schedule
+Add Click to add a new schedule (up to 15).

Delete - Click to remove a selected schedule profile.
Description Displays a short comment for the schedule profile.
Status Displays the status (enable / disable) the schedule profile.
Action Displays the action adopted by the schedule profile.
Frequency Displays how often the schedule will be applied.

Click to modify the setting page of the selected schedule profile.
Clear current settings and return to factory default settings.

After finishing this web page configuration, please click OK to save the settings.

To add a schedule profile, click the "+Add" to open the edit page.

System Maintenance / General
Device Info Time & Schedule Configuration Firmware

Time Schedule X

Current System Time Schedule Index 1

Time Mode ‘ SNTP Description
Manual Time 2021 Oct 21 Schedule Enable
Year Month Day R
Action
41 10
Hour Minute Second Start Date 2021/10/23 (m)
Auto Detect Time Zone [ @) Start Time 0 0
Daylight Saving Time Duration Time 0 0
End Time 00:00
Schedule e m
Frequency Once
+Add
Description Status Action Frequency Operation Status
1 Power On  Once = &

cancel n

Available settings are explained as follows:

Item Description
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Schedule
Schedule Index
Description

Schedule Enable

Action

Start Date

Start Time

Duration Time

End Time

Frequency

Use the drop down list to choose one schedule profile.
Enter a brief comment for such schedule.

Click the toggle to enable / disable this function.

o - means “Enable”. The selected schedule profile will take action
as configured.

- means “Disable”. The selected schedule profile will not take
action but be saved for future use.

Specify which action should perform during the period of the
schedule.

Power On - PoE connection is always on.
Power Off - PoE connection is always down.

Specify the starting date of the schedule by choosing from a drop
down calendar.

Specify the starting time of the schedule by using the drop down list to
specify the starting hours and minutes.

Specify the ending time of the schedule by using the drop down list to
specify the ending hours and minutes.

Displays the time period setting.
Specify how often the schedule will be applied.
Once - The schedule will be applied just once.

Weekdays Routine - Specify which days in one week should perform
the schedule.

Every - Check to select the days in a week.
Monthly Routine - Specify the day in a month as the starting point.

Duration Time - Use the drop down list to select the date in a
month.

Few Days Routine - The period of cycle duration is between 1 day
and 31 days. For example, 7 means the whole cycle is 7 days; 20
means the whole cycle is 20 days. When the time is up, the PoE device
will be turned on of off automatically.

Every - Use the drop down list to select the date in a month.

After finishing this web page configuration, please click OK to save the settings. A new schedule
profile will be shown on the page.

To modify an existing schedule profile, click the link of of the one to be changed.

After clicking OK, the existed schedule profile will be changed.
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VI-1-3 Configuration

Configuration Backup allows a user to backup the firmware image or configuration file on the switch
to remote TFTP server or host file system through HTTP protocol.

Configuration Restore allows a user to upgrade the firmware image or configuration file on the
switch to remote TFTP server or host file system through HTTP protocol.

Syslem Mamnlenance | General
Davice nfo Tirne: & Schedule Senngurat Flmmware

Configuration Backup

& B B 9

Available settings are explained as follows:

Item Description
Configuration Backup
Backup Method Select Backup method.
HTTP - Use WEB browser to backup firmware.
TFTP - Use TFTP to backup firmware.
Server IP Address - Enter the IPv4/IPv6 address for the TFTP

server.
Backup Content Backup - Make a backup copy for the configurations for VigorSwitch.
Configuration Restore

Restore Method Select Restore method.

HTTP - Use WEB browser to restore firmware.

Select Configuration File - Choose the file which will be used to
restore the configuration settings.

TFTP - Use TFTP to restore firmware.

Server IP Address - Enter the IPv4/IPv6 address for the TFTP
server.

File Name - Enter the firmware image or configuration file name
on the TFTP server.

After finishing this web page configuration, please click OK to save the settings.
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VI-1-4 Firmware

This page allows a user to upgrade the firmware image or configuration file on the switch to remote
TFTP server or host file system through HTTP protocol.

Systern Maintenance | General

Device Info Time & Schedule Configuration

% Dastiboard

Firmware

Current Furmware Virsson

Upgrade Method m ¥

Moricring Salact Frmwars File Choose a e

syslem Malnbenance

Accuss Managemont
Lo

SHMP

Mol Servor

Available settings are explained as follows:

Item Description

Firmware

Current Firmware Display current used firmware.
Version

Upgrade Method Select Upgrade method:

HTTP - Use WEB browser to upgrade firmware.

Select Firmware File - Choose the firmware file located in your
computer.

TFTP - Use TFTP to upgrade firmware.

Server IP Address - Enter the IPv4/IPv6 address for the TFTP
server.

File Name - Enter the firmware image or configuration file name
on the TFTP server.

After finishing this web page configuration, please click OK to save the settings.
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VI-2 Access Management

VI-2-1 LAN Access

The switch needs an IP address for it to be managed over the network. The factory default IP
address is 192.168.1.224. The subnet mask specifies the network number portion of an IP address.
The factory default subnet mask is 255.255.255.0.

Use the IP Address (IPv4/IPv6) screen to configure the switch IP address and the default gateway
device. The gateway field specifies the IP address of the gateway (next hop) for outgoing traffic. In
addition, this page allows the network administrator to change the VLAN ID of management access.
Management access protocols such as http, https, SNMP and etc., are only accessible from the VLAN
specified as management VLAN.

Systam Maintenance | Access Management

TRO659 DpanvEN Webhook Agcount & Passwond

(¥) Dashboarm
Configuration >
. P Mode m
) Secuity 3
Uit 3 P Asdress

Monflcaing 3 Subrat bask

%, Sysiem Maintanance

Available settings are explained as follows:

Item Description
IPv4 Access
IP Mode Select the mode of network connection.

DHCP - Use static IPv4 address.
Static - Use DHCP provisioned IP address and Gateway if feasible.

IP Address - Enter the IP address of your switch in dotted
decimal notation for example 192.168.1.224. If static mode is
enabled, enter IP address in this field.

Subnet Mask - Enter the IP subnet mask of your switch in
dotted decimal notation for example 255.255.255.0. If static
mode is enabled, enter subnet mask in this field.

Gateway - Enter the IP address of the gateway in dotted decimal
notation. If static mode is enabled, enter gateway address in this
field.

DNS Server1/2 - Enter primary/ secondary DNS server address
in this field.
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IPv6 Access

Auto Configuration Enabled - Let the switch automatically configure IPv6 address.

Click the toggle to enable / disable this function.

o - means “Enable”.

- means “Disable”.

DHCPv®6 Client - Enable this feature if there is a DHCPv6 server
on your network for assigning IPv6 Address, instead of using
Router Advertisement.

Disabled -

IPv6 Address - Enter the IPv6 address of your switch. If auto
configuration mode is disabled, enter IPv6 address in this field.

Gateway - Enter the IPv6 address of the router as your default
IPv6 gateway to access IPv6 Internet or other IPv6 network.

DNS Server1/2 - Enter primary/ secondary DNS server address

in this field.
Management VLAN
Management VLAN Select the VLAN ID as management VLAN.
Protocol Access
HTTP Server, HTTPS Select the protocol(s) for remote access.

Server, Telnet Server,
SSH Server, Enforce
HTTPS Server

After finishing this web page configuration, please click OK to save the settings.

VI-2-2 TR-069

This page allows a user to configure TR-069 settings for connecting to VigorACS 3.

System Mainienance | Access Mansgament

LAN Access ¢ OpenvPN Wiebnook Account & Password

3

| B 9 i

&

Tes! witn Infomm

Cancel n
Available settings are explained as follows:

Item Description
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Show/Hide Advanced
Mode

TR-069

Basic Mode - ACS Server

ACS IP/Domain

Username

Password

Test with Inform

Click to display / hide the advanced mode settings.

Click the toggle to enable / disable this function.

o - means “Enable”.

- means “Disable”.

Enter the IP address or domain name of the server.

Enter the username that you wan to link with the VigorACS (Auto
Configuration Server).

Enter the password that you wan to link with the VigorACS (Auto
Configuration Server).

Click to send a message to test if this CPE is able to communicate with
VigorACS server.

Advanced Mode - ACS Server

Protocol
Port
ACS IP/Domain

Handler

Username

Password

Test with Inform

CPE Settings
CPE Client
URL

Port
Username
Password
TLS Version

TLS Minimum Protocol
Version

Periodic Inform
Enable
Interval Time

STUN Settings

Choose HTTP or HTTPS for connecting with VigorACS.
Enter a value that VigorACS can use to access to this switch.
Enter the IP address or domain name of the server.

Enter the URL that you wan to link with the VigorACS (Auto
Configuration Server).

Enter the username that you wan to link with the VigorACS (Auto
Configuration Server).

Enter the password that you wan to link with the VigorACS (Auto
Configuration Server).

Click to send a message to test if this CPE is able to communicate with
VigorACS server.

Choose HTTP or HTTPS for connecting with VigorACS.

Display the URL of VigorSwitch

Enter a value that VigorACS can use to access to this switch.

Enter the username that VigorACS can use to access into this switch.

Enter the password that VigorACS can use to access into this switch.

Due to security consideration, the built-in HTTPS VPN server of the
router had upgraded to TLS1.x protocol (TLS1.2/TLS1.3). Select one of
the versions.

Click the toggle to enable/disable the function.

Set the interval time for the switch to send notification to CPE.
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Enable

Server Address
Server port

Minimum Keep Alive
Period

Maximum Keep Alive
Period

Notification

Port Link Up/Down

Link Speed Change

PoE Port Warning

Click the toggle to enable / disable this function.

0 - means “Enable”.

- means “Disable”.
Enter the IP address of the STUN server.
Enter the port number of the STUN server.

If the STUN server is enabled, the switch must send binding request to
the server for the purpose of maintaining the binding in the Gateway.
Please type a number as the minimum period. The default setting is
“60 seconds”.

If the STUN server is enabled, the switch must send binding request to
the server for the purpose of maintaining the binding in the Gateway.
Please type a number as the maximum period. A value of “-1"
indicates that no maximum period is specified.

Vigor system will check the health status of LAN ports including link up
/down, speed change or PoE power disconnection.

Select LAN port(s) to do the health check of port link.
Select LAN port(s) to do the health check of speed change.

Select LAN port(s) to do the health check of PoE power.

After finishing this web page configuration, please click OK to save the settings.

VI-2-3 OpenVPN

Devices connecting to VigorSwitch can transmit data to remote end via OpenVPN to ensure the

information security.

(¥ Diashibxsard

= Conhguehon

2 Seamly

LAN Access

Opan'VPH

Select Configuration Fie

Syslem Manfenance | Access Managerment

TR-DES KN Winbihook Account & Paesavord

Fismate Management aO

Choose a file Uipload

S “

Available settings are explained as follows:
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Item

Remote Management

Select Configuration
File

Current Configuration
File

Session Status

Description

Click the toggle to enable / disable OpenVPN tunnel between
VigorSwitch with the remote end.

0 - means “Enable”.

- means “Disable”.

It is available when remote management is enabled.

As a VPN client, please import the OpenVPN config file coming from
OpenVPN server.

Click to remove current configuration file.

Display current OpenVPN status (Disabled, Connecting or Success).

After finishing this web page configuration, please click OK to save the settings.
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VI-2-4 Webhook

Without getting any request, VigorSwitch will send the data (if available) that a user concerned to
the specified URL (provided by remote client) automatically.

LAN Access TR-068 OperVPN Webhook Account & Password
Dashboard
Webhook
== Configuration
Enable [ @)
Security
URL hitp:Fwww. draytek com/Dray
Utilities
Repeat Period 1

Monioring

System Maintenance

System Maintenance / Access Management

Keep my settings while reset default.

Test

POST /Draytek/example HTTP/1.1

Host: www.draytek.com

User-Agent: Vig:ﬂ‘SUi‘tch P1282, 14439BC43CCFC
Content-Type: application/json
Content-Length: 170

{"device”: {"UUID": "14:49:BC:43:CC:FC", "type": "Switch”, "name":

Available settings are explained as follows:

Item

Enable

URL

Repeat Period

Keep my settings
while reset default

Test

Description

Min(s).

"P1282", "model™: "VigorSwitch P1282", "manufacturer”:

"DrayTek”, "CPU u

Cancel “

Click the toggle to enable / disable the webhook service. The data will
be transmitted to the specified URL.

0 - means “Enable”.

- means “Disable”.

Specify the destination to receive the real-time data by entering the

URL.

Please get the URL from the client who wants to obtain the newest
and available data automatically from the Vigor switch.

Set the transmission interval (unit is minute).

Check the box to keep the webhook configuration when resetting
VigorSwitch with default settings.

Vigor system will send a test report to the remote address.

After finishing this web page configuration, please click OK to save the settings.
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VI-2-5 Account & Password

This page allows a user to add or delete local user on switch database for authentication.

Sysiem hMainienance /| Access hanagement

LAN Access TR-062 CpenvPN Webhook Account & Password
Dashboard
Account & Password
Configuration
A t
Sl Account Permission
R Udises ¥ 1 admn Administer

Marslorineg

Mail Server

System Reboot

Available settings are explained as follows:

Item Description

+Add Account Click to create a new account.

Account Displays the name of the account.

Permission Displays the privilege level (Admin or View Only) of the account.
& Click to modify the account settings.

To modify an existing schedule profile, click the link of 2 of the one to be changed.

To add a schedule profile, click the "+ Add Account " to open the edit page.
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Available settings are explained as follows:

Item Description
Add Account

Account Enter a username for new account.

If you want to modify an existed user account, simply enter the same
string in this field. Then, modify the password and choose privilege
level. After clicking Apply, the existed user name will be modified with
different values.

Permission Administer - Allow to change switch settings.
View Only - See switch settings only. Not allow to change it.

Password Enter a password for new account.
Confirm Password Enter the password again for confirmation.
Password Strength Displays the strength of the password, indicated by the words “weak”,

“medium” or “strong”.

After finishing this web page configuration, please click OK to save the settings.
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VI-3 LLDP

LLDP is a one-way protocol; there are no request/response sequences. Information is advertised by
stations implementing the transmit function, and is received and processed by stations
implementing the receive function. The LLDP category contains LLDP and LLDP-MED pages.

VI-3-1 LLDP Port Setting

This page allows a user to select specified port or all ports to configure LLDP state.

b System Maintenance

Ganeral
Accrss Marsagument

LD

LLDP Port Setting

System Malntenance | LLDP

LLOP Statstics

Siate Crptional TLVs VLAN
THARK System Name Por Descriptio
TXERX Systern Name Porl Descripbo
TXRRX Systom Name Por Descrpo
THARK System Mame Por Descriptio
TXARX Syston Name Porl Descripbo
TXARX Systerm Name Por Descrpis
THARK System Mame Por Descriptio
THARK Systerm Name Porl Descrpbs
THARX System Name Port Descriptio.
FXRRX Systerm Name Por Cescrphio
TXARX Systom Mame Port Descrptio
TX&RX Syston Name Por Descripbo
TXRRX Systorm Name Por Decrpis
TXERX System Name Port Descrptia
TXARX Systorn Mame Porl Descrpbo
TEERX System Name Port Descripta
TXARX System Name Port Descriptia
TXARX System Nama Pon Descripio
THARX System Mame Port Descriptis

Available settings are explained as follows:

Item

Port

Status
Optional TLVs
VLAN

&

W
i
L

Description

Displays the index number of GE ports (GE1 to GE28).

Displays the transmission of LLDP PDUs.

Displays the data communication protocols and optional information.
Displays the VLAN ID number.

Click to modify the LLDP port settings of the selected port.

Clear current settings and return to factory default settings.

To modify the port settings for the selected port, click the link of 7 of the one to be changed.
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System Maintenance /

LLDP Port Setting LLDP Statistics

LLDP Port Setting

GE1
GE2
GE3
GE4
GES
GEB

GE9

GE10
GE11
GE12
GE13
GE14
GE15
GE16
GE17

rEse

LLDP

State

TX&RX

TX&RX

TX&RX

TX&RX

TX&RX

TX&RX

TX&RX

TX&RX

TX&RX

TX&RX

TX&RX

TX&RX

TX&RX

TX&RX

TX&RX

TX&RX

TX&RX

Tvenw

Optional TLVs VLAN Part

System Name,Port D -

System Name,Port D. =

LLDP Port Setting

System Mame Port D - o

LLDF Enable

System Name,PortD... - ~ Optional TLVs 3 Selected
System Name,Port D... - VLAN
System Name PortD... -

System Name,Port D. -

System Name,Port D -

System Name PortD... -

System Name,PortD... -

System Name PortD... -

System Name,Pert D -

System Name,Port D -

System Name,Pert D -

System Name,PortD... -

System Name,PortD... -

System Name,PortD... -

vimbevees Memn Tk TV

Cancel n

Available settings are explained as follows:

Item
Port

LLDP Enable

Optional TLVs

VLAN

Description

Displays the index number of GE port.
Click the toggle to enable / disable this function.

O - means “Enable”.

- means “Disable”.
TX&RX - Transmit and receive LLDP PDUs both.
TX Only - Transmit LLDP PDUs only.
RX Only - Receive LLDP PDUs only.

Within data communication protocols, optional information may be
encoded as a type-length-value or TLV element inside a protocol. TLV
is also known as tag-length value.

The type and length are fixed in size (typically 1-4 bytes), and the
value field is of variable size.

Select the LLDP optional TLVs to be carried (multiple selection is
allowed).

Available items include System Name, Port Description, System
Description, System Capability, 802.3 MAC-PHY, 802.3 Link
Aggregation, 802.3 Maximum Frame Size, Management Address and
802.1 PVID.

Select the VLAN ID number to be performed (multiple selections are
allowed).

After finishing this web page configuration, please click OK to save the settings.
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VI-3-2 LLDP Statistics

This page offers the statistics of LLDP packets (in, out and error) of each port (GE1 to GE28).

System Maintenance / LLDP
LLDP Port Sating
LLDP Stabsbcs
Goneral Statistica LLDP Device LLDP Ovedoading
Clear Al | C Retesh
Insartions a
Duletions a
Droxn ]
Aps Oute a
FPort Total Tx Frames Total Rx Frames Descarded fbe Fr Error R Frames [iscarded Rx TLVs Unrecogrized R Total Fx Age Outs
GE1 [} a o o 0 [} o
GE2 20047 [ o 0 [ 0 0
GE3 0 0 o 0 0 [] o
GE4 0 [} o ] [ ['] 0
GEs 0 0 [} ] 0 0 ]
GE6 0 0 ] o 0 [] 0
GET 0 1 o o 0 0 ]
(== ] 0 0 0 0 [ 0
Ges o0 0 o 0 L] 0 0
GEW 0 [ o o 0 [
GEN 0 o ) o 0 [} ]
GER2 0 [ 0 ] L] 0 0

Available settings are explained as follows:

Item Description

Clear All Clear it to remove all logs displayed in this page.
Refresh Click it to refresh the log.

Port Displays the port number (GE1 to GE28).
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VI-4 SNMP

Simple Network Management Protocol (SNMP) is an "Internet-standard protocol for managing
devices on IP networks". Devices that typically support SNMP include routers, switches, servers,
workstations, printers, modem racks and more.

SNMP is used mostly in network management systems to monitor network-attached devices for
conditions that warrant administrative attention.

SNMP is a component of the Internet Protocol Suite as defined by the Internet Engineering Task
Force (IETF). It consists of a set of standards for network management, including an application layer
protocol, a database schema, and a set of data objects.

An SNMP-managed network consists of three key components:
Managed device
Agent - software which runs on managed devices
Network management station (NMS) - software which runs on the manager

A managed device is a network node that implements an SNMP interface that allows unidirectional
(read-only) or bidirectional (read and write) access to node-specific information. Managed devices
exchange node-specific information with the NMSs. Sometimes called network elements, the
managed devices can be any type of device, including, but not limited to, routers, access servers,
switches, bridges, hubs, IP telephones, IP video cameras, computer hosts, and printers.

An agent is a network-management software module that resides on a managed device. An agent
has local knowledge of management information and translates that information to or from an
SNMP-specific form.

A network management station (NMS) executes applications that monitor and control managed
devices. NMSs provide the bulk of the processing and memory resources required for network
management. One or more NMSs may exist on any managed network.

VI-4-1 Vlew

This page allows the network administrator to create MIB views (Management information base)
and then include or exclude OID (Object Identifier) in a view.
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System Maintenance [ SNMP

%) Uashboard

+  Configuration
sty
} Utibtes
hMonioring

%, Sysdom Membersince

Available settings are explained as follows:

Item Description
+Add View

View Name

dow  Group Comoumity  User  EngnolD

Triap Nobification

Wi Mame

Click it to add a new MIB view profile.

Displays the name of the MIB view.

To add a schedule profile, click the "+ Add View " to open the edit page.

System Mantcnance / SNMP

¥ Dashboard
Viw
Configuration
+ Add Vie
o Security
R Utiities . =

Monitonng

% Sysiem Maintenance

Sydvm Rrboot

Suppar

Available settings are explained as follows:

Item Description

View Name

136

Geoup Comnmunity User Engine ID

View Name

Trap Notification

Enter a name of the MIB view.

VIEW

Miew Hama

CID Sudiree

TVoE

1 Adid CHID Subires



OID Subtree Enter an OID string to be included or excluded (based on the view
type setting) from the MIB view.

Type Determine to include or exclude the selected MIBs.
Include
Exclude

+Add OID Subtree Click it to add a new MIB view profile.

After finishing this web page configuration, please click OK to save the settings.
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VI-4-2 Group

This page allows the network administrator to group SNMP users and assign different authorization
and access privileges.

System Mamienance | SNMP
View i Community User Enging ID Trap Notfcabon
) Deehboand BRSO
Group
Confiqueion
W G
Group Name Version Sacurity Level Read View Viire View Natify View

o dats avalshls in tabla

%, System Mantenance
Gonoral
Actess Managerment
Loe
NP
Mo Server

Syshem Rebool

(&) Suppont

Available settings are explained as follows:

Item Description

+Add Group Click it to create a new group profile.

Group Name Displays the name for the group.

Version Displays the SNMP version adopted by the group.
Security Level Displays the SNMP security level for the group.
Read View Displays the read view profile.

Write View Displays the write view profile.

Notify View Displays the notify view profile.

138



To add a schedule profile, click the "+ Add Group " to open the edit page.

System Maintenance / SNMP

View Group Community User Engine ID Trap Notification
Group Add Group b
T Add Group
Group Name
Group Name ~ Version  Security Level Read View  Write View  Nofify View
No data available in table SHMPVersion n:l:‘
Read Vie
Select Read View all
e Vie
Notify Vie
Cancel m
Available settings are explained as follows:
Item Description
Add Group
Group Name Enter a name for the group.
SNMP Version Specify SNMP version (v1, v2 or v3).
Security Level Specify SNMP security level for the group. It is available when

SNMPv3 is selected.
®  No Security - No authentication.

®  Authentication - Authentication without encryption will be
performed for packets.

®  Authentication and Privacy - Authentication with encryption
will be performed for packets.

Read View Click the toggle to enable / disable this function. If it is enabled, users
of this group have the right to read the selected MIB view.

D - means “Enable”.

- means “Disable”.

Select Read View Use the drop down list to select one of the views. The default is “all”,
which means the group user can read all MIB views.

Write View Click the toggle to enable / disable this function. If it is enabled, users
of this group have the right to write the selected MIB view.

Select Write View - Use the drop down list to select one of the views.
The default is “all”, which means the group user can write all MIB
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Notify View

views.

Click the toggle to enable / disable this function. If it is enabled, users
of this group have the right to send notifications for the selected MIB
view.

Select Notify View - Use the drop down list to select one of the views.
The default is “all”, which means the group user have the right to send
notification for all MIB views.

After finishing this web page configuration, please click OK to save the settings.

VI-4-3 Community

This page allows a user to add/remove multiple communities of SNMP.

View Group Access Right

al - Read_and_Writa

Available settings are explained as follows:

Item

+Add Community
Community Name
Type

View

Group

Access Right

&

e
1

To modify an existing community profile, click the link of

Description

Click it to add a new community.
Displays the community name.
Displays

Displays

Displays the name of the group.

Displays the accessing right (read, read and write) that this community
has.

Click to modify the settings of the community.

Remove the selected entry.

4

of the one to be changed.

To add a schedule profile, click the "+ Add Community " to open the edit page.
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System Maintenance / SNMP

Miew Group Community

Community

tAdd Community
Community Name  Type

1 public Basic

Engine ID Trap Notification

Add Community >

Community Name:

Group Access Right
Arcess Authorization

Read_and_Write &

View all

Access Right

Cancel “

Available settings are explained as follows:

Item
Add Community

Community Name

Access Authorization

View

Group

Access Right

Description

Enter a name as community name. The maximum length of the text is
limited to 23 characters.

Directly - View and access right can be specified for this SNMP
community profile.

Via Group - Specify one of the SNMP groups for this SNMP
community profile.

Simply specify one of the view profiles from the drop down list.

It is available when Via Group is selected as access authorization.
Specify a SNMP group to define the object available to the community.

Define the access right of the community group.

Read Only - It allows unidirectional access to node-specific
information.

Read & Write - It allows bidirectional access to node-specific
information.

After finishing this web page configuration, please click OK to save the settings.
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VI-4-4 User

This page allows a user to configure SNMP user profile(s).

(% Dashboard

= Confgurabon

Marduring

% System Maintenance

SHMP
Ml Server

Systom Risbool

@ Suppat

System Maintenance /| SNMP

Wiew Group Community Engne ID Trap Notification

User Name Group Sacurity Level Aushentcaton Mathod Privacy Method

Mo data avaslable in Gable

Available settings are explained as follows:

Item

+Add User
User Name
Group
Security Level

Authentication
Method

Privacy Method

To modify an existing user profile, click the link of

Description

Click it to add a new user profile.

Displays the name of this user profile.

Displays the group name to which this user profile belongs.
Displays the security method used by this user profile.

Displays the authentication method used by this user profile.

Displays the privacy method used by this user profile.
&

of the one to be changed.

To add a user profile, click the "+ Add User " to open the edit page.
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Available settings are explained as follows:

Item
Add User
User Name

Group

Security Level

For SNMPv3 group only

Authentication
Method

Authentication
Password

Privacy Method

Privacy Password

Description

Enter a name for creating new SNMP user.

Select one of the SNMP groups from the drop down list. Then, this
user profile will be grouped under the selected SNMP group.

Displays the security level configured for the selected SNMP group.

If the selected group is not a SNMPv3 group, nothing will be displayed
in this field.

It is available only when the Security Level is set with "Authentication",
or "Authentication_and_Privacy".

You can change the methods (None, MD5, SHA) for the selected
SNMPv3 group. If no method is available for you to select, that means
the selected SNMPv3 group is set with No Security.

It is available only when the Security Level is set with "Authentication",
or "Authentication_and_Privacy".

Enter a string as the password for authentication.

It is available only when the Security Level is set with
"Authentication_and_Privacy".

You can change the methods (None, DES) for the selected SNMPv3
group. If no method is available for you to select, that means the
selected SNMPv3 group is set with No privacy.

It is available only when the Security Level is set with
"Authentication_and_Privacy".

Enter a string as the password for authentication.

After finishing this web page configuration, please click OK to save the settings.

143



VI-4-5 Engine ID

This page allows a user to configure and display SNMP local and remote engine ID.

Available settings are explained as follows:

Item Description
Local
User Defined Click the toggle to enable / disable this function.

0 - means “Enable”.

- means “Disable”.

Engine ID Displays the engine ID of the local server.

The default Engine ID which is made up of MAC and Enterprise ID will
be used instead.

Remote
+Add Server Click it to create a new remote server profile.
Server Displays the hostname/IP address of the server.
Engine ID Displays the engine ID of the remote server.

& Click to modify the server setting.

10| Clear the selected entry.

&

To modify an existing server profile, click the link of of the one to be changed.

To add a remote server profile, click the "+ Add Server " to open the page.
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System Maintenance / SNMP

View Group Community User Engine ID Trap Notification
Local Add Remote Server »

User Defined a Server Type Py ‘

Server

Engine ID 80005a92031449bc43ccfc Engine (D

Remote
f-Add Server
Server Engine ID

No data available in table

Cancel n

Available settings are explained as follows:

Item Description

Add Remote Server

Server Type Specify the address type for entering hostname or IPv4/IPv6 address.
Hostname
IPv4
IPv6
Server Enter the IP address or the hostname of the remote SNMP server.
Engine ID Specify the engine ID for remote SNMP server.

The engine ID ranges from 10 to 64 hexadecimal characters, and the
hexadecimal number must be divided by “2".

After finishing this web page configuration, please click OK to save the settings.
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VI-4-6 Trap Notification

This page allows a user to add or delete the SNMP trap receiver IP address and community name. In
addition, it allows a user to configure a host to receive SNMPv1/v2/ve notification.

Trap Evant

ap;

View Group

System Maintenance /| SNMP

Community User Engine ID

ity SNMF MANnager when e events beiow Rageen

Notfication Type  Timecut Retry  Community/Ussr  Security Level

SHMP Trop z 5 Pk No_Security

Available settings are explained as follows:

Item
Trap Event

Authentication
Failure, Link Up/Down,
Cold Start, Warm Start

Notification
+Add Server
Server

Server Port
Version
Notification Type
Timeout

Retry
Community/User

Security Level

Description

Check the box to enable the function.

Authentication Failure - VigorSwitch will reboot when encountering
authentication failure (including community not match or user
password not match).

Link Up/Down - VigorSwitch will reboot while encountering port link
up or down trap.

Cold Start - VigorSwitch will reboot while encountering user trap.

Warm Start - VigorSwitch will reboot while encountering power down
trap.

Click it to create a new notification server profile.

Displays IPv4/IPv6/Hostname of the SNMP trap recipients.
Displays the UDP port number for the recipient’s server.
Displays the notification SNMP version.

Displays the natification type (Trap or Inform).

Displays the number of SNMP informs timeout.

Displays the number of SNMP informs retry count.
Displays the community profile.

Displays the security level for SNMP notification packet.
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Click to modify the setting page of the server profile.
Remove the selected entry.

To modify an existing server profile, click the link of of the one to be changed.
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To add a user profile, click the "+ Add Server " to open the edit page.

System Maintenance / SNMP

View Group Community User Engine ID
Trap Event Add Notification Server ®
Notify SNMP manager when the events below happen: Server Type i _ P |

Authentication Failure Server Address

Link Up/Down

Server Port 162

Cold Start

Warm Start SNMP Version n:|:|
Community public

Notification Notification Type Trap
Add Serves
Server Server Port Version  Notification Type Timeout Retry Community / User
1 17216388 162 SNMPv1  Trap - - public

Cancel m

Available settings are explained as follows:

Item Description

Add Notification Server

Server Type Choose IPv4/IPv6/Hostname to specify IP address or the hostname of
the SNMP trap recipients.
Hostname
IPv4
IPv6
Server Address Specify SNMP notification version (SNMPv1/v2/v3).
Server Port Specify a port number for the server.
SNMP Version Specify SNMP notification version (SNMPv1/v2/v3).
Community Use the drop down list to choose one of the community profiles.
Notification Type Displays the notification type.

To specify Notification Type, select v2 or v3 as SNMP Version.
Trap -Send SNMP traps to the host.

Inform - Send SNMP informs to the host. If it is used, Timeout
and Retry also shall be defined.

Timeout Specify the SNMP informs timeout. It is available when Inform is
selected as Type.

Retry Specify the SNMP informs retry count. It is available when Inform is
selected as Type.

User It is available when v3 is selected as SNMP Version.

Security Level It is available when v3 is selected as SNMP Version.
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Specify SNMP security level for SNMP notification packet. It is available
when SNMPvV3 is selected.

No Security - No authentication.

Authentication - Authentication without encryption will be
performed for packets.

Authentication and Privacy - Authentication with encryption
will be performed for packets.

After finishing this web page configuration, please click OK to save the settings.
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VI-5 Mail Server

This page allows a user to configure settings for VigorSwitch to send alert mail or Syslog mail when
encountering certain situation.

Sysiem Maintenance /| Mad Server

Wil Seervesr
Dashboard

= Confqurtion bl Descripbon Salus SMTP Server M Conlent Serder Recenver

Aert Mail Secver

! Security

Syslog Mai Server D)

Mumdeasig
Mantanance
Genaral

Access Managemen!

Lop

Available settings are explained as follows:

Item Description

Mail Server

Description Displays the name of the mail server.

Status Click the toggle to enable / disable this function.

() - means “Enable”.

- means “Disable”.

SMTP Server Displays the IP address / host of the SMTP server.

Mail Content Displays the condition(s) for VigorSwitch system to send a mail out.
Sender Displays the email address sending the alert/syslog mail.

Receiver Displays the email address receiving the alert/syslog mail.

& Click to modify the setting page of the server profile.
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Alert Mail Server

To modify the alert mail server profile, click the link of

of Alert Mail Server to be changed.

System Maintenance / Mail Server
Mail Server Alert Mail Server b
Description Status SMTP Server  Mail Content ~ Sender Receiver Description Alert_Mail_Server
Alert Mail Server Server Status
Syslog Mail Server (:) J——
SMTP Port 25
Authentication
Encryption

Sender

Receiver

Mail Notification

Notification Alert
Alert Type
Min. Alert Transmit Interval 5 second(s)

Cancel n

Send Test Mail

Available settings are explained as follows:

Item Description
Alert Mail Server

Description Displays the name (Alert or Syslog) of the mail server.

Click the toggle to enable / disable the mail server.

D - means “Enable”.

- means “Disable”.

Server Status

SMTP Server Enter IP address or URL of the SMTP server.
SMTP Port Enter the port number for the SMTP server.
Authentication Click the toggle to enable / disable this function.
User Name - Enter a user name for authentication.
Password - Enter a password for authentication.
Encryption Click the toggle to enable / disable this function.
After enabling Authentication, choose one of the encryption servers
for data encryption.
STARTTLS - The mail will be encrypted with StartTLS.
SSL/TLS - The mail will be encrypted with SSL/TLS.
Sender Enter the email address which will send the alert mail out.
Receiver Enter the email address which will receive the alert mail.

Mail Notification
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Alert Type Specify the condition(s) for VigorSwitch system to send an alert out.
Port Link Status
Port Link Speed
System Restarted
PoE Warning Status

IP Conflict
Min. Alert Transmit Set a time interval for VigorSwitch system to send an alert out from
Interval the specified sender.
Send Test Mail After clicking this button, VigorSwitch system will send a test mail to

the recipient.

After finishing this web page configuration, please click OK to save the settings.

Syslog Mail Server

oy

To modify the Syslog mail server profile, click the link of of Syslog Mail Server to be changed.

System Maintenance / Mail Server
Mail Server Syslog Mail Server %
Description Status SMTP Server  Mail Content Sender Receiver Description Syslog_Mail_Server
Alert Mail Server Server Status (}
Syslog Mail Serve
pelasliE A () SMTP Server
SMTP Port 25
Authentication
Encryption
Sender
Receiver
Mail Notification
Notification Log
Log Type
Send Test Mail Cancel n
Available settings are explained as follows:
Item Description
Alert Mail Server
Description Displays the name (Alert or Syslog) of the mail server.
Server Status Click the toggle to enable / disable this function.
0 - means “Enable”.
- means “Disable”.
SMTP Server Enter IP address or URL of the SMTP server.
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SMTP Port

Authentication

Encryption

Sender
Receiver

Mail Notification

Log Type

Send Test Mail

Enter the port number for the SMTP server.

Click the toggle to enable / disable this function.
User Name - Enter a user name for authentication.

Password - Enter a password for authentication.

Click the toggle to enable / disable this function.

After enabling Authentication, choose one of the encryption servers
for data encryption.

STARTTLS - The mail will be encrypted with StartTLS.
SSL/TLS - The mail will be encrypted with SSL/TLS.
Enter the email address which will send the syslog mail out.

Enter the email address which will receive the syslog mail.

Vigor system will send the e-mail related to the selected feature(e.g.,
AAA, ACL) to the recipient.

After clicking this button, VigorSwitch system will send a test mail to
the recipient.

After finishing this web page configuration, please click OK to save the settings.
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VI-6 System Reboot

This page allows you to reboot VigorSwitch with current settings or return to factory default settings
for VigorSwitch.

Syslem Maintenance / Sysiem Rebool

System Reboat

Reboot 'Wen

Available settings are explained as follows:

Item Description
System Reboot

Reboot With Current Configuration - Use current configuration settings.
Factory Default - Use the default configuration settings.

Reboot Click to reboot the device immediately.
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Chapter VIl Troubleshooting

A




VII-1 Backing to Factory Default Setting

Sometimes, a wrong connection can be improved by returning to the default settings. Try to reset
the modem by software or hardware.

@ Warning:

After pressing factory default setting, you will loose all settings you did before. Make sure you
have recorded all useful settings before you pressing. The password of factory default is null.

VII-1-1 Software Reset

You can reset the modem to factory default via Web page.

Go to System Maintenance and choose System Reboot on the web page. The following screen will
appear. Choose Factory Default and click OK. After few seconds, the modem will return all the
settings to the factory settings.
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VII-1-2 Hardware Reset

While the modem is running, press the RST button and hold for more than 5 seconds. When you
see the ACT LED blinks rapidly, please release the button. Then, the modem will restart with the
default configuration.

VigorSwitch

Wl Smort Manoged

After restore the factory default setting, you can configure the settings for the modem again to fit
your personal request.
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VII-2 Contacting DrayTek

If the modem still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, please feel free to send e-mail to support@draytek.com.
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Appendix Telnet Commands

A




A-1 Accessing Telnet of Vigor Switch

This chapter also gives you a general description for accessing telnet and describes the firmware
versions for the routers explained in this manual.

@ Note:

For Windows 7 user, please make sure the Windows Features of Telnet Client has been turned on
under Control Panel>>Programs.

Type emd and press Enter. The Telnet terminal will be open later.

Programs (1)
R crd

' See more results

|crr1d| | Shut down | » |

In the following window, type Telnet 192.168.1.224 as below and press Enter. Note that the IP
address in the example is the default address of the router. If you have changed the default, enter
the current IP address of the router and press Enter.
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= o)

EA Ch\Windows\system32\cmd.exe

Microsoft Windows [] 6.1.76611
Copyright (¢} 280? Microsoft Corporation. All rights reserved.

C:Users Carrie>telnet 192_168.1.224_

For users using previous Windows system (e.g., XP), simply click Start >> Run and type Telnet
192.168.1.224 in the Open box.

Next, enter admin/admin for Account/Password.

Username: admin
Password: e

P1282#
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A-2 Available Commands

Enter ? to get a list of available commands.

Username: admin

conf igure

copy

delete

disahle

end

exit
hardware-monitor
ping

rehoot
restore—defaults
save

show

ssl

terminal
traceroute

Rezet functions

Manage the system clock

Configuration Mode

Copy from one file to another

Delete a file from the flash file system
Turn off privileged mode command

End current mode and change to enahle mode
Exit current mode and down to previous mode
Hardwarefan test

Send ICHP ECHO_REQUEET to network hosts
Halt and perform a cold restart

Heztore to default

Save running configuration to flash

Show running system information

Setup 55L host keys

Terminal configuration

Trace route to network hosts

P1282% _

The available commands contain - clear, clock, configure, copy, delete, disable, end, exit,
hardware-monitor, ping, reboot, restore-defaults, save, show, ssl, terminal, and traceroute. Each
command will be explained as follows.

Note: You can also enter ? to check if there are subcommands under current command.

A-2-1 Clear Configuration

This command allows resetting the functions of ARP, interface, IP, IPv6, LACP, Line, LLDP, Logging,
MAC, and Spanning Tree.

Telnet Command: clear arp

Use this command to clear entries in the ARP cache.

Syntax Items

clear arp

Description

Syntax Items Description

clear arp <A.B.C.D> - Enter the IP address of the device (e.g.,

192.168.1.224).
Related Syntax:
# clear arp
# clear arp <A.B.C.D>
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Example

P1282# clear arp 192.168.1.224
P1282#

Telnet Command: clear interfaces

Use this command to clear statistics counters for all interfaces or a specific interface (10GB LAN,
LAN or LAG).

Syntax Items

clear interfaces GigabitEthernet
clear interfaces LAG

Description

Syntax Items Description
clear interfaces Specify a LAN interface for clearing statistics counters on that
GigabitEthernet port.

<1-28> - Enter the number (1 to 28) of LAN port.
Related Syntax:

# clear interfaces gigabitEthernet <1-24> counters

clear interfaces LAG Specify a LAG interface for clearing statistics counters on that
port.

<1-8> - Enter the number (1 to 8) of LAG interface (IEEE 802.3
Link Aggregation Interface).

Related Syntax:
# clear interfaces LAG <1-8> counters

Example

P1282# clear interfaces gigabitethernet 3 counters
P1282# clear interfaces

P1282# clear interfaces lag 2 counters

P1282#

Telnet Command: clear ip

Use this command to clear IGMP snooping groups (dynamic or static) information for all interfaces
or a specific interface (LAN or LAG) with IP address.

Syntax Items

clearip igmp

Description
Syntax Items Description
clearip igmp snooping groups dynamic - Clear dynamic snooping groups of

IGMP server.

snooping groups static - Clear static snooping groups of IGMP
server.

snooping statistics - Clear snooping statistics for IGMP server.
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Related Syntax:
# clear ip igmp snooping groups dynamic
# clear ip igmp snooping groups static
# clear ip igmp snooping statistics

Example

P1282# clear ip igmp snooping groups dynamic
P1282#

Telnet Command: clear ipv6

Use this command to clear MLD snooping configuration for dynamic / static group(s) with IPv6
address.

Syntax Items
clear ipv6 mlid

Description

Syntax Items Description

clear ipv6 mid snooping groups dynamic - Clear dynamic snooping groups of

MLD.
snooping groups static - Clear static snooping groups of MLD.
Related Syntax:

# clear ipv6 mld snooping groups dynamic

# clear ipv6 mld snooping groups static

# clear ipv6 mld snooping statistics

Example

P1282# clear ipv6
P1282# clear ipv6 mld snooping groups dynamic
P1282# clear ipv6 mld snooping groups dynamic?

<cr>

P1282# clear ipv6 mld snooping groups static
P1282#

Telnet Command: clear lacp

Use this command to clear LACP configuration for specified LAG interface or all LAG interfaces.
Syntax Items

clear lacp <1-8> counters

clear lacp counters

Description
Syntax Items Description
clear lacp <1-8> <1-8> - Enter the number (1 to 8) of LAG interface (IEEE 802.3

Link Aggregation Interface).
Related Syntax:
# clear lacp <1-8> counters
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clear lacp counters Clear LACP configuration for all LAG interfaces.
Related Syntax:

# clear lacp counters

Example

P1282# clear lacp 1 counters

No interfaces configured in the channel group
P1282#

Telnet Command: clear line

Use this command to clear line settings including SSH (Secure Shell) configuration and telnet
daemon configuration.

Syntax Items
clear line ssh

clear line telnet

Description
Syntax Items Description
clear line ssh Clear SSH configuration for line connection.
Related Syntax:
# clear line ssh
clear line telnet Clear SSH Telnet configuration for line connection.
Related Syntax:
# clear line telnet
Example

P1282# clear line ssh
P1282# clear line telnet

Telnet Command: clear lldp

Use this command to clear LLDP statistics or reset LLDP information.
Syntax Items

clear lldp global

clear lldp interfaces

Description
Syntax Items Description
clear lldp global Clear all of the statistics related to LLDP.
Related Syntax:
# clear lldp global statistics
clear lldp interfaces Specify a LAN / LAG interface for clearing LLDP information.
<1-28> - Enter the number (1 to 28) of LAN port.
<1-8> - Enter the number (1 to 8) of LAG interface (IEEE 802.3
Link Aggregation Interface).
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Related Syntax:

# clear lldp interfaces GigabitEthernet <1-28> statistics
# clear lldp interfaces LAG <1-8> statistics

Example

P1282# clear lldp global statistics
P1282#
P1282# clear lldp interfaces LAG 1 statistics

P1282# clear lldp interfaces gigabitethernet 1 statistics
P1282#

Telnet Command: clear logging

Use this command to clear log messages from the internal logging buffer and flash.
Syntax Items

clear logging buffered

clear logging file

Description
Syntax Items Description
clear logging buffered Clear the log stored in RAM.
Related Syntax:
# clear logging buffered
clear logging file Clear the log stored in flash.
Related Syntax:
# clear logging file
Example

P1282# clear logging buffered
P1282# clear logging file
P1282#

Telnet Command: clear mac

Use this command to clear MAC configuration related to VLAN, LAG, and LAN port.
Syntax Items

clear mac

Description

Syntax Items Description

clear mac address-table <1-28> - Enter the number (1 to 28) of LAN port.

<1-8>- Enter the number (1 to 8) of LAG interface (IEEE 802.3
Link Aggregation Interface).

<1-4094> - Specify a VLAN ID by entering its number.
Related Syntax:

# clear mac adderss-table dynamic interfaces
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GigabitEthernet <1-28>

# clear mac adderss-table dynamic interfaces LAG <1-8>
# clear mac adderss-table dynamic vlan <1-4094>

Example

P1282# clear mac address-table dynamic vlan 2038

P1282# clear mac address-table dynamic interfaces gigabitethernet 3
P1282#

Telnet Command: clear spanning-tree

Use this command to clear running system information.
Syntax Items

clear spanning-tree

Description
Syntax Items Description
clear spanning-tree Specify a LAN interface for clearing its running information.
interfaces <1-28>- Enter the number (1 to 28) of LAN port.
<1-8>- Enter the number (1 to 8) of LAG interface (IEEE 802.3
Link Aggregation Interface).
Related Syntax:
# clear spanning-tree interfaces GigabitEthernet <1-28>
statistics
# clear spanning-tree interfaces LAG <1-8> statistics
Example

P1282# clear spanning-tree interfaces GigabitEthernet
<1-28> GigabitEthernet device number
P1282# clear spanning-tree interfaces gigabitethernet 3 statistics

P1282# clear spanning-tree interfaces LAG 1 statistics
P1282#

A-2-2 Clock Configuration
This command allows managing the system clock.

Telnet Command: clock set

Use this command to configure the system clock manually.

Syntax Items

clock set
Description
Syntax Items Description
clock set Set current by entering hours, minutes, seconds, month, date
and year with the format listed below:
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<HH:MM:SS> - Hour, minute, second (e.g., 08:10:30).
<Jan> - January.

<feb> - February

<mar> - March

<apr> - April

<may> - May

<jun> - June

<jul> - July

<aug> - August

<sep> - September

<oct> - October

<nov> - November

<dec> - December

<1-31> - Date 1 to 31.

<2000-2035> - Year of 2000 to 2035.
Related Syntax:

# clock set HH:MM:SS
jan/feb/mar/apr/may/jun/jul/aug/sep/oct/nov/dec <1-31>
<2000-2035>

Example

P1282# clock set 12:10:30 jan 1 2019
2019-01-01 12:10:30 UTC+8

A-2-3 Configure Configuration

This command allows configuring the settings related to VigorSwitch.
Available sub-commands under Configure include:

clock, custom, dos, do, dray_surveillence, enable, end, errdisable, exit, hostname, http, interface, ip,
ipv6, jumbo-frame, lacp, lag, line, lldp, logging, logmail, loop-protection, mac, mailalert,
management-vlan, mirror, no, openvpn, poe, qos, schedule, snmp, sntp, spanning-tree, start-up,
storm-control, surveillance-vlan, system, tr069, username, vlan, voice-vlan and webhook

Before configuration, you have to enter “configure” to access into next phase.
To return to previous phase, enter “exit”

Example

P1282# configure
P1282(config)#
P1282(config)# exit
P1282#

Telnet Command: clock

Use this command to configure time zone, summer-time and external time source for the system
clock.

Syntax Items
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clock auto timezone
clock source local
clock source sntp
clock summer-time

clock timezone

Description

Syntax Items

Description

clock auto timezone

VigorSwitch sets the time zone automatically.

clock source local

Configure an external time source for the system clock.
“local” means to use static time. It is the default setting.
Related Syntax:
<config># clock source local

clock source sntp

Configure an external time source for the system clock. “sntp” means to
use SNTP time.

Related Syntax:
<config># clock source sntp

clock summer-time

Configure the system to automatically switch to summer time (daylight
saving time).
ACRONYM - Specify the acronym name of time zone. The acronym of

the time zone will be displayed when summer time is in effect. If
unspecified, the time zone acronym will be used in default. (1-4 chars)

<jan/feb/mar/apr/may/jun/jul/aug/sep/oct/nov/dec> - Indicate January,
February, March, April, May, June, July, August, September, October,
November, December.

<1-31> means date 1 to 31.
<2000-2037> - means year of 2000 to 2035.
<HH:MM> - means hours and minutes.

recurring - Summer time should start and end on the corresponding
specified days every year.

<1-1440>- Set the number of minutes to add during the summer time.
The default number is 60.

eu - The summer time is based on the European Union rules. (Start
point - last Sunday in March, End point - last Sunday in October)

usa - The summer time is based on the United States rules. (Start point -
second Sunday in March, End point - first Sunday in November)

first - The first week of the month.
last - The last week of the month.

<sun/mon/tue/wed/thu/fri/sat> - Indicate Sunday, Monday, Tuesday,
Wednesday, Thursday, Friday, Saturday.

<jan/feb/mar/apr/may/jun/jul/aug/sep/oct/nov/dec> - Indicate January,
February, March, April, May, June, July, August, September, October,
November, December.

<first/last>- Specify the first week or the last week of the month.
<1-5> - Specify the number of the week in the month.

Note that the first group of month, date, hour and minute is used for
configuring starting time, and the second group is used for configuring
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ending time.
Related Syntax:

<config># clock summer-time ACRONYM date
<jan/feb/mar/apr/may/jun/jul/aug/sep/oct/nov/dec> <1-31>
<2000-2037> <HH:MM>
<jan/feb/mar/apr/may/jun/jul/aug/sep/oct/nov/dec><1-31><2000-20
37> <HH:MM>

<config># clock summer-time ACRONYM recurring eu <1-1440>
<config># clock summer-time ACRONYM recurring usa <1-1440>

<config># clock summer-time ACRONYM recurring first
<sun/mon/tue/wed/thu/fri/sat><jan / feb / mar / apr / may/
jun/jul/aug/sep/oct/nov/dec> <HH:MM> <first/last>
<sun/mon/tue/wed/thu/fri/sat>< jan /feb /mar /apr/may/
jun/jul/aug/sep/oct/nov/dec> <HH:MM> <1-14400>

<config># clock summer-time ACRONYM recurring last
<sun/mon/tue/wed/thu/fri/sat>< jan /feb /mar /apr /may
/jun/jul/aug/sep/oct/nov/dec> <HH:MM>
<first/last><sun/mon/tue/wed/thu/fri/sat>< jan /feb /mar /apr/may/
jun/jul/aug/sep/oct/nov/dec> <HH:MM> <1-14400>

<config># clock summer-time ACRONYM recurring <1-5>
<sun/mon/tue/wed/thu/fri/sat>< jan /feb /mar /apr /may
/jun/jul/aug/sep/oct/nov/dec> <HH:MM> <1-5>
<sun/mon/tue/wed/thu/fri/sat>< jan /feb /mar /apr
/may/jun/jul/aug/sep/oct/nov/dec> <HH:MM> <1-14400>

clock timezone Set the time zone for display purposes.
A;RONYM <-12-13> ACRONYM - Specify the acronym name of time zone. The acronym of
minutes <0-59> the time zone will be displayed when summer time is in effect. If

unspecified, the time zone acronym will be used in default. (1-4 chars)
<-12-13> - Specify the hour offset (from -12 to +13) of time zone.
minutes <0-59> - Specify the minute difference from UTC.
Related Syntax:

<config># clock timezone ACRONYM <-12-13> minutes <0-59>

Example

P1282# configure
P1282(config)# clock source sntp
P1282(config)# exit

P1282# show clock detail
2019-01-05 06:51:23 UTC+8
Time source is sntp

Time zone:

Acronym is

Offset is UTC+8

P1282# configure
P1282(config)# clock summer-time tw date jan 30 2019 23:30 feb 1 2019 20:50
P1282(config)# exit

P1282# show clock detail
2019-01-05 07:13:49 UTC+8
Time source is sntp
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Time zone:

Acronym is ACRONYM

Offset is UTC-10:08

Summertime:

Acronym is tw

Starting and ending on a specific date.
Begins at 1 30 19 23:30

Endsat2 119 20:50

Offset is 60 minutes.

P1282# configure

P1282(config)# clock summer-time ACRONYM recurring eu 1200

P1282(config)# clock summer-time ACRONYM recurring first mon jan 10:10 first sun feb 10:10
1000

P1282(config)# exit
P1282# show clock detail
2019-01-05 11:37:18 UTC+8
Time source is sntp

Time zone:

Acronym is

Offset is UTC+8
Summertime:

Acronym is ACRONYM
Recurring every year.
Beginsat 111 10:10
Endsat10210:10
Offset is 1000 minutes.

Telnet Command: custom
Use this command to enable the module settings.
Syntax Items

custom enable

Description

Syntax Items Description

custom enable Enable the module settings.

Related Syntax:
<config># custom enable

Example

P1282# configure

P1282(config)# custom enable

P1282(config)#

Telnet Command: dos

Use this command to enable specific Denial of Service (DoS) protection.
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Syntax Items

dos daegsa-deny

dos icmp-frag-pkts-deny
dos icmp-ping-max-length
dos icmpv4-ping-max-check
dos icmpv6e-ping-max-check
dos ipv6-min-frag-size-check
dos ipv6e-min-frag-size-length
dos land-deny

dos nullscan-deny

dos pod-deny

dos smurf-deny

dos smurf-netmask

dos syn-sportl1024-deny
dos synfin-deny

dos synrst-deny

dos tcp-frag-off-min-check
dos tcpblat-deny

dos tcphdr-min-check

dos tcphdr-min-length

dos udpblat-deny

dos xma-deny

Description

Syntax Items

Description

dos daegsa-deny

Drop the packets if the destination MAC address equals to the
source MAC address.

Related Syntax:
<config># dos daeqsa-deny

dos icmp-frag-pkts-deny

Drop the fragmented ICMP packets.
Related Syntax:
<config># dos icmp-frag-pkts-deny

dos icmp-ping-max-length

Set the maximum packet size for ICMPv4/ICMPV6 ping
operation.

<0-65535> - Specify a packet number.
Related Syntax:
<config># dos icmp-ping-max-length <0-65535>

dos icmpv4-ping-max-check

Check ICMPv4 ping maximum packets size and drop the
packets larger than the maximum packet size defined by the
command, dos icmp-ping-max-length.

Related Syntax:
<config># dos icmpv4-ping-max-check

dos icmpv6-ping-max-check

Check ICMPv6 ping maximum packets size and drop the
packets larger than the maximum packet size defined by the
command, icmp-ping-max-length.
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Related Syntax:
<config># dos icmpv6-ping-max-check

dos ipv6-min-frag-size-check | Check minimum size of IPv6 fragments.
Related Syntax:
<config># dos ipv6-min-frag-size-check

dos ipve-min-frag-size-length | Set the minimum packet size of IPv6 fragmented packets.
<0-65535> <0-65535> - Specify a packet number.
Related Syntax:

<config># dos ipv6-min-frag-size-length <0-65535>

dos land-deny Drop the packets if the source IP address equals to destination
IP address.

Related Syntax:
<config># dos land-deny

dos nullscan-deny Drop the packets if attacked by NULL Scan.
Related Syntax:
<config># dos nullscan-deny

dos pod-deny Drop the packets if attacked by Ping of Death.
Related Syntax:
<config># dos pod-deny

dos smurf-deny Drop the packets if encountered Smurf attack.
Related Syntax:
<config># dos smurf-deny

dos smurf-netmask Set the smurf attack size.
<0-32> - Enter a number as smurf attacks size.
Related Syntax:

<config># dos smurf-netmask <0-32>

dos syn-sportl1024-deny Drop SYN packets with sport less than 1024.
Related Syntax:
<config># dos syn-sportl1024-deny

dos synfin-deny Drop the packets with SYN and FIN bits set.
Related Syntax:
<config># dos synfin-deny

dos synrst-deny Drop the packets with SYNC and RST bits set.
Related Syntax:
<config># dos synrst-deny

dos tcp-frag-off-min-check Drop the TCP fragmented packet with offset equals to the
minimum packet size.

Related Syntax:
<config># dos tcp-frag-off-min-check

dos tcpblat-deny Drop the packets if the source TCP port equals to destination
TCP port.

Related Syntax:

<config># dos tcpblat-deny
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dos tcphdr-min-check Check the minimum TCP header and drop the TCP packets
with the header smaller than the minimum size defined.

Related Syntax:
<config># dos tcphdr-min-check

dos tcphdr-min-length Set the minimum size of TCP header.
<0-65535> - Specify a packet number.
Related Syntax:

<config># dos tcphdr-min-length <0-65535>

dos udpblat-deny Drop the packets if the source UDP port equals to destination
UDP port.

Related Syntax:
<config># dos udpblat-deny

dos xma-deny Drop the packets if the sequence number is zero and the FIN,
URG and PSH bits are set already.

Related Syntax:
<config># dos xma-deny

Example

P1282# configure

P1282(config)#

P1282(config)# dos icmp-ping-max-length 25252
P1282(config)# dos icmpv4-ping-max-check
P1282(config)#

Telnet Command: do
Use this command to execute a command immediately.

Syntax Items

do SEQUENCE
Description
Syntax Items Description
SEQUENCE Enter the command that you want to execute immediately.
Related Syntax: (for example)
<config># do show info
Example
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P1282(config)# do show info

System Name
System Location
System Contact
MAC Address

IP Address
Subnet Mask
Loader Version
Loader Date
Firmware Version
Firmware Date
Firmware Revision
System Object ID
System Up Time

:P1282

: Default

: Default

1 14:49:BC:43:CC:FC
:192.168.1.11

: 255.255.255.0

:2.1.0

:Jun 302021 -13:11:14
:2.7.0

: Oct 15 2021 - 09:50:07
:95993d5
:1.3.6.1.4.1.7367

: 0 days, 23 hours, 6 mins, 44 secs

PoE SW Version 12
P1282(config)#

Telnet Command: dray_surveillence

Use this command to enable / disable the ONVIF.

Syntax Items

dray_surveillence add
dray_surveillence direct-add

dray_surveillence set

Description

Syntax Items

Description

dray_surveillence add

Add an IP device for surveillance.

WORD <36-36> - Enter the UUID string of the IP camera or
IP-based device.

Related Syntax:

<config># dray_surveillence add device uuid WORD
<36-36>

<config># dray_surveillence add group uuid WORD <36-36>

dray_surveillence direct-add

WORD <36-36> - Enter the UUID string of the IP camera or
IP-based device.

Related Syntax:

<config># dray_surveillence direct-add device uuid WORD
<36-36>

dray_surveillence set

username WORD<1-32> - Enter a string as the default user
name.

password WORD<1-32>> - Enter a string as the default
password.

encptpwd WORD <1-128> - Enter a string as the encrypted key.

WORD <36-36> - Enter the UUID string of the IP camera or the
IP-based device.

ip <A.B.C.D> - Enter the IP address of the IP camera or the
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IP-based device.

Mask <A.B.C.D> - Enter the subnet mask of the IP camera or
the IP-based device.

vlan <1-4094> - Enter a value representing the VLAN ID.
Related Syntax:

<config># dray_surveillence set default username
WORD<1-32> password WORD<1-32>

<config># dray_surveillence set default username
WORD<1-32>encptpwd WORD <1-128>

<config># dray_surveillence set device uuid WORD <36-36>
<config># dray_surveillence set group uuid WORD <36-36>
<config># dray_surveillence set interface ip <A.B.C.D>

<config># dray_surveillence set interface mask <A.B.C.D>

<config># dray_surveillence set vian <1-4094>

Example

P1282# configure

P1282(config)#

P1282(config)# dray_surveillence

P1282 #

P1282(config)# dray_surveillence add device uuid 53d7762a-c52b-4bb9-8000-305501e0f35f
P1282(config)#

config

( )
( )
( )
( )

Telnet Command: enable
Use this command to configure local password with encrypted string or not.
Syntax Items

enable password
enable secret

Description

Syntax Items Description

enable password Edit the password for each privilege level for activating
authentication.

<1-15> - Enter a number for specifying a privilege level. Default
value is 15.

Related Syntax:
<config># enable password <1-15>

enable secret <PASSWORD> - Enter a new string as the encrypted password.
Related Syntax:

<config># enable secret PASSWORD

<config># enable secret encrypted PASSWORD

Example
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P1282# configure
P1282(config)# enable secret encrypted testtest
P1282(config)# exit
P1282# show running-config
P1282# ...
enable privilege 2 secret "OTE5ZTY4AMmMNhYzgyNWQOMzBhNTgwZTgOMmMZmMGJiYzQ="
enable secret "testtest"
vlan 2
name "test0002"
vlan 3
name "test0003"
vlan 5
name "test_carrie"
voice-vlan oui-table 00:E0:BB "3COM"
voice-vlan oui-table 00:03:6B "Cisco"
voice-vlan oui-table 00:E0:75 "Veritel"

Telnet Command: end

Use this command to end current mode.
Syntax Items

end

Example

P1282# configure
P1282(config)#end
P1282#

Telnet Command: errdisable
Use this command to enable the auto recovery timer for port error.

Syntax Items
errdisable recovery cause

errdisable recovery interval

Description
Syntax Items Description
errdisable recovery cause Enable the auto recovery timer for port error disabled from

ACL,all, ARP rate limit, STP BPDU guard, broadcast flooding,
DHCP rate limit, port security, STP self-loop, unicast flooding,
or unknown multicast flooding causes.

Related Syntax:
<config># erridisable recovery cause < acl /all
/arp-inspection /bpduguard /broadcast-flood

/dhcp-rate-limit /psecure-violation /selfloop /unicast-flood
/unknown-multicast-flood >
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errdisable recovery interval Set the recovery time of the error disabled port.

<30-86400> - The default value is 300 seconds.
Related Syntax:

<config># errdisable recovery interval <30-86400>

Example

P1282# configure
P1282(config)#

P1282(config)# errdisable recovery interval 600
P1282(config)#

Telnet Command: exit

Use this command to exit current mode and return to previous mode/phase.
Syntax Items

exit

Example

P1282# configure
P1282(config)#
P1282(config)# exit
P1282#

Telnet Command: hostname

Use this command to modify the network name of VigorSwitch.

Syntax Items

hostname WORD
Description
Syntax Items Description
Hostname WORD <WORD> - Enter a string as the network name for VigorSwitch.
Related Syntax:
<config># hostname WORD
Example
P1282# configure

P1282(config)# hostname Switch_3F
Switch_3F(config)#

Telnet Command: interface
Use this command to configure interface settings.

Before configuring, you have to access into next phase. See the following example:

P1282# configure
P1282(config)#
P1282(config)# interface GigabitEthernet 3
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P1282(config-if)#

Or

P1282# configure
P1282(config)#

P1282(config)# interface range LAG 3

P1282(config-if-range)#

Syntax Items

interface GigabitEthernet
interface VLAN

interface LAG

interface range

Description

Syntax Items

Description

interface GigabitEthernet

<1-28> - Specify the number of Ethernet LAN port.
Related Syntax:
<config># interface GigabitEthernet <1-28>

Interface vlan

<1-4094> - Specify the number of VLAN ID.
Related Syntax:
<config># interface vlan <1-4094>

interface LAG

<1-8> - Specify the number of LAG interface.
Related Syntax:
<config># interface LAG <1-8>

Interface range

Specify an interface ranges for configuring detailed settings.
Related Syntax:
<config># interface range GigabitEthernet <1-28>
<config># interface range LAG <1-8>

Example

P1282# configure

P1282(config)# interface LAG 1
P1282(config-if)#

Under (config-if)#, available sub-commands for LAN, VLAN or LAG will be different. Below shows
the items under Ethernet LAN:

<config-if># back-pressure

<config-if># custom

<config-if># description

<config-if># device-check

<config-if># dos

<config-if># do

<config-if># dray_surveillence
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<config-if># duplex
<config-if># eee
<config-if># end
<config-if># exit
<config-if># flowcontrol
<config-if># ip
<config-if># ipv6
<config-if># lacp
<config-if># lag
<config-if># Ildp
<config-if># loop-protection
<config-if># mac
<config-if># no
<config-if># poe
<config-if># power
<config-if># protected
<config-if># qos
<config-if># rate-limit
<config-if># shutdown
<config-if># spanning-tree
<config-if># speed
<config-if># storm-control
<config-if># surveillance-vlan
<config-if># switchport
<config-if># vlan

<config-if># voice-vlan

Description

Syntax Items

Description

back-pressure

Enable back-pressure for the specified interface (Ethernet
port/LAG port).

Related Syntax:
<config-if># back-pressure

custom <enable> - Enable the custom module configuration for the
specified interface (Ethernet port/LAG port).
Related Syntax:
<config-if># custom enable
description Write a description for the specified interface (Ethernet

port/LAG port).
<WORD> - Enter a description (up to 32 characters).
Related Syntax:

<config-if># description <WORD>

device-check

Perform a device check the specified interface (Ethernet
port/LAG port).

ip-address<A.B.C.D> - Enter the IP address of the device.
interval <120/15/30/60>- Check the device interval by entering
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the time value. Unit is second.

retry <1/3/5> - Enter the retry time during a checking period.
failure-action <nothing/powercycle/poweroff> - Set the power
cycle.

alert <disable/enable> - Enable or disable the alert function.

nn

<STRING> - Enter multiple IP addresses separated by ",".
Related Syntax:
<config-if># device-check ip-address <A.D.C.D> interval
<120/15/30/60> retry <1/3/5> failure-action
<nothing/powercycle/poweroff>
<config-if># device-check ip-address <A.D.C.D> interval
<120/15/30/60> retry <1/3/5> failure-action
<nothing/powercycle/poweroff> alert <disable/enable>
<config-if># device-check multi ip-address <STRING>
interval <120/15/30/60> retry <1/3/5> failure-action
<nothing/powercycle/poweroff> alert <disable/enable>

dos Apply DosS to the specified interface (Ethernet port/LAG port).

do Run execution commands in current mode.

dray_surveillence Use this command to set the ONVIF throughput alert
threshold.

<16-1000000> - Specify a number as the alert threshold for
egress /ingress throughput.

Related Syntax:

<config-if>#dray_surveillence set threshold alert egress
<16-1000000>

<config-if>#dray_surveillence set threshold alert ingress
<16-1000000>

duplex Apply the duplex configuration to the specified interface
(Ethernet port/LAG port).

<Auto> - Auto duplex configuration.
<Full>- Force full duplex operation.
<Half> - Force half-duplex operation.
Related Syntax:

<config-if># duplex <auto/full/half>

eee Apply the EEE configuration to the specified interface (Ethernet
port).
end End current mode, change to enable mode and return to

previous phase.

exit Exit from current mode.

flowcontrol Configure flow-control mode to the specified interface
(Ethernet port/LAG port).

<Auto> - Enable AUTO flow-control configuration.
<Off> - Disable the force flow-control.

<On> - Enable the force flow-control.

Related Syntax:

<config-if># flowcontrol <auto/off/on>
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Apply IP configuration to the specified interface (Ethernet
port/LAG port).

acl <NAME> - Specify an ACL for packets. Enter the name of the
ACL.

bind-ip <A.B.C.D> - Enter an IP address for binding with the
port type.

conflict prevention bind-ip <A.B.C.D> - Enter the IP address for
the binding.

conflict prevention port-type DHCP-Client - Set DHCP Client as
the port type.

conflict prevention port-type DHCP-Server -Set DHCP Server as
the port type.

conflict prevention port-type Multiple-Hosts - Set
Multiple-Hosts as the port type.

conflict prevention port-type Multiple-Hosts has-server - Use
this string if there is a DHCP server in this port.

conflict prevention port-type Static-Binding -Set Static-Binding
as the port type.

igmp filter <1-128> - Use it to bind a profile for a port. Specify a
profile ID.

igmp max-groups <0-256> - Use it to limit port learning max
group number (0-256).

igmp max-groups action <deny/replace> - Use it to set the
action (deny or replace) when the number of groups reach the
limitation.

source binding max-entry <1-50> - Set the maximum dynamic
binding entry number.

source binding max-entry no-limit - No limit to binding entry.

source verify mac-and-ip - Use it to enable IP source guard
function.

Related Syntax:
<config-if># ip acl <NAME>
<config-if># ip conflict prevention bind-ip <A.B.C.D>
<config-if># ip conflict prevention port-type DHCP-Client

<config-if># ip conflict prevention port-type DHCP-Client
has-server

<config-if># ip conflict prevention port-type DHCP-Server

<config-if># ip conflict prevention port-type DHCP-Server
has-server

<config-if># ip conflict prevention port-type Multiple-Hosts

<config-if># ip conflict prevention port-type Multiple-Hosts
has-server

<config-if># ip conflict prevention port-type Static-Binding

<config-if># ip conflict prevention port-type Static-Binding
has-server

<config-if># ip igmp filter <1-128>

<config-if># ip igmp max-groups <0-256>

<config-if># ip igmp max-groups action <deny/replace>
<config-if># ip source binding max-entry <1-50>
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<config-if># ip source binding max-entry no-limit

<config-if># ip source verify mac-and-ip

ipv6 Apply IPv6 configuration to the specified interface (Ethernet
port/LAG port).
acl <NAME> - Specify the ACL name for packets
mld <filter> - Set IPv6 filter for MLD configuration.
mld max-groups - Specify the number for maximum group.
<0-256> - MLD snooping group number.
action <deny /replace> - Define the action to be performed
when excessing the maximum group.
Related Syntax:
<config-if># ipv6 acl <NAME>
<config-if># ipv6 mld filter
<config-if># ipv6 mld max-groups <0-256>
<config-if># ipv6 mld max-groups action <deny / replace>
lacp Apply LACP Configuration to the specified interface (Ethernet
port/LAG port).
<1-65535> - Set a number for IEEE 802.3 link aggregation port
priority.
<long/short> - Set long or short timeout value.
Related Syntax:
<config-if># lacp port-priority <1-65535>
<config-if># lacp timeout <long/short>
lag Apply Link Aggregation Group Configuration the specified

interface (Ethernet port/LAG port).
<1-8> - Specify LAG number.
Related Syntax:

<config-if># lag <1-8>

loop-protection

Record the log, shutdown the port or follow the global
loop-protection settings for each port.

Related Syntax:
<config-if># loop-protection action all
<config-if># loop-protection action global
<config-if># loop-protection action log
<config-if># loop-protection action shutdown

lidp

med location - Configure the LLDP MED location data. The
“coordinate”, “civic-address”, “ecs-elin” locations are
independent, so at most three location TLVs could be sent if

their data are not empty.

med network-policy add / remove - Configure the LLDP MED
network policy table. Add /remove a network policy entry that
can be bind to ports.

med tlv-select - Configure LLDP MED TLVs selection. Available
optional TLVs are network-policy, location, inventory and
poe-pse.

tlv-select - Select LLDP TLVs to send.
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<civic-address> - The location is specified as civic address.
<ADDR> - Range from 6 to 160 hexadecimal bytes.
<Coordinate> - The location is specified as coordinates.
<ADDR> - 16 hexadecimal bytes exactly.

<ecs-elin> - The location is specified as ECS ELIN.

<ADDR> - 10 to 25 hexadecimal bytes.

<IDX_LIST> - Range from 1 to 32.

<TLV> - LLDP optional TLV, pick from: port-desc, sys-name,
sys-desc, sys-cap, mac-phy, lag, max-frame-size,
management-addr.

pvid <disable/enable> - Enable or disable the TX optional-TLV
802.1 PVID.

vlan-name <add/remove> <2-4094> - Add/remove a selected
VLAN. Enter the VLAN ID number.

<rx> - Enable LLDP reception on interface.
<tx> - Enable LLDP transmission on interface.
Related Syntax:

<config-if># lldp med location
<civic-address/coordinate/ecs-elin> <ADDR>

<config-if># lldp med network-policy add <IDX_LIST>
<config-if># lldp med network-policy remove <IDX_LIST>

<config-if># Illdp med tlv-select

<network-policy/location/inventory/poe-pse>
<network-policy/location/inventory/poe-pse>
<network-policy/location/inventory/poe-pse>

<config-if># lldp tlv-select <TLV/pvid/vlan-name>
<config-if># lldp tlv-select pvid <disable/enable>

<config-if># lldp tlv-select vlan-name <add/remove>
<2-4094>

<config-if># lldp <rx/tx>

mac Specify an access control list for packets.

Before configuring, you have to create an ACL based on MAC
address. For example,

<config># mac acl CA_ACL
<config-mac-acl>#
<NAME> - Enter a name for ACL.
Related Syntax:

<config-if># mac acl <NAME>

no Negate command. Such command can disable current setting
of command executed and return to the factory setting of that
command.

Example:
<config-if> # no mvr

The operation will make mvr setting is default. Continue?
[yes/no]:yes

<config-if> #

Related Syntax:
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<config-if># no <command>

poe

Enable or disable the PoE port.

power

Configure the inline power for the PoE device.

inline auto - Turn on the PoE device discovery protocol and
apply the power to the devcie.

inline never - Turn off the PoE device power.

power-limit <15.4w/30w/MW> - Set the power limit for the PoE
device.

priority <1-3/critical/high/low> - Set the priority of power
application for the PoE device.

schedule-index - Specify the index number (1 to 15) of the
schedule profile.

Related Syntax:
<config-if># power inline auto
<config-if># power inline never
<config-if># power power-limit <15.4w/30w/MW>
<config-if># power priority <1-3/critical/high/low>
<config-if># power schedule-index <1-15>

protected

Configure an interface to be a protected port.
Related Syntax:
<config-if>#protected

gos

cos - Configure the default CoS value for an Ethernet port.

<0-7> - Specify a CoS value for the selected interface. Default
value is 0.

remark - Configure remarking state of each port.

trust - Configure each port to trust state while the system is in
“basic” mode. There are four trust types for a device to judge
the appropriate queue of the packets.

<cos> - Enable cos remarking.
<dscp> - Enable DSCP remarking.
<cos-dscp> - Enable cos and DSCP remarking.
<precedence> - Enable IP precedence remarking.
Related Syntax:
<config-if>#qos cos <0-7>
<config-if>#qos remark <cos/dscp/precedence>
<config-if>#qos trust <cos/cos-dscp/ dscp/precedence>

rate-limit

It is effective for Ethernet port only.

egress - Configure the egress port shaper.

ingress - Configure the ingress port shaper.

egress queue - Configure queue for egress port shaper.

<0-1000000> - Enter a number as the average traffic rate in
Kbps. It must be a multiple of 16.

<16-1000000> - Enter a number as the average traffic rate in
Kbps. It must be a multiple of 16.

<1-8> - Specify a number as queue ID.
Related Syntax:
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<config-if># rate-limit egress <0-1000000>
<config-if># rate-limit egress queue <1-8> <16-1000000>
<config-if># rate-limit ingress <16-1000000>

shutdown

Disable the selected interface.
Example:
(config)# interface gigabitethernet 3
(config-if)# shutdown
(config-if)# exit
(config)# exit
# show interface Gigabitethernet 3
GigabitEthernet3 is down
Related Syntax:

<config-if># shutdown

spanning-tree

Configure spanning-tree settings.

bpdu-filter - Set the BPDU-Filter for specified port.
bpdu-guard - Set the BPDU-Guard for specified port.

edge - Set the edge-port for specified port.

cost - Change an interface's spanning tree path cost.
link-type - Specify a link type for spanning tree protocol use.
mcheck - Set the mcheck for specified port to migrate.

mst - Set spanning-tree parameters of instance.
port-priority- Set the priority for specified instance.

<0-200000000> - Specify a value of internal path cost (0 means
Auto).

<point-to-point> - The selected port will be treated as

point-to-point.

<shared> - The selected port will be treated as shared.

<0-15> - Specify an instance ID.

<0-240> - Specify a priority number for the selected port.

Related Syntax:
<config-if># spanning-tree <bpdu-filter /bpdu-guard/ edge>
<config-if># spanning-tree cost <0-200000000>
<config-if># spanning-tree link-type
<point-to-point/shared>
<config-if>#spanning-tree mcheck
<config-if>#spanning-tree mst <0-15> cost <0-200000000>
<config-if># spanning-tree port-priority <0-240>

speed

Configure speed operation.
<10/100/1000> - Force 10/100/1000 Mbps operation.
<auto> - Enable Auto speed configuration.
Related Syntax:
<config-if># speed<10/100/1000>
<config-if># speed auto

storm-control

action - Select an action for storm control after exceeding the
threshold.
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broadcast level - Enable the storm control type of broadcast
for the selected port.

unknown-multicast level - Enable the storm control type of
unknown-multicast for the selected port.

unknown-unicast level- Enable the storm control type of
unknown-unicast for the selected port.

<drop> - Drop packets after exceeding storm control
threshold.

<shutdown> - Disable the port after exceeding storm control
threshold.

<1-1000000> - Specify the rate value.

Related Syntax:
<config-if># storm-control action <drop/shutdown>
<config-if># storm-control broadcast level <1-1000000>

<config-if># storm-control unknown-multicast level
<1-1000000>

<config-if># storm-control unknown-unicast level
<1-1000000>

surveillance-vlan cos - Set surveillance VLAN configuration.
mode - Set surveillance member port join mode.

<all> - QoS attributes are applied to all packets that are
classified to the Surveillance VLAN.

<src> - QoS attributes are applied only on packets from IP
phones.

<auto> - Make surveillance member port join voice VLAN
automatically.

<manual> - The administrator manually makes surveillance
member port join voice VLAN.

Related Syntax:
<config-if># surveillance-vlan cos <all/src>

<config-if># surveillance-vlan mode <auto/manual>

switchport Set switching mode characteristics.
access vlan -Use it to set a native VLAN on the interface.

default-vlan tagged - Use it to make the selected port interface
to become the default VLAN tagged member.

forbidden default-vlan - Use it to forbid the defult-vlan on the
interface.

forbidden vlan - Use it to forbid a vlan on the interface.

hybrid acceptable-frame-type - Use it to choose which type of
frame will be accepted.

hybrid allowed - Use it to allow a VALN set on the interface.
hybrid ingress-filtering - Use it to enable VLAN ingress filter.
hybrid pvid - Use it to set PVID of the interface.

mode access - Use it to configure the selected port as the role
of access. Only untagged frames will be accepted.

mode hybrid - Use it to configure the selected port as the role
of hybrid. Support all functions defined in IEEE 802.1Q
specification.
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mode trunk uplink - Use it to configure the selected port as the
role of trunk. It can recognize double tagging on the interface.

trunk allowed - Use it to allow a VALN on the interface.
trunk native - Use it to set a native VLAN on the interface.

tunnel vlan - Use it to set a Dot1q tunnel VLAN on the
interface.

vlan tpid - Use it to set TPID on the interface.
<1-4094> - Specify a VLAN ID.
<add/remove> - Add or remove the allowed VLAN list.

<all/tagged-only/untagged-only> - Specify an option for
accepting all frames, only tagged frames or only untagged
frames.

<1-4094/all> - Specify a VLAN ID or all VLAN IDs.

< 0x8100 / 0x88A8 / 0x9100 / 0x9200> - Specify one
tag-protocol-id.

Related Syntax:
<config-if># switchport access vlan <1-4094>
<config-if># switchport default-vlan tagged
<config-if># switchport forbidden default-vlan

<config-if># switchport forbidden vlan <add/remove>
<1-4094>

<config-if># switchport hybrid acceptable-frame-type
<all/tagged-only/untagged-only>

<config-if># switchport hybrid allowed vlan add <1-4094>

<config-if># switchport hybrid allowed vlan add <1-4094>
<tagged/ untagged>

<config-if># switchport hybrid allowed vlan remove
<1-4094>

<config-if># switchport hybrid ingress-filtering
<config-if># switchport hybrid pvid <1-4094>
<config-if># switchport mode <access/hybrid>
<config-if># switchport mode trunk uplink

<config-if># switchport trunk allowed vlan <add /remove>
<1-4094/all>

<config-if># switchport trunk native <1-4094>
<config-if># switchport tunnel vlan <1-4094>

<config-if># switchport vlan tpid < 0x8100/0x88A8 / 0x9100
/ 0x9200>

vlan

mac-vlan group - Set a MAC-based VLAN configuration.
protocol-vlan group - Set a protocol-based VLAN configuration.
<1-2147483647> - Specify a group ID to map.

<1-4094> - Specify a VLAN ID.

Related Syntax:

<config-if># vlan mac-vlan group <1-2147483647> vlan
<1-4094>

<config-if># vlan protocol-vlan group<1-2147483647> vlan
<1-4094>
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voice-vlan cos - Set voice VLAN configuration as COS mode.
mode - Set voice member port join mode.

<all> - QoS attributes are applied on all packets that are
classified to the Voice VLAN.

<src> - QoS attributes are applied only on packets from IP
phones.

<auto> - Make voice member port join voice VLAN
automatically.

<manual> - The administrator manually makes voice member
port join voice VLAN.

Related Syntax:
<config-if># voice-vlan cos <all/src>

<config-if># voice-vlan mode <auto/manual>

Example

P1282# configure

P1282(config)# interface LAG 1

P1282(config-if)# speed 100

P1282(config-if)# backpressure

P1282(config-if)# lldp med location ecs-elin 112233445566778899AA
P1282(config-if)# vlan mac-vlan group 35 vlan 1000
P1282(config-if)#

(
(
(
(

Telnet Command: ip

Use this command to create an IPv4 access list (ACL) which performs classification on layer 3 fields
and enters ip-access configuration mode.

Syntax Items
ip acl

ip address

ip conflict

ip default-gateway
ip dhcp

ip dns

ip forcedhttps
ip http

ip https
ipigmp

ip source

ip ssh

ip telnet

Description

Syntax Items Description

ip acl acl <NAME> - Set the name of the access list (ACL) based on
IPv4.

To configure detailed settings, enter the name of ACL to access
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into next level.

<config>#ip acl <NAME>

Then, available sub-command includes:
<config-ip-acl>#deny
<config-ip-acl>#do

<config-ip-acl>#end
<config-ip-acl>#exit
<config-ip-acl>#permit
<config-ip-acl>#sequence
<config-ip-acl>#show

Use the “deny” command to create deny rules for the IPv4
access list.

<0-255/egp/hmp/icmp/igp/ipinip/ipv6 /ipvé:frag /ipv6:icmp
/ipv6:rout / ip / 12tp /ospf /pim / rdp / rsvp /tcp /udp > - Specify
the IP protocol number or enter the name of the protocol.

<A.B.C.D>/<A.B.C.D> <A.B.C.D>/<A.B.C.D> - Specify the source
and destination IPv4 addresses and subnet masks.

dscp <0-63> - Set the DSCP filtering by specifying a value for
DSCP.

precedence <0-7> - Set the cos value and the cos mask for a
packet.

shutdown - Disable the Ethernet interface.
any - Any IP address (as source or destination).
Related Syntax:

<config-ip-acl >#deny <0-255> <A.B.C.D>/<A.B.C.D>
<A.B.C.D>/<A.B.C.D> dscp <0-63>

<config-ip-acl >#deny <0-255> <A.B.C.D>/<A.B.C.D>
<A.B.C.D>/<A.B.C.D> dscp <0-63> shutdown

<config-ip-acl >#deny <0-255> <A.B.C.D>/<A.B.C.D>
<A.B.C.D>/<A.B.C.D> precedence <0-7>

<config-ip-acl >#deny <0-255> <A.B.C.D>/<A.B.C.D>
<A.B.C.D>/<A.B.C.D> precedence <0-7> shutdown

<config-ip-acl >#deny <0-255> any <A.B.C.D>/<A.B.C.D>
dscp <0-63>

<config-ip-acl >#deny <0-255> any <A.B.C.D>/<A.B.C.D>
dscp <0-63> shutdown

<config-ip-acl >#deny <0-255> any <A.B.C.D>/<A.B.C.D>
precedence <0-7>

<config-ip-acl >#deny <0-255> any <A.B.C.D>/<A.B.C.D>
precedence <0-7> shutdown

<config-ip-acl >#deny <0-255> any any dscp <0-7>
<config-ip-acl >#deny <0-255> any any dscp <0-7>
shutdown

<config-ip-acl >#deny <0-255> any any precedence <0-7>
<config-ip-acl >#deny <0-255> any any precedence <0-7>
shutdown

Use the “"do” command to run execution command in current
mode.
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<SEQUENCE> -
Related Syntax:
<config-ip-acl>#do <SEQUENCE>

Use the “end” command to finish current mode. Any changes
in current mode will be saved.

Related Syntax:
<config-ip-acl>#end

Use the “exit” command to close the current CLI session or
return to the previous mode without saving the settings.

Related Syntax:

<config-ip-acl>#exit

Use the “no sequence” command to delete any entry in
management ACL.

<1-2147483647>- Specify an index number of the ACL.
Related Syntax:
<config-ip-acl>#no sequence <1-2147483647>

Use the “sequence” command to deny or permit the ACL.

<1-2147483647> - Enter the sequence of ACL entry. The
sequence represents the priority of the ACE in the ACL.

Related Syntax:
<config-ip-acl >#sequence <1-2147483647> deny
<config-ip-acl >#sequence <1-2147483647> permit

Use the “show acl” command to list current status of the
selected ACL.

ip address Use this command to modify the administration IPv4 address.

adddress <A.B.C.D> - Specify the IPv4 addresses. This IP is
required when the administer wants to access into VigorSwitch
through Telnet, SSH, HTTP, HTTPS, SNMP and so on.

mask <A.B.C.D> - Specify the netmask of the IP address.
Related Syntax:

<config>#ip address <A.B.C.D>

<config>#ip address <A.B.C.D> mask <A.B.C.D>

ip conflict Use this command to do IP conflict prevention.
lag - Enable/disable the function.
<A.B.C.D> - Specify the IPv4 addresses.
<1-28> - Specify a physical port.
<1-8> - Specify a LAG port.
Related Syntax:
<config>#ip conflict detection
<config>#ip conflict lag
<config>#ip conflict prevention
<config>#ip conflict prevention clear

<config>#ip conflict prevention server-ip <A.B.C.D>
interface GigabitEthernet <1-28>

<config>#ip conflict prevention server-ip <A.B.C.D>
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interface LAG <1-8>

ip default-gateway Use this command to modify default gateway address.
address <A.B.C.D> - Specify the IPv4 addresses.
Related Syntax:

<config>#ip default-gateway <A.B.C.D>

ip dhcp Use this command to enable DHCP client to get IP address
from remote DHCP server.

Related Syntax:
<config>#ip dhcp

ip dns Use this command to modify DNS server configuration.
<A.B.C.D> - Specify the IP address as primary DNS server.

<A.B.C.D> <A.B.C.D> - Sepcify two IP addresses as primary and
secondary DNS server.

QXXXX:X:X> - Specify the MAC address as primary DNS server.

QXXX XX><X:X:X:X> - Specify two MAC addresses as primary
and secondary DNS server.

lookup - Enable the IP domain naming system lookup.
Related Syntax:
<config>#ip dns <A.B.C.D>
<config>#ip dns <A.B.C.D> <A.B.C.D>
<config>#ip dns <X:X:XX:X:X>
<config>#ip dns <X XXX XX><X: X XiX>
<config>#ip dns lookup

ip forcedhttps Use this command to enable the function of forced HTTPS
configuration.

Related Syntax:
<config>#ip forcedhttps

ip http Use this command to enable the function of HTTP
configuration.

Session-timeout - Set the session timeout.
<0-86400> - Set the timeout value. 0 means no timeout.
Related Syntax:

<config>#ip http session-timeout <0-86400>

ip https Use this command to enable the function of HTTPS
configuration.

session-timeout - Set the session timeout.
<0-86400> - Set the timeout value. 0 means no timeout.
tls version <tls1.2/tls1.3> - Set the TLS version.
Related Syntax:
<config>#ip https session-timeout <0-86400>
<config>#ip https tls version <tls1.2/tls1.3>

ipigmp Use this command to set IGMP profile and enable IGMP
snooping function.

Profile - Set IGMP profile.
<1-128> - Enter the index number of IGMP profile to access
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into next phase for configuring detailed settings.

<A.B.C.D><A.B.C.D> - Specify the source and destination IPv4
addresses

action <deny/permit> - Specify the rule (deny/permit) for the
IGMP profile.

snooping forward-method <dip/mac> - Set the forward
method.

snooping report-suppression - Set the IGMP v1 or v2 report
suppression.

snooping unknown-multicast action drop /flood/router-port-
Set unknown multicast. The packets will be dropped, flood, or
forwarded to the router ports.

snooping version <2/3> - Set the IGMP snooping operation
version.

snooping vlan <VLAN-LIST>- Set a VLAN ID (1 to 4094) for the
IGMP VLAN configuration.

forbidden-port GigabitEthernt <1 to 28>/ LAG <1 to 8> -
Specify an interface for the IPv4 forbidden port configuration.

immediate-leave - Enable the IGMP snooping immediate-leave
function.

last-member-query-count <1-7>- Set a value as the Last
Member Query Count.

last-member-query-interval <1-25> - Set the time interval.
querier - Enable the querier for the IGMP VLAN configuration.
querier <2/3> - Set the querier version (Version 2 or Version 3).
query-interval <30-18000> - Set the time interval for the query.
response-time <5-20> - Set the response time.
robustness-variable <1-7> - Set the robustness variable.

router learn pim-dvmrp - Enable the IGMP snooping router
port learn by PIM, DVMRP and IGMP messages.

static-group <A.B.C.D> - Specify the IPv4 multicast address.

interfaces GigabitEthernt <1 to 28>/ LAG <1 to 8> - Specify an
interface.

static-port GigabitEthernt <1 to 28>/LAG <1 to 8> - Set the
static port for an interface.

static-router-port GigabitEthernt <1 to 28>/LAG <1 to 8> - Set
the static router port for an interface.

Related Syntax:
<config>#ip igmp profile <1-128>
<config-igmp-profile># do
<config-igmp-profile># end
<config-igmp-profile># exit
<config-igmp-profile># profile range ip <A.B.C.D><A.B.C.D>

<config-igmp-profile># profile range ip <A.B.C.D><A.B.C.D>
action <deny/permit>

<config-igmp-profile># profile range ip <A.B.C.D> action
<deny/permit>

<config-igmp-profile># show
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<config>#ip igmp snooping

<config>#ip igmp snooping forward-method <dip/mac>
<config>#ip igmp snooping report-suppression
<config>#ip igmp snooping unknown-multicast action
<drop / flood / router-port>

<config>#ip igmp snooping version <2/3>

<config>#ip igmp snooping vlan <VLAN-LIST>
forbidden-port GigabitEthernt <1 to 28>

<config>#ip igmp snooping vlan <VLAN-LIST>
forbidden-port LAG <1 to 8>

<config>#ip igmp snooping vlan <VLAN-LIST>
forbidden-router-port GigabitEthernt <1 to 28>

<config>#ip igmp snooping vlan <VLAN-LIST>
forbidden-router-port LAG <1 to 8>

<config>#ip igmp snooping vlan <VLAN-LIST>
immediate-leave

<config>#ip igmp snooping vlan <VLAN-LIST>
last-member-query-count <1-7>

<config>#ip igmp snooping vlan <VLAN-LIST>
last-member-query-interval <1-25>

<config>#ip igmp snooping vlan <VLAN-LIST> querier
<config>#ip igmp snooping vlan <VLAN-LIST> querier <2/3>
<config>#ip igmp snooping vlan <VLAN-LIST> query-interval
<30-18000>

<config>#ip igmp snooping vlan <VLAN-LIST>
response-time <5-20>

<config>#ip igmp snooping vlan <VLAN-LIST>
robustness-variable <1-7>

<config>#ip igmp snooping vlan <VLAN-LIST> router learn
pim-dvmrp

<config>#ip igmp snooping vlan <VLAN-LIST> static-group
<A.B.C.D> interfaces GigabitEthernt <1 to 28>
<config>#ip igmp snooping vlan <VLAN-LIST> static-group
<A.B.C.D> interfaces LAG <1 to 8>

<config>#ip igmp snooping vlan <VLAN-LIST> static-port
GigabitEthernt <1 to 28>

<config>#ip igmp snooping vlan <VLAN-LIST> static-port
LAG <1 to 8>

<config>#ip igmp snooping vlan <VLAN-LIST>
static-router-port GigabitEthernt <1 to 28>

<config>#ip igmp snooping vlan <VLAN-LIST>
static-router-port LAG <1 to 8>

ip source

Use this command to create a static IP source binding entry.
<A:B:C:D:E:F> - Enter the MAC address for the binding entry.
vlan <1-4094> - Specify the VLAN ID number.

<A.B.C.D><A.B.C.D> - Specify the source and destination IPv4
addresses.

<1-28> - Specify a physical port.
<1-8> - Specify a LAG port.
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Related Syntax:
<config>#ip source binding <A:B:C:D:E:F> vlan <1-4094>
<A.B.C.D> <A.B.C.D> interface GigabitEthernet <1-28>
<config>#ip source binding <A:B:C:D:E:F> vlan <1-4094>
<A.B.C.D> <A.B.C.D> interface LAG <1-8>
<config>#ip source binding vlan <1-4094> <A.B.C.D>
<A.B.C.D> interface GigabitEthernet <1-28>

<config>#ip source binding vlan <1-4094> <A.B.C.D>
<A.B.C.D> interface LAG <1-8>

ip ssh Use this command to generate the key files for SSH
connection.

<all/v1/v2> - Select the key files for SSH connection.
Related Syntax:
<config>#ip ssh <all/v1/v2>

ip telnet Use this command to enable telnet service.
Related Syntax:

<config>#ip telnet

Example

P1282# configure

P1282(config)# ip acl market_1

P1282(config-ip-acl)#

P1282(config-ip-acl)# deny 20 192.168.2.55/255.255.255.0 192.168.2.85/255.255.255.0
P1282(config)#

Telnet Command: ipv6

Use this command to create an IPv6 access list (ACL).
Syntax Items

ipv6

ipv6 acl

ipv6 address

ipv6 autoconfig
ipv6 default-gateway

ipv6 dhcp
ipv6 mid
Description
Syntax Items Description
ipv6 acl <NAME> - Set the name of the access list (ACL) based on IPv6.

To configure detailed settings, enter the name of ACL to access
into next level.

<config>#ipv6 acl <NAME>
Then, available sub-command includes:
<config-ipv6-acl>#deny

<config-ipv6-acl>#do
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<config-ipv6-acl>#end
<config-ipv6-acl>#exit
<config-ipv6-acl>#no
<config-ipv6-acl>#permit
<config-ipv6-acl>#sequence
<config-ipv6-acl>#show

Use the “deny” command to create deny rules for the IPv4
access list.

<0-255/icmp/ipv6/tcp /udp > - Specify the IP protocol number
or enter the name of the protocol.

<0-255/any> - Specify ICMPv6 number.

AXEXX>/<0-128> <X X1 X:X>/<0-128> - Specify the
source/destination IPv6 addresses and subnet masks.

dscp <0-63> - Set the DSCP filtering by specifying a value for
DSCP.

precedence <0-7> - Set the cos value and the cos mask for a
packet.

shutdown - Disable the Ethernet interface.
any - Any IP address (as source or destination).

<0-65535 / PORT_RANGE / any / daytime / discard / domain /
drip / echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time /
whois / www> <X:X::X:X>/<0-128> <0-65535 / PORT_RANGE /
any / daytime / discard / domain / drip / echo / ftp / ftp-data /
hostname / klogin / kshell / pop2 / pop3 / smtp / sunrpc /
syslog / tacacs-ds / talk / telnet / time / whois / www> - Set TCP
port.

match-all <TCP_FLAG> - Set TCP flags. List of TCP flags that
should occur. If a flag should be set, it is prefixed by "+".If a flag
should be unset, it is prefixed by "-". Available options are
+urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and
-fin. To define more than 1 flag - enter additional flags one
after another without a space (example +syn-ack).
<0-65535/ PORT_RANGE / any / bootpc / bootps / discard /
domain / echo / nameserver / netbios-ns / ntp / rip / snmp /
snmptrap / sunrpc / syslog / tacacs-ds / talk / tftp / time / who>
<X:X:X:X>/<0-128> <0-65535/ PORT_RANGE / any / bootpc /
bootps / discard / domain / echo / nameserver / netbios-ns /
ntp / rip / snmp / snmptrap / sunrpc / syslog / tacacs-ds / talk /
tftp / time / who> - Set UDP port.
Related Syntax:

<config-ipv6-acl >#deny <0-255> <X:X::X:X>/<0-128>

<XKXiX:X>/<0-128>

<config-ipv6-acl >#deny <0-255> <X:X::X:X>/<0-128>

<X:X:X:X>/<0-128> dscp <0-63>

<config-ipv6-acl >#deny <0-255> <X:X::X:X>/<0-128>

<X X:X:X>/<0-128> dscp <0-63> shutdown

<config-ipv6-acl >#deny <0-255> <X:X::X:X>/<0-128>

<X:X::X:X>/<0-128> precedence <0-7>

<config-ipv6-acl >#deny <0-255> <X:X::X:X>/<0-128>
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<X:X::X:X>/<0-128> precedence <0-7> shutdown
<config-ipv6-acl >#deny <0-255> <X:X::X:X>/<0-128>

<X XuX:X>/<0-128> shutdown

<config-ipv6-acl >#deny <0-255> <X:X::X:X>/<0-128> any
dscp <0-63>

<config-ipv6-acl >#deny <0-255> <X:X::X:X>/<0-128> any
dscp <0-63> shutdown

<config-ipv6-acl >#deny <0-255> <X:X::X:X>/<0-128> any
precedence <0-7>

<config-ipv6-acl >#deny <0-255> <X:X::X:X>/<0-128> any
precedence <0-7>shutdown

<config-ipv6-acl >#deny <0-255> <X:X::X:X>/<0-128> any
shutdown

<config-ipv6-acl >deny icmp <X:X::X:X>/<0-128>
<X:X::X:X>/<0-128> <0-255 / any / destination-unreachable /
echo-reply / echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255/any> dscp
<0-63>

<config-ipv6-acl >#deny icmp <X:X:X:X>/<0-128>
<X:X::X:X>/<0-128><0-255 / any / destination-unreachable /
echo-reply / echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255/any> dscp
<0-63> shutdown

<config-ipv6-acl >#deny icmp <X:X:X:X>/<0-128>
<X:X::X:X>/<0-128><0-255 / any / destination-unreachable /
echo-reply / echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255/any>
precedence <0-7>

<config-ipv6-acl >#deny icmp <X:X::X:X>/<0-128>
<X:X::X:X>/<0-128><0-255 / any / destination-unreachable /
echo-reply / echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255/any>
precedence <0-7> shutdown
<config-ipv6-acl >#deny icmp <X:X:X:X>/<0-128>
<X:X:X:X>/<0-128><0-255 / any / destination-unreachable /
echo-reply / echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255/any> shutdown
<config-ipv6-acl >#deny icmp <X:X:X:X>/<0-128> any
<0-255 / any / destination-unreachable / echo-reply /
echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255 /any> dscp
<0-63>

<config-ipv6-acl >#deny icmp <X:X:X:X>/<0-128> any
<0-255 / any / destination-unreachable / echo-reply /
echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255 /any> dscp
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<0-63> shutdown

<config-ipv6-acl >#deny icmp <X:X:X:X>/<0-128> any
<0-255 / any / destination-unreachable / echo-reply /
echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255 /any>
precedence <0-7>

<config-ipv6-acl >#deny icmp <X:X::X:X>/<0-128> any
<0-255 / any / destination-unreachable / echo-reply /
echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255 /any>
precedence <0-7> shutdown

<config-ipv6-acl >#deny icmp <X:X::X:X>/<0-128> any
<0-255 / any / destination-unreachable / echo-reply /
echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255 /any>
shutdown

<config-ipv6-acl >#deny ipv6 <X:X::X:X>/<0-128>

<X X XiX>/<0-128>

<config-ipv6-acl >#deny ipv6 <X:X::X:X>/<0-128>
<X:Xi:X:X>/<0-128> dscp <0-63>

<config-ipv6-acl >#deny ipv6 <X:X::X:X>/<0-128>

<X X:X:X>/<0-128> dscp <0-63> shutdown
<config-ipv6-acl >#deny ipv6 <X:X::X:X>/<0-128>
<X:X::X:X>/<0-128> precedence <0-7>
<config-ipv6-acl >#deny ipv6 <X:X::X:X>/<0-128>
<X:X::X:X>/<0-128> precedence <0-7> shutdown
<config-ipv6-acl >#deny ipv6 <X:X::X:X>/<0-128>
XXX X>/<0-128> shutdown

<config-ipv6-acl >#deny ipv6 <X:X::X:X>/<0-128> any dscp
<0-63>

<config-ipv6-acl >#deny ipv6 <X:X::X:X>/<0-128> any dscp
<0-63> shutdown

<config-ipv6-acl >#deny ipv6 <X:X::X:X>/<0-128> any
precedence <0-7>

<config-ipv6-acl >#deny ipv6 <X:X::X:X>/<0-128> any
precedence <0-7>shutdown

<config-ipv6-acl >#deny ipv6 <X:X::X:X>/<0-128> any
shutdown

<config-ipv6-acl >#deny ipv6 any <X:X::X:X>/<0-128>
<config-ipv6-acl >#deny ipv6 any <X:X::X:X>/<0-128> dscp
<0-63>

<config-ipv6-acl >#deny ipv6 any <X:X::X:X>/<0-128> dscp
<0-63> shutdown

<config-ipv6-acl >#deny ipv6 any <X:X::X:X>/<0-128>
precedence <0-7>

<config-ipv6-acl >#deny ipv6 any <X:X::X:X>/<0-128>
precedence <0-7> shutdown

<config-ipv6-acl >#deny ipv6 any <X:X::X:X>/<0-128>
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shutdown

<config-ipv6-acl >#deny ipv6 any any

<config-ipv6-acl >#deny ipv6 any any dscp <0-63>
<config-ipv6-acl >#deny ipv6 any any dscp <0-63>
shutdown

<config-ipv6-acl >#deny ipv6 any any precedence <0-7>

<config-ipv6-acl >#deny ipv6 any any precedence <0-7>
shutdown

<config-ipv6-acl >#deny ipv6 any any shutdown

<config-ipv6-acl >#deny tcp <X:X:X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www>

<config-ipv6-acl >#deny tcp <X:X:X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X:X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> dscp <0-63>

<config-ipv6-acl >#deny tcp <X:X:X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X:X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> dscp <0-63> shutdown

<config-ipv6-acl >#deny tcp <X:X:X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp /sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> match-all <TCP_FLAG> dscp <0-63>

<config-ipv6-acl >#deny tcp <X:X:X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp /sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> match-all <TCP_FLAG> dscp <0-63>
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shutdown

<config-ipv6-acl >#deny tcp <X:X:X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp /sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> match-all <TCP_FLAG> precedence <0-7>

<config-ipv6-acl >#deny tcp <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp /sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> match-all <TCP_FLAG> precedence <0-7>
shutdown

<config-ipv6-acl >#deny tcp <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp /sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X:X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> match-all <TCP_FLAG> shutdown

<config-ipv6-acl >#deny tcp <X:X:X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> precedence <0-7>

<config-ipv6-acl >#deny tcp <X:X:X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> precedence <0-7> shutdown

<config-ipv6-acl >#deny tcp <X:X:X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X:X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
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/ whois / www> shutdown

<config-ipv6-acl >#deny udp <X:X::X:X>/<0-128> <0-65535/
PORT_RANGE / any / bootpc / bootps / discard / domain /
echo / nameserver / netbios-ns / ntp / rip / snmp /
snmptrap / sunrpc / syslog / tacacs-ds / talk / tftp / time /
who> <X:X::X:X>/<0-128> <0-65535/ PORT_RANGE / any /
bootpc / bootps / discard / domain / echo / nameserver /
netbios-ns / ntp / rip / snmp / snmptrap / sunrpc / syslog /
tacacs-ds / talk / tftp / time / who>

<config-ipv6-acl >#deny udp <X:X::X:X>/<0-128> <0-65535/
PORT_RANGE / any / bootpc / bootps / discard / domain /
echo / nameserver / netbios-ns / ntp / rip / snmp /
snmptrap / sunrpc / syslog / tacacs-ds / talk / tftp / time /
who> <X:X::X:X>/<0-128> <0-65535/ PORT_RANGE / any /
bootpc / bootps / discard / domain / echo / nameserver /
netbios-ns / ntp / rip / snmp / snmptrap / sunrpc / syslog /
tacacs-ds / talk / tftp / time / who> dscp <0-63>

<config-ipv6-acl >#deny udp <X:X::X:X>/<0-128> <0-65535/
PORT_RANGE / any / bootpc / bootps / discard / domain /
echo / nameserver / netbios-ns / ntp / rip / snmp /
snmptrap / sunrpc / syslog / tacacs-ds / talk / tftp / time /
who> <X:X::X:X>/<0-128> <0-65535/ PORT_RANGE / any /
bootpc / bootps / discard / domain / echo / nameserver /
netbios-ns / ntp / rip / snmp / snmptrap / sunrpc / syslog /
tacacs-ds / talk / tftp / time / who> dscp <0-63> shutdown
<config-ipv6-acl >#deny udp <X:X::X:X>/<0-128> <0-65535/
PORT_RANGE / any / bootpc / bootps / discard / domain /
echo / nameserver / netbios-ns / ntp / rip / snmp /
snmptrap / sunrpc / syslog / tacacs-ds / talk / tftp / time /
who> <X:X::X:X>/<0-128> <0-65535/ PORT_RANGE / any /
bootpc / bootps / discard / domain / echo / nameserver /
netbios-ns / ntp / rip / snmp / snmptrap / sunrpc / syslog /
tacacs-ds / talk / tftp / time / who> dscp <0-63> precedence
<0-7>

<config-ipv6-acl >#deny udp <X:X::X:X>/<0-128> <0-65535/
PORT_RANGE / any / bootpc / bootps / discard / domain /
echo / nameserver / netbios-ns / ntp / rip / snmp /
snmptrap / sunrpc / syslog / tacacs-ds / talk / tftp / time /
who> <X:X::X:X>/<0-128> <0-65535/ PORT_RANGE / any /
bootpc / bootps / discard / domain / echo / nameserver /
netbios-ns / ntp / rip / snmp / snmptrap / sunrpc / syslog /
tacacs-ds / talk / tftp / time / who> dscp <0-63> precedence
<0-7> shutdown

<config-ipv6-acl >#deny udp <X:X::X:X>/<0-128> <0-65535>
any

Use the “do” command to run execution command in current
mode.

<SEQUENCE> -
Related Syntax:
<config-ipv6-acl>#do <SEQUENCE>

Use the “end” command to finish current mode. Any changes
in current mode will be saved.
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Related Syntax:
<config-ipv6-acl>#end

Use the “exit” command to close the current CLI session or
return to the previous mode without saving the settings.

Related Syntax:
<config-ipv6-acl>#exit

Use the “no sequence” command to delete any entry in
management ACL.

<1-2147483647>- Specify an index number of the ACL.
Related Syntax:
<config-ip-acl>#no sequence <1-2147483647>

Use the “permit” command to create permit rules which
bypass the packets meet the rule.

<0-255/icmp/ipv6/tcp /udp > - Specify the IP protocol number
or enter the name of the protocol.

<0-255/any> - Specify ICMPv6 number.

AXEXX>/<0-128> <X:Xi:X:X>/<0-128> - Specify the
source/destination IPv6 addresses and subnet masks.

dscp <0-63> - Set the DSCP filtering by specifying a value for
DSCP.

precedence <0-7> - Set the cos value and the cos mask for a
packet.

shutdown - Disable the Ethernet interface.
any - Any IP address (as source or destination).

<0-65535 / PORT_RANGE / any / daytime / discard / domain /
drip / echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time /
whois / www> <X:X::X:X>/<0-128> <0-65535 / PORT_RANGE /
any / daytime / discard / domain / drip / echo / ftp / ftp-data /
hostname / klogin / kshell / pop2 / pop3 / smtp / sunrpc /
syslog / tacacs-ds / talk / telnet / time / whois / www> - Set TCP
port.

match-all <TCP_FLAG> - Set TCP flags. List of TCP flags that
should occur. If a flag should be set, it is p refixed by "+".If a
flag should be unset, it is prefixed by "-". Avai lable options are
+urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn and
-fin.To define more than 1 flag - enter additional flags one after
another without a space (example +syn-ack).

<0-65535/ PORT_RANGE / any / bootpc / bootps / discard /
domain / echo / nameserver / netbios-ns / ntp / rip / snmp /
snmptrap / sunrpc / syslog / tacacs-ds / talk / tftp / time / who>
<X:X:X:X>/<0-128> <0-65535/ PORT_RANGE / any / bootpc /
bootps / discard / domain / echo / nameserver / netbios-ns /
ntp / rip / snmp / snmptrap / sunrpc / syslog / tacacs-ds / talk /
tftp / time / who> - Set UDP port.

Related Syntax:
<config-ipv6-acl >#permit <0-255> <X:X::X:X>/<0-128>
<X XiXiX>/<0-128>
<config-ipv6-acl ># permit <0-255> <X:X:X:X>/<0-128>
<X:Xi:X:X>/<0-128> dscp <0-63>
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<config-ipv6-acl ># permit <0-255> <X:X::X:X>/<0-128>
<X:X::X:X>/<0-128> dscp <0-63> shutdown
<config-ipv6-acl ># permit <0-255> <X:X:X:X>/<0-128>
<X X:X:X>/<0-128> precedence <0-7>

<config-ipv6-acl ># permit <0-255> <X:X:X:X>/<0-128>
<X:X::X:X>/<0-128> precedence <0-7> shutdown
<config-ipv6-acl ># permit <0-255> <X:X::X:X>/<0-128>

<X X X:X>/<0-128> shutdown

<config-ipv6-acl ># permit <0-255> <X:X::X:X>/<0-128> any
dscp <0-63>

<config-ipv6-acl ># permit <0-255> <X:X::X:X>/<0-128> any
dscp <0-63> shutdown

<config-ipv6-acl ># permit <0-255> <X:X::X:X>/<0-128> any
precedence <0-7>

<config-ipv6-acl ># permit <0-255> <X:X::X:X>/<0-128> any
precedence <0-7>shutdown

<config-ipv6-acl ># permit <0-255> <X:X::X:X>/<0-128> any
shutdown

<config-ipv6-acl > permit icmp <X:X::X:X>/<0-128>

<X X XiX>/<0-128> <0-255 / any / destination-unreachable /
echo-reply / echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255/any> dscp
<0-63>

<config-ipv6-acl ># permit icmp <X:X:X:X>/<0-128>

<X XX:X>/<0-128><0-255 / any / destination-unreachable /
echo-reply / echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255/any> dscp
<0-63> shutdown

<config-ipv6-acl ># permit icmp <X:X::X:X>/<0-128>
<X:X::X:X>/<0-128><0-255 / any / destination-unreachable /
echo-reply / echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255/any>
precedence <0-7>

<config-ipv6-acl ># permit icmp <X:X::X:X>/<0-128>
<X:X::X:X>/<0-128><0-255 / any / destination-unreachable /
echo-reply / echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255/any>
precedence <0-7> shutdown

<config-ipv6-acl ># permit icmp <X:X::X:X>/<0-128>
<X:X::X:X>/<0-128><0-255 / any / destination-unreachable /
echo-reply / echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255/any> shutdown

<config-ipv6-acl ># permit icmp <X:X::X:X>/<0-128> any
<0-255 / any / destination-unreachable / echo-reply /
echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255 /any> dscp
<0-63>
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<config-ipv6-acl ># permit icmp <X:X::X:X>/<0-128> any
<0-255 / any / destination-unreachable / echo-reply /
echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255 /any> dscp
<0-63> shutdown

<config-ipv6-acl ># permit icmp <X:X::X:X>/<0-128> any
<0-255 / any / destination-unreachable / echo-reply /
echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255 /any>
precedence <0-7>

<config-ipv6-acl ># permit icmp <X:X:X:X>/<0-128> any
<0-255 / any / destination-unreachable / echo-reply /
echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255 /any>
precedence <0-7> shutdown

<config-ipv6-acl ># permit icmp <X:X:X:X>/<0-128> any
<0-255 / any / destination-unreachable / echo-reply /
echo-request / nd-na / nd-ns / packet-too-big/
parameter-problem/ router-advertisement /
router-solicitation / time-exceeded> <0-255 /any>
shutdown

<config-ipv6-acl ># permit ipv6 <X:X::X:X>/<0-128>
<XXiX:X>/<0-128>

<config-ipv6-acl ># permit ipv6 <X:X::X:X>/<0-128>

<X X:X:X>/<0-128> dscp <0-63>

<config-ipv6-acl ># permit ipv6 <X:X::X:X>/<0-128>
<X:X::X:X>/<0-128> dscp <0-63> shutdown
<config-ipv6-acl ># permit ipv6 <X:X::X:X>/<0-128>
<X:X::X:X>/<0-128> precedence <0-7>

<config-ipv6-acl ># permit ipv6 <X:X::X:X>/<0-128>
<X:X::X:X>/<0-128> precedence <0-7> shutdown
<config-ipv6-acl ># permit ipv6 <X:X::X:X>/<0-128>

<X X::X:X>/<0-128> shutdown

<config-ipv6-acl ># permit ipv6 <X:X::X:X>/<0-128> any
dscp <0-63>

<config-ipv6-acl ># permit ipv6 <X:X::X:X>/<0-128> any
dscp <0-63> shutdown

<config-ipv6-acl ># permit ipv6 <X:X::X:X>/<0-128> any
precedence <0-7>

<config-ipv6-acl ># permit ipv6 <X:X::X:X>/<0-128> any
precedence <0-7>shutdown

<config-ipv6-acl ># permit ipv6 <X:X::X:X>/<0-128> any
shutdown

<config-ipv6-acl ># permit ipv6 any <X:X::X:X>/<0-128>
<config-ipv6-acl ># permit ipv6 any <X:X::X:X>/<0-128> dscp
<0-63>

<config-ipv6-acl ># permit ipv6 any <X:X::X:X>/<0-128> dscp
<0-63> shutdown

<config-ipv6-acl ># permit ipv6 any <X:X::X:X>/<0-128>
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precedence <0-7>

<config-ipv6-acl ># permit ipv6 any <X:X::X:X>/<0-128>
precedence <0-7> shutdown

<config-ipv6-acl ># permit ipv6 any <X:X::X:X>/<0-128>
shutdown

<config-ipv6-acl ># permit ipvé any any

<config-ipv6-acl ># permit ipv6 any any dscp <0-63>
<config-ipv6-acl ># permit ipv6 any any dscp <0-63>
shutdown

<config-ipv6-acl ># permit ipv6 any any precedence <0-7>

<config-ipv6-acl ># permit ipv6 any any precedence <0-7>
shutdown

<config-ipv6-acl ># permit ipv6 any any shutdown

<config-ipv6-acl ># permit tcp <X:X::X:X>/<0-128> <0-65535
/ PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www>

<config-ipv6-acl ># permit tcp <X:X::X:X>/<0-128> <0-65535
/ PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp /sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> dscp <0-63>

<config-ipv6-acl ># permit tcp <X:X::X:X>/<0-128> <0-65535
/ PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp /sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> dscp <0-63> shutdown

<config-ipv6-acl >#deny tcp <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp /sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> match-all <TCP_FLAG> dscp <0-63>
<config-ipv6-acl ># permit tcp <X:X:X:X>/<0-128> <0-65535
/ PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3 /smtp / sunrpc / syslog / tacacs-ds / talk / telnet / time
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/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> match-all <TCP_FLAG> dscp <0-63>
shutdown

<config-ipv6-acl ># permit tcp <X:X::X:X>/<0-128> <0-65535
/ PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp /sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> match-all <TCP_FLAG> precedence <0-7>

<config-ipv6-acl ># permit tcp <X:X::X:X>/<0-128> <0-65535
/ PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> match-all <TCP_FLAG> precedence <0-7>
shutdown

<config-ipv6-acl ># permit tcp <X:X::X:X>/<0-128> <0-65535
/ PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp /sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> match-all <TCP_FLAG> shutdown

<config-ipv6-acl ># permit tcp <X:X::X:X>/<0-128> <0-65535
/ PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> precedence <0-7>

<config-ipv6-acl ># permit tcp <X:X::X:X>/<0-128> <0-65535
/ PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp /sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp /sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> precedence <0-7> shutdown

<config-ipv6-acl ># permit tcp <X:X::X:X>/<0-128> <0-65535
/ PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
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pop3/smtp /sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> <X:X::X:X>/<0-128> <0-65535 /
PORT_RANGE / any / daytime / discard / domain / drip /
echo / ftp / ftp-data / hostname / klogin / kshell / pop2 /
pop3/smtp / sunrpc/ syslog / tacacs-ds / talk / telnet / time
/ whois / www> shutdown

<config-ipv6-acl ># permit udp <X:X::X:X>/<0-128>
<0-65535/ PORT_RANGE / any / bootpc / bootps / discard /
domain / echo / nameserver / netbios-ns / ntp / rip / snmp /
snmptrap / sunrpc / syslog / tacacs-ds / talk / tftp / time /
who> <X:X::X:X>/<0-128> <0-65535/ PORT_RANGE / any /
bootpc / bootps / discard / domain / echo / nameserver /
netbios-ns / ntp / rip / snmp / snmptrap / sunrpc / syslog /
tacacs-ds / talk / tftp / time / who>

<config-ipv6-acl ># permit udp <X:X::X:X>/<0-128>
<0-65535/ PORT_RANGE / any / bootpc / bootps / discard /
domain / echo / nameserver / netbios-ns / ntp / rip / snmp /
snmptrap / sunrpc / syslog / tacacs-ds / talk / tftp / time /
who> <X:X::X:X>/<0-128> <0-65535/ PORT_RANGE / any /
bootpc / bootps / discard / domain / echo / nameserver /
netbios-ns / ntp / rip / snmp / snmptrap / sunrpc / syslog /
tacacs-ds / talk / tftp / time / who> dscp <0-63>
<config-ipv6-acl ># permit udp <X:X::X:X>/<0-128>
<0-65535/ PORT_RANGE / any / bootpc / bootps / discard /
domain / echo / nameserver / netbios-ns / ntp / rip / snmp /
snmptrap / sunrpc / syslog / tacacs-ds / talk / tftp / time /
who> <X:X::X:X>/<0-128> <0-65535/ PORT_RANGE / any /
bootpc / bootps / discard / domain / echo / nameserver /
netbios-ns / ntp / rip / snmp / snmptrap / sunrpc / syslog /
tacacs-ds / talk / tftp / time / who> dscp <0-63> shutdown
<config-ipv6-acl ># permit udp <X:X::X:X>/<0-128>
<0-65535/ PORT_RANGE / any / bootpc / bootps / discard /
domain / echo / nameserver / netbios-ns / ntp / rip / snmp /
snmptrap / sunrpc / syslog / tacacs-ds / talk / tftp / time /
who> <X:X::X:X>/<0-128> <0-65535/ PORT_RANGE / any /
bootpc / bootps / discard / domain / echo / nameserver /
netbios-ns / ntp / rip / snmp / snmptrap / sunrpc / syslog /
tacacs-ds / talk / tftp / time / who> dscp <0-63> precedence
<0-7>

<config-ipv6-acl ># permit udp <X:X::X:X>/<0-128>
<0-65535/ PORT_RANGE / any / bootpc / bootps / discard /
domain / echo / nameserver / netbios-ns / ntp / rip / snmp /
snmptrap / sunrpc / syslog / tacacs-ds / talk / tftp / time /
who> <X:X::X:X>/<0-128> <0-65535/ PORT_RANGE / any /
bootpc / bootps / discard / domain / echo / nameserver /
netbios-ns / ntp / rip / snmp / snmptrap / sunrpc / syslog /
tacacs-ds / talk / tftp / time / who> dscp <0-63> precedence
<0-7> shutdown

<config-ipv6-acl ># permit udp <X:X::X:X>/<0-128>
<0-65535> any

Use the “sequence” command to deny or permit the ACL.

<1-2147483647> - Enter the sequence of ACL entry. The
sequence represents the priority of the ACE in the ACL.
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Related Syntax:
<config-ipv6-acl >#sequence <1-2147483647> deny
<config-ipv6-acl >#sequence <1-2147483647> permit

Use the “show acl” command to list current status of the
selected ACL.

Ipv6 address

Use this command to modify the administration IPv6 address.

address <X:X::X:X> - Specify the IPv6 addresses. This IP is
required when the administer wants to access into VigorSwitch
through Telnet, SSH, HTTP, HTTPS, SNMP and so on.

prefix <0-128> - Specify the prefix length of the IPv6 address.
Related Syntax:
<config>#ipv6 address <X:X::X:X> prefix <0-128>

ipv6 autoconfig

Use this command to enable IPv6 auto configuration feature.

Ipv6 default-gateway

Use this command to modify default gateway address.

default-address <X:X::X:X> - Specify the IPv6 addresses of the
gateway.

Related Syntax:
<config>#ipv6 default-gateway <X:X::X:X>

ipvé dhcp Use this command to enable DHCPv6 client to get IP address
from remote DHCPV6 server.
Related Syntax:
<config>#ipv6 dhcp
ipv6 mid Use this command to set MLD configuration.

profile <1-128> - Use it to enter profile configuration.
snooping - Use it to enable MLD snooping function.

forward-method <dip/mac> - Specify a method to forward the
packets.

report-suppression - Use it to enable MLD snooping
report-suppression function.

unknown-multicast action <drop/flood/router-port> - Use it to
set unknown multicast action.

version <1/2> - Use it to change MLD support version.

vlan <1-4094> - Use it to enable MLD on VLAN. Specify a VLAN
ID for configuration.

forbidden-port GigabitEthernet <1-28> - Specify a physical
port.

forbidden-port LAG <1-8> - Specify a LAG port.
forbidden-router-port GigabitEthernet <1-24> - Use it to add
static forbidden router port. Specify a physical port.
forbidden-router-port LAG <1-8> - Use it to add static
forbidden router port. Specify a LAG port.

immediate-leave - Use it to enable fastleave function.
last-member-query-count <1-7> - Use it to change how many

query packets will send. Specify the last member query count.
Default is 2.

last-member-query-interval <1-25> - Use it to set interval
between each query packet. Specify the last member query
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interval. Default is 1.

query-interval <30-18000> - Use it to set interval between each
query. Specify the query interval. Default is 125.

response-time <5-20> - Use it to set response time. Specify a
time value. Default is 10.

robustness-variable <1-7> - Specify a robustness-variable
value. Default is 2.

router learn pim-dvmrp - Use it to enable learning router port
by rouing protocol packets (DVMRP).

static-group <X:X::X:X> interfaces gigabitethernet <1-28> - Use
it to add a static group. Specify a physical port.

static-group <X:X:X:X> interfaces LAG <1-8> - Use it to add a
static group. Specify a LAG port.

static-port gigabitethernet <1-28>- Use it to add static
forwarding port. Specify a physical port.

static-port LAG <1-8>- Use it to add static forwarding port.
Specify a LAG port.

static-router-port GigabitEthernet <1-28> - Use it to add static
router port. All query packets wil forward to the specified port.
Specify a physical port.

static-router-port LAG <1-8> - Use it to add static router port.
All query packets wil forward to the specified port. Specify a
LAG port.

Related Syntax:
<config>#ipvé mld profile <1-128>
<config-mld-profile># do
<config-mld-profile># end
<config-mld-profile># exit

<config-mld-profile># profile range ipv6 <X:X:X:X>
action <deny/permit>
<config-mld-profile># profile range ipv6 <X:X::X:X>
XKXEXX>
<config-mld-profile># profile range ipv6 <X:X:X:X>
<X:X:X:X> action <deny/permit>
<config-mld-profile># show
<config>#ipv6 mld snooping
<config>#ipv6 mld snooping forward-method <dip/mac>
<config>#ipv6 mld snooping report-suppression

<config>#ipv6 mld snooping unknown-multicast action
<drop/flood/router-port>

<config>#ipv6 mld snooping version <1/2>
<config>#ipv6 mld snooping vlan <1-4094>

<config>#ipv6 mld snooping vlan <1-4094> forbidden-port
GigabitEthernet <1-28>

<config>#ipv6 mld snooping vlan <1-4094> forbidden-port
LAG <1-8>

<config>#ipv6 mld snooping vlan <1-4094>
forbidden-router-port GigabitEthernet <1-28>

<config>#ipv6 mld snooping vlan <1-4094>

209



forbidden-router-port LAG <1-8>

<config>#ipv6 mld snooping vlan <1-4094>
immediate-leave

<config>#ipv6 mld snooping vlan <1-4094>
last-member-query-count <1-7>

<config>#ipv6 mld snooping vlan <1-4094>
last-member-query-interval <1-25>

<config>#ipv6 mld snooping vlan <1-4094> query-interval
<30-18000>

<config>#ipv6 mld snooping vlan <1-4094> response-time
<5-20>

<config>#ipv6 mld snooping vlan <1-4094>
robustness-variable <1-7>

<config>#ipv6 mld snooping vlan <1-4094> router learn
pim-dvmrp

<config>#ipv6 mld snooping vlan <1-4094> static-group
<X:X::X:X> interfaces gigabitethernet <1-28>
<config>#ipv6 mld snooping vlan <1-4094> static-group
<X XuX:X> interfaces LAG <1-8>

<config>#ipv6 mld snooping vlan <1-4094> static-port
gigabitethernet <1-28>

<config>#ipv6 mld snooping vlan <1-4094> static-port LAG
<1-8>

<config>#ipv6 mld snooping vlan <1-4094>
static-router-port GigabitEthernet <1-28>

<config>#ipv6 mld snooping vlan <1-4094>
static-router-port LAG <1-8>

Example

P1282# configure

P1282(config)#

P1282(config)# ipv6 mld snooping vlan 33

P1282(config)# ipv6 acl CA_v6

P1282(config-ipv6-acl)# deny 3 00:50::32:ff/24 00:50::78:aa/32

Telnet Command: jumbo-frame

Use this command to modify the maximum frame size of jumbo frame.

Syntax Items
jumbo-frame

Description

Syntax Items

Description

jumbo-frame

Enable the function of jumbo frame.

Set the maximum frame size.
<1518-10000> - The default value is 1522.
Related Syntax:

<config># jumbo-frame
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<config># jumbo-frame <1518-10000>

Example

P1282# configure

P1282(config)#

P1282(config)# jumbo-frame 8000
P1282(config)#

Telnet Command: lacp

Use this command to set the system priority of the switch.
Syntax Items

lacp

lacp system-priority

Description

Syntax Items Description
lacp Enable the function.
lacp system-priority It is used for selecting a master switch between two devices.

Lower system priority has higher priority. The device with
higher priority value can determine which port is able to join
LAG.

<1-65535> - Specify the system priority value.
Related Syntax:
<config># lacp

<config># lacp system-priority <1-65535>

Example

P1282# configure

P1282(config)#

P1282(config)# lacp system-priority 1000
P1282(config)#

Telnet Command: lag

LAG port can transmit packets to all ports for balancing the traffic loading. Use this command to
change the load balance algorithm to src-dst-mac or src-dst-mac-ip as the Load Balance policy.

Syntax Items
lag load-balance

Description

Syntax Items Description

lag load-balance LAG load balancing is based on source and destination MAC
address and/or IP address.

Related Syntax:

<config># lag load-balance src-dst-mac
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<config># lag load-balance src-dst-mac-ip

Example

P1282# configure
P1282(config)#

Telnet Command: line

Use this command to select line configuration mode.
Syntax Items

line console

line ssh

line telent

Description

Syntax Items Description

console/ssh/telnet Select console configuration mode.
To configure detailed settings, access into next level.
<config>#line <console/ssh/telnet>

console - Select the console line to configure. Then, available
sub-commands are:

<config-line>#do
<config-line>#exec-timeout
<config-line>#exit
<config-line>#lhistory
<config-line>#no
<config-line>#password-thresh
<config-line>#silent-time

Select SSH line to configure. Then, available sub-commands
are:

<config-line>#do
<config-line>#end
<config-line>#exec-timeout
<config-line>#exit
<config-line>#password-thresh

<config-line>#silent-time

telnet - Select telnet line to configure. Then, available
sub-commands are:

<config-line>#do
<config-line>#end
<config-line>#exec-timeout
<config-line>#exit
<config-line>#password-thresh
<config-line>#silent-time

#do Use the “do” command to run execution command in current
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mode.
<SEQUENCE> -
Related Syntax:
<config-line>#do <SEQUENCE>

#exec-timeout

Use the “exec-timeout” to set the session timeout
configuration.

<0-65535> - Enter the number.
Related Syntax:
<config-line>#exec-timeout <0-65535>

#exit

Use the “exit” command to close the current CLI session or
return to the previous mode without saving the settings.

Related Syntax:

<config-line>#exit

#history

Use the “history” command to specify the index number of
history.

<1-256> - Enter a number.
Related Syntax:
<config-line>#history <1-256>

#no

Use the “no” command to negate line command.
Related Syntax:

<config-line>#no enable

<config-line>#no history

<config-line>#no login

#password-thresh

Use the “password-thresh” command to set the login password
intrusion threshold.

<0-120> - Set a number of allowed password attempts. 0
means no threshold.

Related Syntax:
<config-line>#password-thresh <0-120>

#silent-time Use the “silent-time” command to set fail silent time.
<0-65535> - Set the time to disable the console response.
Related Syntax:
<config-line>#silent-time <0-65535>
Example
P1282# configure
P1282(config)#

P1282(config)# line telnet
P1282(config-line)#

Telnet Command: lidp

Use this command to set LLDP function.

Syntax Items

lidp
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lldp holdtime-multiplier
lIdp lldpdu

lldp reinit-delay

lldp tx-delay

lldp tx-interval

Description

Syntax Items

Description

lldp

Enable the function of LLDP.

lldp holdtime-multiplier

Set the multiplier used for calculating the LLDP discovery
packet hold time.

<2-10> - Set the LLDP hold time multiplier.
Related Syntax:
<config># lldp holdtime-multiplier <2-10>

lldp lldpdu

bridging - The LLDP packets will be bridging when LLDP is
disabled.

filtering - The LLDP packets will be filtered and deleted when
LLDP is disabled.

flooding - The LLDP packets will be flooded and forwarded to
all interfaces when LLDP is disabled.

Related Syntax:
<config># lldp lldpdu bridging
<config># lldp lldpdu filtering
<config># lldp lldpdu flooding

lldp reinit-delay

Set the LLDP re-initial delay to avoid LLDP generating too many
PDU.

<1-10> - Specify a number for LLDP server to initialize.
Related Syntax:
<config># lldp reinit-delay <1-10>

lldp tx-delay

Set the delay time between the successful LLDP frame
transmissions.

<1-8191> - Enter the number of delay time.

Note that both tx-interval and tx-delay will affect the LLDP PDU
TX time.

Related Syntax:
<config># Ildp tx-delay <1-8191>

lldp tx-interval

Set the LLDP TX interval.
<5-32767> - Enter the interval in unit of second.
Related Syntax:

<config># lldp tx-interval <5-32767>

Example

P1282# configure
P1282(config)#

P1282(config)# lldp holdtime-multiplier 5

214




P1282(config)#

Telnet Command: logging

Use this command to set logging service on VigorSwitch.

Syntax Items
logging

logging buffered
logging console
logging file
logging host

Description

Syntax Items

Description

logging

Enable the logging service.

logging buffered

Store the log message in the RAM.

logging console

Specify the logging level.

<0-7> - Specify the logging level by entering a number (from
EMEGR-DEBUG).

Related Syntax:
<config># logging console
<config># logging console severity <0-7>

logging file

Store the log message in the flash.

<0-7> - Specify the logging level by entering a number (from
EMEGR-DEBUG).

Related Syntax:
<config># logging file severity <0-7>

logging host

Define the logging server.

host <A.B.C.D> - Enter an |IP address of the remote (or local)
server.

facility <local0-local7> - Specify the facility parameter for the
syslog message.

port <1-65535> - Enter a number for the remote server.
Default is 514.

severity <0-7> - Specify the logging level by entering a number
(from EMEGR-DEBUG).

<HOSTNAME> - Define a name as the host.

Related Syntax:
<config>#logging host <A.B.C.D> facility <localO-local7>
<config>#logging host <A.B.C.D> port <1-65535>

<config>#logging host <A.B.C.D> port <1-65535> facility
<localO-local7>

<config>#logging host <A.B.C.D> port <1-65535> severity
<0-7> facility <localO-local7>

<config>#logging host <A.B.C.D> severity <0-7> facility
<localO-local7>
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<config>#logging host <HOSTNAME> facility <local0-local7>
<config>#logging host <HOSTNAME> port <1-65535>

<config>#logging host <HOSTNAME> port <1-65535>
facility <localO-local7>

<config>#logging host <HOSTNAME> port <1-65535>
severity <0-7> facility <localO-local7>

<config>#logging host <HOSTNAME> severity <0-7> facility
<local0-local7>

<config>#logging host <X:X::X:X> facility <local0-local7>
<config>#logging host <X:X:X:X> port <1-65535>
<config>#logging host <X:X::X:X> port <1-65535> facility
<local0-local7>

<config>#logging host <X:X::X:X> port <1-65535> severity
<0-7> facility <localO-local7>

Example

P1282# configure
P1282(config)#

P1282(config)# logging host aa:00::1a:FF facility local1

Telnet Command: logmail

Use this command to configure log mail.

Syntax Items
logmail active
logmail auth

logmail category

logmail encpassword

logmail encry
logmail password
logmail port
logmail receiver
logmail sender
logmail server

logmail username

Description

Syntax Items

Description

logmail active

<disable/enable> - Enable or disable the function of log mail.
Related Syntax:
<config># logmail active <disable/enable>

logmail auth

<disable/enable> - Enable or disable the function of SMTP
server authentication.

Related Syntax:
<config># logmail auth <disable/enable>

logmail category

<AAA, ACL, AUTHMGR,CABLE_DIAG, DAI, DHCP_SNOOPING,
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GVRP, IGMP_SNOOPING, IPSG, L2, LLDP, Mac-based, Mirror,
MLD_SNOOPING, Platform, PM, POE, Port, PORT_SECURITY,
QoS, Rate, SNMP, STP, Security, System, Surveillance, Trunk,
UDLD, VLAN, CLEAR> - Specify one type for the logmail.

Related Syntax:

<config># logmail category <AAA, ACL,
AUTHMGR,CABLE_DIAG, DAI, DHCP_SNOOPING, GVRP,
IGMP_SNOOPING, IPSG, L2, LLDP, Mac-based, Mirror,
MLD_SNOOPING, Platform, PM, POE, Port, PORT_SECURITY,
QoS, Rate, SNMP, STP, Security, System, Surveillance, Trunk,
UDLD, VLAN, CLEAR>

logmail encpassword

Set SMTP encrypt authentication password.

<PASSWORD> - Enter the password for SMTP server encrypt
authentication.

Related Syntax:
<config># logmail encpassword <PASSWORD>

logmail encry

<disable/ssltls/starttls> - Specify the encryption type for mail
alert.

Related Syntax:
<config># logmail encry <disable/ ssltls/starttls>

logmail password

<PASSWORD> - Enter the password for SMTP server
authentication.

Related Syntax:
<config># logmail password <PASSWORD>

logmail port

<0-65535>- Enter a port number.
Related Syntax:
<config># logmail port <0-65535>

logmail receiver

Specify an address for receiving the alart mail.
<ADDRESS> - Enter the email address of the receiver.
Related Syntax:

<config># logmail receiver <ADDRESS>

logmail sender

Specify an address which sends out the alert mail.
<ADDRESS> - Enter the email address of the sender.
Related Syntax:

<config># logmail

logmail server

Set the IP address of the server.
<ADDRESS> - Enter the IP address of the SMTP server.
Related Syntax:

<config># logmail server <ADDRESS>

logmail username

<NAEM> - Enter the username authenticated by STMP server.
Related Syntax:
<config># logmail username <NAME>

Example
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P1282# configure
P1282(config)#

P1282(config)# logmail receiver carrie_ni@draytek.com
P1282(config)#

Telnet Command: loop-protection
Use this command to set loop-protection.
Syntax Items

loop-protection action
loop-protection periodicTime
loop-protection state

Description
Syntax Items Description
loop-protection action Specify an action to be taken when the loop is happened.

<all/log/shutdown> - Specify one action to be executed.
Related Syntax:

<config># loop-protection action <all/log/shutdown>

loop-protection periodicTime | Send the loop protection packets to the network hosts.
<1-3> - Enter the number of the packet.
Related Syntax:

<config># Related Syntax:

<config># loop-protection periodicTime <1-3>

loop-protection state <enable/disable> - Enable or disable the function of loop
protection.

Related Syntax:

<config># loop-protection state <enable/disable>

Example

P1282# configure

P1282(config)#

P1282(config)# loop-protection state enable
P1282(config)#

Telnet Command: mac
Use this command to create a MAC access list.

Syntax Items

mac acl

mac address-table

Description
Syntax Items Description
mac acl <NAME> - Set the name of the access list (ACL).
To configure detailed settings, enter the name of ACL to access
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into next level.

<config>#mac acl <NAME>

Then, available sub-commands are:
<config-mac-acl>#deny
<config-mac-acl>#do
<config-mac-acl>#end
<config-mac-acl>#exit
<config-mac-acl>#permit

<config-mac-acl>#sequence

Use the “deny” command to add deny rules for the MAC access
list:

<A:B:C:D:E:F>/<A:B:C:D:E:F ><A:B:C:D:E:F>/<A:B:C:D:E:F> -
Specify the source and destination MAC addresses and subnet
masks.

cos <0-7><0-7> - Set the cos value and the cos mask for a

packet.

<0x0600-0xFFFF> - Set the EtherType of the packet.

Shutdown - Disable the Ethernet interface.

vlan <1-4094> - Specify the VLAN ID of the packet.

any - Any MAC address.

Related Syntax:
<config-mac-acl >#deny <A:B:C:D:E:F>/<A:B:C:D:E:F
><A:B:C:D:E:F>/<A:B:C:D:E:F> cos <0-7><0-7>
<config-mac-acl >#deny <A:B:C:D:E:F>/<A:B:C:D:E:F
><A:B:C:D:E:F>/<A:B:C:D:E:F> cos <0-7><0-7> ethtype
<0x0600-0xFFFF>
<config-mac-acl >#deny <A:B:C:D:E:F>/<A:B:C:D:E:F
><A:B:C:D:E:F>/<A:B:C:D:E:F> cos <0-7><0-7> ethtype
<0x0600-0xFFFF> shutdown
<config-mac-acl >#deny <A:B:C:D:E:F>/<A:B:C:D:E:F
><A:B:C:D:E:F>/<A:B:C:D:E:F> cos <0-7><0-7> shutdown
<config-mac-acl >#deny <A:B:C:D:E:F>/<A:B:C:D:E:F
><A:B:C:D:E:F>/<A:B:C:D:E:F> ethtype <0x0600-0xFFFF>
<config-mac-acl ># deny <A:B:C:D:E:F>/<A:B:C:D:E:F
><A:B:C:D:E:F>/<A:B:C:D:E:F> ethtype <0x0600-0xFFFF>
shutdown
<config-mac-acl ># deny <A:B:C:D:E:F>/<A:B:C:D:E:F
><A:B:C:D:E:F>/<A:B:C:D:E:F> shutdown
<config-mac-acl >#deny any <A:B:C:D:E:F>/<A:B:C:D:E:F
><A:B:C:D:E:F>/<A:B:C:D:E:F> cos <0-7><0-7>
<config-mac-acl >#deny any <A:B:C:D:E:F>/<A:B:C:D:E:F
><A:B:C:D:E:F>/<A:B:C:D:E:F> cos <0-7><0-7> ethtype
<0x0600-0xFFFF>
<config-mac-acl >#deny any <A:B:C:D:E:F>/<A:B:C:D:E:F
><A:B:C:D:E:F>/<A:B:C:D:E:F> cos <0-7><0-7> ethtype
<0x0600-0xFFFF> shutdown
<config-mac-acl >#deny any <A:B:C:D:E:F>/<A:B:C:D:E:F
><A:B:C:D:E:F>/<A:B:C:D:E:F> cos <0-7><0-7> shutdown
<config-mac-acl >#deny any any cos <0-7><0-7>
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<config-mac-acl >#deny any any cos <0-7><0-7> ethtype
<0x0600-0xFFFF>

<config-mac-acl >#deny any any cos <0-7><0-7> ethtype
<0x0600-0xFFFF> shutdown

<config-mac-acl >#deny any any cos <0-7><0-7> shutdown
<config-mac-acl >#deny any any ethtype <0x0600-0xFFFF>

<config-mac-acl >#deny any any ethtype <0x0600-0xFFFF>
shutdown

<config-mac-acl >#deny any any shutdown
<config-mac-acl >#deny any any vlan <1-4094>

<config-mac-acl >#deny any any vlan <1-4094> cos
<0-7><0-7>

<config-mac-acl >#deny any any vlan <1-4094> cos
<0-7><0-7> ethtype <0x0600-OxFFFF>

<config-mac-acl >#deny any any vlan <1-4094> cos
<0-7><0-7> ethtype <0x0600-0xFFFF> shutdown

<config-mac-acl >#deny any any vlan <1-4094> ethtype
<0x0600-0xFFFF>

<config-mac-acl >#deny any any vlan <1-4094> ethtype
<0x0600-0xFFFF> shutdown

<config-mac-acl >#deny any any vlan <1-4094> shutdown

Use the “do” command to run execution command in current
mode.

<SEQUENCE> -
Related Syntax:
<config-mac-acl>#do <SEQUENCE>

Use the “end” command to finish current mode. Any changes
in current mode will be saved.

Related Syntax:
<config-mac-acl>#end

Use the “exit” command to close the current CLI session or
return to the previous mode without saving the settings.

Related Syntax:

<config-mac-acl>#exit

Use the “no sequence” command to delete any entry in
management ACL.

<1-65535>- Specify an index number of the ACL.
Related Syntax:
<config-mac-acl>#no sequence <1-65535>

Use the “permit” command to add permit rules which bypass
the packets meet the rule.

<A:B:C:D:E:F>/<A:B:C:D:E:F >- Specify the source and
destination MAC addresses and subnet masks.

cos <0-7><0-7> - Set the cos value and the cos mask for a
packet.

<0x0600-0xFFFF> - Set the EtherType of the packet.
Shutdown - Disable the Ethernet interface.
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vlan <1-4094> - Specify the VLAN ID of the packet.

any - Any MAC address.

Related Syntax:
<config-mac-acl >#permit <A:B:C:D:E:F>/<A:B:C:D:E:F> cos
<0-7><0-7>
<config-mac-acl >#permit <A:B:C:D:E:F>/<A:B:C:D:E:F> cos
<0-7><0-7> ethtype <0x0600-0xFFFF>
<config-mac-acl >#permit <A:B:C:D:E:F>/<A:B:C:D:E:F>
ethtype <0x0600-OxFFFF>
<config-mac-acl >#permit <A:B:C:D:E:F>/<A:B:C:D:E:F> vlan
<1-4094>
<config-mac-acl >#permit <A:B:C:D:E:F>/<A:B:C:D:E:F> vlan
<1-4094>cos <0-7><0-7>
<config-mac-acl >#permit <A:B:C:D:E:F>/<A:B:C:D:E:F> vlan
<1-4094>cos <0-7><0-7> ethtype <0x0600-0xFFFF>
<config-mac-acl>#permit <A:B:C:D:E:F>/<A:B:C:D:E:F> vlan
<1-4094>ethtype <0x0600-0xFFFF>
<config-mac-acl>#permit any <A:B:C:D:E:F>/<A:B:C:D:E:F>
cos <0-7><0-7>
<config-mac-acl>#permit any <A:B:C:D:E:F>/<A:B:C:D:E:F>
cos <0-7><0-7>ethtype <0x0600-0xFFFF>
<config-mac-acl>#permit any <A:B:C:D:E:F>/<A:B:C:D:E:F>
ethtype <0x0600-0xFFFF>
<config-mac-acl>#permit any <A:B:C:D:E:F>/<A:B:C:D:E:F>
vlan <1-4094>
<config-mac-acl>#permit any <A:B:C:D:E:F>/<A:B:C:D:E:F>
vlan <1-4094> cos <0-7><0-7>
<config-mac-acl>#permit any <A:B:C:D:E:F>/<A:B:C:D:E:F>
vlan <1-4094> cos <0-7><0-7>ethtype <0x0600-OxFFFF>
<config-mac-acl>#permit any <A:B:C:D:E:F>/<A:B:C:D:E:F>
vlan <1-4094> ethtype <0x0600-OxFFFF>

Use the “sequence” command to deny or permit the ACL.

<1-2147483647> - Enter the sequence index ACE. The
sequence represents the priority of the ACE in the ACL.

<A:B:C:D:E:F>/<A:B:C:D:E:F >- Specify the source and
destination MAC addresses and subnet masks.

cos <0-7><0-7> - Set the cos value and the cos mask for a
packet.

<0x0600-0OxFFFF> - Set the EtherType of the packet.
shutdown - Disable the Ethernet interface.

vlan <1-4094> - Specify the VLAN ID of the packet.
any - Any MAC address.

Related Syntax:

<config-mac-acl >#sequence <1-2147483647>deny
<A:B:C:D:E:F>/<A:B:C:D:E:F ><A:B:C:D:E:F>/<A:B:C:D:E:F> cos
<0-7><0-7>

<config-mac-acl >#sequence <1-2147483647>deny
<A:B:C:D:E:F>/<A:B:C:D:E:F ><A:B:C:D:E:F>/<A:B:C:D:E:F> cos
<0-7><0-7> ethtype <0x0600-0OxFFFF>
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<config-mac-acl >#sequence <1-2147483647>deny
<A:B:C:D:E:F>/<A:B:C:D:E:F ><A:B:C:D:E:F>/<A:B:C:D:E:F> cos
<0-7><0-7> ethtype <0x0600-0xFFFF> shutdown
<config-mac-acl >#sequence <1-2147483647>deny
<A:B:C:D:E:F>/<A:B:C:D:E:F ><A:B:C:D:E:F>/<A:B:C:D:E:F> cos
<0-7><0-7> shutdown

<config-mac-acl >#sequence <1-2147483647>deny
<A:B:C:D:E:F>/<A:B:C:D:E:F ><A:B:C:D:E:F>/<A:B:C:D:E:F>
ethtype <0x0600-0xFFFF>

<config-mac-acl >#sequence <1-2147483647>deny
<A:B:C:D:E:F>/<A:B:C:D:E:F ><A:B:C:D:E:F>/<A:B:C:D:E:F>
ethtype <0x0600-0xFFFF> shutdown

<config-mac-acl >#sequence <1-2147483647>deny
<A:B:C:D:E:F>/<A:B:C:D:E:F ><A:B:C:D:E:F>/<A:B:C:D:E:F>
shutdown

<config-mac-acl >#sequence <1-2147483647>deny any
<A:B:C:D:E:F>/<A:B:C:D:E:F ><A:B:C:D:E:F>/<A:B:C:D:E:F> cos
<0-7><0-7>

<config-mac-acl >#sequence <1-2147483647>deny any
<A:B:C:D:E:F>/<A:B:C:D:E:F ><A:B:C:D:E:F>/<A:B:C:D:E:F> cos
<0-7><0-7> ethtype <0x0600-0OxFFFF>

<config-mac-acl >#sequence <1-2147483647>deny any
<A:B:C:D:E:F>/<A:B:C:D:E:F ><A:B:C:D:E:F>/<A:B:C:D:E:F> cos
<0-7><0-7> ethtype <0x0600-0xFFFF> shutdown
<config-mac-acl >#sequence <1-2147483647>deny any
<A:B:C:D:E:F>/<A:B:C:D:E:F ><A:B:C:D:E:F>/<A:B:C:D:E:F> cos
<0-7><0-7> shutdown

<config-mac-acl >#sequence <1-2147483647>deny any any
cos <0-7><0-7>

<config-mac-acl >#sequence <1-2147483647>deny any any
cos <0-7><0-7> ethtype <0x0600-OxFFFF>

<config-mac-acl >#sequence <1-2147483647>deny any any
cos <0-7><0-7> ethtype <0x0600-0xFFFF> shutdown
<config-mac-acl >#sequence <1-2147483647>deny any any
cos <0-7><0-7> shutdown

<config-mac-acl >#sequence <1-2147483647>deny any any
ethtype <0x0600-0xFFFF>

<config-mac-acl >#sequence <1-2147483647>deny any any
ethtype <0x0600-0xFFFF> shutdown

<config-mac-acl >#sequence <1-2147483647>deny any any
shutdown

<config-mac-acl >#sequence <1-2147483647>deny any any
vlan <1-4094>

<config-mac-acl >#sequence <1-2147483647>deny any any
vlan <1-4094> cos <0-7><0-7>

<config-mac-acl >#sequence <1-2147483647>deny any any
vlan <1-4094> cos <0-7><0-7> ethtype <0x0600-0xFFFF>

<config-mac-acl >#sequence <1-2147483647>deny any any
vlan <1-4094> cos <0-7><0-7> ethtype <0x0600-0xFFFF>
shutdown

<config-mac-acl >#sequence <1-2147483647>deny any any
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vlan <1-4094> ethtype <0x0600-OxFFFF>

<config-mac-acl >#sequence <1-2147483647>deny any any
vlan <1-4094> ethtype <0x0600-0xFFFF> shutdown

<config-mac-acl >#sequence <1-2147483647>deny any any
vlan <1-4094> shutdown

<config-mac-acl >#sequence <1-2147483647>permit
<A:B:C:D:E:F>/<A:B:C:D:E:F> <A:B:C:D:E:F>/<A:B:C:D:E:F> cos
<0-7><0-7>

<config-mac-acl >#sequence <1-2147483647>permit
<A:B:C:D:E:F>/<A:B:C:D:E:F> <A:B:C:D:E:F>/<A:B:C:D:E:F> cos
<0-7><0-7> ethtype <0x0600-0OxFFFF>

<config-mac-acl >#sequence <1-2147483647>permit
<A:B:C:D:E:F>/<A:B:C:D:E:F> <A:B:C:D:E:F>/<A:B:C:D:E:F>
ethtype <0x0600-0xFFFF>

<config-mac-acl >#sequence <1-2147483647>permit
<A:B:C:D:E:F>/<A:B:C:D:E:F> <A:B:C:D:E:F>/<A:B:C:D:E:F>
vlan <1-4094>

<config-mac-acl >#sequence <1-2147483647>permit
<A:B:C:D:E:F>/<A:B:C:D:E:F> <A:B:C:D:E:F>/<A:B:C:D:E:F>
vlan <1-4094> cos <0-7><0-7>

<config-mac-acl >#sequence <1-2147483647>permit
<A:B:C:D:E:F>/<A:B:C:D:E:F> <A:B:C:D:E:F>/<A:B:C:D:E:F>
vlan <1-4094> cos <0-7><0-7> ethtype <0x0600-0xFFFF>
<config-mac-acl >#sequence <1-2147483647>permit
<A:B:C:D:E:F>/<A:B:C:D:E:F> <A:B:C:D:E:F>/<A:B:C:D:E:F>
vlan <1-4094> ethtype <0x0600-0OxFFFF>

<config-mac-acl >#sequence <1-2147483647>permit any
<A:B:C:D:E:F>/<A:B:C:D:E:F> cos <0-7><0-7>
<config-mac-acl >#sequence <1-2147483647>permit any
<A:B:C:D:E:F>/<A:B:C:D:E:F> cos <0-7><0-7> ethtype
<0x0600-0xFFFF>

<config-mac-acl >#sequence <1-2147483647>permit any
<A:B:C:D:E:F>/<A:B:C:D:E:F> vlan <1-4094>
<config-mac-acl >#sequence <1-2147483647>permit any
<A:B:C:D:E:F>/<A:B:C:D:E:F> vlan <1-4094> cos <0-7><0-7>
<config-mac-acl >#sequence <1-2147483647>permit any
<A:B:C:D:E:F>/<A:B:C:D:E:F> vlan <1-4094> cos <0-7><0-7>
ethtype <0x0600-0xFFFF>

<config-mac-acl >#sequence <1-2147483647>permit any
<A:B:C:D:E:F>/<A:B:C:D:E:F> vlan <1-4094> ethtype
<0x0600-0xFFFF>

<config-mac-acl >#sequence <1-2147483647>permit any
any cos <0-7><0-7>

<config-mac-acl >#sequence <1-2147483647>permit any
any cos <0-7><0-7> ethtype <0x0600-0xFFFF>
<config-mac-acl >#sequence <1-2147483647>permit any
any ethtype <0x0600-0xFFFF>

<config-mac-acl >#sequence <1-2147483647>permit any
any vlan <1-4094>

<config-mac-acl >#sequence <1-2147483647>permit any
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any vlan <1-4094> cos <0-7><0-7>

<config-mac-acl >#sequence <1-2147483647>permit any
any vlan <1-4094> cos <0-7><0-7> ethtype
<0x0600-0xFFFF>

<config-mac-acl >#sequence <1-2147483647>permit any
any vlan <1-4094> ethtype <0x0600-0xFFFF>

mac address-table Set the aging time for an entry remains in the MAC address
table.

address-table static - Add a static address to the MAC address
table to drop the packets with the specified source or
destination MAC address.

<10-630> - Unit is second. Default is 300.

static <A:B:C:D:E:F> - Enter the MAC address.

vlan <1-4094> - Specify the VLAN ID of the packet.

gigabitEthernet <1-24> - Specify a physical port.

LAG <1-8> - Specify a LAG port.

Related Syntax:
<config># mac address-table aging-time <10-630>
<config># mac address-table static <A:B:C:D:E:F> vlan
<1-4094> drop
<config># mac address-table static <A:B:C:D:E:F> vlan
<1-4094> interfaces 10GigabitEthernet <1-4>
<config># mac address-table static <A:B:C:D:E:F> vlan
<1-4094> interfaces GigabitEthernet <1-24>
<config># mac address-table static <A:B:C:D:E:F> vlan
<1-4094> interfaces LAG <1-8>

Example

P1282# configure
P1282(config)# mac acl test_CA

P1282(config-mac-acl)# deny 00:50:00:7f:12:11/00:00:00:00:10:20
00:50:00:aa:bb:cc/00:00:00:00:12:00 cos 3 2 ethtype 0x0600

P1282(config-mac-acl)# deny any 00:50:00:7f:12:11/00:00:00:00:10:20 cos 5 6 ethtype 0x0600
P1282(config-mac-acl)# deny any
P1282(config)# mac address-table static 00:50:07:12:ff:aa vian 300 drop

Telnet Command: mailalert
Use this command to configure mail alert for various conditions.
Syntax Items

mailalert active
mailalert auth
mailalert devicecheck
mailalert encpassword
mailalert encry
mailalert hwmon
mailalert interval

mailalert ipconfilict

224



mailalert password
mailalert poestatus
mailalert port
mailalert portlink
mailalert portspeed
mailalert receiver
mailalert sender
mailalert server
mailalert sysrestart

mailalert throughputcheck

mailalert username

Description

Syntax Items

Description

mailalert active

<disable/enable> - Enable or disable the function of mail alert.
Related Syntax:
<config># mailalert active <disable/enable>

mailalert auth

<disable/enable> - Enable or disable the function of SMTP
server authentication.

Related Syntax:
<config># mailalert auth <disable/enable>

mailalert devicecheck

<disable/enable> - Enable or disable the function of sending a
mail alert when encountering a device check error.

Related Syntax:
<config># mailalert devicecheck <disable/enable>

mailalert encpassword

<PASSWORD> - Set a encryption authentication password for
the mail alert.

Related Syntax:
<config># mailalert encpassword <PASSWORD>

mailalert encry

Specify the encryption type for mail alert.
<disable/ssltls/starttls> -
Related Syntax:

<config># mailalert encry <disable/ ssltls/starttls>

mailalert hwmon

Send a mail alert when hardware monitor error.
<disable/enable> - Enable or disable the function.
Related Syntax:

<config># mailalert hwmon <disable/enable>

mailalert interval

Set the transmission interval for the mail alert.
<1-60> - Unit is second.
Related Syntax:

<config># mailalert interval <1-60>

mailalert ipconflict

<disable/enable> - Enable or disable the function of sending a
mail alert if encountering the IP conflict.

Related Syntax:
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<config># mailalert ipconflict <disable/enable>

mailalert password

<PASSWORD> - Enter the password for SMTP server
authentication.

Related Syntax:
<config># mailalert password <PASSWORD>

mailalert poestatus

<disable/enable> - Enable or disable the function of sending a
mail alert when PoE status is changed.

Related Syntax:

<config># mailalert poestatus <disable/enable>

mailalert port

<0-65535>- Enter a port number.
Related Syntax:
<config># mailalert port <0-65535>

mailalert portlink

<disable/enable> - Enable or disable the function of sending an
alert when the port Inik status changes.

Related Syntax:
<config># mailalert portlink <disable/enable>

mailalert portspeed

<disable/enable> - Enable or disable the function of sending an
alert when the port link speed changes.

Related Syntax:

<config># mailalert portspeed <disable/enable>

mailalert receiver

Specify an address for receiving the alart mail.
<ADDRESS> - Enter the email address of the receiver.
Related Syntax:

<config># mailalert receiver <ADDRESS>

mailalert sender

Specify an address which sends out the alert mail.
<ADDRESS> - Enter the email address of the sender.
Related Syntax:

<config># mailalert sender <ADDRESS>

mailalert server

Set the IP address of the server.
<ADDRESS> - Enter the IP address of the SMTP server.
Related Syntax:

<config># mailalert server <ADDRESS>

mailalert sysrestart

<disable/enable> -Enable or disable the function of sending a
mail alert when the system restarts.

Related Syntax:
<config># mailalert sysrestart <disable/enable>

mailalert throughputcheck

<disable/enable> - Enable or disable the function of sending a
mail alert when reaching the throughput threshold.

Related Syntax:
<config># mailalert throughputcheck <disable/enable>

mailalert username

<NAEM> - Enter the username authenticated by STMP server.
Related Syntax:
<config># mailalert username <NAME>

Example
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P1282# configure
P1282(config)#

P1282(config)# mailalert receiver carrie_ni@draytek.com

Telnet Command: management-vian

Use this command to set VLAN ID for management VLAN.
Syntax Items

management-vlan vlan

Description

Syntax Items Description

management-vlan vlan Set the management VLAN ID.

<1-4094>- Specify the VLAN ID number of management VLAN.
Related Syntax:

<config># management-vlan vlan <1-4094>

Example

P1282# configure

P1282(config)#

P1282(config)# management-vlan vlan 200
VLAN 200: VLAN does not exist
P1282(config)#

Telnet Command: mirror

Use this command to set the source / destination interface of a port mirror session.
Syntax Items

mirror session

Description
Syntax Items Description
mirror session Set the destination interface of a port mirror session.

<1-4> - Specify the mirror session ID number.

GigabitEthernet <1-28> - Specify a physical port as the SPAN
destination.

LAG <1-8> - Specify a LAG port.
allow-ingress - Enable the ingress traffic forwarding.

<both/rx/tx> - Specify the mirror direction, TX only, RX only or
TX and RX.

Related Syntax:

<config># mirror session <1-4> destination interface
GigabitEthernet <1-28> allow-ingress

<config># mirror session <1-4> source interfaces
GigabitEthernet <1-28> <both/rx/tx>

<config># mirror session <1-4> source interfaces LAG
<1-8><both/rx/tx>
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Example

P1282# configure

P1282(config)#

P1282(config)# mirror session 3 destination interface GigabitEthernet 3 allow
P1282(config)#

P1282(config)# mirror session 3 source interfaces LAG 3 both
P1282(config)#

Telnet Command: no

Use this command to disable specific command.
Syntax Items

no <command>

Example

P1282# configure
P1282(config)#

P1282(config)# no port-security
P1282(config)#

Telnet Command: openvpn
Use this command to enable/disable the OpenVPN tunnel.
Syntax Items

openvpn enable
openvpn disable

openvpn filename

Description

Syntax Items Description
enable Enable the OpenVPN tunnel.
disable Disable the OpenVPN tunnel.
filename <NAME> - Define a name for OpenVPN configuration.
Related Syntax:
<config># openvpn filename <NAME>

Example

P1282# configure
G1282(config)#openvpn enable
killall: openvpn: no process killed
P1282(config)#

Telnet Command: poe

Use this command configure settings for PoE device.

Syntax Items
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poe mode

poe schedule

Description

Syntax Items

Description

poe mode

auto - VigorSwitch determines the power watts for PoE device
based on actual demand.

manual - VigorSwitch will supply actual power demand for the
PoE device and reserved PD class power for the PoE device.

none - VigorSwitch does not supply any power for the PoE
device.

Related Syntax:
<config># poe mode auto
<config># poe mode manual
<config># poe mode none

poe schedule

Specify a schedule for PoE device.
global-enable - Enable the global setting.

index <1-24> - Specify the index number of the schedule
profiles.

Related Syntax:
<config># poe schedule global-enable
<config># poe schedule index <1-24>

Example

P1282# configure
P1282(config)#
P1282(config)# poe

Telnet Command: qos

Use this command to configure QoS settings.

Syntax Items

gos
gos map
gos queue

gos trust

Description

Syntax Items

Description

qos Enable the quality of service based on basic trust type to
assign the queue for packets.
Related Syntax:
<config># qos
gos map map cos-queue - Set the CoS to queue map.

map dscp-queue - Set the DSCP to queue map.
map precedence-queue - Set the IP Precedence to queue map.
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map queue-cos - Modify the queue to CoS map.

map queue-dscp - Modify the queue to DSCP map.

map queue-precedence - Modify the queue to IP precedence
map.

<1-8> - Specify the queue number for the following CoS values
mapped.

<1-8> - Specify the queue number to which the DSCP value
shall correspond.

<1-8> - Specify the queue number to which the IP precedence
value shall correspond.

<0-7> - Enter the cos value to which the queue ID shall
correspond.

<0-7> - Enter the DSCP value to which the queue ID shall
correspond.

<0-7> - Enter the IP precedence value to which the queue ID
shall correspond.

Related Syntax:
<config># qos map cos-queue SEQUENCE to <1-8>
<config># qos map dscp-queue SEQUENCE to <1-8>
<config># qos map precedence-queue SEQUENCE to <1-8>
<config># qos map queue-cos SEQUENCE to <0-7>
<config># qos map queue-dscp SEQUENCE to <0-7>
<config># qos map queue-precedence SEQUENCE to <0-7>

gos queue

queue strict-priority-num - Set the number of strict priority
queue.

queue weight SEQUENCE - Set the number of non-strict
priority queue.

<0-8> - Specify the queue number.

<weight1-weight8> <1-127> - Specify a number (1~127)
representing queue weight value.

Related Syntax:
<config># qos queue strict-priority-num <0-8>

<config># qos queue weight SEQUENCE <weight1 -
weight8> <1-127>

qos trust

Set the trust type, cos, for the device to judge the appropriate
queue of the packets.

Related Syntax:
<config># qos trust <cos/cos-dscp/ dscp/ip-precedence>

Example

P1282# configure
P1282(config)#

P1282(config)#

P1282(config)# qos map cos-queue SEQUENCE to 3

Telnet Command: schedule

Use this command to set schedule.
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Syntax Items
schedule index

Description

Syntax Items

Description

schedule index

Specify an index number for configuring detailed settings of a
schedule profile.

<1-15> - Enter a number to select a schedule profile.
<DESCRIPTION> - Give a brief description for such profile.

cycle-days - The action applied with the schedule will take
place every few days.

monthly-date - The action applied with the schedule will take
place in specified day within a month.

once - The action applied with the schedule will take place for
one time.

weekdays - The action applied with the schedule will take place
on a certain day within a week.

<1-31> - Enter a number to make action repeat.

<apr/aug/dec/feb /jan/jul /jun /jul / mar / may/nov / oct/
sep > - Represent month of April, August, December, February,
January, July, June, March, May, November, October, and
September.

<sun /mon /tue /wed / thu / fri / sat> - Represent Sunday,
Monday, Tuesday, Wednesday, Thursday, Friday and Saturday.

<1-31> - Enter a number as the start date within a month.
<2000-2035> - Enter the number as the year of start date.
<HH:MM> - Enter the hours and the miniutes.

<on/off> - Enable (on) or disable (off) the action applied with
such profile.

Related Syntax:

<config># schedule index <1-15> description
<DESCRIPTION>

<config># schedule index <1-15> how-often cycle-days
<1-31> start-date <apr / aug / dec/ feb /jan / jul / jun / mar /
may / nov / oct / sep > <1-31> <2000-2035> start-time
<HH:MM> duration <HH:MM> action <on/off>

<config># schedule index <1-15> how-often monthly-date
<1-31> start-date <apr / aug / dec / feb /jan / jul / jun / mar /
may / nov / oct / sep > <1-31> <2000-2035> start-time
<HH:MM> duration <HH:MM> action <on/off>

<config># schedule index <1-15> how-often once
start-date<apr / aug / dec / feb /jan / jul / jun / mar / may /
nov / oct / sep > <1-31> <2000-2035> start-time <HH:MM>
duration <HH:MM> action <on/off>

<config># schedule index <1-15> how-often weekdays <sun
/mon /tue /wed / thu / fri / sat> start-date <apr / aug / dec/
feb /jan /jul / jun / mar / may/ nov / oct/ sep > <1-31>
<2000-2035> start-time <HH:MM> duration <HH:MM>
action <on/off>

Example
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P1282# configure
P1282(config)#

duraton 17:30 action on

02:10 duration 12:10 action on
P1282(config)#

P1282(config)# schedule index 1 how-often cycle-days 3 start-date jan 1 2019 start-time 08:01

P1282(config)# schedule index 2 how-often weekdays sun start-date may 11 2019 start-time

Telnet Command: snmp

Use this command to define SNMP community.

Syntax Items

snmp community
snmp engineid
snmp group
snmp host

snmp trap

snmp user

snmp view

Description

Syntax Items

Description

snmp community

snmp community - Set community name for SNMP v1 and v2,
and access group name.

Available parameters for SNMP community:

<NAME> after community - Enter a string (maximum length: 20
characters) as community name.

<NAME> after group - Enter a string (maximum length: 30
characters) as access group.

ro - Set the community as read only.

rw - Set the community as read and write.

Related Syntax:
<config># snmp community <NAME> group <NAME>
<config># snmp community <NAME> ro
<config># snmp community <NAME> rw
<config># snmp community <NAME> view <NAME> ro
<config># snmp community <NAME> view <NAME> rw

snmp engineid

snmp engineid - Set the remote host for SNMP engine.
default - Reset to default setting of engine ID for SNMP server.
<ENGINEID> - Such number must be 10 ~ 64 hexadecimal.
<A.B.C.D> - Enter the IP address of the remote SNMP server.

<HOSTNAME> - Enter the host name of the remote SNMP
server.

<X:X:X:X> - Enter the IPv6 address for remote SNMP server.
Related Syntax:
<config># snmp engineid <ENGINEID>
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<config># snmp engineid default
<config># snmp engineid remote <A.B.C.D> <ENGINEID>

<config># snmp engineid remote <HOSTNAME>
<ENGINEID>

<config># snmp engineid remote <X:X::X:X><ENGINEID>

snmp group

snmp group - Set the SNMP group.
<NAME> - Specify the name of SNMP group.
version <1/2c/3> - Specify the version of SNMP service.

<auth/noauth/priv> - Specify the packet authentication mode.
“auth” means to perform packet authentication without
encryption. It is applicable for SNMPv3 only. “noauth” means
no packet authentication performed. “priv’ means to perform
packet authentication with encryption and also it is applicable
for SNMPv3 only.

read-view <NAME> - Set the view name to enable agent
configuration.

notify-view <NAME> - Set the view name to send only trap
included in SNMP view for notification.

write-view <NAME> - Set the view name to enable viewing.

Related Syntax:

<config># snmp group <NAME> version <1/2¢/3>
<auth/noauth/priv> read-view <NAME>

<config># snmp group <NAME> version <1/2c/3>
<auth/noauth/priv> read-view <NAME> notify-view
<NAME>

<config># snmp group <NAME> version <1/2¢/3>
<auth/noauth/priv> read-view <NAME> notify-view
<NAME> write-view <NAME>

snmp host

snmp host - Set a host to receive SNMP notifications.

<A.B.C.D> - Enter the IPv4/IPv6 address or host name of the
receipt.

version <1/2¢/3> - Specify the version of SNMP service.
<NAME> - Set the community name sent with the notification.
udp-port <1-65535> - Set the UDP port number.
timeout <1-300> - Set the timeout of V2c informs.
retries <1-255> - Enter the retry counter of V2c informs.
Related Syntax:
Set a host to receive SNMP notifications.

<config># snmp host <A.B.C.D> <NAME> retries <1-255>

<config># snmp host <A.B.C.D> <NAME> timeout <1-300>
retries <1-255>

<config># snmp host <A.B.C.D> <NAME> udp-port
<1-65535> retries <1-255>

<config># snmp host <A.B.C.D> <NAME> udp-port
<1-65535> timeout <1-300>

Set a host to receive SNMP notifications. Notification type is
informs.

<config># snmp host <A.B.C.D> informs <NAME> retries
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<1-255>

<config># snmp host <A.B.C.D> informs <NAME> timeout
<1-300>

<config># snmp host <A.B.C.D> informs <NAME> timeout
<1-300> retries <1-255>

<config># snmp host <A.B.C.D> informs <NAME> udp-port
<1-65535>

<config># snmp host <A.B.C.D> informs <NAME> udp-port
<1-65535> retries <1-255>

<config># snmp host <A.B.C.D> informs <NAME> udp-port
<1-65535> timeout <1-300>

<config># snmp host <A.B.C.D> informs <NAME> udp-port
<1-65535> timeout <1-300> retries <1-255>

<config># snmp host <A.B.C.D> informs version <1/2c/3>
<config># snmp host <A.B.C.D> informs version
<1/2c/3><NAME> retries <1-255>

<config># snmp host <A.B.C.D> informs version
<1/2¢/3><NAME> timeout <1-300>

<config># snmp host <A.B.C.D> informs version
<1/2c/3><NAME> timeout <1-300> retries <1-255>
<config># snmp host <A.B.C.D> informs version
<1/2¢/3><NAME> udp-port <1-65535>

<config># snmp host <A.B.C.D> informs version
<1/2c/3><NAME> udp-port <1-65535> retries <1-255>

<config># snmp host <A.B.C.D> informs version
<1/2c/3><NAME> udp-port <1-65535> timeout <1-300>

<config># snmp host <A.B.C.D> informs version
<1/2c/3><NAME> udp-port <1-65535> timeout <1-300>
retries <1-255>

Set a host to receive SNMP notifications. Notification type is
traps.

<config># snmp host <A.B.C.D> traps <NAME>

<config># snmp host <A.B.C.D> traps <NAME> retries
<1-255>

<config># snmp host <A.B.C.D> traps <NAME> timeout
<1-300>

<config># snmp host <A.B.C.D> traps <NAME> timeout
<1-300> retries <1-255>

<config># snmp host <A.B.C.D> traps version
<1/2¢/3><NAME> retries <1-255>

<config># snmp host <A.B.C.D> traps version
<1/2c/3><NAME> timeout <1-300> retries <1-255>

<config># snmp host <A.B.C.D> traps version
<1/2c/3><NAME> udp-port <1-65535>

<config># snmp host <A.B.C.D> traps version
<1/2¢/3><NAME> udp-port <1-65535> retries <1-255>

<config># snmp host <A.B.C.D> traps version
<1/2c/3><NAME> udp-port <1-65535> timeout <1-300>

<config># snmp host <A.B.C.D> traps version
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<1/2c/3><NAME> udp-port <1-65535> timeout <1-300>
retries <1-255>

<config># snmp host <A.B.C.D> version <1/2¢/3><NAME>
retries <1-255>

<config># snmp host <A.B.C.D> version <1/2c/3><NAME>
timeout <1-300>

<config># snmp host <A.B.C.D> version <1/2c¢/3><NAME>
timeout <1-300> retries <1-255>

<config># snmp host <A.B.C.D> version <1/2c/3><NAME>
udp-port <1-65535>

<config># snmp host <A.B.C.D> version <1/2c/3><NAME>
udp-port <1-65535> retries <1-255>

<config># snmp host <A.B.C.D> version <1/2¢/3><NAME>
udp-port <1-65535> timeout <1-300>

<config>#snmp host <A.B.C.D> version <1/2¢/3><NAME>
udp-port <1-65535> timeout <1-300> retries <1-255>

<config># snmp host HOSTNAME <NAME>
<config># snmp host HOSTNAME <NAME> retries <1-255>

<config># snmp host HOSTNAME <NAME> timeout
<1-300>

<config># snmp host HOSTNAME <NAME> timeout
<1-300> retries <1-255>

<config># snmp host HOSTNAME <NAME> udp-port
<1-65535>

<config># snmp host HOSTNAME <NAME> udp-port
<1-65535> retries <1-255>

<config># snmp host HOSTNAME <NAME> udp-port
<1-65535> timeout <1-300>

<config># snmp host HOSTNAME <NAME> udp-port
<1-65535> timeout <1-300> retries <1-255>

<config># snmp host HOSTNAME informs <NAME>

<config># snmp host HOSTNAME informs <NAME> retries
<1-255>

<config># snmp host HOSTNAME informs <NAME> timeout
<1-300>

<config># snmp host HOSTNAME informs <NAME> retries
<1-255> timeout <1-300> retries <1-255>

<config># snmp host HOSTNAME informs <NAME>
udp-port <1-65535>

<config># snmp host HOSTNAME informs <NAME>
udp-port <1-65535> retries <1-255>

<config># snmp host HOSTNAME informs <NAME>
udp-port <1-65535> timeout <1-300>

<config># snmp host HOSTNAME informs <NAME>
udp-port <1-65535> timeout <1-300> retries <1-255>
<config># snmp host HOSTNAME traps <NAME>
<config># snmp host HOSTNAME traps <NAME> retries
<1-255>

<config># snmp host HOSTNAME traps <NAME> timeout
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<1-300>

<config># snmp host HOSTNAME traps <NAME> timeout
<1-300> retries <1-255>

<config># snmp host HOSTNAME traps <NAME> udp-port
<1-65535>

<config># snmp host HOSTNAME traps <NAME> udp-port
<1-65535> retries <1-255>

<config># snmp host HOSTNAME traps <NAME> udp-port
<1-65535> timeout <1-300>

<config># snmp host HOSTNAME traps <NAME> udp-port
<1-65535> timeout <1-300> retries <1-255>

<config># snmp host HOSTNAME traps version <1/2¢/3>
<NAME> retries <1-255>

<config># snmp host HOSTNAME traps version <1/2¢/3>
<NAME> timeout <1-300>

<config># snmp host HOSTNAME traps version <1/2¢/3>
<NAME> timeout <1-300> retries <1-255>

<config># snmp host HOSTNAME traps version <1/2¢/3>
<NAME> udp-port <1-65535>

<config># snmp host HOSTNAME traps version <1/2¢/3>
<NAME> udp-port <1-65535> retries <1-255>

<config># snmp host HOSTNAME traps version <1/2¢/3>
<NAME> udp-port <1-65535> timeout <1-300>
<config># snmp host HOSTNAME traps version <1/2¢/3>
<NAME> udp-port <1-65535> timeout <1-300> retries
<1-255>

<config># snmp host HOSTNAME version <1/2¢/3>
<NAME>

<config># snmp host HOSTNAME version <1/2c/3>
<NAME> retries <1-255>

<config># snmp host HOSTNAME version <1/2¢/3>
<NAME> timeout <1-300>

<config># snmp host HOSTNAME version <1/2¢/3>
<NAME> timeout <1-300> retries <1-255>
<config># snmp host HOSTNAME version <1/2¢/3>
<NAME> udp-port <1-65535>

<config># snmp host HOSTNAME version <1/2¢/3>
<NAME> udp-port <1-65535> retries <1-255>
<config># snmp host HOSTNAME version <1/2c/3>
<NAME> udp-port <1-65535> timeout <1-300>
<config># snmp host HOSTNAME version <1/2¢/3>
<NAME> udp-port <1-65535> timeout <1-300> retries
<1-255>

<config># snmp host <X:X::X:X> <NAME>
<config># snmp host <X:X::X:X> <NAME> retries <1-255>

<config># snmp host <X:X:X:X> <NAME> retries <1-255>
timeout <1-300>

<config># snmp host <X:X::X:X> <NAME> retries <1-255>
timeout <1-300> retries <1-255>

<config># snmp host <X:X::X:X> <NAME> udp-port
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<1-65535>

<config># snmp host <X:X::X:X> <NAME> udp-port
<1-65535> retries <1-255>

<config># snmp host <X:X::X:X> <NAME> udp-port
<1-65535> timeout <1-300>

<config># snmp host <X:X::X:X> <NAME> udp-port
<1-65535> timeout <1-300> retries <1-255>

<config># snmp host <X:X::X:X> informs <NAME>

<config># snmp host <X:X::X:X> informs <NAME> retries
<1-255>

<config># snmp host <X:X::X:X> informs <NAME> timeout
<1-300>

<config># snmp host <X:X::X:X>informs <NAME> retries
<1-255> timeout <1-300> retries <1-255>

<config># snmp host <X:X::X:X> informs <NAME> udp-port
<1-65535>

<config># snmp host <X:X::X:X> informs <NAME> udp-port
<1-65535> retries <1-255>

<config># snmp host <X:X::X:X> informs <NAME> udp-port
<1-65535> timeout <1-300>

<config># snmp host <X:X::X:X> informs <NAME> udp-port
<1-65535> timeout <1-300> retries <1-255>

<config># snmp host <X:X::X:X> traps <NAME>

<config># snmp host <X:X::X:X> traps <NAME> retries
<1-255>

<config># snmp host <X:X::X:X> traps <NAME> timeout
<1-300>

<config># snmp host <X:X::X:X> traps <NAME> timeout
<1-300> retries <1-255>

<config># snmp host <X:X::X:X> traps <NAME> udp-port
<1-65535>

<config># snmp host <X:X::X:X> traps <NAME> udp-port
<1-65535> retries <1-255>

<config># snmp host <X:X::X:X> traps <NAME> udp-port
<1-65535> timeout <1-300>

<config># snmp host <X:X::X:X> traps <NAME> udp-port
<1-65535> timeout <1-300> retries <1-255>

<config># snmp host <X:X::X:X> version <1/2c¢/3> <NAME>
<config># snmp host <X:X::X:X> version <1/2¢/3> <NAME>
retries <1-255>

<config># snmp host <X:X::X:X> version <1/2c/3> <NAME>
timeout <1-300>

<config># snmp host <X:X::X:X> version <1/2c¢/3> <NAME>
timeout <1-300> retries <1-255>

<config># snmp host <X:X::X:X> version <1/2¢/3> <NAME>
udp-port <1-65535>

<config># snmp host <X:X::X:X> version <1/2c/3> <NAME>
udp-port <1-65535> retries <1-255>
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<config># snmp host <X:X::X:X> version <1/2¢/3> <NAME>
udp-port <1-65535> timeout <1-300>

<config># snmp host <X:X::X:X> version <1/2c/3> <NAME>
udp-port <1-65535> timeout <1-300> retries <1-255>

snmp trap

snmp trap - Send the SNMP traps.

auth - Enable the SNMP authentication failure trap.

cold-start - Enable the SNMP cold startup failure trap.
linkUpDown - Enable the SNMP link up and down failure trap.
wort-security - Enable the SNMP port security trap.
Warme-start - Enable the SNMP warm startup failure trap.
Related Syntax:

<config># snmp trap <auth / cold-start / linkUpDown /
port-security / warm-start>

snmp user

snmp user - Set SNMP user account.
<username> - Specify a name of SNMP user.
<groupNAME> - Sepcify a name of SNMP group.

auth <md5/sha> - Specify the authentication mode, md5 or
sha.

<AUTHPASSWD> - Enter the password for the md5/sha mode.
Pri <PRIVPASSWD> - Enter a password as a privacy key.
Related Syntax:

<config># snmp user <username> <groupNAME>

<config># snmp user <username> <groupNAME> auth
<md5/sha> <AUTHPASSWD>

<config># snmp user <username> <groupNAME> auth
<md5/sha> <AUTHPASSWD> priv <PRIVPASSWD>

snmp view

snmp view - Set the SNMP view.
<NAME> - Enter the SNMP view name.

Subtree <OID> - Specify the ASN.1 subtree object identifier
(OID).

oid-mask <mask/all> - Speicfy the OID mask, or use all for all
masks.

viewtype <exluded/included> - Let the selected MIBs include or
exclude in the SNMP view.

Related Syntax:

<config># snmp view <NAME> subtree <OID> oid-mask
<mask> viewtype <excluded/included>

Example

P1282# configure
P1282(config)#

P1282(config)# snmp engineid remote 192.168.2.38 00036D001188

P1282(config)# snmp engineid remote 00:50::16:88 000360002288

P1282(config)# snmp host 192.168.2.89 CAR_community udp-port 1500 timeout 200
P1282(config)# snmp host 192.168.2.88 informs version 2c CAR_community udp-port 3000

timeout 180 retries 35

P1282(config)# snmp host 192.168.2.88 traps version 2c CAR_traps udp-port 6500 timeout 60

238




retries 2

P1282(config)# snmp host 192.168.2.88 version 2c CAR_version udp-port 3000 timeout 60
retries 2

P1282(config)# snmp host HOSTNAME CAR_host udp-port 3000 timeout 60 retries
P1282(config)# snmp host HOSTNAME informs HA_informs udp-port 3000 timeout 60 retries 2

P1282(config)# snmp host HOSTNAME version 2c HT_verstion udp-port 3000 timeout 60 retries
2

P1282(config)# snmp user CA_user_1 CA_group_1 auth md5 CA12345678 priv PR12345678
P1282(config)# snmp view CAR_community subtree 10 oid-mask 9 viewtype included
P1282(config)#

Telnet Command: sntp
Use this command to configure settings for remote SNTP server.

Syntax Items

sntp host
Description
Syntax Items Description
sntp host Set the remote SNTP server by specifying IP address or
hostname.
<HOSTNAME> - Enter the IP address or hostname of SNTP
server.
<1-65535> - Specify the port number for the SNTP server.
Related Syntax:
<config># sntp host <HOSTNAME>
<config># sntp host <HOSTNAME>> port <1-65535>
Example
P1282# configure
P1282(config)#
P1282(config)# sntp host KEY1245 port 3000
P1282(config)#

Telnet Command: spanning-tree
Use this command to configure settings for spanning-tree.
Syntax Items

spanning-tree

spanning-tree bpdu

spanning-tree forward-delay
spanning-tree hello-time

spanning-tree maximum-age
spanning-tree mode

spanning-tree pathcost

spanning-tree priority

spanning-tree tx-hold-count
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Description

Syntax Items

Description

spanning-tree

Enable the function of spanning-tree.
Related Syntax:
<config># spanning-tree

spanning-tree bpdu

Filter/flood the BPDU packets.

<filtering> - Packets will be filtered when STP is disabled on
specified interface.

<flooding> - Packets will be flooded to all interfaces with STP
disabled and flooding mode.

Related Syntax:
<config># spanning-tree bpdu<filtering/flooding>

spanning-tree forward-delay

Set the STP forward delay time.
<4-30> - Default value is 15 (seconds).
Related Syntax:
<config># spanning-tree forward-delay <4-30>

spanning-tree hello-time

Set the hello time interval to broadcast the message to other
bridges.

<1-10> - Default value is 2 (seconds).
Related Syntax:
<config># spanning-tree hello-time <1-10>

spanning-tree maximum-age

Set the time interval for VigorSwitch to wait without receiving
the configuration message.

<6-40> - Default value is 20 (seconds).
Related Syntax:

<config># spanning-tree maximum-age <6-40>

spanning-tree mode

<mstp/rstp/stp> - Specify the operation mode for spanning
tree, such as multiple spanning tree (MSTP), rapid spanning
tree (RSTP) or spanning tree (STP).

Related Syntax:
<config># spanning-tree mode <mstp/rstp/stp>

spanning-tree pathcost

Set the path-cost method for spanning tree.

<long/short> - Long means the path cost ranging from 1 to
200000000; short means the path cost ranging from 1 to
65535.

Related Syntax:
<config># spanning-tree pathcost method <long/short>

spanning-tree priority

Set the priority for the specified instance ID.
<0-61440> - The number must be multiple of 4096.
Related Syntax:

<config># spanning-tree priority <0-61440>

spanning-tree tx-hold-count

Set the maximum number of packets transmission per second.
<1-10> - Valid range is from 1 to 10.
Related Syntax:
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<config># spanning-tree tx-hold-count <1-10>

Example

P1282# configure

P1282(config)#

P1282(config)# spanning-tree forward-delay 20
P1282(config)#

P1282(config)# spanning-tree maximum-age 38
P1282(config)#

P1282(config)# spanning-tree tx-hold-count 3
P1282(config)#

Telnet Command: start-up

Use this command to restart ICP status after rebooting VigorSwitch.
Syntax Items

start-up icp

Description

Syntax Items Description

start-up icp Related Syntax:

<config># start-up icp enable

Example

P1282# configure

P1282(config)#

P1282(config)# start-up icp enable
P1282(config)#

Telnet Command: storm-control
Use this command to configure settings for Storm Control.
Syntax Items

storm-control ifg exclude
storm-control ifg include
storm-control unit bps
storm-control unit pps

Description

Syntax Items Description

storm-control ifg exclude Exclude the preamble and IFG (inter frame gap) into the
calculating.
Related Syntax:

<config># storm-control ifg exclude

storm-control ifg include Include the preamble and IFG (inter frame gap) into the

calculating.
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Related Syntax:
<config># storm-control ifg include

storm-control unit bps

Change the unit of calculating method for storm-control.
bps - Calculate the storm control rate by octet-based.
Related Syntax:

<config># storm-control unit bps

storm-control unit pps

Change the unit of calculating method for storm-control.
pps - Calculate the storm control rate by packet-based.
Related Syntax:

<config># storm-control unit pps

Example

P1282# configure
P1282(config)#

P1282(config)# storm-control ifg exclude

P1282(config)#

P1282(config)# storm-control unit bps

P1282(config)#

Telnet Command: surveillance-vlian

Use this command to configure settings for surveillance-VLAN.

Syntax Items

surveillance-vlan
surveillance-vlan aging-time
surveillance-vlan cos
surveillance-vlan oui-table

surveillance-vlan vlan

Description

Syntax Items

Description

surveillance-vlan

Enable the function of surveillance VLAN on VigorSwitch.
Related Syntax:
<config># surveillance-vlan

surveillance-vlan aging-time

Set the aging time for surveillance VLAN.
<30-65536> - Enter a value as aging time.
Related Syntax:
<config># surveillance-vlan aging-time <30-65536>

surveillance-vlan cos

Set the class of service (0~7) for surveillance VLAN.
<0-7>- Enter a number.
Related Syntax:

<config># surveillance-vlan cos <0-7> remark

surveillance-vlan oui-table

Enable OUI surveillance VLAN configuration for specified
interface.

<A:B:C> - Enter the OUI address (e.g., 00:50:12).
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<DESCRIPTION> - Enter a string to briefly explain the
surveillance VLAN.

Related Syntax:

<config># surveillance-vlan oui-table <A:B:C>
<DESCRIPTION>

surveillance-vlan vlan Specify a VLAN profile as surveillance VLAN.
<2-4094> - Specify the surveillance VLAN ID.
Related Syntax:

<config># surveillance-vlan vlan <2-4094>

Example

P1282# configure

P1282(config)#

P1282(config)#

P1282(config)# surveillance-vlan aging-time 60

P1282(config)#

P1282(config)# surveillance-vlan oui-table 00:50:12 fortestonly
P1282(config)#

Telnet Command: system
Use this command to modify the contact information of VigorSwitch.
Syntax Items

system contact
system location

system name

Description
Syntax Items Description
system contact <CONTACT> - Enter a string (maximum length: 256 characters).
Related Syntax:
<config># system contact <CONTACT>
system location <LOCATION> - Specify the location of the host.
Related Syntax:
<config># system location <LOCATION>
system name <NAME> - Change the name of the system. The default name is
“pP1282".
Related Syntax:
<config># system name <NAME>
Example
P1282# configure
P1282(config)#
P1282(config)# system contact callMIS
P1282(config)#

P1282(config)# system location DrayTek
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UPDATEFRIM(config)#

P1282(config)# system name UPDATEFRIM

Telnet Command: tr069

Use this command to configure parameter settings of TR-069.

Syntax Items

tr069 acsPwd

tr069 acsUsername
tr069 acsurl

tr069 cpeEnable

tr069 cpePwd

tr069 cpeUsername
tr069 cpeport

tr069 healthlinkstatus
tr069 healthpoewarning
tr069 healthspeedstatus
tr069 periodicinfo

tr069 periodicTime
tro69 ssl

tr069 stun

tr069 stunMAXkeepalive
tr069 stunMINkeepalive
tr069 stunaddr

tr069 stunport

troe9 tls

Description

Syntax Items

Description

tr069 acsPwd

<PASSWORD> - Enter the password used for registering to
VigorACS server.

Related Syntax:
<config># tr069 acsPwd<PASSWORD>

tr069 acsUsername

<NAME> - Enter the username used for registering to VigorACS
server.

Related Syntax:
<config># tr069 acsUsername<NAME>

tr069 acsurl

<ADDRESS> - Enter the URL for VigorACS server.
Related Syntax:
<config># tr069 acsurl <ADDRESS>

tr069 cpeEnable

<disable/enable> - Enter Enable for VigorACS controlling such
CPE through the Internet.

Related Syntax:
<config># tr069 cpeEnable <disable/enable>

tr069 cpePwd

<PASSWORD> - Enter the password that VigorACS server can
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use it to authenticate and control the CPE device.
Related Syntax:
<config># tr069 cpePwd <PASSWORD>

tr069 cpeUsername

<NAME> - Enter the username that VigorACS server can use it
to authenticate and control the CPE device.

Related Syntax:
<config># tr069 cpeUsername <NAME>

tr069 cpeport

<0-65535> - Enter the port number for CPE.
Related Syntax:
<config># tr069 cpeport <0-65535>

tr069 healthlinkstatus

Perform the health check for the link status of specified
interface(s).

<PORTLIST> - Specify the interface, such as GE1, GE3-GE5 and
so on.

Related Syntax:
<config># tr069 healthlinkstatus <PORTLIST>

tr069 healthpoewarning

Perform the health check for PoE port warning status.

<PORTLIST> - Specify the interface, such as GE1, GE3-GE5 and
so on.

Related Syntax:
<config># tr069 healthpoewarning <PORTLIST>

tr069 healthspeedstatus

Perform the health check for link speed status of specified
interface(s).

<PORTLIST> - Specify the interface, such as GE1, GE3-GE5 and
so on.

Related Syntax:
<config># tr069 healthspeedstatus <PORTLIST>

tr069 periodicinfo

<disable/enable> - Enter Enable to activate periodic
information setting.

Related Syntax:
<config># tr069 periodicinfo <disable/enable>

tr069 periodicTime

TIME Update the CPE information to VigorACS server.
Related Syntax:
<config># tr069 periodicTime TIME

tro69 ssl <disable/enable> - Enter Enable to enable CPE management
protocol with SSL.
Related Syntax:
<config># tr069 ssl <disable/enable>
tr069 stun <disable/enable> - Enter Enable to enable CPE management

protocol with STUN server.
Related Syntax:
<config># tr069 stun <disable/enable>

tr069 stunMAXkeepalive

Set the maximum time period for CPE to send the binding
request to VigorACS server.

<0-65535> - Enter a number.

245



Related Syntax:
<config># tr069 stunMAXkeepalive <0-65535>

tr069 stunMINkeepalive Set the minimum time period for CPE to send the binding
request to VigorACS server.

<0-65535> - Enter a number.
Related Syntax:
<config># tr069 stunMINkeepalive <0-65535>

tr069 stunaddr <ADDRESS> - Enter the URL/IP address of STUN server.
Related Syntax:
<config># tr069 stunaddr <ADDRESS>

tr069 stunport <0-65535> - Set the port number for STUN server.
Related Syntax:
<config># tr069 stunport <0-65535>

tr069 tls Set TLS version (1.2 or 1.3).
Related Syntax:
<config># tr069 tls version <tls1.2/tls1.3>

Example

P1282# configure

P1282(config)#

P1282(config)# tr069 stunaddr 192.168.3.99
P1282(config)#

Telnet Command: username
Use this command to add a new user account or edit an existing user account.

Syntax Items

username
Description
Syntax Items Description
username privilege - Set a user account with the privilege of admin, user

or customized level.
secret - Set a user account with unencrypted password.

secret encrypted - Set a user account with encrypted
password.

<WORD> - Enter the name (0~32 characters) of the local user
profile.

<admin/ user> - Specify the privilege level to be admin
(privilege 15) / user (privilege 1).

<PASSWORD> - Enter a string as the password for the local
user.

Related Syntax:

<config># username <WORD> privilege <admin/user>
secret <PASSWORD>

<config># username <WORD> secret <PASSWORD>
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<config># username <WORD> secret encrypted

<PASSWORD>
Example
P1282# configure
P1282(config)#
P1282(config)# username carrie_1 privilege admin secret md123456
P1282(config)#

P1282(config)# username carrie_1 secret encrypted ca123456
Old password: ******%*

P1282(config)#

Telnet Command: vlian
Use this command to configure detailed settings for VLAN profile.

Before configuring, you have to access into next phase. See the following example:

P1282# configure
P1282(config)#
P1282(config)# vlan 3
P1282(config-vlan)#

Syntax Items

vlan vlan-list

vlan mac-vlan group

Description
Syntax Items Description
vlan vlan-list Specify the index number of VLAN profile. To configure

detailed settings, access into next level.
<vlan-list> - The available range is 1 to 4094.
<config># vlan 33

<config-vlan>#

Then, available sub-commands are:
<config-vlan>#do

<config-vlan>#end

<config-vlan>#exit

<config-vlan>#name

mode.
<SEQUENCE> -
Related Syntax:
<config-vlan>#do <SEQUENCE>

Use the “do” command to run execution command in current

in current mode will be saved.
Related Syntax:

<config-vlan>#end

Use the “end” command to finish current mode. Any changes
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Use the “exit” command to close the current CLI session or
return to the previous mode without saving the settings.

Related Syntax:

<config-macl>#exit

Use the “name” command to add a VLAN profile.
<string> - Enter the name of the VLAN profile.
Related Syntax:

<config-vlan>#name <string>

vlan mac-vlan group Create a MAC-vlan group.

<1-2147483647> - Specify a group ID.

<A:B:C:D:E:F> - Enter the MAC address to be mapped.
<9-48> - Enter a number representing the subnet mask.
Related Syntax:

<config># vlan mac-vlan group <1-2147483647>
<A:B:C:D:E:F> mask <9-48>

Example

P1282# configure

P1282(config)# vlan 3
P1282(config-vlan)#
P1282(config-vlan)# name vlan_friends
P1282(config-vlan)#

P1282(config)# vlan mac-vian group 33 00:50:17:22:12:ff mask 10
P1282(config)# vlan group 1 frame-type ethernet_ii protocol-value 0x0600
P1282(config)#

Telnet Command: voice-vlan

Use this command to enable voice VLAN and configure settings for voice VLAN.
Syntax Items

voice-vlan aging-time

voice-vlan cos

voice-vlan oui-table

voice-vlan vlan

Description

Syntax Items Description

voice-vlan aging-time Set the voice VLAN aging timeout interval.
<30-65536> - The unit is minute. Default is 1440 (minutes).
<string> - Enter the name of the VLAN profile.
Related Syntax:

<config># voice-vlan aging-time <30-65536>

voice-vlan cos Set the voice VLAN cos value and remark function.

Specify the class of service for voice VLAN.
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<0-7> - CoS value. Default is 6. Remark is disabled.
remark - L2 user priority is remarked with the CoS value.
Related Syntax:

<config># voice-vlan cos <0-7> remark

voice-vlan oui-table

Add or remove the selected OUI to/from the OUI table. In
default, there are 8 OUI addresses.

<A:B:C> - Enter the OUI address.

<DESCRIPTION> - Enter a brief description for the specified
MAC address to the voice VLAN OUI table.

Related Syntax:
<config># voice-vlan cos <0-7> remark

voice-vlan vlan

Set the VLAN identifier of the voice VLAN.
<2-4094> - Enter the number of VLAN ID.
Related Syntax:

<config># voice-vlan vlan <2-4094>

Example

P1282# configure

P1282(config)# voice-vlan aging-time 1000

P1282(config)#

P1282(config)# voice-vlan oui-table 22:30:ff test_01

P1282(config)#

P1282(config)# voice-vlan oui-table 00:01:E2 STAMP

P1282(config)# exit

P1282# show voice-vlan interfaces gigabitEthernet 1
Voice VLAN Aging : 1000 minutes

Voice VLAN CoS 16

Voice VLAN 1p Remark: disabled

OUl table

OUl MAC |  Description

+
00:E0:BB | 3COM
00:03:6B | Cisco
00:E0:75 | Veritel
00:D0:1E | Pingtel
00:01:E3 | Siemens
00:60:B9 | NEC/Philips
00:0F:E2 | H3C
00:09:6E | Avaya
22:30:FF | test_01
00:01:E2 | STAMP

Port | State | Port Mode

| Cos Mode

+ + +
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gil | Disabled |

P1282#

| Src

Telnet Command: webhook

Use this command to enable or disable the webhook service.

Syntax Items

webhook active
webhook host
webhook interval

webhook keep

Description

Syntax Items

Description

webhook active

<enable/disable> - Enable or disable the webhook application.
Related Syntax:
<config># webhook active <enable/disable>

webhook host

Specify the destination (URL, domain name, IP address) to
receive the data transferred by VigorSwitch.

ip <ADDRESS> - Enter the IP address of the destination.

path <PATH> - Enter the path string (part of the composition of
the URL) of the destination.

port <number> - Enter a port number (1-65535).

service <http/https> - Specify the protocol (http or https) of the
destination.

url <domain name> - Enter the domain name (e.g.,
draytek.com) of the destination. Note that it is not necessary to
enter this information if IP address has been set first.

Related Syntax:
<config># webhook host ip <ADDRESS>
<config># webhook host path <PATH>
<config># webhook host port <number>
<config># webhook host service <http/https>

<config># webhook host url <domain name>

webhook interval

<1-60> - Set the transmission interval (unit is minute).
Related Syntax:
<config># webhook interval <1-60>

webhook keep setings <enable/disable> - Enable or disable the function of
keep webhook settings.
Related Syntax:
<config># webhook keep setings <enable/disable>
Example
P1282# configure

P1282(config)# webhook host service https
P1282(config)# webhook host url www.demo.com
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P1282(config)# webhook host path Draytek/demo
P1282(config)# webhook host port 443
P1282(config)# webhook interval 2

A-2-4 Copy Configuration

Use this command to upgrade firmware image, configuration file, syslog file, language file and

security certificate.
Syntax Items

copy flash://
copy tftp://
copy startup-config

Description

Syntax Items

Description

copy flash://

Related Syntax:
# copy flash:// flash://
# copy flash:// tftp://

copy startup-config

running-config - Copy the startup configuration file to the
running configuration.

tftp://- Copy the startup configuration file to remote TFTP
server with a filename.

<IP address> - Enter the IP address of TFTP sever.
<filename> - Create a name to save the configuration file.
Related Syntax:

# copy startup-config tftp://

copy tftp://

running-config - Get the running configuration from specified
TFTP server.

startup-config - Get the startup configuration from specified
TFTP server.

Related Syntax:
# copy tftp:// flash://
# copy tftp:// startup-config
# copy tftp:// tftp://

Example

P1282#

Save configuration done.

P1282# copy startup-config tftp://172.16.3.8/test_da.cfg
Uploading file. Please wait...

A-2-5 Delete Configuration

Use this command to delete a file from the FLASH file system or restore the factory default

settings of VigorSwitch.
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Syntax Items

delete flash:// startup-config
delete startup-config

Description

Syntax Items

Description

delete flash://startup-config

Delete the startup configuration file in FLASH file system.
Related Syntax:
# delete flash://startup-config

delete startup-config

Restore the factory default settings of VigorSwitch.
Related Syntax:
# delete startup-config

Example

P1282# delet flash://startup-config
Delete flash://startup-config [y/nly
Do you want to reload the system to take effect? [y/n]y

A-2-6 Disable Configuration

All commands used will be divided into EXEC mode and Privileged EXEC mode. This command is to
turn off privileged mode command.

Default privilege level is 15 if no privilege level is specified on enable command.

Default privilege level is 1 if no privilege level is specified on disable command.

Syntax Items
disable

Description

Syntax Items

Description

disable Enter a number to specify the privilege level.
Related Syntax:
# disable <1-14>
Example

P1282# disable ?
<1-14> Privilege level
<cr>

P1282# disable 3
P1282#

<1-14> Privilege level
<cr>

P1282# disable 3
P1282#
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A-2-7 End Configuration

Use this command to end current mode.
Syntax Items
end

Example

P1282(config)# interface GigabitEthernet 3
P1282(config-if)# end
P1282#

A-2-8 Exit Configuration

Use this command to close current CLI session or return to previous mode.
Syntax Items
exit

Example

P1282(config)# interface GigabitEthernet 3
P1282(config-if)# exit
P1282(config)#

A-2-9 Hardware-Monitor Configuration

Use this command to execute the hardware fan test.
Syntax Items
hardware-monitor fan-test

Example

P1282# hardware-monitor fan-test
P1282#

A-2-10 Ping Configuration

Use this command to send ICMP ECHO_REQUEST to network hosts.

Syntax Items

ping
Description
Syntax Items Description
ping <HOSTNAME> - Enter an IPv4/IPv6 address or a domain name
to ping.
<1-999999999> - Specify the number of repetitions of ping
operation.
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Related Syntax:
# ping <HOSTNAME>
# ping <HOSTNAME> count <1-999999999>

Example

P1282# ping 192.168.1.11 count 3

PING 192.168.1.11 (192.168.1.11): 56 data bytes

64 bytes from 192.168.1.11: icmp_seq=0 ttl=64 time=0.0 ms
64 bytes from 192.168.1.11: icmp_seq=1 ttl=64 time=0.0 ms
64 bytes from 192.168.1.11: icmp_seq=2 ttl=64 time=0.0 ms
---192.168.1.11 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

P1282#

A-2-11 Reboot Configuration

Use this command to perform a cold restart of VigorSwitch.
Syntax Items
reboot

Example

P1282# reboot
P1282#

A-2-12 Restore-defaults Configuration

Use this command to restore the factory default settings for the system or for the selected port.
Syntax Items

restore-defaults

Description
Syntax Items Description
restore-defaults <1-28> - Enter the number (1 to 28) of LAN port.
<1-8> - Enter the number of LAG port.
Related Syntax:
# restore-defaults
# restore-defaults interfaces GigabitEthernet <1-28>
# restore-defaults interfaces LAG <1-8>
Example

P1282# restore-defaults interfaces gigabitethernet 3
Interface gi3: restore factory defaults.
P1282#
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P1282# restore-default
System: restore factory defaults. Do you want to reboot now? (y/n)y

A-2-13 Save Configuration

Use this command to save configuration and activate the settings.

Note that this command has the same effect as "copy running-config startup-config".
Syntax Items

save

Example

P1282# save
Success
P1282#

A-2-14 Show Configuration

After finished the command setting, use this command to display the configuration for all
commands.

Syntax Items
show <command>

Example

P1282# show acl utilization

Type: sys usage: 256

Type: IPSG usage: 128

Type: Auth usage: 128

P1282#

P1282#

P1282# show arp

Address HWtype HWaddress Flags Mask Iface
192.168.1.55 ether 00:1D:AA:F0:26:08 C eth0
192.168.1.10 ether 00:05:5D:E4:D8:EE C eth0

P1282# show voice-vlan interfaces gigabitethernet 3
Voice VLAN Aging : 1440 minutes

Voice VLAN CoS 6
Voice VLAN 1p Remark: disabled
OUl table
OUl MAC |  Description
+

00:E0:BB | 3COM
00:03:6B | Cisco
00:E0:75 | Veritel
00:D0:1E | Pingtel
00:01:E3 | Siemens
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00:60:B9 | NEC/Philips
00:0F:E2 | H3C
00:09:6E | Avaya

Port | State | Port Mode | Cos Mode
+ + +
gi3 | Disabled | Auto | Src
P1282#

A-2-15 SSL Configuration

Use this command to generate security certificate files such as RSA, DSA.

After entering the command of SSL, follow the onscreen questions to give the required
information.

Syntax Items
ssl

Example

P1282# ssl

Generating a 1024 bit RSA private key
++++++

B

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name ora D
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter ', the field will be left blank.

Country Name (2 letter code) [AU]:tw

State or Province Name (full name) [Some-State]:hs

Locality Name (eg, city) [I:hschu

Organization Name (eg, company) [Internet Widgits Pty Ltd]:draytek
Organizational Unit Name (eg, section) [l:marketing

Common Name (e.g. server FQDN or YOUR name) []:draytek

Email Address [J:carrie_ni@draytek.com

P1282#

A-2-16 Terminal Configuration

Use this command to set the maximum line number that the terminal is able to print.
Syntax Items
terminal

Description
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Syntax Items Description

terminal <0-24> - Enter the length value. 0 means no limit.
Related Syntax:
# terminal length <0-24>

Example

P1282# terminal length 15
P1282# show running-config

A-2-17 Traceroute Configuration

Use this command to execute network trace route diagnostic.

Syntax Items

traceroute
Description
Syntax Items Description
traceroute <HOSTNAME>- Enter the IP address or the hostname of the
device for VigorSwitch to perform traceroute diagnostic.
Related Syntax:
# traceroute <HOSTNAME>
Example

P1282# traceroute 192.168.1.224

traceroute to 192.168.1.224 (192.168.1.224), 30 hops max, 40 byte packets
1 192.168.1.224(192.168.1.224) Oms Oms Oms

P1282#
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