Release Note for VigorAP 710

Firmware Version: 1231

Release Type: Normal

Applied Models: VigorAP 710

With this high cost-efficiency VigorAP 710, computers and wireless devices which are compatible
with 802.11n can connect to existing wired Ethernet network via this VigorAP710, at higher speed.
Easy install procedures allows any computer users to setup a network environment in very short
time - within minutes, even inexperienced users.

New Features

® None.

Improvement

® [mproved: A wireless vulnerability, known as 'KRACK" was discovered in October 2017.
This affected wireless clients, including phones, tablets, laptops and also any wireless
base acting as a client.

For full details, see https://www.krackattacks.com. The recommended action in all cases
is to upgrade your client devices as that is where the vulnerability lies however if that is
impossible because the product is too old or the vendor does not provide updates, it is
possible to mitigate KRACK exploitation by disabling EAPOL-Key retries on the base
station and reduce the possibility of KRACK being used. For more details, see
https://www.krackattacks.com/#ap-mitigations. That can be done from "Wireless LAN >>
Security Settings™ on the access point. Upgrading your client is still the preferable
solution.

Known Issue

® None.
Notes
® None.
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