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Preface
This document describes how to do advanced firmware upgrade on VigorACS.

Scope

This document contains the actions of the advanced firmware upgrade on
VigorACS. VigorACS follows CWMP (CPE WAN Management Protocol) specification
(or shorted by TR-069 specification) to do the advanced firmware upgrade. With
VigorACS, firmware upgrade can be easily applied to any kinds of CPEs which complies
with CWMP specification.

Reference
User Guide for VigorACS
Quick Start Guide for VigorACS
TR-069 specification
TR-104 specification
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1. Introduction

To upgrade firmware on a large scale network with many devices is not an easy job for
network administrator. For instance, if there are three thousands of devices on your
network, you want to upgrade firmware on these devices. If you can upgrade 100 devices
once day, you need 1 month to finish this work. It really takes time. Besides time issue,
you might need to face many other problems. How many devices finished the upgrade?
How many not? How to control the firmware version? Every network administrator
wants to find a good way doing this job. Now with TR-069 and VigorACS the dream is
coming true.

If you upgrade firmware manually, the first thing is to check the firmware version on
device. If the version of the device is not the same as your current version, you perform
the firmware upgrade. Basically, you want to all devices on your network with the same
firmware version but sometimes few devices with different version. The firmware
upgrade feature of VigorACS is based on this idea and covers all these requirements.

2. Procedure

The procedures of firmware upgrade on VigorACS go follows:

Customers VigorACS

Initial or periodic inform request

Get model, modem version, manufacture OUI and software version

B

i
i Return model, modem version, manufacture OUI and software version i
i
| |
1
! D If firmware upgrade enable
i i
i .
i .
! > If model, modem version, and OUI equal
i |
i 1
1 D If software version not equal
: !
1
: D If not on exclusive list
i Request firmware upgrade :
e '
i

! Firmware upgrade start

1. We get ModelName, ModemFirmwareVersion, ManufactureOUI and software version
from CPE once CPE contact with VigorACS.

2. Compare ModelName, ModemFirmwareVersion, ManufactureOUl on CPE with
VigorACS database if network administrator enable firmware upgrade feature and
ModelName, ModemFirmwareVersion, ManufactureOUl is the same but software
version is different.
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3. If the case is true, this CPE is selected on IncludeNetwork and current time is defined
on the period of trigger time, we issue firmware upgrade to CPE.

4. CPE starts to firmware upgrade once finish, CPE reboot by itself.

5. Network administrator can add device to excluded list on VigorACS. Those devices on
excluded list will be ignored to do the firmware upgrade even if the model, modem
version, and manufacture OUI is the same.

Once network administrator set up VigorACS correctly, all devices with same
ModelName, ModemFirmwareVersion, ManufactureOUI will be upgraded to the same
firmware version without other effort.

3. Configuration

3.1 Upload File
Upload the CPE firmware to VigorACS Server.

Home |Provision | Log Admin TR062-Test User Help Logout

= nﬂ. UploadFile

QL l& Firmwvarelporace 4
| &% SettingProfile | | | 7
& Host Elproperty | size‘lastMudified |directurv |=
(& Keepprotie | Directary 0 03/26/2008 10:39:26

- Directary 0 11/28/2007 10:06:08

httpprovision Directary 011/23/2007 16:56:04

input Directory 0 03/28/2008 18:45:30

testl Directary 0 11/22/2007 14:39:13

¥2910_20071126.all all file 2037440 03/26/2008 10:10:45

vZ2910_20071126.rs5t rstfile 2840572 03/26/2008 10:10:19

wzk7v Vv_001_pga.all all file 2832076 03/21/2008 17:42:10

wzk7v ¥ 001 _pga.rst retfile 28935872 03/21f2008 17:39:14

v2k7v V¥ 320_RC7_pga.rst rstfile 2918668 03/20/2008 15:20:21

v2k7v_V_320RCS.rst rstfile 2920328 03/25/2008 11:57:26

w2k7v_V_320RCS_pqga.all all file 2916080 03/26/2008 10:39:26

wZ2kiv V_320RC3 pga.rst rstfile 2919880 03/25/2008 11:22:22

3.2 Check the CPE information first.

The ModelName, ModelFirmwareVersion, and ManufactureOUI is Vigor’s comparison
condition. You must make sure that those values of the different CPEs can be isolated.
For instance, you have AnnexA and AnnexB on Vigor2700 Series. The
ModelFirmwareVersion can be separated it.
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Home | Provision Log Admin TROE69-Test User Help Logout

& Table View
Iﬁ Topology iewr search |l = || =0 call @ lemll @il
ol = DrayTek_00507F Vigor 00507FDOSEDE — — 080 HAL—
dle]z|
Name Value Is¥ritable 4
2 InternetGatewayDevice [=]

o} ‘3 InternetGatewayDevice LANDeviceMumberOfEntries 1

[ InternetGatavay Device WaNDeviceNumberOfEntriss 1

=l InternetGatevvayDevice Devicelnto
H J IrternetGatewayDevice Devicelnfo Manutacturer DrayTek
[ ;] InternetGatewayDevice Devicelnfa Manutacturer QLI 00507F
- InternetGatewayDevics Devicalnto ModelMame =
I+ ﬂ IrternetGatewayDevice Devicelnfo Description DrayTek Vigor Router
& ] InternetGatewayDevice Devicslnto ProductClass Yigor
= ;j InternetGateweayDevice Devicelnfo SerialNumber 00507FD0SE0E
- InternetGateveayDevice Deviceinto Hardvwareyersion 5
o L] IrternetGatewayDevice Devicelnfo Softwareersion 3.2.0_RC8
ezt J InternetGatewsyDevice Devicelnfo ModemFirmwareersion 131701 A Annex A
= ;J InternetGatewayDevice Devicelnfo Specyersion 1.0
1 InternetGatewayDevice Devicelnfo ProvisioningCode o ~]

145 1p172.17.5.118 | Porb 80| Uri fowmfCRN-htrml | Manufacturer: DrayTek | SH.00507FDOSE0E | Spec:l.0 Hardware 5 t Solutions

3.3 Define the global setting of firmware upgrade

Field Description

Id Index of advanced firmware upgrade record
Name Name of advanced firmware upgrade
Model name Model name on device

Modem firmware | Modem firmware version on device
version

Manufacturer oui Manufacturer OUI version on device

Software version Software version on device

Firmware file The new firmware file

Status Enable or Disable this advanced firmware upgrade
triggername Select the available trigger defined on trigger list
Event Include the backup and restore

1. Define a unique firmware upgrade name.

2. Define Model name, Modem firmware version, Manufacturer oui and Software version
according to CPE information.
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3. Select Firmware file from upload list.

4. Enable or disable the firmware upgrade setting. Be careful, only one record can be
enabled if the Model name, Modem firmware version and Manufacturer oui is the same.

5. Select the trigger defined on trigger list.

6. Include backup and restore before and after firmware upgrade. You can use get
parameter function to get all parameters from CPE for backup, and use set parameter
function set them back for restore. Or you can choose to use the configure file of CPE for
backup and restore.

Home |Provision | Log Admin TROE9-Test User Help Logout

| m [
m * UploadFile @
0 .de‘ Firmwarellpgracs v 8 FirmwareUporade_Excludel st
|& SettingProfile & FirmweareUpgrade_Trigaer | | | vl vl !‘(
* Host & FirmwareUpgrads_Includehlstwork r_oui ‘suf‘tware_\rersion ‘firmware_ﬁle |trigername |status |event <
| = . =
1 |8 KeepProfils & Firmvearelpgrade_GlobalSetting hh hh default Disable Hathing
TOZYIUT T VIQOr2YIuUY SEfe Mo USC UUSUTE 3.2.0_RC1 Jfbackup_00507FALO02 default Disable Backup and
4 2710 Wigor2700 series 131701_AAnnex & 00S07F 3.2.0_RCE Ae2kTe W 320RCE_pg default Dizable Eackup and

3.4 IncludeNetwork

According to firmware upgrade name, select the devices or networks to do the firmware
upgrade. The IncludeNetwork use inheritance way to set up the devices or networks.
There are three options “YES”, “NO” and “” to set up devices or networks. If you select
“YES” or “NO” options, it is obvious to include or exclude this device or network. But if
you select “”, it means inheritance from parent network. If the parent network is “” too, it
will inheritance the parent network. Only the root network “Network View” can not be “”
option. For example, if you just want to upgrade only one network, you only need to
select the root network (“Network View”) to NO and this network to YES. The all
devices or networks belong to this network is *” will inheritance this network and do the
firmware upgrade.

7J_



Advanced Firmware Upgrade on VigorACS - 1.0

Home |Provision | Log Admin TR083-Test User Help Logout |
pam 7 poacris R T

Provisi \‘ Firmwarelpgrade L ‘ Firtrvarelpgrade_ExcludeList
e ‘ SettingProfile ‘ Firmwarelpgrade_Trigger CRlEeE D ALEs |
-:u‘ Host “ Firmsearel pdrade_IncludeiMetwork: YES

i:“ KeepProfile a Firmearelpgrace_GlobalSetting

= W booogo)
RS L ()}

11 % yyonoon(0)
= W3 770y
-8 nnrn(o)

¢ {8 DrayTek_00S07F_Vigor_I0507FDOSEDA YES v

[+ B DrayTek _O0SO7F Yigor DOSO7FC2E524

3.5 Trigger

You can use trigger to define the time to do the firmware upgrade. Sometimes you just

want VigorACS upgrade firmware on middle night. You can define the trigger to limit
the time.

Home |Provision | Log Admin TRO63-Test User Help Legout |
“ UplaadFils i

Pr -‘. Firmwarelpgrace: d ‘ Firmwarelpgrade_ExcludeList
s “ SettingProfile “ Firmwearelpgrade_Trigger
T ‘ Host “ Firmwearelpgrade_IncludeiMetwork j
_‘ KeepProfie “ Firmwearelpgrade_GlobalSetting

Date

@ Any

€ Schedule  StartDate T End Date

= ] =

Tire ) )

& pny

€ gehedule Start Time End Time

|00 =]H[ 00 [z]m [aa [7]H |00 [x]m
Save Dehetel

3.6 ExcludeList

Any device on the ExcludeList will not do any firmware upgrade.
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Home |Provision | Log Admin TR083-Test User Help Logout

& UploacFile
prd*, FirmwarelUpgrade 4 “ FirmweareUpgracde_Excludelist
< ‘* SettingProfile “ Firmwwarelpgrade_Trigger
?a. Host ﬁ FirmyweareUpgrade_IncludeMetwork | : .
] Serialblumber Action
1 ;ﬂ KeepProfile a Firmwearelpgrade_GlobalSetting

Serialfumber

Save

Everything is done.
4. Exception

According to our test, you may have some trouble at such circumstances:
I. Reboot the CPE

Because it is remote firmware upgrade, customer does not know it. So it is possible that
customer reboot the CPE during firmware upgrade. Most of CPEs will lose its firmware.
There are two kinds of reboot on CPE. One is soft reboot and another is power off/on.
This is nothing we can do if customer power off/on. But for soft reboot, CPE must protect
itself and do not reboot during firmware upgrade. You might inform customer do not
power on/off on the firmware upgrade period.

I1. Another firmware upgrade

During firmware upgrade, CPE might be issued another firmware upgrade by web. Some
CPEs will be failure. CPE must protect itself only allow or accept one firmware upgrade
at the same time.

I11. Network problem
Some CPEs will be failure if network problem during firmware upgrade.
IV. Version incorrect

You must check the configuration on VigorACS is correct. Once the firmware version of
the CPE is incorrect, the CPE will be upgraded again and again.

V. Relation to Dynamic Service Provisioning

You might set up Dynamic Service Provisioning on VigorACS. We will do the firmware
upgrade first and during firmware upgrade VigorACS will keep the Dynamic Service
Provisioning data once firmware upgrade is finished, the Dynamic Service Provisioning
data will be set to CPE.
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