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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.draytek.com
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European Community Declarations
Manufacturer:  DrayTek Corp.

Address: No. 26, Fu Shing Road, HuKou Township, HsinChu Industrial Park, Hsin-Chu County, Taiwan
303
Product: Vigor3900

DrayTek Corp. declares that Vigor3900 of routers are in compliance with the following essential requirements
and other relevant provisions of EC, Directive 2004/108/EC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class A and EN55024/Class A.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

Please visit http://www.draytek.com/user/SupportDLRTTECE.php
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Chapter 1: Preface

The Vigor3900 Series integrates a rich suite of functions, including NAT, firewall, VPN,
load balance, and bandwidth management capability. These products are very suitable for
providing multi-integrated solutions to SME markets.

A Virtual Private Network (VPN) is an extension of a private network that encompasses
links across shared or public networks like an Intranet. A VPN enables you to send data
between two computers across a shared public Internet network in a manner that emulates
the properties of a point-to-point private link. The DrayTek Vigor3900 Series VPN router
supports Internet-industry standards technology to provide customers with open,
interoperable VPN solutions such as X.509, DHCP over Internet Protocol Security (IPSec)
up to 500 tunnels, and Point-to-Point Tunneling Protocol (PPTP).

1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.
Cancel current settings and recover to the previous saved settings.
Clear all the selections and parameters settings, including selection from

drop-down list. All the values must be reset with factory default settings.

il Add new settings for specified item.

Edit the settings for the selected item.
Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 4 for detailed
explanation.

1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first. The displays of LED indicators and connectors for the routers are different
slightly.

Vigor3900 Series User’s Guide 1 Drﬂ’y TEk



Description for LED

NK

1000 LNK

1000

NK 1000 LNK 1000 LNK 1000 LNK 1000

s o)

SFP LISB

GigaLANP» 1

LED

Status

3(SFP 1)

GigaWAN » 1

Explanation

PWR On The router is powered on.
Off The router is powered off.
ACT Blinking The system is active.
On/Off The system is hanged.
SFP 1/2 On The fiber connection is established.
Off No fiber connection is established.
USB 1/2 On The USB device is installed and ready.
Off No USB device is installed.
LNK | On The Ethernet link is established on corresponding port.
Blinking The data transmission is done through the corresponding
GigaLAN1 port.
/LAN 2) Off No Ethernet link is established.
1000 | On It means that a normal 1000 Mbps connection is through
its corresponding port.
Off It means that a normal 10/100 Mbps connection is
through its corresponding port.
LNK | On The Ethernet link is established.
Giga Blinking The data transmission is done through the corresponding
WAN1/2/3/4 port.
Off No Ethernet link is established.
1000 | On It means that a normal 12000Mbps connection is through
its corresponding port.
Off It means that a normal 10/100Mbps connection is through

its corresponding port.

DrayTek
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Connectors

LNK 1000 LNK i0ao

LNK 1000

LNK 1000 LNK 1000 LNK 1000

0 o o TS

GigaLAN» 1

3I(SFP 1)

GigaWAN» 1

HECE CONSOLE USB1 USB2 Roset

Interface Description

GigaLAN1/2 Connecter for local network devices.
3(SFP) Connecter for fiber cable.
GigaWAN1/2/3/4 Connecter for remote network devices.
5(SFP) Connecter for fiber cable.

Console Provided for technician use.
USB1/USB2 Connecter for the USB device.

Factory Reset

Used to restore the default settings. Press it and keep for
more than 5 seconds. When you see the ACT LED begins
to blink, release the button. Then the router will restart with
the factory default configuration.

Connecter for a power cord.
ON/OFF - Power switch.

Vigor3900 Series User's Guide
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1.3 Hardware Installation

1.3.1 Network Connection

Before starting to configure the router, you have to connect your devices correctly.

1.
2.

Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of Vigor3900s.

Connect the other end of the cable (RJ-45) to the Ethernet port on your computer (that
device also can connect to other computers to form a small area network). The LAN
LED for that port on the front panel will light up.

Connect a server/modem/router (depends on your requirement) to any WAN port of
Vigor3900 with Ethernet cable (RJ-45). The WAN1 (to WAN4) LED will light up.

Connect the power cord to Vigor3900°’s power port on the rear panel, and the other side
into a wall outlet.

Power on the device by pressing down the power switch on the rear panel. The PWR
LED should be ON.

The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

Below shows an outline of the hardware installation for your reference.

4 Power cable

5_

EIE

DrayTek

DrayTek
© )l [
S -
— S
:I. \%\)
(_ Internet _
) _
R
Wizard Server
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1.3.2 Rack-Mounted Installation

The Vigor3900 Series can be mounted on a rack by using standard brackets in a 19-inch rack
or optional larger brackets on 23-inch rack (not included). The bracket for 19- and 23-inch
racks are shown below.

Attach the brackets to the chassis of a 19- or a 23-inch rack. The second bracket attaches the
other side of the chassis as above procedure.

After the bracket installation, the Vigor3900 Series chassis can be installed in a rack by using
four screws for each side of the rack.

Desktop Type Installation

Rubber pads are included with the Vigor3900 Series. These rubber pads improve the air
circulation and decrease unnecessary rubbing on the desktop.

Vigor3900 Series User’s Guide 5 Dray TEk
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Chapter 2: Initialing Settings

For use the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for an administrator and how to adjust basic
settings for accessing Internet successfully. Be aware that only the administrator can change
the router configuration.

2.1 Changing Password

To change the password for this device, you have to access into the web browse with default
password first.

1. Make sure your computer connects to the router correctly.

Notice: You may either simply set up your computer to get IP

L dynamically from the router or set up the IP address of the computer to be
the same subnet as the default IP address of Vigor router 192.168.1.1.
For the detailed information, please refer to the later section - Trouble
Shooting of this guide.

2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password. Please type default values on the window for
the first time accessing. The default value for user name is admin and the password is
admin. Next, click Login.

Dr ay Te k ' Igor. 900 Series

User : admin
Password ;| ===

English + | Login

Vigor3900 Series User’s Guide 7 Dra’y Tek



3. Now, the Main Screen will pop up.

D k 9
- . AT ]
rayTe Vigor3900 Series B
% Refresh
Auto Logout : ‘SM‘” 12 Device Information System Information
Quick Start Wizard Model Yigor3900 CPL Uzage 12% ]
Online Status Hardware 1.0 | Memmory Usage 23 % — | % |
WAN g‘"‘”d"“[?’? 12;53105“1093% o1 Caprocessor: CPU Usage 0% Memory Usage:0%
| rrerrrererrrrr———————r—rr—e—————rrereerree | [ ae -
LAN Revision S018 System Up Time 0 days 0:47:53
NaT Current System Time - Sat Jan 1 034752 UTC 2011
BT R | e
Firewa Pvd B
OJE[tS Setting '
W Profile  Connectis Descripti Uptime  MAC Protocol IP Gateway DNS RX Packe TX Packe Operation A
W lan1 up 0 days 0:¢ 00:50:7F: static(NAT192.168.1 T14a1 TM7 E

VPN and Remote Access
(El‘tll[ﬂtE Management
B

SSL VPN

Banvﬂt Management

System Maintenance

Diagnostics
External Devices
Product Registration

4.  Go to System Maintenance page and choose Administrator Password.
System Maintenance >> Administrator Password

| Administrator Password |

Original Password : essss

New Password : LI L]

Confirm Password ; eseeses

= Aoty

5. Enter the login password (admin) on the field of Original Password. Type a new one
in the field of New Password and retype it on the field of Confirm Password. Then
click Apply to continue.

6. Now, the password has been changed. Next time, use the new password to access the
Web Configurator for this router.

Drdy TEk 8 Vigor3900 Series User's Guide



2.2 Quick Start Wizard

Quick Start Wizard is a wizard which is designed for configuring your router accessing
Internet with simply steps. In the Quick Start Wizard group, you can configure the router to
access the Internet with different modes such as Static, DHCP, PPPoE, or PPTP modes.

For most users, Internet access is the primary application. The router supports the Ethernet
WAN interface for Internet access.

Click Quick Start Wizard from the home page. Quick Start Wizard will guide the user to
establish LAN interface profile, WAN interface profile and select proper protocol for
connection. The following will explain in more detail for the various broadband access
configurations.

2.2.1 Step 1 - Specifying the WAN Profile
In the first page of Quick Start Wizard, please create a WAN profile.

Quick Start Wizard

Step 1
Profile : wean w
IPvd Protocol Static w

b K Next mm & cancel
Available settings are explained as follows:
Item Description
Profile Use the drop down list to choose one WAN profile.
wean w
wan
wans
wani
I\‘J‘En‘:
wans
IPv4 Protocol Type Use the drop down list to choose a connection mode for such
WAN profile.
IPv4 Protocol : Static W
Static
DHCP
PPPQE
PRTP
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ltem

Description

Static - If Static is selected, you can manually assign a static

IP address to the WAN interface and complete the
configuration by applying the settings.

DHCP - It allows a user to obtain an IP address automatically

from a DHCP server on the Internet. If you choose
DHCP mode, the DHCP server of your ISP will
assign a dynamic IP address for Vigor3900
automatically. It is not necessary for you to assign
any setting. (Host Name and Domain Name are
required for some ISPs).

PPTP - This mode lets user get the IP group information by a

DSL modem with PPTP service from ISP. Your
service provider will give you user name, password,
and authentication mode for a PPTP setting. Click
PPTP as the protocol. Type in all the information
that your ISP provides for this protocol.

If your ISP offers you PPTP (Point-to-Point
Tunneling Protocol) mode, please select PPTP for
this router. Next, enter the required information
provided by your ISP on the web page.

PPPoE - PPPOE stands for Point-to-Point Protocol over

Ethernet. It relies on two widely accepted standards:
PPP and Ethernet. It connects users through an
Ethernet to the Internet with a common broadband
medium, such as a single DSL line, wireless device
or cable modem. All the users over the Ethernet can
share a common connection.

PPPoE is used for most of DSL modem users. All
local users can share one PPPoE connection for
accessing the Internet. Your service provider will
provide you information about user name, password,
and authentication mode.

If your ISP provides you the PPPoE (Point-to-Point
Protocol over Ethernet) connection, please select
PPPoE for this router to get the following page.
Enter the username and password provided by your
ISP on the web page.

Note: After you creating the WAN profile(s) by using Quick Start Wizard, you can
select the existing WAN profiles for next time. Simply use the drop down list to choose
the WAN profile available for modifying.

When you finish the above settings, please click Next to go to next page.

DrayTek
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2.2.2 Step 2 - Configuring the Selected Protocol
This page will be changed according to the IPv4 Protocol Type selected on last page.

Quick Start Wizard

IP Address : 0 . 0 . 0
Subnet Mask : 255.255.255. W
Gateway IP Address : _

€y add [5] zave

DHS Server IP Address

If Static is selected

If Static is selected, the following screen will appear. You can manually assign a static IP
address to the WAN interface and complete the configuration by applying the settings.

Quick Start Wizard

IP Address : 0 ] 0 ] 0 . 0

Subnet Mask : 255.255.255. )

Gatewray IP Address : ) ) ) '.' {Opticnal
€3 2dd [E] save

DHS Server IP Address

DNS Server IP Address : Mo items to show.

% Previous | K U Finizh G Cancel

Available parameters are listed as follows:

Item Description
IP Address Type a public IP address for such WAN profile.
Subnet Mask Choose the static mask from the drop down list.

Gateway IP Address Type a public gateway address for such WAN profile.

—a
W1 - click it to remove the IP address if you are not satisfied
with it.

Vigor3900 Series User’s Guide 1 Dra’y TCk



DNS Server IP Add - Click this button to display the IP address field for

Address adding a new IP address. Type the IP address on the tiny boxes
one by one.
€y add [B] save
DNS Server IP Address
JNS Server IP Address 188 g5 1 1|— II-[|

Save — After finished the IP address configuration, click Save
to save the setting onto the router.

Ty add [ save
DHE Server IP Address
188.95.1.1 m

W' _ click the icon to remove the selected entry.

Previous Click it to return to previous setting page.
Finish Click it to finish the configuration.
Cancel Click it to discard the settings configured in this page.

When you finished the above settings, please click Finish.
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If DHCP is selected

DHCP allows a user to obtain an IP address automatically from a DHCP server on the
Internet. If you choose DHCP mode, the DHCP server of your ISP will assign a dynamic IP
address for Vigor2960 automatically. It is not necessary for you to assign any setting. (Host
Name is required for some ISPs).

Quick Start Wizard
Step 2

Host Hame : (Optional

S Previous | K [ Finizh &3 cancal

Available parameters are listed as follows:

Item Description

Host Name (Optional) | Type a name as the host name for identification.

Previous Click it to return to previous setting page.
Finish Click it to finish the configuration.
Cancel Click it to discard the settings configured in this page.

When you finished the above settings, please click Finish.

If PPPoOE is selected

PPPoOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPoE
connection for accessing the Internet. Your service provider will provide you information
about user name, password, and authentication mode.

If your ISP provides you the PPPoE (Point-to-Point Protocol over Ethernet) connection,
please select PPPOE for this router to get the following page. Enter the username and
password provided by your ISP on the web page.

Vigor3900 Series User’s Guide 13 Drﬂ’y Tek



Quick 5tart Wizard

Username :

Password :

M Previous | K B Finieh & cancal

Available parameters are listed as follows:

Item Description

Username Type in the username provided by ISP in this field.
Password Type in the password provided by ISP in this field.
Previous Click it to return to previous setting page.

Finish Click it to finish the configuration.

Cancel Click it to discard the settings configured in this page.

When you finished the above settings, please click Finish.
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If PPTP is selected

This mode lets user get the IP group information by a DSL modem with PPTP service from
ISP. Your service provider will give you user name, password, and authentication mode for a
PPTP setting. Click PPTP as the protocol. Type in all the information that your ISP provides

for this protocol.

If your ISP offers you PPTP (Point-to-Point Tunneling Protocol) mode, please select PPTP
for this router. Next, enter the settings provided by your ISP on the web page.

Quick Start Wizard B
Stepg

PPTP Over : Static »

Server Address 0.0.0.0

Username :

Password :

IP Address : 0 0 0 0

Subnet Mask : 255.255.255.0 »

Gateway IP Address : . . - (Optional
©y add [ save
DNS Server IP Address

DNS Server IP Address : Ho itemz to show.

i Previous | K [=] Finish @3 cancel

Available parameters are listed as follows:

ltem

Description

PPTP Over

Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP provides
service to always assign you the same IP address whenever you
request. In this case, you can fill in this IP address in the Fixed
IP field. Please contact your ISP before you want to use this
function.

Static w

Static
DHCP

Static — specify the IP address.
DHCP - obtain the IP address automatically.

Vigor3900 Series User's Guide
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Quick Start Wizard

Step 2

PPTP Over : DHCP w
Server Address: 0.0.0.0
Username :

Password :

Server Address

Type a remote IP address of PPTP server.

Username Type in the username provided by ISP in this field.
Password Type in the password provided by ISP in this field.
Previous Click it to return to previous setting page.

IP Address Type a public IP address for such WAN profile.

Subnet Mask

Choose the static mask from the drop down list.

Gateway IP Address

Type a public gateway address for such WAN profile.

- click it to remove the IP address if you are not satisfied
with it.

DNS Server IP
Address

To add a new IP address, simply place the mouse cursor on this
filed. The following dialog will appear.

) add [5] save
DNS Server IP Address

NS Server IP Address || yzn a5 1 1

Add - Click this button to display the IP address field for
adding a new IP address.

Save — After finished the IP address configuration, click Save to
save the setting onto the router.

Cy 2dd [ save

DNS Server IP Address

188.85.1.1

=]

W _ click the icon to remove the selected entry.

Previous

Click it to return to previous setting page.

Finish

Click it to finish the configuration.

Cancel

Click it to discard the settings configured in this page.

DrayTek
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When you finished the above settings, please click Finish. Later, you can surf the Internet at
any time.

Quick Start Wizard
Step 2

Host Name vigor2960 (Optional)

Saving Wizard Configuration...

M Previous | K = &3 cancel

When the following screen appears, it means you have finished the Quick Start Wizard
configuration.

Note 4

il/ Wizard Setting Complets

OK
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2.3 Register Vigor Router

Please follow the steps below to register the router.

1 Before using such function, please register your router online first. Log into the web
configurator of Vigor3900 and click Product Registration.

Diagnostics

External Devices

Product Registration

2 A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware for your
purchased product and receive news about upcoming products and
services!

UserName : |james_fae
Password : |o.......
Auth Code : tuxhdd xxhdd
If you cannot read the word,click here
Forgotten passwordd | Login l
Don't have a MyVigor Account ? Create an account now

Became the MyVigor member, vou can recslve the e-newslelfer update.
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3 The following page will be displayed after you logging in MyVigor. From this page,
please click Add.

DrayTek

My Information

D About Us Welcome james_fae

& Product Last Login Time : 2011-08-24 09:39:13
Last Login From : 123.110.144.220

Q@ My Information Current Login Time : 2011-08-24 23:01:15

Current Login From : 114.37.142.184

RowNo : PageNo :E

7. VigorACS Sl

= Vigor Series

e Management

Serial Number { D N
& Product Host ID evice Name

AEgsiie 104001703857  Vigor2710  Vigor2710 -
0 Customer Survey 200807100001 VigorPro5300 VigorPro5300 -
200911030001 ryan VigorProh300 =

Note: Below the field of Your Device List, all the Vigor routers that you have
registered to MyVigor website will be displayed in sequence.

4 When the following page appears, please type in Nick Name (for the router) and choose
the right registration date from the popup calendar (it appears when you click on the
box of Registration Date). After adding the basic information for the router, please click
Submit.

Dra)} Tek

D aboutUs My Product Searchforthis site| |

@ Product

@ VI RTaton Registration Device

. YigorACS SI Serial number : 2011082214320301

<= Vigor Series Nickname : * |vigur39l]l] |
e Management Registration Date : *

=) Product Usage : —Select— ¥

Registration

Product Rating : [ Your opinion so far ]
No. of Employees : [ In total within your company )

& Customer Survey

Supplier: | ‘ [ ¥here you bought it from ]
Date of Purchase : | ‘[mm—ddww]
Internet Connection : *
[ cable [ apsL [ vDsL [ Fiber
036 [0 wWiMax O LTE
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5  Now, your router information has been added to the database. Click OK to leave this
web page and return to My Information web page.

Your device has heen successfully added to the database.

oK)

6  Take alook at the page of My Information, the new added Vigor3900 is listed under
Your Device List.

D k Vi
rayTe My Vigor
| Aiome [/ Search |
D My Information
Sboutls Welcome,drayiekfae
@ Product Last Login Time : 2011-08-24 09:39:13
— Last Login From : 123.110.144.220
@ My Information Current Login Time : 2011-08-24 23:01:15
© VigorACS SI Current Login From : 114.37.142.184
. RowNo : PageMo :
== Yigor Series
e Management
« Customer Survey
20100707144801 Yigori30oy Yigor3300 =
20100708105301 Vigor2820 Vigor2820
20101005104801 Yigor2710wvn Yigor2710
20101217073315201 Vigor2920 Vinor29210
2011082214320301 vigor3900 Yigor3900
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Chapter 3: Application and
Tutorial

3.1 How to Configure Load Balance with Multi-WAN on
Vigor2960, Vigor300B or Vigor3900?

There are two different LANs configured in the following figure. One is for Sale
(192.168.1.1/24) and the other is for FAE (192.168.2.1/24). Sale's LAN will be configured to
go Internet always via WAN1. When WANL1 is down, Sale's LAN will automatically failover
to WANZ2. FAE's LAN will be configured to go Internet always via WAN2, but when WAN2
is down Sale's LAN will automatically failover to WANL1.

WAN1 WAN2
123.123.123.123 223.223.223.223

When WAN1 is down,
LAN1 will automatically
failover to WAN2.

When WAN2Z2 is down,
LAN2 will automatically
failover to WAN1.

Vigor300BJ[-

LAN1
192.168.1.1/24

IP: 192.168.1.10/24 PC1|p ‘ ‘ PC2 1P:192.168.2.10/24
Gateway: 192.168.1.1 Gateway: 192.168.2.1

1. Access into the web configurator page of Vigor router (here, we take Vigor300B as an
example).

2. Goto LAN>>General Setup to create a profile for LAN1 (192.168.1.1/24).

LAN2
192.168.2.1/24
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2|
DrayTek Vfgor3OOB 14:29:41 Login: Admin =
LAN >> General Setup >> General Setup

e IGenera\ Setup ” DHCP || DHCP Relay || RADVD || DHCPvE |

Quick Start Wizard

[»

€y add YL Edt [ Delete 9 Refresh P

Online Status

Profile Enable This Prc Description VLAN ID IPv4 Protocol IPvE Protocol

LAN lan1 true 10 static Link-Local

General Setup

IP Routing

Static Route

Switch

m

Bind IP to MAC

RIP Configuration
NAT
Firewall
Objects Setting
User Management

Applications =

Bandwidth Management

System Maintenance

Ll m

<l 100 [E]

3. Click Add to open the following page.

General Setupy i
(]

Profile : lant
[¥]Enable This Profile

Description : {Dptionaly

VLANID : 10

Default MAC Address : (&) Enable () Disable

MAC Address loo |:so [:for Jifea Jifer Jifsa |
IPv Protocol : static |
Mode : INAT v i
IP Address : 182 168 1 1
Subnet Mask : 265.256.255.0 |
Gateway IP Address ; ; ) ) |ﬁ| {Cptianal)

€3 Add Save

IP Subnet Mask Mode

Mo items to show.

2nd Subnet :

(=
(] m J
Apply (3 Cancel ‘

Type the information specified for LANL1 profile, then click Apply to save the settings
and exit the screen.

4.  Click Add again to create a profile for LAN2 (192.168.2.1/24).
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General Setup = =]

(%]

Profile : lan2
Enable This Profile

Description : {Optional

VLANID : 1

Default MAC Address : (&)Enable () Disable

MAC Address oo J:[so Jifrr Jilea Jiler |i|se |
IPv4 Protocol : static L
Mode : AT | 1
IP Adress : 192 168 2 1
Subnet Mask : 255.255.254.0 ||
Gateway IP Address : _ j _ |£| (Optianal

€y Add Save

IP Subnet Mask tode

Mo items to show,

2nd Subnet ;

|
1 . J [
Apply (3 Cancel ‘

Type the information specified for LAN2 profile, then click Apply to save the settings
and exit the screen.

5.  Open WAN >> Load Balance and click the Pool tab.
i DFG)ITek Vigor300B 14:22:12 Login: Admin

WUAN >> Load Balance >> Pool

e [

Quick Start Wizard

Add Edit ][] Delet  Refresh Frof
Online Status lﬁ )e Im = o REE

ﬁ Profile Mode Interface Primary Profile  Backup Profile

General Setup Mo items to show.
Default Route

Load Balance

Objects Setting

User Management
Applications
Bandwidth Management

System Maintenance —

External Devices
Product Registration B 11} |
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6.

option.

Pool

Mode

Profile :

Mode :

7. Click the Load_Balance tab to open the following page.

Load_Balance

AN AR Z
Lead_Balance »

Load_Balance
Failower

Click Add under the Pool tab to create a profile (e.g., WAN1IWANZ2) for automatic
Load Balance between WAN1 and WAN2. Choose Load_Balance as the Mode

U Apply @ Cancel

Pool
Mode Load_Balance
3 add [E] save
Interface Wieight
e 1 il
Wran 2 1 ﬂ
Interface

B apply @ cancel

Setup the Weights (e.g, “1”) of WAN1 and WANZ2 as you want. In this case ratio of
WAN1 and WANZ2 is 1:1. Also, you can type 2 and 1 for WAN1 and WANZ2, then the

ratio of line speed of WAN 1and line speed of WAN 2 will be 2:1.

8.  After clicking Apply, the created profile will be shown on the screen.

DrayTek

WAN == Load Balance => Pool
Auto Logout : | Off v Pool Rule
Quick Start Wizard = =
Online Status 3 Add € Edit  [f] Delete ™ Reiresh
WAN Profile Mode Interface
General Setup AR VAN 2 Load_BHalance wani 1 wan2 1
Default Route
Switch
24

Frofile Number Limit

Primary Profile Backup Profile
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9. Open WAN >> Load-Balance and click the Rule tab.

D"ﬂYTBk Vfgor 300B 14:22:48 Login: Admin & a

VAN >> Load Balance >> Rule

Quick Start Wizard

Online Status
General Setup
Default Route

External Devices

Load Balance

Switch

Firewall
Objects Setting
User Management

Applications

Bandwidth Management

System Maintenance

Pool ”

Rule

©y Add P& Edt [[[] Delete 4™ Refresh 4@ MoveUp ¥ MoveDown

Profile  Enable T Protocol Sourcel Source I i i i Load Balar

No items to show

o |

Product Registration

m

=
=3

=

[E]]

10. Click Add to create a profile for Rulel accepting the data coming from 192.168.1.0/24
which always goes Internet via WAN1 when WANL1 is up. Type the information
specified for such rule. (e.g., Rulel for Profile; 192.168.1.0 for Source IP Address;
wanl for Load Balance Pool/WAN Profile and so on). Next, click Apply to save and

exit.

Rule

Profile :
Enable This Profile

Protocol
Source IP Address :

Source Mask :

Destination IP Address :

Destination Mask :

Rule1
m =
182 | 168 | 1 0 |E| {Optional)
288 255 2850 | v | (optional)

|E| [Optional)
288 255 2850 | v | (optional)

Load Balance Pool VAN Profile - |wan1

2l

E Apply @ Cancel
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11. Click Add again to create a profile for Rule2 accepting 192.168.2.0/24 which always
goes Internet via WAN2 when WANZ2 is up.

Rule =%

Profile Rule2

Enable Thiz Profile

Protocol : ALL w

Source IP Address sz 1B 2 0 M= | (Optional
Source Mask : 255.255.255. » | (Optional

Destination IP Address : _ . _ TR | (Optional
Destination Mask : 255.255.255. w | (Optional

Load Balance PoolWAN Profile : | wanz w

ﬂ Apply @ Cancel

12.  After clicking Apply, the created profiles will be shown on the screen.

WAHN >> Load Balance >> Rule

BAurto Logout © | Off » Panl Rule

QOuick Start Wizard = =
5 Add £ Edit [[) Deletz &5 Refresh - MoveUp % Move Down

Online Status

WaN " Profile Enable This Protocel  Source IP A Source Mas Destination Destination Destination Destination Load Balanc:
General Setup Rule1 rue ALL 182.168.1.0 256.255 25¢ 265256 248 wani
Default Route Rulez true ALL 192.168.2.0 255.255.25¢ 255.255.25¢ wan2

13. Next, open WAN >> Default Route. Choose the profile of “WAN1WAN2” as WAN
Profile/Loadbalance Pool Name.

WAN == Default Route
St Fopant f| o b Default Route
Quick Start Wizard
AQniieStatus WAN ProfileLoadbalance Pool Name © VAR 1TWAN2 v
il i Jwant
General Setup lwan2
Default Route g
Load Balance VAN AN Z
Switch

Note: The priority of WAN >> Load Balance>>Rule is higher than WAN >>
Default Route.

Now, you have completed the configuration. Next time, when WANL is down, the
connection for PCs behind Sale's LAN (192.168.1.1/24) will automatically failover to
WAN2.
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3.2 How to Configure OSPF?

OSPF (Open Shortest Path First) uses the algorithm of SPF (Shortest Path First) to calculate
the route metric. It is suitable for large network and complicated data exchange. Both
Vigor2960 and Vigor3900 support up to OSPF version 2(only for I1Pv4).

The Autonomous System (AS) used in OSPF indicates the largest entity and can be divided
into several areas. Usually, Area 0 will be used as OSPF backbone which distributing the
routing information among areas.

When you need faster convergence than distance vector, want to support much larger
networks or want to have less susceptible to bad routing information, you can enable OSPF
feature to fit your request. Note that both routers must support OSPF function at the same
time to build the OSPF connection.

In the following example, a PC can go 192.168.2.0/24 and 192.168.4.0/24 without setting
any Static Route. Refer to the OSPF topology diagram listed below.

Area 11

Vigor3900 A

Vigor2960

192.168.4.0/24

192.168.3.3/24

192.168.3.1/24

192.168.1.1/24

l“ : 192.168.2.0124
= e e

IP: 192.168.1.10/24 .
Gateway: 192.168.1.1 Vigor3900 B

OSPF can place each router (e.g., Vigor3900A, Vigor3900B and Vigor2960 shown above) at
the root of a tree and calculate the shortest path to each destination according to the
cumulative cost to reach the destination.

Each router has its own view of the topology and calculates its own SPF tree, even though all
the routers build a shortest-path tree using the same link-state database.
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Configuration for Vigor3900 A,

1. Open LAN >> General Setup to create a LAN (192.168.1.1/24) profile named lanl
with the settings shown below.

General Seup

Profile;
| Enabrle: This Prodile
Dhescription
VLANE
Dhedalt MAC Addross

Pad Prodocol
Wb NAT

P Addiess 192 168

Suibivet Mask 25%9.255.755.0
Gateway I Rddress
3 Ada [ s
P Subnel Mask

Mo itarns o shiw.

1 App f @ cancel

2. Next, continue to create a LAN (192.168.3.1/24) profile named lan2 with the settings
shown below.

General Setup

Piolie: an2
J| Emalsbe This Profile
Deseniption (Optignaly
VLANID: 1"
Drofauit MAC Addsess | & Enable () Disable

B Protocal Static
Mode AT

P Addiess 192 168 E) 1

Subpet Mask 1552553550

Gateway [P Addiess {Cptioral)
Ty agd [ Save
I Subnet Magk ode

Mo iterns 8o show.

= hl' @ Caneel

3. Open LAN >> Static Route and click the Inter-LAN Route tab to enable this profile.

| O | Static Route | IPv6 Static Route | Inter-LAN Route

Quick Start Wizard E
Online Status
WAN
LAN
General Setup
IP Rowting
Static Route
Switch
Bind IP to MAC

RID ¢ anfirmir atinn

[¥] Enable This Profile
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4. Open LAN >> OSPF Configuration to enable this profile. Click Add to make the LAN
Profiles lan2 area setting as 11 and lanl area as 11. (As shown in the topology diagram.)

LAN >> OSPF Configuration

Anto Logouwt = Off w7 i OSPF Configur ation
Quick Start Wizard E
Online Status [/|Enable This Profile
| €5 Add

General Setup LAY ProfBe ach
IP Routing lan2 " i
Static Route Profile fan " i
Switch
Bind IP to MAC
RIP Configuration |

OSPE Configuration 3

Configuration for Vigor3900 B,

1. Open LAN >> General Setup to create a LAN (192.168.2.1/24) profile named lanl
with the settings shown below.

Gimer al Setup

Profibe fani
| Enable This Profile

Description (Qptionaly
VLANID: io

Detoult MAC Addiess | (3 Enable () Disable

P Protocel static
Mande MNAT

® Rdness 191 168 2 1
Suibivet Mask 255.256.255.0
Gateway IP A ass ) ] {Dptional)
£ add [ save
P GubnotMask  Mods

o itemneg 10 shiw.

2. Next, continue to create a LAN (192.168.3.2/24) profile named lan2 with the settings
shown below.

General Setup

Profibe: lan2
14 Enable This Profile

Description {Optional)
VLANID: "

Defauilt MAC Mddiess ) Enable () Disable

MAC Addds

4 Protoced Salic

Modo AT -

W Addr ess 192 168 3 2

Subret Mask 1553853550

Gatewny 1P Addiess {Gptionaly

o ana [ saw

P Subnet Mask

Mo ftems b show
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3. Open LAN >> Static Route and click the Inter-LAN Route tab to enable this profile.

Auto Logowut ; _Ofr o

Quick Start Wizard E
Online Status
WAN
LAN
General Setup
IP Rowting

Static Route | IPvE Static Route  Inter-LAN Route

[v] Enable This Profile

Switch
Bind IP to MAC

RID I anfirmir atinn

4. Open LAN >> OSPF Configuration to enable this profile. Click Add to make the LAN
Profiles lan2 area setting as 11 and lanl area as 11. (As shown in the topology diagram.)

LAN == OSPF Configuration

Auto Logout - | Off v OSPF Configuration

Quick Start Wizard B

Online Status [7|Enable This Profile
WAN

[T

General Setup LAN Profile Area
IP Routing lan2 11
Static Rowute Profile : lan1 1
Switch

Bind IP to MAC
RIP Configuration |

[ osprContguraton
Configuration for Vigor2960,

g8

1. Open LAN >> General Setup to create a LAN (192.168.4.1/24) profile named lanl
with the settings shown below.

Gertrat al Setup

Paafile = fan1

4 Enalie This Profils

Description {Cptanaly

VLANID - 10

Detaul MAC Addess ) Enabile ) Disable

MR Aslii

1P Pratacol #Halie

Mode . MAT -

1P i ass | 1w 168 4 1

Sulaiel Mirsk 2% 256,255

Gateway 1P Rdidress i iDptional
aaoa [ save
P Submel Magk

Mo fers to show.

phr Cancel
L s
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2. Next, continue to create a LAN (192.168.3.3/24) profile named lan2 with the settings
shown below.

|

General Setup

Profile : lan2
Enable This Profile

Description : ] (Qptionaly
VLANID: R

Default MAC Address : ) Enable () Disable

MAC

IPv4 Protocol ©

Mode :

IP Address

Subnet Mask ;255 266 2660

Gateway IP Address I |£| (Optional)

€y add [ save

P Subinet Mask

Mo iterns to show.

2nd Subnet

™|

3. Open LAN >> Static Route and click the Inter-LAN Route tab to enable this profile.

AwoLogowt: [Off |« | Static Raute | IPvE Static Route | Inter LAN Route |
Quick Start Wizard E
Online Status

WAN
General Setup
IP Routing
(f Switch
Bind IP to MAC

RID anfisratian

4. Open LAN >> OSPF Configuration to enable this profile. Click Add to make the LAN
Profiles lan2 area setting as 11 and lanl area as 11. (As shown in the topology diagram.)

Enable This Profile

| LAN == OSPF Configuration
Auto Logout : L|:| I OSPF Configuration |
Quick Start Wizard E :
Qingistats Enable This Profile
AN
General Setup LAN Profile Area
IP Routing lanz 11 L |
Static Route Profile : lan1 " ||
Switch
Bind IP to MAC
RIP Configuration
OSPF Configuration 1
e
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5. After setting, check the routing information (marked with red line) which is created by
OSPF.

Routing information for Vigor3900 A

Diagnostics == Routing Table >> Rowting Table
Routing Table | IPv6 Routing Table
N Refresh

Destination Gateway Genmask Flags Metric Iface

|'192_168.4.D 192.168.3.3 255.255.255.0 UG 20 lan-lan2 I
192.168.3.0 0.0.0.0 255.255.255.0 u 0 lan-lan2

| 192.168.2.0 192.168.3.2 255.255.255.0 UG 20 lan-lan2 |
192.168.1.0 0.0.0.0 255.255.255.0 U 0 lan-lant

Routing information for Vigor3900 B

Diagnostics >> Rowting Table >> Routing Table

Rowuting Table | IPvE Routing Table

&N Refresh

[ Dés:tiﬁation [ Gatewsay [ Genmask [ Flags | Metric [ irace

| 192.168.4.0 192.168.3.3 255.255.255.0 UG 20 lan-lan2 |
192.168.3.0 0.0.0.0 255.255.255.0 U 1] lan-lan2
192168.2.0 0.0.0.0 255.255.255.0 U 0 lan-lan1

l 192.168.1.0 192.168.3.1 255.255.255.0 UG 20 lan-lan2 I A

Routing information for Vigor2960

Diagnostics >> Routing Table >> Roiuting Table

Routing Table | |Pv6 Routing Table

4" Refresh

Destination Gateway Genmask Flags Metric Iface

192.168.4.0 0.0.0.0 255.255.255.0 u 0 lan-lan1
192.168.3.0 0.0.0.0 255.255.255.0 u 0 lan-lan2
192.168.2.0 192.168.3.2 255.255.255.0 UG 20 lan-lan2
192.168.1.0 192.168.3.1 255.255.255.0 uG 20 lan-lan2
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3.3 How to Configure LAN to LAN IPSec Tunnel between
Vigor3900 and Other Router (Main Mode)

Here provides an example about LAN to LAN IPSec tunnel established between Vigor3900
and Vigor2710.

Vigor2710 1
g o WAN: Vigor3900
Fi

111.243.176.145 1.169.162.1
o AN: LAN:
192.168.2.1/24 192.168.29.1/24
= -

Configuring Vigor3900

1. Access into the web configurator of Vigor3900 and open VPN and Remote Access >>
LAN to LAN Profiles to add a new VPN configuration.

IPSec =% -

Profile : 2710
Enable This Profile

Set PPTP Dial-In For User Profie

Basic Advanced GRE Proposal

Auth Type : FSk v

Preshared Key :

Security Protocol ESF w

WAN Profile : wran | ¥ E
Local IP { Subnet Mask : 182 18 29 0 255.255.255.0 v

Local Mext Hop 1] ) 0 ) ] ) 1]

Remote Host 1M1 243 176 145

Remote IP /Subnet Mask © 192 168 2 L 2585.255.255.0 v =

1 m L3

E apply Q3 Cancel

Type the Pre-shared key and choose a WAN Profile. Specify Local IP/Subnet Mask
with 192.168.29.0/24. The Remote Host should be Vigor 2710's WAN IP address; and
the Remote IP/Subnet Mask should be192.168.2.0/24.

2. Click Apply to save the settings and return to previous page.
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Configuring Vigor2710

1. InVigor2710, it is necessary to build two VPN connections (for two WANS) to connect

with Vigor3900. Please open the web configurator of Vigor2710 and open VPN and
Remote Access >> LAN to LAN.

1. Common Settings

Profile Mame |SQDD | Call Direction 0] BothE Dial-Cut 1} Dial-in
Enable this profile Always on I

Idle Timeout second(s)

[ Enahle PING to keep alive
PING to the IP | |

[
PN Dial-Out Through |WANT First v |

Methios Maming Packet  ®pass O Block

Multicast wvia YPH Opass @Block
{for some IGMP,IP-Camera,DHCP Relay..etc.)

®  First, please type the name of such VPN connection in the field of Profile Name
(e.g., 3900).

® Check the box of Enable this profile.

® Choose Dial-Out as Call Direction and check the box of Always on.

2.  For Dial-Out Settings, please choose IPSec Tunnel and type WAN IP address of

Vigor3900 in the field of Server IP/Host Name for VPN (e.g., 1.169.162.1). Type the
same IKE Pre-Shared Key configured in Vigor3900.

2. Dial-Out Settings

Type of Server I am calling Username 277

O ppTP

® Ipsec Tunnel

© L2TP with IPsec Policy

Password

PPP Authentication

V] Compression on Off

(SSBJ;:;[-_;PQ::;:;;?&;%: \;22'45 67.89) IKE Authentication Method

1.169.162.1 @ pre-shared Key

O Dpigital Signature(x.509)
Peer ID
Local ID
Alternative Subject Mame First
O Subject Name First

IPsec Security Method
O Medium(aH)
& High({ESP) | 3DES without Authentication

Index(1-15) in Schedule Setup:

) ] [
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3. For the role of Vigor2710 is dialing-out, please skip Dial-In setting. Type the Remote
Network IP and Remote Network Mask of Vigor3900 to complete configuration.

4. TCP/IP Metwork Settings

My WAN TP 0.0.0.0 |
Remote Gateway IP |D.EI.D.D |
Remote Network IP 1192.168.29.0 |
Remote Network Mask 255 255.255.0 |
Local Network 1P 1192.168.2.0 |
Local Network Mask 1255.255.255.0 |

RIP Directian
From first subnet to remote network, you have to
do

[ change default route to this YPN tunnel { Only
single WaN supports this )

4.  Please check if the VPN connection is built successfully in both devices respectively.
For Vigor3900, open VPN and Remote Access>>IPSec>>Status for viewing the

result.

WPN and Remote Access >> Connection Manageiment

Connection Management

Profiles : [+ £2 Connect &) IPSec (Y PPTP__ &% Refresh
| VPN  Type Remote IP Virtual Network Up Time RX{Packets) TX{Packets) Dis
2710 IPSec/3DES_MoAutt 111.243,176.145 192,168.2.0/24 00:01:06 it ] b

As to Vigor2710, please open VPN and Remote Access>>Connection Management

to confirm the result.

VPN and Remote Access >> Connection Management

Dial-out Tool

Refresh Seconds ¢ IEV

[(3900)1 169,162 1 v/ Dial |
¥PN Connection Status _
Current Page: 1 Page No.|
Yirtual = T= Rx Rx .
bl Type Rempte i Network Pkts Rate{Bps) Pkts Rate{Bps) S Time
1 IPsec Tunnel 1.169.162.1 .
(3000 ) 3DESND Auth  via wian1 192168:29.0/24 0 o y . il 19
—Frara—y d=hacien
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3.4 How to run RDP service in the browser via logging in 3900's
HTTPS Server?

Remote Desktop Protocol (RDP) is a protocol designed for secure communications in
networks using Microsoft Terminal Services. An easy way is provided to establish
connection between the router and the RDP Server via any browser.

]|
_ 114.44.53.194

Vigor390

192.168.2.1/24

gl RDP Server
| IP: 192.168.2.10/24

= Gateway: 192.168.2.1

1. Open the web configurator of Vigor3900.

2.  Enable the HTTPS service from System Maintenance >> Access Control by clicking
Enable for HTTPS Allow and type 443 as the value of HTTPS Port.

DrdyTek Vigor3900 Series 14:03:42

>

System Maintenance >> Access Control

Access Control

4+
Web Allow (&) Enable () Disable
Web Port: a0
Telnet Allow (&) Enable () Disable
Telnet Port : 23
SSH Allow (3 Enable () Disable
SSH Port: 22
HTTPS Allow : (s)Enable () Disable =
| THGGa HTTPS Port: 443 [}S
| Administrator Password User Define ()Enable () Disable
! Configuration Backup - 0 0 0 0 i o
| Syslog / Mail Alert h o
| Time and Date Allowed IP2 0 ] 0 0 [o.000
Access Control - S =
SNMP Setup Allowed IP3 0 1] 0 ] |o.0.0.0
| Reboot System Allow Ping from the WAN © 3)Enable () Disable B
| Firmware Upgrade o . —;
- Allow Ping from the LAN ©  (3)Enable Disable M
m

Diagnosti il

| Dl | )=
|
| o Refresh [=] Apply

| External Devices
i Product Registration

4
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3. Open SSL VPN >> SSL Application and click the RDP tab to create a profile named
“Win7”. Type IP address, Port number, and Screen Size as you want, then click Apply
to save the settings.

B
RDP

Profile : Win?

IP Address : 182 168 2 =

Port: 3289

Screen Size lFLIHEErEETI ljl

EAW @ cancel
|

4.  Open User Management >> User Profile to create a new profile named “7788”. Set
the Password as 7788 and choose the profile of Win7 as SSL Application (RDP).
Click Apply.

User Profile

Username :

7788

Enable This Profile

Password :

Idle Timeout {sec) : 300

Usage Time (min) : 480

System User ‘fa\se | vJ
Group User

PPTP : (OEnable 3 Disable

L21P () Enable (3)Disable

DHCP from

Static IP Address : \E| {Qptional

Use mOTP (OEnable ) Disable

mOTP PIN Code ‘

mOTP Secret ‘

SSL Proxy : ‘

= |[=]

SSL Application(VNC) : |

SSL Application(RDP) iWin?

K|

n | E;
EAﬁp\y @ cancel ‘

5. Logout Vigor3900.
6. Login Vigor3900 HTTPS Server with 7788 for both Username and Password.
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User : 7788
Password : sees

Englizh % Login

7. Ascreen like the following figure will appear. Simply click the SSL Application link.

DrayTek

Fowered SSLVEN

W SSL Web Proxy | SSL Application [ logout ]

INFO
Main Page:
8 7788,
(1,168.,153.203) You have successfully logged inl
Welcome to the You are granted the following privileges:

DrayTek SSLWFPNI
= 551 Web Proxy

= S5| Application

Timeout after & minutes.
[Eeset Timeout]

Copyright & 2008, DrayTek Corp. All Rights Reserved.
8. Inthe following screen, click Connect for connecting to Win7, the RDP server.

DrayTek

Powered SEL VPN

m SSL Web Proxy ["SSL Application [logout]
INFO = 3
| T Use 55L application:
= 5SL Application
-Click "Connect" to I, RDP
estahblish an 55L :
Application! B Win7 192.168.2,.10:3389, fullscreen Connect

Timeout after 5 minutes.
[Eeset Timeout]

Copyright © 2008, DrayTek Corp, All Rights Reserved.

Drﬂy T€k 38 Vigor3900 Series User's Guide



9.  After that, you can access into Windows 7 via a browser. Note the message below the
window. In which, TLS means Transport Layer Security.

" Vigor SSL YPN - RDP Application - Google Chrome

{5 L1144 53 194/l pn/rd p htmPappname=Win7&cookie=2 1 DAEABSE105B2ABZB0ADCOBERY

Note: If you are using Sun JEE 6.0 or newer versions. Flease go to the Java L3
Control Panel and disable TLE 1.0 i Advanced=>>Security option.

[

Administrator

w. Windows 7 szkx
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Troubleshooting

If you have installed Java Runtime Environment edition 6 but still cannot establish the
connection, please make sure you have disabled “Use TLS 1.0” in the Java Control Panel
as figure shown below. Then, try to connect again.

Java Control Panel

__-Eienera-l-_;: |_-|_|-D_C-|;3t!3__:_-:|.«.3'\.-'a:;: .ﬁecur.i_t.y_! Advanced i_

G A ¥ =1 18 [u[u || T ] |

+-Ja

+-Ja

[+--Default Java For browsers

[+-Shorkcut Creation

[+ IMLP File/MIME Association
[+-JRE Auto-Download

=) Security

¢ Use certificates and keys in browser keystore

-] Show site certificate From server even if it is walid

Enable list of trusted publishers

wa console =4

wa Plug-in

- [] Bllow user to grant permissions ko signed content
< [#] Allow user ta grant permissions ko conkent fram an untrusted authority

. Use personal certificate automatically if only one matches server reques
- [¥] Warn if site certificate does not match hostname :

- [w] Shaw sandbox warning banner

<[] Allowe user to accept JMLP security requests
[ JCheck publisher certificate for revocation
[T Enable anline certificate validation

«[]Use 551 2.0 compatible ClientHelo Format

~[JUse TLS 1.0

DrayTek

oK ] l Zancel Apply
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3.5 How to Configure VPN Load Balance between Vigor3900
and Other Router

The staff in branch office can access into mail server/FTP server installed in the headquarters
via VPN Load Balance tunnels. Refer to the following figure.

:'9:"3300 WAN 1:29.29.29.1 WAN 1:29.29.29.3 glgo:2950
i g5 GRE IP:1.1.1.2 e GRE IP:1.1.1.1 da
WAN 2:29.29.20.2 WAN 2:29.29.29.4
I GRE IP:2.2.2.2 GRE IP:2.2.2.1

Z FTP Server l‘

._—_-; .g 192.168.29.11 [

Mail Server 192.168.1.10
192.168.29.10

Vigor3900 allows users to build VPN load balance connection between Vigor3900 and other
router. Take Vigor2950 for an example. There are two WANS on Vigor2950 and two WANSs
on Vigor3900. We will build VPN connection with load balance between Vigor3900 and
two WANSs of Vigor2950 respectively.

Configuring Vigor3900

1. Access into the web configurator of Vigor3900 and open VPN and Remote Access >>
VPN Profiles to add new VPN profiles. Click Add.

VPN and Remote Access >> VPN Profiles

- |off v
Auto Logout VPH Profiles

Quick Start Wizard 4 -
e @y add | % Edt  [[]] Delete B Refresh 3 IPSec (O PPTP Dial-0

Profile Enabkle This Profile Local IP/ Subnet Mask Remote IF

VPN Client Wizard

VPN Server Wizard

Remote Access Control

PPP General Setup

IPSec General Setup

VPN Profiles

VPH TRUNK Management

— 1 m
Coannactinn Mananaman it lJ
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2. Create a profile for WAN 1 (named 2950WAN1). Type the settings as shown below:

Profile : 29500VWAN1
3 Enable This Profile
Type: (&) IPSsec () PPTP Dial-Out ) PPTP Dial-In
J Basic || Advanced || GRE || Proposal | PPTR
Alvways On : O Enable @ Cisable E]
For Remote Dial-In : () Enabkle (%) Disable A
Auth Type - |F‘5K | o | | ]
Preshared Key : LLL
Security Protocol ; |E5F‘ |v |
VIAN Profile : |wan1 |\, |
1 [ 1 | i | B
4 [ m =]
= 200y @ cancel
Psec B
Profile : 2950W7ANT
[¥] Enable This Profile
Type : (*) IPSec () PPTP Dial-Out () PPTP Dial-In
| Basic || Advanced || GRE || Propozal | PRTP
Enalle GRE Function : {(*) Enable () Disable
Local GRE IP: 1 1 1 2 | ﬁ'[ | (Optional)
Remote GRE IP - 1 1 1 1 |1 | (optionan
4 Auto Generate GRE Key : (&) ) Disable
% Apply 9 Cancel
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3. Click Apply to save the settings and exit the dialog.
4.  Create a profile for WAN 2 (named 2950WAN?2).

IPSec

-3
Profile : ZE50VIANZ
Enable This Profile
Type (%) IPSec () PPTP Dial-Out () PPTP Dial-In
| Basic || Advanced || GRE || Propozal | PPTP
Always On : () Enable (%) Disable E
For Remote Dial-In : () Enable (%) Disable E
Auth Type - |PSK | = |
Preshared Key : L LS
Security Protocol : |ESP |v |
VAN Profile : |wan2 |v |
Lol m Y
E Apply @ Cancel
IPSec =11%] |
Profile : 2550WAN2

Enable This Profile

Type : (®) IPSec () PPTP Dial-Out () PPTP Dial-In
Bazic || Advanced || GRE || Prope=zal | PPTP
Enable GRE Function : (%) Enable () Disable
Local GREIP - 2 2 2 2 [ | coptionan
Remote GRE IP - z 2 2 1 ||k | ©optionan

Auto Generate GRE Key : @ Enable O Disable

% Apply @ Cancel |
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5. Click Apply to save the settings and exit the dialog.

6. Open VPN and Remove Access>>VPN Trunk Management and click the Load
Balance Pool tab. Click Add to add a Load Balance Pool profile.

VPN and Remote Access == YPN TRUNK Management == Load Balan:

Load Balance Rule | Load Balance Pool

Ty add| & Edit  [JJ] Delete 5 Refresh

Profile Interface

Mo itermns to show

7. The following window will pop up. Give a name for the profile.

Load Balance Pool - |[%

Mode Load Balance

Profile : 2950_LB

) apply  (J Cancel

8.  Click the Load Balance tab. Select the IPSec GRE profiles (e.g., 2950WANL1) set for
Vigor2950 then click Apply.

Load Balance Pool =%

Made Load Balance

Interface : | 20501WAN1 2950WANZ +
[T 39

[ 391

[V] 2950WAN1

(V] 2950WAaN2

m Apply Q Cancel
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9. Click the Load Balance Rule tab and click Add to add a Load Balance rule profile.

VPN and Remote Access == VPN TRUNK Manager

10. Enable this profile and input the following settings then click Apply.

Load Balance Rule | Load Balance Pool

5 Add |
Profile

#£ Edit

Enable T Protocol Source IF Sourc

[l Celete

Mo

R

Type the local network IP address and Mask of Vigor3900 as Source IP Address and
Source Mask; type the network IP and Mask of Vigor2950 as Destination IP Address &
Destination Mask. Select the Load Balance Pool profile (e.g., 2950_LB) set for
Vigor2950.

Load Balance Rule

Profile :

[7] Enable This Profile

Protocol :

Source IP Address :

Source Mask :

Destination IP Address :

Destination Mask :

Load Balance Pool :

Vigor3900 Series User's Guide
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ALL
192 = 168 |29
255.255.255.0

192 168 1
255.256.255.0
2950_LB
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o I

e

(Optional)

0 IIE

(Optional)

(Dptional)

roptional)

M apply (3 Cancel
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Configuring Vigor2950

1. InVigor2950, it is necessary to build two VPN connections (for two WANS) to connect
with Vigor3900. Please open the web configurator of Vigor2950 and open VPN and
Remote Access >> LAN to LAN.

Vigor2950series:

Dual-WAN SSLVPN"Appliance

Off M

Quick Start Wizard
Service Activation Wizard
Online Status

WAN
LAN
NAT
Firewall
Objects Setting
CSM
Bandwidth Management
Applications
VPN and Remote Access
P VPN Client Wizard
P VPN Server Wizard
P Remote Access Control
® PPP General Setup
P IPSec General Setup
P IPSec Peer Identity
P Remote Dial-in User
P LANto LAN
P VPN TRUNK Management
P Connection Management
Certificate Management
SSL VPN
System Maintenance
Diagnostics

Support Area
Application Note
FAQ

Status: Ready

DrayTek

VPN and Remote Access >> LAN to LAN

-~

Profile Index : 1
1. Common Settings

29B04ANT

Profile Mame

Enable this profile

YPN Dial-Out Through: [weant Only »

Methios Maming Packet ®pass Orlock
Multicast wia WPN Opass @Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Call Direction
Always on

Idle Timeout

[ Enable PING to keep alive %

PING to the IP

O Both @ Dial-out Dial-In

[ ‘ second(s)

/1

2. Dial-Out Settings

Type of Server | am calling

ISDH
O ppTR
@ 1psec Tunnel

O L2TP with IPSec Policy | Mo

Server IP/Haost Name for WPN,
(such as draytek.com or 122.45.67.89)

[20.29.29.1 \

Link Type
Username

Pazsword

PPP authentication

Y] Compression

IKE Authentication Method
@ pre-shared Key

[IE Pre-Bhared Key | I |

O Digital Signature(X.503)

T o

®  First, please type the name of such VPN connection in the field of Profile Name
(e.g., 3900WANL1).

® Choose WANL1 Only as VPN Dial-Out Through setting to specify which WAN
interface will be used for building VPN connection.

Choose Dial-Out as Call Direction and check the box of Always on.

For Dial-Out Settings, please choose IPSec Tunnel and type WAN IP address of
Vigor3900 in the field of Server IP/Host Name for VPN (e.g., 29.29.29.1). Type

the same IKE Pre-Shared Key configured in Vigor3900.

®  For the role of Vigor2950 is dialing-out, please skip Dial-In setting. In this
example, please type the 1.1.1.1 in the field of My GRE IP; and type the GRE IP

address 1.1.1.2 in the field of Peer GRE IP.

DrayTek
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Vigor2950 series:

Dual-WAN SSLVPN Appliance

DrayTek

Off S DES 0ES HES =
Quick Start Wizard
Service Activation Wizard Callback Function (CBCP)
Online Status Enable Callback Function
WAN Use the Following Number to Callhack
Firewall Callback Budget minute(s
Objects Setting & D ©
CSM 4. GRE over IPSec Settings
Bandwidth Management
Applications Enable IPSec Dial-Out function GRE over IPSec
VPN and Remote Access [ Logical Traffic My GRE IP |1.1.1.1 Peer GRE IP [1.1.12
P VPN Client Wizard
P VPN Server Wizard 5. TCP/IP Network Settings
P Remote Access Control
} PPP General Sefup My WAN IP 0.0.00 RIF Direction
P IPSec General Setup From first subnet to remote network, you have to
} IPSec Peer Identily Remote Gateway IP 0.0.0.0 | s
P Remote Dial-in User _
PR Remate Netwark IP 192.168.29.0
: PN TRUNK Management Remote Network Mask | 255.265.255.0
Cerfilf,irl:i:ul::nm:;:?:getm i i TR Change default route to this ¥YPN tunnel { Only
S5L VPN single WAN supparts this )
System Maintenance Local Network Mask 255,266.256.0
Diagnostics
Support Area
Application Note
FAQ [ ok R(J [ Clar ] [ Cancel ]
Status: Ready -
v

®  Please type the network IP address and subnet of Vigor3900 in the field of
Remote Network IP and Remote Network Mask. Type the network IP address and
subnet of Vigor2950 in the field of Local Network IP and Local Network Mask.

2. Continue to set the second VPN connection (profile name is 3900WAN?2). The first
VPN tunnel will be used by WAN1 of Vigor2950. The second VPN tunnel will be
configured for the WANZ2 of Vigor2950. Therefore, please choose WAN2 Only for
VPN Dial-Out Through.

Vi90r2 950 Series.

WAN SSLVPN ce

DrayTek

Quick Starl Wirard
Service Activation Wizard
Online Status

WPH and Remots Access == LAN to LAN

Profile Index : 2
1. Coammon Senings

WAM y
LAN Profila Name 3900WANZ Call Direction O goth @ Cial-Out  Dial-in
NAT = Enable this prifile = Always on
Firewall
Objecis Satling leBe Timeaut 1 secand(sy
CSM VPN Dial-Out Through: |'WANZ Only = [ Enable PING to keep alive
Bandwidth Management X X @ o
Applications fothios Mamir ! Pa I PING to the P
VPN and Remote Access Multicast via VPH Oprass ®alock
* VI'H Chiert Wizard {far soma 1GMP, [P-Camera, BHCE Relay..etc.)

b VPH Server Wizard

* Remote Access Confrol 2. Dial-Owut Settings

¥ PPP General Selup

e ————— Type of Serder | am calling Link Type

® IPSec Peed kdenlly 1S0H _,
1 ks

* Ramote Disl-in Uses O poTE eI

e Password

@ 1PSec Tunnal
O L2TP with 1PSec Policy

* VPN TR Management
¥ Connection Management
Certificale Management

PRP Authentication

S5L VPN V1 Comgression on ot
Systam Mulntsnancs Server IP/Host Name for VPN,
Diagnostics (such as draytek.com or 123.45.67.59) Q IKE Authentication Method
&

Support Area 22922 &} Pre-Shared Kay
Application Note IKE Pre-Sharod Key | sssssssses
FAQ

Sratus: Ready O Digital Signature(x,509)

Proas 0P ™

® Choose IPSec Tunnel and type the Server IP and Pre-shared Key as shown
below.

® |n the field of GRE over IPSec, please type the corresponding settings for
Vigor3900. Refer to the following figure.In this example, please type the 2.2.2.1
in the field of My GRE IP; and type the GRE IP address 2.2.2.2 in the field of
Peer GRE IP.
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®  Next, type the Network IP and Network Mask for both remote and local ends to

complete the second VPN connection.

Vigor2950 sericse

Dual-WAN SSLVYPN"Appliance y ==

DrayTek

Off Bt

1£3

DES 3DES HES

Quick Start Wizard
Service Activation Wizard
Online Status

WAN

h:# Callback Number ‘ ‘
Firewall Callback Budget |0 | minute(s)

Objects Setting

Callback Function (CBCP)

Enable Callback Function
Use the Following Number to Callback

CSM 4. GRE over IPSec Settings

Bandwidth Management

Applications

VPN and Remote Access
B VPN Client Wizard

Enable IPSec Dial-Out function GRE over IPSec
[ Logical Traffic My GRE IP |2 221

Peer GRE IP [2222 |

B VPN Server Wizard 5. TCP/IP Network Settings

P Remote Access Control . i 7
» PPP General Setup My WAN TP 0.0.00 RIF Direction Digable )
P IPSec General Setup From first subnet to remote network, you have to
» IPSec Peer Identity Remote Gateway IP 0.0.00 | i !
P Remnote Dial-in User I
BRRIE Remote MNetwork IP jEQEEQ_D . Route v
:‘"’" TRUNK Management Remote Netwark Mask  [255.256.255.0 |
Cer::i:i:r::"h‘;:::;:?:;etm T —— T Change default route to this ¥PM tunnel { Only
ocal Netwaorl £
551 VPN | single WAN supports this )
System Maintenance § Local Netwark Mask |255 255.255.0 |
Diagnostics ¥
Support Area
Application Note
FAQ [ 0K RS‘J [ Clear ] [ Cancel

Status: Ready

After finished the settings on both VPN connections,

|

please access the web

configurator of Vigor2950 and open VPN and Remote Access > VPN Trunk
Management to make these two VPN connections into one Load Balance group.

Type the name (e.g., 3900) of the Load Balance in the field of Profile Name. Specify
the VPN profiles in Member 1 and Member 2 respectively. Then, choose Load

Balance as the Active Mode.

General Setup

Status @ Enable O Disable
Profile Mame |390E|
Memberl [1  3soowani  IPsec 29.29.29.1(192.168.29.0) v|
Member2 |2 F900WANZ IPSec 28.25.29.2(152.165.29.O Vl
Active Mode Opackup @ Load Balance

[ Add | [ Edit | [Delete]

Click Add. After finished the settings for Vigor3900
the VPN connection is built successfully in both devi

and Vigor2950, please check if
ces respectively. Take Vigor3900

for an example, open VPN and Remote Access>> Connection Management for

viewing the result.

YPN and Remote Access >> Connection Management
Connection Management

Profiles : [

£3 Connect (3 IPSec () PPTP
VPN Tvpe Remote IP Virtual Network Up Time
2950WAN1 IPSec/DES_M 29.29.29.3  1.1.1.1/32 00:47:13
|2950W/AN2 IPSec/DES_M 29.20.29.4 2.2.2.1/32 00:47:12
48

N Refresh

RX{Packets) . TX{Packets) . Disconneci
0 0 b4
0 o -
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As to Vigor2950, please open VPN and Remote Access>>Connection Management

to confirm the result.

VPN and Remote Access > Connection Management

Refresh Seconds :

Dial-out Teol
General Mode:| VH Dial ]
Backup Mode:| vl[ Dial ]
Load Balance Mode: | (3900) 29.29.29.1 ~|(_Dial ]

VPN Connection Status
Current Page: 1

Page Na.

. o Tx T Rx Rx .
VPN Type Remote IP - Virtual Network Pkis Rate(Bps) Pkis Rate{Bps) UpTime
1 IPSec Tunnel  29.29.29.1 .
(3900WAN1 ) DES-Mo Auth  via wani 192.168.29.0/24 0 o e o DELD
2 IPSec Tunnel 29.29,29.2 s
(3900WAN2 ) DES-Mo Auth  via wang 02168:29.0/24 0 . . oo e
wwnnsuny ¢ Data is encrypted,

49

wiriekny - Data isn't encrypted,
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3.6 How to Setup 50 WANSs on Vigor3900

Vigor3900 has 5 physical WANS; however, it can be extended to 50 WANS at most by using
VLAN Tagging technology.

Below will show how to achieve 50 WANSs setup by one Vigor3900 and two
VigorSwitch2260s. Refer to the following application illustration:

Vigor3900

L
Tag VLAN Tag VLAN
ID 211 ID 234

VigorSwitch
P2260

VigorSwitch
P2260

Configuring 50 WAN profiles on Vigor3900

1. Change mode from Basic to Advance via WAN>>General Setup page.

DrayTek

Vfgor3900 Series 16:26:42 Login: Admin =

WAHN =» General Setup

Aute Logout : | Cff «| | |
{4
OnReg S € Add )€ Ecit ([ Delet= &M Refrssh  Llode | Advence v Pl lenizdTL 2D
R Basic
Profile Enable This Pry Description | VLAN ID IPvd Protocol | IPu6 Protocol
General Setup Advanos
want e ADSL_01 10 Enacle WANT FPFoE Link-Local
Default Route:
an2 falss i Disstle WANZ FFFoE Link-Local
Load Balance
an2 true 12 Disable wanz FRFoE LinkLocal
Switch
s tue 13 Disstle WaNS Static Link-Local
LAN
ans false ta Disable WANS Hone LinkLocal
NAT
Marketing true Marketing Dept 22 Disable WAN1 DHCF DHCP-IA_NA

Firewall

Objects Setting

User Management
Applications

VPN and Remote Access

Certificate Management

SSLVEN
Bandwidth Management
System Maintenance
Diagnostics

External Devices

Product Registration E
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2. Click OK. Vigor3900 will ask you to re-login.

Confirm

@ Change to advance mode and re-login?

0K Cancel

3. Delete default wan profiles for wan3, wan4 and wan5 by selecting the wan profile then
click Delete.

YAN »> General Setup

General Setup

@3 add 3% Edit i) Delete | &5 Refresh  Mode © Advance ¥ Prafile Mumber L

Profile Enable This Profile Description VYLAN ID Port Untag IPv4 Protocol IPvi Protocol

wrani frue 10 AN Enahle DHCP Link-Local

wanl true 11 YAMZ Enahle DHCP Link-Local

wand false 12 WANZ Enahle Mone Link-Local

Wwand false 13 AN Enable Mone Link-Lacal

wans false 14 SATBRIE Enable Nahe Link-Local
Confirm 3

@ The Selected Config Will he Deleted, Gantinue?

0K Cancel

4, Click Add to add new WAN:Ss.

WAN == General Setup

General Setup :

) Add| A Edit  [[]] Delete &% Refresh  Mode -

Profile Enable This Proi Description VLAN ID

wan true 10
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5.  Create a new WAN profile named with wanl_1, and set VLAN ID named with 111
based on WAN Port 1(WAN1). Note that Untag must be set with Disable. It means

wanl 1 can accept the packets tagged with VLAN ID 111. Next, click Apply to save
the settings.

General Setup

Global

Profile : wani_1
[] Enable This Profile

Description : {Cepticnal)

VLAN D : G
VLAN Tag : Dizzols w
Port : WAN1 w

Default MAC Address : (5} Enable () Disable

Mode : NAT w
IPv4 Protocol : None v

IPvE Protocol : Link-Local v

E Apoly \3 Cancel

6. Create other WAN profiles named with wanl 2 ~wanl_24 (referring to the settings
on the left side of the application illustration) and wan2_1~ wan2_24 (referring to the
settings on the right side of the application illustration) and set them with VLAN ID
(112~ 134 and 211~ 234) by repeating step 4 ~ step 5.

Configuration on VigorSwitch2260

1.  Setup VLAN mode as Tag VLAN.

2. Click Add to create a New VLAN GROUP via VLAN>>TAG-based Group page.

DrayTek

Auto Logout 3 min ~

VigorSwitch P2260

System

Tag-based Group

Port
PoE
pur— o VviannaMe | o

::‘Iz": 1 default 1

TGMP Snoaping
VLAN
VLAN Mode

PVID
Port-based Group
Management Vian
MAC Table
GVRP
sTP
Trunk
B02.1X
Alarm
Configuration
Security
Bandwidth
Qos
Diagnostics
TFTP Server )
oo [ 731 S € |
Firmware Upgrade
Reboot
Logout
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3. Type VLAN name and VID with 111.
Tag-based VLAN

vin rome (B8 |
O - |

2. [ 3. 4. 5. O 6. [ 7. 8. [
9.1 10.00 12.0 120 13.0 14.0 150 16.0O
1i7z. 0 18. 00 19.0 20.00 22.0 22.[0 230 240
25. [1 2s.
. M 2. O 3. O 4. 5. O 6. [ 7. O 8.
o.[1 10.0 11.00 212.00 13.[] 14.00 15 [] 16.0]
17. [0 18. [0 19.0 2000 21.0 22.00 23.00 24.01
25. [0 2e6. [

®  Suppose the physical WANL1 of Vigor3900 connects to Port 26 of VigorSwitch.
Port 26 will receive untagged packets (based on profile wanl) and packets tagged
with 111 to 134 (based on profiles wanl_1 to wanl_24). Therefore VigorSwitch
Port 26 must be the member of VLAN Group ID 111 to 134.

® In Member field, select Port 1 and Port 26 as members of VLAN Group 111.
Member setting means only the selected port number (e.g., Port 1 and Port 26)
will receive packets with VLAN TAG 111 coming from Vigor3900.

® In Untag field, select Port 1 as Untag. Untag setting means VigorSwitch will
untag the packets while sending it to Port 1. Because general PC or normal
network devices do not accept VLAN packets, therefore in this example,
Vigor3900 WAN1 must be connected to VigorSwitch Port 26 for receiving
packets with tagged VLAN ID.

®  Since ISP modem usually doesn’t accept tagged packets, we have to set Untag for
the Port (e.g, Port 1) used for ISP modem. Connect ISP modem for wanl_1 to
VigorSwitch Port 1.

4.  Create the rest VLAN Groups (total is 24) by referring to the following figure. Please
notice that Port 26 must be selected as the member for each group, for it is the channel
for any packets coming from Vigor3900. As to Untag, when you check Port 2 and Port
26, you have to untag Port 2; when you check Port 3 and Port 26, you have to untag
Port 3; and so forth.

Tag-based Group

Nl veawnawe | vio
1 default 1 A
2 111 111
3 112 112
4 113 113
5 114 114
6 115 115
7 116 116
8 117 117
9 118 118
10 119 119
11 120 120
12 121 121
13 122 122
14 123 123
15 124 124
16 125 125
17 126 126

 EI EE3
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5. Goto VLAN>>PVID page to set up PVID for each port.

PVID

[Port No| PVID |Default Priority [Drop Untag| v| [pisable |
||0 v| ‘Disable V| V| |Di53ble "|
o v| Disable | v| | Disable v/
||0 v| ‘Disable V| v| |[)isab|e V|
||0 V| ‘Disalﬂe "| v| |[)isab|e V|
||0 VHDisabIe V| i
||0 v| ‘Disable v| v| |[)|sab|e V|
||0 v| ‘Disable v| V| |[)isab|e V|
||0 v| ‘Disable v| V| |[)isab|e V|
||0 v| ‘Disable v| v| |[)isab|e V|
||0 v| ‘Disable v| v| |[)isab|e V|
||0 v| ‘Disable v| V| |[)isab|e V|
||0 v| ‘[)isable v| V| |[)isab|e V|
||0 v| ‘[)isable v| v| |[)isab|e V|

® PVID means VigorSwitch2260 will check and add VLAN tags while receiving
packets from Ports.

ISP modem 1 which connects to Port 1 doesn’t support VLAN Tag.

While the switch receives packets from Port 1, it will add VLAN Tag 111 to the
packets Then Vigor3900 wanl_1 will receive the packets.

6.  After finishing the configuration for one VigorSwitch, please set for another
VigorSwitch with the same procedure. The file names shall be wan2_1~ wan2_24 and
the VLAN ID shall be set as 211~ 234.
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Chapter 4: Advanced Web
Configuration

After finished basic configuration of the router, you can access Internet with ease. For the
people who want to adjust more setting for suiting his/her request, please refer to this chapter
for getting detailed information about the advanced configuration of this router. As for other
examples of application, please refer to chapter 3.

4.1 WAN Setup

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
WAN group and click the General Setup link.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under
the management of a router since they do not need to be accessed by the public. Hence, the
NIC has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask
for a connection. Then a session will be created. Your user ID and password is authenticated
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via PAP or CHAP with RADIUS authentication system. And your IP address, DNS server,
and other related information will usually be assigned by your ISP.

WAN
General Setup
Default Route
Load Balance Policy
Switch

4.1.1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN profiles in details.

This router supports multi-WAN function. It allows users to access Internet and combine the
bandwidth of the WAN profiles to speed up the transmission through the network. Each
WAN port can connect to different ISPs, even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation.

There are two modes for you to choose for setting a WAN profile. Basic mode allows you to
view and edit the existing WAN profile. However, Advance mode allows you to define new
WAN profile.

YVAMN == LElcldl >ETLj
General Setup

W& Edit M Refresh  Mode: |Basic

Profile (max | Enable This P D¢ 2251 VLAN ID Priority
Advance
1 WEn false Cisable 10 0

2 Wans false Disable 11 0

£

i1 &

When you switch the Mode setting from Advance to Basic or from Basic to Advance, the
system will ask you to re-login web configuration interface to activate some parameters.

Profile

Below shows settings in Basic mode:

General Setup
% Edit 5 Refresh  Mode: Basic = Profile Murnker Limit
Profile (max | Enable This P Description VLANTag  VLANID Priority Port IPv4 Pratocol IPv6 Protocol
1 wanl false Disahle 10 1] AN Mone Link-Local
2 wan? false Disahle " 0 AN 2 Mane Link-Lacal
3 wand false Dizahle 12 0 WANG MNaone Link-Lacal
4 wand false Disahle 13 1] AN 4 Mone Link-Local
8 wani false Disahle 14 0 WANS Mane Link-Local

Drﬂy TE’( 56 Vigor3900 Series User's Guide



If you switch into Advance mode, you will get the following page:

WAN >= General Setup

General Setup
Ty Add 2 Edit [ Delete &% Refresh  hode: | Advance v Profile Mumber Lirm
Profile {max | Enable This P Description VLAN Tag VLAN ID Priority Port IPv4 Protocol IPv6 Protoc
1 wani false Dizahle 10 i] WAN Maohe Link-Local
2 wanl false Disable 11 i AN Z Mane Link-Local
3 wan3 false Dizahle 12 i] WWANZ MNone Link-Local
4 wand falze Disable 13 1] AN A Mane Link-Local
5 wang false Dizahle 14 1] WWAMG Mone Link-Local

Each item will be explained as follows:

Item

Description

Add

Add a new WAN profile. Such function is available in
Advance mode only.

Edit

Modify the selected WAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected WAN profile. Such function is
available in Advance mode only.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh

Renew current web page.

Profile

Display the profile name.

Enable This Profile

Display the status of the profile. False means disabled; True
means enabled.

Description Display a brief explanation for such profile.
VLAN Tag Display if the function is enabled or not.
If the data transmitted with tag, Enable will be displayed in
this field. Otherwise, Disable will be shown instead.
VLAN ID Display the VLAN ID of the profile.
Priority Display the level of the priority for such profile.
Port Display the physical WAN interface for such profile.

IPv4 Protocol Type

Display the IPv4 protocol selected by the profile.

IPv6 Protocol Type

Display the IPv6 protocol selected by the profile.
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How to add a new WAN profile

1. If the router is under Basic mode, you have to switch into Advance mode. If the router
is under Advance mode, go to Step 4 directly.

General Setup

J& Edit &5 Refresh  Mode : Basic "
Profile Enable This P Descripti .Eljfellace L

2. A confirmation dialog will appear. Click OK to apply the related settings for Advance
mode.

;’ T
Confirm % |

£
b

@ Change to advance mode and re-login®?

(1] 4 | Cancel

Re-login the system.

4.  Open WAN>>General Setup. Click the Add button to open the following dialog.
Different protocol type selected will bring up different configuration web page.

3 General Setup =] [
I| Global
i
Profile {max length:7) : Marketing
+Enable This Profile

R: Description : Marketing Dept (Dptianal)
B VLAN Tag Enable v

VLANID : 22

Priority - ry—— =

Port YANT v

Default MAC Address : (s)Enable () Disable

Mode : MNAT ¥

‘i IPv4 Protocol : Mone v
IPv6 Protocol : Link-Lacal ¥

B apply @ cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such profile.

Enable This Profile | Check this box to enable such profile.
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Description Give the brief description for such profile.

VLAN Tag Choose Enable to tag the packets passing through the port
specified below.

VLAN ID Type the VLAN ID number for such profile.

Priority Type the packet priority number for such VLAN. The range
is from O to 7.

B2 B R TR S Ry i N
1

Port Choose the physical WAN interface for such profile.

WA 1 w

WA T
WA 2
WA
WA 4
WWAMNE

Default MAC Enable — Click it to enable the default MAC address for
Address such profile.

Disable — Click it to type the MAC address manually for
such profile.

MAC Address Specify the MAC address for such profile. In default, the
system will determine it automatically.

Mode Determine such profile will be used for.

ROUTIMG w

MAT
ROUTIMG

IPv4 Protocol Type | There are four connection modes for you to specify for IPv4
protocol type. Each mode will bring up different web page.

Maone W

Mone
Static
DHCP
FFFoE
FFTF

IPv6 Protocol Type | There are four connection modes for you to specify for IPv6
protocol type. Each mode will bring up different web page.
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Link-Local (¥

Link-Local
Static
DHCP-1A_MA
DHCP-1A_PD

General Settings allows you to enable the profile, give a brief explanation for such profile,
specify the VLAN ID, specify MAC address, choose IPv4 and IPv6 protocol, and specify the
mode of the data transmission (NAT or Routing).

\ Note: The DMZ tab is available for WAN4 profile only. |
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Different IPv4 and IPv6 protocol types specified will bring up different configuration web

page.

® If you choose Static as IPv4 protocol type, click the Static Tab to open the following

page:

- General Setup

| Global Static

1
IP Address :
Subnet Mask :
Gateway IP Address :

DNS Server IP Address :

IP Alias :

MTUMRU :

Connection Detection Mode

255.255.255.0 v
] ] ™ | coptional)

@ add ] Save

DNS Server IP Address

Mo itemns to show.

O add [ save
P Subnet Mask

Mo iterns to show

1500
ARF ¥

| Connection Detection Interval : 10

Connection Detection Retry :

3

= Apply @ Cancel

Available parameters are listed as follows:

ltem

Description

IP Address

Type the IP address specified for such profile.

Subnet Mask

Use the drop down list to choose the subnet mask for such
profile.

Gateway IP
Address

Type the gateway address for such profile.

W _ click the icon to clear the address setting.

DNS Server IP
Address

Type a public IP address as the primary DNS (Domain Name
Server). To add a new IP address, simply place the mouse
cursor on this filed. The following dialog will appear.

T add | [5) save

DNS Server IP Address
168.95.1.1

=]l

DNS Server IP Address

Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

IP Alias

Type other IP addresses to be bound to this interface. This
setting is optional. If you have typed addresses here, you can
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see and choose it in later web page settings (e.g.,
NAT>>Port Redirection/DMZ Host).

To add a new IP address, simply type the IP address on the
box near to the Add button. Next, click Add. The new one
will be added and displayed on the field under the box.

3 add | B save
P Subnet Mask
192.168.1.85 285.255.2595.0 |f[|

IP Alias :

Add - click this button to have a field for adding a new IP
address.

Save — Click this button to save the setting.

W _ click the icon to remove the selected entry.

MTU/MRU Type the value of MTU/MRU. The default value is 1500.
Connection Select a detecting mode for this WAN interface. There are
Detection Mode three ways ARP, PING and HTTP supported in Vigor

router for you to choose to send the request out.

FING v

Mone

ARF

FING

HTTF
Connection Assign an IP address or Domain name as a destination to be
Detection Host detected whether the host is active (sending reply to the

router) or not. If not, the connection of WAN interface will
be regarded as breaking down. This function is available
when Connection Detection Mode is set with PING or
HTTP.

Ty Add [ save

Connection Detection Hos!

192.168.1.28 m

Connection Detection Host

Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

Connection Assign an interval period of time for each detecting.
Detection Interval

Connection Assign detecting times to ensure the connection of the WAN
Detection Retry interface. After passing the times you set in this field and no

reply received by the router, the connection of WAN
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interface will be regarded as breaking down.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

® If you choose DHCP as IPv4 protocol type, click the DHCP Tab to open the
following page:

IP Alias : Mo iterns to show.

1 General Setup =[x
] Global DHCP £
| 1
1 *
Host Name * (Optionaly E
i = |
i 3 Add [E] Save
1 F
{ P Subnet Mask 1
|
E

|

|

| MTUMRU : 14600
{|  Connection Detection Mode : |Mone
|
|
|
1

=) Apply @ Cancel

Available parameters are listed as follows:

Item Description

Host Name Type a name as the host name for identification.
(Optional)

IP Alias Type other IP addresses to be bound to this interface. This

setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
NAT>>Port Redirection/DMZ Host).

To add a new IP address, click Add. Type the IP address and
use the drop down list to specify the subnet mask. Next,
click Save. The new one will be added and displayed on the
field under the box.
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Ty add | ] save
IP Subnet Mask
182 168.1.86 2RA 265 2800 1]

Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

MTU/MRU It means Max Transmit Unit for packet. The default setting
is 1500.
Connection Select a detecting mode for this WAN interface. There are
Detection Mode three ways ARP, PING and HTTP supported in Vigor
router for you to choose to send the request out.
FING v
Mone
ARF
FING
HTTP
Connection Assign an IP address or Domain name as a destination to be
Detection Host detected whether the host is active (sending reply to the

router) or not. If not, the connection of WAN interface will
be regarded as breaking down. This function is available
when Connection Detection Mode is set with PING or
HTTP.

©y Add [ save

Connection Detection Host

192.168.1.28 m

Connection Detection Host ¢

Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

Connection Assign an interval period of time for each detecting.
Detection Interval
Connection Assign detecting times to ensure the connection of the WAN

interface. After passing the times you set in this field and no
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Detection Retry reply received by the router, the connection of WAN
interface will be regarded as breaking down.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.
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following page:

General Setup
Glohal

Username :

Password

MTUMRU :

Debug :

Always On :

FixedIP :

Connection Detection Mode :

Connection Detection Host ;

Connection Detection Interval :

Connection Detection Retry :

IP Alias :

If you choose PPPoE as IPv4 protocol type, click the PPPoE Tab to open the

PPPoE

1482
() Enable (5 Disable
(s)Enable (" Disable

() Enable (5 Disable

PING

2 add ] save
Connection Detection H
Mo items to show. (Optional)
a0
10
D oadd [ save
P Subnet Mask

Mo items to show.

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Username Type the user name offered by your ISP.

Password Type the password offered by your ISP.

MTU/MRU Type the value of MTU/MRU. The default value is 1492.

Debug Click Enable to display the PPPOE debug message in
Syslog. The default setting is Disable.

Always On Enable - Click it to enable the function of Always On. The
router will keep network connection all the time.
Disable — Click it to disable the function of Always On.

Fixed IP Enable — Click it to enable the function of fixed IP.

Disable — Click it to disable the function of fixed IP.

Fixed IP Address

Type the IP address in the boxes.

Connection
Detection Mode

Select a detecting mode for this WAN interface. There are
two ways PING and HTTP supported in Vigor router for
you to choose to send the request out.

PIMNG w

Mone
PG
HTTF

Connection
Detection Host

If you choose PING/HTTP as Connection Detection Mode,
you have to specify the detection host address in this field.
Use the default setting.
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Ty Add [ save

Connection Detection Hos!
192.168.1.28 m

Connection Detection Host

Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

Connection
Detection Interval

Assign an interval period of time for each detecting.

Connection
Detection Retry

Assign detecting times to ensure the connection of the WAN
interface. After passing the times you set in this field and no
reply received by the router, the connection of WAN
interface will be regarded as breaking down.

IP Alias

Type other IP addresses to be bound to this interface. This
setting is optional. If you have typed addresses here, you can
see and choose it in later web page settings (e.g.,
NAT>>Port Redirection/DMZ Host).

To add a new IP address, click Add. Type the IP address and
use the drop down list to specify the subnet mask. Next,
click Save. The new one will be added and displayed on the
field under the box.

Ty add | ] save
IP Subnet Mask

192.168.1.86 25525525950 1]

Add - click this button to have a field for adding a new IP
address.

Save —click this button to save the setting.

W _ click the icon to remove the selected entry.

Apply

Click it to save the configuration and exit the dialog.

Cancel

Click it to exit the dialog without saving the configuration.
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If you choose PPTP as IPv4 protocol type, click the PPTP Tab to open the following

page:

General Setup
Glabal PPTP

PPTP Over :
Server Address ;
Username :
Password :
MTUMRU :
Debug

Always On :

Static

Static ¥
n.o.0.0

1452
(Enable (3)Disable
(s)Enable () Disable

Connection Detection Mode : Mone ¥

= Apply @ Cancel

Available parameters are listed as follows:

ltem

Description

PPTP Over

Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP
before you want to use this function.

Choose a proper protocol, Static or DHCP.

Server Address

Type the IP address of PPTP server offered by your ISP.

Username Type the user name offered by your ISP.

Password Type the password offered by your ISP.

MTU/MRU Type the value of MTU/MRU. The default value is 1452.

Debug Click Enable to display the PPTP debug message in syslog.
The default setting is Disable.

Always On Enable — Click it to enable the function of Always On. The
router will keep network connection all the time.
Disable — Click it to disable the function of Always On.

Connection Select a detecting mode for this WAN interface. There are

Detection Mode

two ways PING and HTTP supported in Vigor router for
you to choose to send the request out.
PING v

MHaone
PIMNG
HTTF

DrayTek
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Connection If you choose PING/HTTP as Connection Detection Mode,
Detection Host you have to specify the detection host address in this field.
Use the default setting.

Ty Add [ save

Connection Detection Host
192.168.1.28 m

Connection Detection Host

Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

Connection Assign an interval period of time for each detecting.
Detection Interval

Connection Assign detecting times to ensure the connection of the WAN
Detection Retry interface. After passing the times you set in this field and no

reply received by the router, the connection of WAN
interface will be regarded as breaking down.

Apply After finished the PPTP configuration, please click Static or
DHCP (according to the PPTP Over Protocol setting) to
modify the Static/DHCP configuration for such profile.

Click it to save the configuration and exit the dialog.

Cancel Click it to exit the dialog without saving the configuration.

® If you choose Link-Local as IPv6 protocol type

Link-Local address is used for communicating with neighbouring nodes on the same
link. It is defined by the address prefix fe80::/64. You don't need to setup Link-Local
address manually for it is generated automatically according to your MAC Address.
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If you choose Static as IPv6 protocol type, click the StaticV6 tab to open the

following page:

General Setup

Glabal FFTP Static StaticVe
IPvG Address : ..
IPv6 Prefix Length : G4
IPv6 Gateway Address - (Ciptional)
S add B save
IPvG DNS Server Addres

IPvi DNS Server Address :

Mo items to show:

Available parameters are listed as follows:

B apply @ cancel

Iltem

Description

IPv6 Address

Type the IP address for such protocol.

IPv6 Prefix Length

Type your IPv6 address prefix length.

IPv6 Gateway

Type your IPv6 gateway address.

Address
IPv6 DNS Server Type your IPv6 primary DNS Server address.
Address
Ty add 5] Save
IPvi DNS Server Address
192 168.1.8 M
IPvG DNS Server Address ¢
Add - click this button to have a field for adding a new IP
address.
Save — click this button to save the setting.
Wl _ click the icon to remove the selected entry.
Apply Click it to save the configuration and exit the dialog.
Cancel Click it to exit the dialog without saving the configuration.
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® If you choose DHCP-1A_NA as IPv6 protocol type, click the DHCPV6 Tab to open
the following page:

- General Setup

1 Global PFPoE DHCPVG

1
DHCPVG(IA_NA) Gateway Address (Optional)

@ add [E) save
DHCPVG(IA_NA) DNS Ad

DHCPvG{IA_NA) DNS Address : Mo iterns to show

B apply @ cancel

e

Available parameters are listed as follows:

Item Description

DHCP (IA_NA) Type the gateway IP address for IPv6 DHCP IA_NA mode.
Gateway Address

DHCP (IA_NA) Type your IPv6 primary DNS Server address.

DNS Address

Ty add [5] Save
DHCPVG(IA_NA) DNS Addre
192.168.1.29 m

DHCPVG{IA_NA) DNS Address

Add - click this button to have a field for adding a new IP
address.

Save — click this button to save the setting.

W _ click the icon to remove the selected entry.

Apply Click it to save the configuration and exit the dialog.

Cancel

Click it to exit the dialog without saving the configuration.

® |If you choose DHCP-IA_PD as IPv6 protocol type

It is not necessary for you to configure any web page.

m DrayTek
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4.1.2 Default Route

This page allows you to assign a WAN profile or a Load Balance profile as the default route.

15:14:34

Login: Admin

Quick Start Wizard

[

Online Status

WAN

General Setup

Default Route

Load Balance

Switch

LAN

o
NAT

Firewal
W
"User Management |
W
VPN and Remote Access |
" Certificate Management
[ ———

System Maintenance

Vigor3900 Series

WAMN >> Default Route

Default Route

VAN Profile/Loadbalance Pool Hame :

wan4d v

wan1
wan2
wan3
wand
wans
Marketing

twe

H Apply @ Cancel

Available parameters are listed as follows:

ltem

Description

WAN Profile
/Load Balance Pool
Name

route.

Display the WAN profiles for user to choose as a default

In which, wanl to wan5 are factory default settings.

Apply

Click it to save the configuration.

Cancel

Discard current page modification.
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4.1.3 Load Balance Policy

Vigor3900 supports a load balancing function. It can assign traffic with protocol type, IP
address for specific host, a subnet of hosts, and port range to be allocated in WAN interface.
User can assign traffic category and force it to go to dedicate network interface based on the
following web page setup.

In the WAN group, click the Load Balance Policy option.

Rule

This page will make the packets be transmitted with user defined profiles with IP address,
protocol and WAN profile that is different with default route.

Dray Tek Vigor3900 Series Login: Admin
Quick St;erlzard E
P——— €y add P& Edt [ Delete G Refresh 4@ MoveUp ¥ Liove Down
Profile Enable Thi Protocol  Source IP. Source Ma Destinatiol Destinatior Destinatiol Destinatior Load Balar
i
e —
et Hanagement
e
w‘ = = SRS = = 4] m (]
< B -
Each item will be explained as follows:
Item Description
Add Add a new rule profile.
Edit Modify the selected rule profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.
Delete Remove the selected rule profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.
Refresh Renew current web page.
Move Up Change the order of selected profile by moving it up.
Move Down Change the order of selected profile by moving it down.
Profile Display the name of the rule.

Enable This Profile

Display the status of the profile. False means disabled; True
means enabled.
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Protocol

Display the protocol of such rule.

Source IP Address

Display the WAN IP address here as the source IP address
for such rule.

Source Mask

Display the mask for the source.

Destination IP Address

Display the WAN IP address here as the destination IP
address for such rule.

Destination Mask

Display the mask for the destination.

Destination Port Start

Display the starting port value for the destination.

Destination Port End

Display the ending port value for the destination.

Load Balance
Pool/WAN Profile

Display the WAN profile used by such rule.

How to add a new rule

for Load Balance

1. Open WAN>>Load Balance and click the tab of Rule.
2. Simply click the Add button.

WAHN >> Load Balance => Rule

Pool

3 Add | & Edt [ Delete & Refresh 4 Mov

Profile Enable Thi Protocol Source IP ., Source Ma Dest

Mo items to i

3. The following dialog will appear.

Rule

Profile

- ¥

[]Enable This Profile

Protocol : ALL W

Source IP Address e (Opticnal
Source Mask : 255.255.255. » | (Optional

Destination IP Address : _ _ _ mh (Cpticnal
Destination Mask : 255.255.255. » | (Optional

Load Balance Pool/\WWAN Profile : |wanl ¥

H Apphy Q Cancel

Available parameters are listed as follows:

DrayTek
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ltem

Description

Profile

Type the name of the rule.

Enable This Profile

Check this box to enable such profile.

Protocol

Choose a protocol (ALL, TCP, UDP, ICMP, FTP, TFTP,
HTTP, SMTP, POP3, TCP/UDP) for such rule applied to load
balance. All is the default setting.

Source IP Address

Type a WAN IP address here as the source IP address for such
rule.

—_
"' " —click the icon to clear the IP setting.

Source Mask

Use the drop down list on the right to choose a suitable mask
for the source.

Source Mask 2552552550 v

255255 25510 -
25525525410
Destination IP Address 5525500
25525400
0onn

JPRPCIPT-SR I T PR 1227 0N0nN

Destination IP
Address

Type a WAN IP address here as the destination IP address for
such rule.

e
"1 —click the icon to clear the IP setting.

Destination Mask

Use the drop down list on the right to choose a suitable mask
for the destination.

Load Balance Pool

Choose one of the profiles to be used by such rule. In which,

/WAN Profile wanl to wanb profiles are configured in default. In addition,
profiles configured in WAN>>Load Balance Policy>> Pool
page also will be displayed here.

To have user-defined WAN profile, please refer to
WAN<<General Setup for detailed information.
Load Balance Pool WAN Profile © wan w
WA
wWan2 "
wan3 |
wand
Wana
ush3gl
ush3g?
Apply Click it to save the configuration.
Cancel Click it to return to the factory setting.
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4.  Enter all the settings and click Apply. The new rule profile will be added on the screen.

VAN >> Load Balance >> Rule

Pool Rule

3 Agd & Edt  [[[] Detete ¢ Refrezn 4@ MoveUp P Move Down

Profile Enable Thi Protocol Source IP ., Source Ma Destinatiol Destination Destination Destinatic

5_531111 true ALL 192.168.1.... 255.255.2... 1892.168.1.... 255.255.2...

Pool

This page allows the user to integrate several WAN profiles as a pool profile specified with
the function of load balance or failover. The profiles configured here will be selected in the
field of WAN>>Default Route page.

-
DrayTek ; : o v 2
rayie Vigor3900 Series 15:15:44 Login: Admin E»
VAN >> Load Balance >> Pool
=i =
Auto Logout rool U
Quick Start Wizard [4 —
1 Add Edit Delete - Refresh
Online Status | Ej ){‘ (m >
Profile Mode Interface Primary Profile Backup Profile
e ——
General Setup | two Load_Balance wan2 1,wané 1
Default Route
Switch |
e ——
e
" Certificate Managem: - L]
e
| Bandwidth Management |
m" — El 1 1 N
N ) — v
< B

Each item will be explained as follows:

Item Description
Add Add a new pool profile.
Edit Modify the selected pool profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected rule profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Display the name of the load balance profile.
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Mode Display the mode (failover or load balance) used by the pool
profile.

Interface Display the name of the WAN profiles for Load Balance
rule.

Primary Profile Display the primary profile configured in Failover page for
such profile.

Backup Profile Display the backup profile configured in Failover page for
such profile.

There are two modes, Load_Balance and Failover, for you to choose as the Pool
configuration. If you choose Load_Balance, the tab of Load_Balance will be shown which
allows you to configure for different WAN interfaces. If you choose Failover, the tab of
Failover will be displayed which allows you to specify the primary profile and backup
profile for such Pool setting.

How to add a Pool profile for Load Balance
1. Open WAN>>Load Balance Policy and click the tab of Pool.

VAN >> Load Balance => Pool

Pool Ruls

:; Add x Edit uj] Delete ™ Refresh
Profile Mode Interface
ét-;,-.: Load_Balance wanz2 1 wand 1

2. Simply click the Add button to open the following dialog. Type a name (e.g., LB_1)
for such profile. Choose Load_Balance as the Mode selection.

Mode | Load_Balance

Profile: LE_1

Mode : |Load_Balance w

E Apply Q Cancel
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3. Click the Load_Balance Tab.

| Pool =%

Mode Load_Balance

©y Add [E] save
Interface YWieight

Mo items to show.

Interface :

[ Anply (3 Cancel

4.  Click Add. A new line for adding new entry will appear.

5. Use the drop down list of Interface to choose the WAN profiles that will be in the
Load Balance Pool. Type the value for Weight.

Ty add [ save

Interface Wieight
Wl 30 i
Wan 2 50 im

Interface :

6. Click Apply. A new profile will be added on the page.

Pool Fule

Ty add 3% Edit [} Delete 4™ Refresh

Profile Mode Interface
T Load_Balance wan2 1 wand 1
LB_1 Load_Balance wian1 30,wanz 60
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How to add a Pool profile for Failover

Such page allows you to set a backup profile which will be activated when the primary
profile is invalid by any reason.

1. Open WAN>>Load Balance Policy and click the tab of Pool.
VAN >> Load Balance >> Pool

Pool Rule

3 Add | & Edit []] Delete ™ Refresh

Profile Mode Interface

ftwro Load_Balance wan2 1 wand 1

2. Simply click the Add button to open the following dialog. Type a name (e.g., FL_1) for
such profile. Choose Failover as the Mode selection.

Pool

Mode Load_Balance

Profile : FL_1

Mode - |Load_Balance v

| Load_Balance
Failover

U Apphy Q Cancel

3. Click the Failover Tab. In default, the system will apply Primary Profile. If Primary
Profile cannot be used any more, the Backup Profile will be used instead.

Pool

Mode Failover

Primary Profile : |wan1 ~

Backup Profile : |wanil -

U Apply O Cancel
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4. Use the drop down list to choose the one you need. “wanl” to wan5” are default

settings.

1 Pool

4 Mode ' Load_Balance Failover

3 .

1 Primary Profile : |Wal'l1 |v |
L]

1 Backup Profile : |Wan3 |v |

5. Click Apply. A new profile will be added on the page.
WAHN >»> Load Balance >> Pool

Pool | Rule |

[y add & Edt  [[[] Delete @™ Refresh

Profile Mode Interface Primary Profile Backup Prc
two Load_Balance wanz 1, wans 1

LB_1 Load_Balance wani 30

FL_1 Failowsr wani 30 wani wans

4.1.4 Switch

This page allows you to configure Mirroring Port, Mirrored Port, enable/disable WAN
interface, and configure 802.1Q VLAN ID for different WAN interfaces, and so on.

-~
l . b
Dray ek V,gor39oo Series 15:32:52 Login: Admin
WAN >> Switch >> 802.1Q VLAN
e g | Bizaavian [ miror | interface Status
Quick Start Wizard & |
G Refresh
Online Status
I e Hember tniee
General Setup 10 VEANT
Default Route " VUANZ WANZ
Load Balance 12 VUAN3 VAN
Switch 13 WANS WANS
T —| W AT
LAN 14 VUANS WANS
T —— . .
NAT 2z EANT WANT

Firewal
W
User Management |
W(T
“""VPN and Remote Access |
" Certificate Management |

System Maintenance

|A
~

802.1Q VLAN

Packets passing through the WAN interface might be tagged or untagged with VLAN ID
number. It depends on the setting configured in this page for VLAN ID configured in WAN
>>General Setup>>Profile relates to the VLAN ID setting configured here.
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This page simply displays current status of 802.1Q VALN setting profiles.

WAN >> Switch >> 802,10 VLAN

{50210 vLAN |

" Refresh

VLAH ID
10
11
12
13
14

Mt rar

Interface Status

Member
CPUMARA
CPUANZ
CPUWAR S
CPUMA R
CPUMANS

Each item will be explained as follows:

Untag
WA
WA 2
W3
WA 4
WA

Item Description

Refresh Click it to reload this page.

VLAN ID Display the VLAN ID number.

Member Display number of the WAN interface for the packets
tagged with such VLAN ID number to pass through.

Untag Display number of the WAN interface for the VLAN ID

will be untagged for packets passing through the WAN
interface selected.
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Mirror Configuration

The administrator can monitor all the packets passing through mirrored port with the
mirroring port. It is useful for the administrator to analyze the troubles on Network.

DrayTek

>

Vj'gor39oo Series 15:34:49 Login: Admin =

WAN >> Switch >> Mirror

ot -
oo 80210 VLAN Mirror Interface Status

™

Quick Start Wizard

Online Status
|:| Enable This Profile

Mirroring Port : VAN w
General Setup

X VEANZ
Default Route Mirrored Port AN w

Load Balance

> S QT = C
I D

TETEN T LR

o = Wn

n
R i
3 0

n

oosskven L

U Apply @ Cancel
e =

<

|~
v

Available parameters are listed as follows:

Item Description
Enable This Profile Check the box to enable the Mirror function for the switch.
Mirroring Port Select a port for the administrator to use for viewing traffic

sent from mirrored ports.

Mirrored Port Select a port to make the packets passing through it
monitored by the administrator.

Mirrering Port AN w

Mirrored Port : LAt e w

AR
1A P2
ARG
ARG
ARG
CPLI

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.
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Interface Configuration

This page allows you to modify the status (enable / disable), speed(Auto,10M,100M,1000M)
and duplex (Half/Full) for the WAN ports respectively.

- ~
- =
Dr ay Tek Vigor3900 Series 15:36:22 Login: Admin &
WAN => Switch >> Interface
Auto L t: |Off v
=== 80210 VLAN Wirror Status
Quick Start Wizard
Edit 5 Refresh
Online Status )e ¢
A Interface Enable This Profile Duplex Speed
e
General Setup AN true Full Auto
Default Route WANZ true Full Auto
Load Balance WAN3 true Full Auto
¥ WANS true Full Auto
e
_NAT b
e
[ rree e enene e L3
e
~ Bandwidth Management |
&) [E

Each item will be explained as follows:

Item Description

Edit Choose the interface listed below and click the Edit button
to modify the settings. A pop up window will appear for you
to change the settings.

Interface =%

Interface : WAN4
[#|Enable This Profile

Speed . Auto w

B apply @ Cancel

Interface — Display the name of WAN interface.
Enable This Profile — Check it to enable such interface.

Speed — Use the drop down list to specify the transmission
rate (Auto, 10M, 100M or 1000M) for such interface.

Apply — Click it to save and exit the dialog.
Cancel - Click it to exit the dialog without saving anything.

Refresh Renew current web page.
Interface Display the name of the WAN port on the router.
Enable This Profile Display the status of the profile. False means disabled; True

means enabled.

Vigor3900 Series User's Guide 83 Dray Tek



Duplex Display the duplex used (full or half) by such profile.

Speed Display the transmission rate (10M, 100M, 1000M or Auto)
of the date for such profile.

Status of the Switch
This page provides information about speed, duplex, port connection (UP or Down) for the

WAN ports.
DrayTek . : s :
) 4 Vigor3900 Series 15:13:40
WAN >> Switch >> Status
sl e ¥ g021avia | Mimor | Interface | Status
Quick Start Wizard -
Online Status % Refresh Auto Refresh : 10 Seconds |+
J Interface Status Speed Duplex
AL
General Setup VAN Daown
Default Route WANZ Down
Load Balance WiAN 3 Dowin
J WWANS Down(SFF module disconnec
e
J CPU Up 1000M Full
I
|
e i S
-
btk
External Devices
Product Registration
3

Available parameters are listed as follows:

Item Description
Refresh Renew current web page.
Auto Refresh Specify the interval of refresh time to obtain the latest status.

The information will update immediately when the Refresh
button is clicked.

Interface Display the physical port of the WAN interface.

Status Display if the port connection for WAN interface is linked or
not. Up means the network is connected; Down means the
network is not connected.

Speed Display the transmission rate (10M, 100M, 1000M or Auto)
of the date for such WAN interface.

Duplex Display the duplex used (full or half) by such WAN
interface.
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4.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design
of network structure is related to what type of public IP addresses coming from your ISP.

The most generic function of Vigor router is NAT. It creates a private subnet of your own.
As mentioned previously, the router will talk to other public hosts on the Internet by using
public IP address and talking to local hosts by using its private IP address. What NAT does
is to translate the packets from private IP address to public IP address to forward the right
packets to the right host and vice versa. Besides, Vigor router has a built-in DHCP server
that assigns private IP address to each local host.

LAMN
General Setup
PPPoE Server
IP Routing
Static Route
Switch
Bind IP to MAC =
RIP Configuration
OSPF Configuration

4.2.1 General Setup

This page allows you to configure general settings for PCs in LAN.

General Setup

This page allows you to enable the profile, give a brief explanation for such profile, specify
the VLAN ID, specify MAC address, and choose protocol type for such profile.

~
D ray TEk Vigor3900 Series Logim: Admin
LAN >> General Setup >> General Setup
ETCRIcIF Ooff “ General Setup | DHCP | DHCP Relay| RADVD | DHCPvé
Quick Start Wizard = P
Online Status add 4 Edit [[] Delete &5 Refresh Frafile Mumber Limit - 50
rofile {max len Enable This Pro Description VLAN ID Priority IPv4 Protocol  IPv6 Protocol
y il true 10 0 static Link-Local

General Setup

PPPoE Server

IP Routing

Static Route

Switch

Bind IP to MAC -

RIP Configuration

OSPF Configuration
e ——
ol —
e bibindinbibens ) I
el ———
] Ll m w

= ~

Each item will be explained as follows:

Item Description
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Add

Add a new LAN profile.

Edit Modify the selected LAN profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected LAN profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page

Profile Display the name of the LAN profile.

Enable This Profile

Display the status of the profile. False means disabled; True
means enabled.

Description Display the brief explanation for the LAN profile.
VLAN ID Display the VLAN ID configured for the LAN profile.
Priority Display the level of the priority for such profile.

IPv4 Protocol Type

Display the IPv4 protocol type for the LAN profile.

IPv6 Protocol Type

Display the IPv6 protocol type for the LAN profile.

How to add a new LAN profile

1.

DrayTek

Open LAN>>General Setup and click the General Setup tab.

LAH >> General Setup >> General Setup
1.-&ne|ll$etup DHCP DHCF Relay RADWD DHCPYE
Gpsod L Edt  [[) Delete &M Refresh
Profile Enable This Profile Description VLAHID

lan1 true 10

Click the Add button to open the following dialog. Different protocol type selected will
bring up different configuration web page.
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General Setup -

Profile (max length:7) : lantest
[¥] Enable This Profile

Description : Justfortest (Cptional)
VLANID : 2
Priority : 4 v

Default MAC Address : (3 Enable () Disable

IPvd4 Protocol static

1

]

j Mode : MNAT X

1 IP Address: o000

: Subnet Mask : 285.255.255.0 &

H Gateway IP Address : ) i (Optional)

T add B save
IF Subnet Mask Mode

Mo iterms to show.

2nd Subnet

Bl apply 3 Cancel

—TT Ll

Available parameters are listed as follows:

Item Description

Profile Type the name of the LAN profile.
(max length:7)

Enable This Profile | Check this box to enable such profile.

Description Type the description for the new LAN profile.
VLAN ID Type a number as the VLAN ID to make the data be
identified while performing data transmission.
Priority Type the packet priority number for such profile. The range
isfrom0to 7.
2 w
|:| s
1
2
3 =
4
5
B
?. =
Default MAC Enable — Click it to enable the default MAC address for
Address such profile.

Disable — Click it to type the MAC address manually for
such profile.

MAC Address If Default MAC address is disabled, please specify a MAC
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address from the drop down list for such profile.

IPv4 Protocol

Display the type for the IPv4 protocol for such profile.

Mode Choose NAT or ROUTING as the operation mode for such
profile.
IP Address Type the IP address of the router for the LAN profile.

Subnet Mask

Use the drop down list to choose a suitable mask for the
LAN profile.

Gateway IP Such IP address is ready for matching with the function of
Address Virtual System.

" —click the icon to clear the IP setting.
2" Subnet Specify one 2™ subnet which might be needed in the future.

©y Add [ Save

IP Subnet Mask Mode
192.168.1.83 255.255.255.0 NAT m
255.255.255.0 |~ | |NAT ~ ||

Add - Click it to add a new subnet mask with IP address and
specified mode.

Save — Click it to save the settings.

IP — Type the IP address if you click Add for adding a new
entry.

Subnet Mask — Use the drop down list to choose the one
you want.

Mode — Specify NAT or Routing as the mode.

W _ click the icon to remove the selected entry.

IPv6 Protocol

It defines the IPv6 connection types for LAN interface.
Possible types contain Link-Local, Static and DHCP-SLA.
Except Link-Local, each type requires different parameter
settings.

Link-Local- Link-Local address is used for communicating
with neighbouring nodes on the same link. It is defined by
the address prefix fe80::/10. You don't need to setup
Link-Local address manually for it is generated
automatically according to your MAC Address.

Static —This type allows you to setup static IPv6 address for
LAN.

DHCP-SLA- DHCPv6 client mode would use IA_NA
option of DHCPV6 protocol to obtain IPv6 address from
server.

IPv6 Address

If Static is chosen as IPv6 Protocol, please type the IPv6
address in this field.

IPv6 Prefix Length

Display the IPv6 prefix length.

DHCPv6 SLA
WAN Interface

If DHCP-SLA is chosen as IPv6 Protocol, please choose one
of the WAN profiles in this field.
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DHCPv6 SLA ID The ID number set here is used by an individual organization
to create its own local addressing hierarchy and to identify

subnets.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

LAH == General Setup >> General Setup

General Setup DHCP DHCF Relay RADND DHCPvE
£y sed P Edt  [[) Delete &% Refresh Y
Profile Enable This Profile Description VLAH ID IPvd Protocol IPvé Protocol
lar true 10 static: Link-Local
lantest true Just for test il static: DHCP-SLA

DHCP

In the Vigor3900 router, there are some IP address settings for the LAN interface. The IP
address/subnet mask is for private users or NAT users. The IP address of the default gateway
on other local PCs should be set as the Vigor3900 server IP address. When the DSL
connection between the DSL and the ISP has been established, each local PC can directly
route to the Internet. The IP address/subnet mask can also be used to connect to other private
users (PCs). On this page you will see the private IP address defined in RFC-1918. Usually
we use the 192.168.1.0/24 subnet for the route.

Dr ay Te’( ~ Vigor3900 Series

LAN => General Setup >> DHCP

LT v General Setun| DHCP | DHGP Relay| RADWD | DHGPvG

Quick Start Wizard

-
Online Status A Edit 65 Refresh

Profile Enable Loc Start IP End IP DNS Routers Lease Tim¢ Specify Rel Remote Diz Remote Dial
lant true 192.168.1.1192.168.1.2 86400 false

PPPoE Server

IP Routing

Static Route

Switch

Bind IP to MAC

RIP Configuration

QOSPF Configuration

Each item will be explained as follows:

Item Description
Edit Modify the selected LAN profile.

To edit a profile, simply select the one you want to modify
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and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Refresh

Renew current web page.

Profile

Display the name of the LAN profile.

Enable This Profile

Display the status of the profile. False means disabled; True
means enabled.

Start IP Display the starting IP address of the IP address pool for
DHCP server.

End IP Display the ending IP address of the IP address pool for
DHCP server.

DNS Display the IP address for DNS.

Routers In general, this box will be blank. It means Vigor3900 will
be regarded as the gateway for the user.

Lease Time Display the lease time for the DHCP server.

Specify Remote Dial-in
1P

Display the status of remote dial-in function. Disable means
disabled; Enable means enabled.

Remote Dial-in Start IP

Display the start IP address for an IP range. The DHCP
server can assign an IP address for remote dial-in user from
such IP range.

Remote Dial-in End IP

Display the end IP address for an IP range. The DHCP server
can assign an IP address for remote dial-in user from such IP
range.

How to edit a LAN profile for DHCP

1.

DrayTek

General Setup DHCP

JE Edit 4™ Refresh

Open LAN>>General Setup and click the DHCP tab.

DHCP Relay RADYWD DHCPvE

Profile Enable Thi: Start IP End IP DHS Routers  Lease Tim Specify Re Remote Di: Remote Di
%Iam true 1921681 ... 192168.1....168.95.1.1 86400 Cizakle 192.1658.1.... 1921681 ... :
0.00.195 86400 LCizakle 000196 000245

bertest  true 00010

following dialog.

Choose one of the LAN profiles by clicking on it and click the Edit button to open the

90 Vigor3900 Series User's Guide



DHCP

Profile :

+|Enable Local DHCP Server

Start 1P ;
End IP :

DNS :

Rowuters :

Lease Time :

lan1

182 168 1 10
192 168 1 254

™

T Add [ save

DNS
Mo items to show.
_ _ _ M | (optional
aE400 Secands {min: 300, MAx GO4200)

Specify Remote Dial-in IP
Remote Dial-in Start 1P :

Remaote Dial-in End IP :

B apply &3 Cancel

Available parameters are listed as follows:

ltem

Description

Profile

Display the name of the LAN profile.

Enable Local
DHCP Server

Check this box to enable this profile.

Start IP

Set the starting IP address of the IP address pool for DHCP
server.

End IP

Set the ending IP address of the IP address pool for DHCP
server.

DNS

Set the private IP address for DNS server. If this field is
blank, users on LAN will treat Vigor3900 as the DNS server.

Ty add [F] save
DNS

| . . m

Add - Click it to add a new IP address for DNS server.
Save — Click it to save the setting.

W _ click the icon to remove the selected entry.
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Routers In general, this box will be blank. It means Vigor3900 will
be regarded as the gateway for the user.

However, if you want to use other gateway, please assign the
IP address in this field.

—a
M1 — click the icon to clear the IP setting.
Lease Time Set a lease time for the DHCP server. The time unit is
minute.
Specify Remote Enable — Check the box to enable this function. Remote
Dial-in IP clients within the range specified below can access into
Vigor3900 WUI.
Remote Dial-in Specify the start IP address for an IP range. The DHCP
Start IP server can assign an IP address for remote dial-in user from

such IP range.

Remote Dial-in End | Specify the end IP address for an IP range. The DHCP server

IP can assign an IP address for remote dial-in user from such IP
range

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

5.  The LAN profile has been edited.

DHCP Relay

This page allows users to specify which subnet that DHCP server is located that the relay
agent should redirect the DHCP request to.

Drﬂy TEk e Vigor3900 5eries

LAN >> General Setup >> DHCP Relay

Auto Logout : |Of

Quick Start Wizard
Online Status

General Setup

PPPoE Server

IP Routing

Static Route
Switch

Bind IP to MAC

RIP Configuration
OSPF Configuration

General Setup DHCP DHCP Relay RADYD DHCPvE

4 Edit 4 Refresh

Profile Enable This Profile DHCP Server Location DHCP Server IP
lan1 false

Each item will be explained as follows:

Item Description
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Edit Modify the selected LAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

rule.
Refresh Renew current web page.
Profile Display the name of the LAN profile.
Enable This Profile Display the status of the profile. False means disabled; True

means enabled.
DHCP Server Location | Display the LAN or WAN profile for the DHCP server.
DHCP Server IP Display the IP address of DHCP server.

How to edit a LAN profile for DHCP Relay
1. Open LAN>>General Setup and click the DHCP Relay tab.

LAHN >> General Setup >> DHCP Relay
General Setup DHCP DHCP Relay RADWD DHCPwE

J2 Edit G Refresh

Profile Enable This Profile DHCP Server Location DHCFP
glam falze

élantes*t falze

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the
following dialog.

DHCP Relay =]

Profile : |antest
7| Enable This Profile

DHCP Server Location @ | lantest 5|

DHCP Server IP

M apply (9 Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the LAN profile.

Enable This Profile | Check this box to enable this profile.

DHCP Server Type the LAN or WAN profile for the DHCP server
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Location
DHCP Server IP Type the IP address of DHCP Server.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

4.  The LAN profile has been edited.
LAH >> General Setup >> DHCP Relay

General Setup DHCF DHCP Relay RADNVD DHCPE

JLEdt N Refresh

Profile Enable This Profile DHCP Server Location DHCP Server IP

larm falze

laritest true lantest!s 192.168.1.90
RADVD

The router advertisement daemon (radvd) sends Router Advertisement messages, specified
by RFC 2461, to a local Ethernet LAN periodically and when requested by a node sending a
Router Solicitation message. These messages are required for IPv6 stateless
auto-configuration.

Dr ay Te k 7 Vigor3900 Series 15:25:46 Login: Admin
LAN == General Setup >> RADVD
oLy X General Setup | DHCP | DHCP Relay| RADVD | DHCPYE
Quick Start Wizard
T JX Edit &% Refrash
Profile Enable This Profile Advertisement Lifetime
lant false 30
General Setup
PPPoE Server
IP Routing
Static Route
Switch
Bind IP to MAC E
RIP Configuration
OSPF Configuration
oM
| Hwrewall ]
| Uhlects setting
L
3 e

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
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rule.

Refresh Renew current web page.
Profile Display the name of the LAN profile.
Enable This Profile Display the status of the profile. False means disabled; True

means enabled.

Advertisement Lifetime | Display the lifetime value.

The lifetime associated with the default router in units of
minutes, ranging from 10 ~ 150. It is used to control the
lifetime of the prefix. A lifetime of O indicates that the router
is not a default router and should not appear on the default
router list.

How to edit a LAN profile for RADVD
1.  Open LAN>>General Setup and click the RADVD tab.

LAN == General Setup == RADVD
General Setup DHCP DHCF Relay RADVD DHCPYE

4 Edit 5 Refresh

Profile Enable This Profile Advertisement Lifetime
lan1 false 30

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the
following dialog.

RADND =[x
Profile : lan
Enable This Profile
Advertisement Lifetime : 30 Minutes

= Ay & Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the LAN profile.
Enable This Profile | Check this box to enable this profile.
Advertisement Type a value for advertisement lifetime.
Lifetime

The lifetime associated with the default router in units of
minutes, ranging from 10 ~ 150. It is used to control the
lifetime of the prefix. A lifetime of O indicates that the router
is not a default router and should not appear on the default

Vigor3900 Series User’s Guide 95 Dra’y Tek



router list.
Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and
exit the dialog.

4.  The LAN profile has been edited.

LAN == General Setup >> RADVD
General Setup DHCP DHCP Relay| RADVD DHCPvE

£ Edit 4% Refresh

Profile Enable This Profile Advertisement Lifetime
lan1 true an

DHCP6

DHCP6 Server could assign IPv6 address to PC according to the Start/End IPv6 address
configuration.

Dray T€k V:gor3900 Series 15:31:50
LAN >> General Setup >> DHCPvG
o O X General Setun | DHCP | DHCP Relay| RADVD | DHCPvG
Quick Start Wizard
e J£ Edit &9 Refresh
Cowan Profile Enable This F Mode Start IP End IP DNS
lan1 false

General Setup

PPPOE Server

IP Routing

Static Route

Switch

Bind IP to MAC z

RIP Configuration

OSPF Configuration
B
| rwewal ]
___Uogects settng
I

= 2

Each item will be explained as follows:

Item Description

Edit Modify the selected LAN profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

rule.
Refresh Renew current web page.
Profile Display the name of the LAN profile.

Drﬂy T€k 96 Vigor3900 Series User's Guide



Enable This Profile Display the status of the profile. False means disabled; True
means enabled.

Mode

Start IP Display the starting IP address of the IP address pool for
DHCP server.

End IP Display the ending IP address of the IP address pool for
DHCP server.

DNS Display the private IP address for DNS server.

How to edit a LAN profile for DHCPv6
1. Open LAN>>General Setup and click the DHCPV®6 tab.

LAN => General Setup >> DHCPvG

General Setup DHCP DHCF Relay | RADWVD DHCPvG

& Edit| < Refresh

Profile Enable This F Mode Start IP End IP DNS
lan1 false
lantest false Automatic Sel

2. Choose one of the LAN profiles by clicking on it and click the Edit button to open the
following dialog.

I DHCPVG RIET

3 Profile : lantest
Enable This Profile

Maode : Automatic Setting w
Aurto Start 1P
Aurto End 1P
DNS (auto)
DNS (auto) - Mo items to show,

= Apply & Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the LAN profile.
Enable This Profile | Check this box to enable this profile.

Mode Choose Automatic Setting or Manual Setting.

Vigor3900 Series User’s Guide 97 Drﬂ’y TEk



£

Automatic Setting

Automatic Setting
mManual Setting

i s

Automatic Setting — It is not necessary to configure Start
IP, End IP and DNS setting. The system will assign suitable
address automatically.

Manual Setting — You should type the Start IP address and
End IP address manually.

DHCPvG

Profile : lantest
Enable This Profile

Mode . Manual Setting w
Start P :
EndIP:
w add ] save
DNS

DNS Mo itermns to show.

Start IP Set the starting IP address of the IP address pool for DHCP
server. The format the IP address shall be similar to the
following example:

2000:0000:0000:0000:0000:0000:0000:10 or 2000::10.

End IP Set the ending IP address of the IP address pool for DHCP
server. The format the IP address shall be similar to the
following example:

2000:0000:0000:0000:0000:0000:0000:10 or 2000::10.

DNS Set the private IP address for DNS server. If this field is
blank, users on LAN will treat Vigor3900 as the DNS server.

T3 add [5] save
DNS
2000::2 i

DHS :

Add - Click it to add a new IP address for DNS server.
Save - Click it to save the setting.

W' _ click the icon to remove the selected entry.
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Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

3. When you finish the above settings, please click Apply to save the configuration and

exit the dialog.

4. The LAN profile has been edited.

LAN == General Setup == DHCPvG

General Setup DHCF DHCP Relay | RADWD DHCPvG
% Edit &Y Refresh
Profile Enable This F Mode Start IP End IP
lan1 falze
lantest true Automatic Sel

4.2.2 PPPoOE Server

This feature makes the router working like an ISP, providing PPPoE connections to LAN
PCs. The only difference is that local PCs don't need an ADSL modem.

There are several advantages of using PPPoE connections on the LAN. Firstly, the PPPoE
server can secure the LAN PC connections with username/password authentication.
Secondly, it can prevent ARP attack by nature. Thirdly, the system administrator can
configure quota (time/traffic based) for each user as ISP does.

General Setting

DrayTek

Auto Logout : Off v

Quick Start Wizard
Online Status

OSPF Configuration

"~ Vigor3900 Series 15:44:30

General Setup PPPOE Server Name : w3500

IP Routing Secondary DNS : 1} 0 . n . n
Static Route PPPoE Server Authentication Type chase e
Switch

Bind IP to MAC

RIP Configuration

LAN >> PPPoE Server >> General Setting

General Setting Status

PPPoE Server (® Disable () Enable

Deny internet access except pppoe user . (3 Disable () Enable

B soply @ Cancel

Available parameters are listed as follows:

ltem

Description

PPPOE Server

Disable — Click it to disable this function.
Enable - Click it to enable the function of PPPoOE server.
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Deny internet access Disable —Click it to disable this function.

except pppoe user Enable — If you click Enable, only the PPPOE user can
access into Internet.

PPPoOE Server Name The default name is “v3900”. You can modify it if required.
Primary DNS Type an IP address as primary DNS.
Secondary DNS Type another IP address as secondary DNS.
PPPOE Server Choose the authentication type for PPPoOE server.
Authentication Type

PAP ¥

FAP E

CHAF 3

Any PPPoE user shall pass the authentication of PPPoE
server and access into Internet.

Apply Click it to save and exit the dialog.
Cancel Click it to discard current page modification.
Status

This page displays general information for PPPoE server; allows you to disconnect the
network connection to PPOE server.

Dray Tek ,gor Q00 Series 15:53:31

LAN >> PPPoE Server >> Status

Auto Logout : | Off General Setting | Status

g::;';s;;ft‘l:;\’iza"' & Refresh Auto Refresh : |10 Seconds | v
MAC Address User Name IP Address Up Time: RX Packets TX Packets
Mo items to show
General Setup
IP Routing
Static Route
Switch
Bind IP to MAC
RIP Configuration

OSPF Configuration

Each item will be explained as follows:

Item Description
Refresh Renew current web page.
Auto Refresh Specify the interval of refresh time to obtain the latest status.

The information will update immediately when the Refresh
button is clicked.

Disconnect Click it to disconnect the profile connection.
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MAC Address Display the MAC address of the client’s host.

User Name Display the user name used to access into the PPPoE sever.
IP Address Display the IP address of the client’s host.

Up Time Display the time that the PPPoE connection built.

RX Packets Display the total amount of received packets.

TX Packets Display the total amount of transmitted packets.

4.2.3 IP Routing

To make local device in LAN accessing into external network without passing NAT or let
the remote device access into the local device without passing NAT behind the router, please
use IP routing function to complete the work.

Usually, the local device might be assigned with a public IP address or an IP address with
the same subnet as certain WAN. When the local device tries to transmit the data packets out,
Vigor3900 will send it out through that certain WAN interface without passing through NAT.
Meanwhile, remote device also can access the local device directly without any difficulty.

DrayTek

LAN >> IP Routing

Auto Logout : | Off

IP Routting
Quick Start Wizard = — a
Online Status L Add )‘.’ Edit Delete &% Refresh G} Rename Pr
Profile Enable This Profile WAN Profile LAN Profile P Mask
Mo items to show.
General Setup
PPPoE Server

Static Route
Switch

Bind IP to MAC

RIP Configuration
OSPF Configuration

Each item will be explained as follows:

Item Description
Add Add a new IP Routing profile.
Edit Modify the selected IP routing setting.

To edit the IP routing setting, simply select the one you want
to modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected profile.

Delete Remove the selected route setting.

To delete a static route setting, simply select the one you
want to delete and click the Delete button.
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Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of such IP route profile.

Enable This Profile Display the status of the profile. False means disabled; True
means enabled.

WAN Profile Display which WAN profile used for sending out the data
packets.

LAN Profile Display which LAN profile used for the local device.

IP Display the private IP address for such profile.

Mask Display the subnet mask for such profile.

How to add a new IP Routing profile
1. Open LAN>>IP Routing.
2. Click the Add button.

LAN == IP Routing
IP Roarting

Ty add € Edit [JJ) Delete &5 Refresh
Profile Enahble This Profili VWAN Profile

Mo

3. The following dialog will appear.

IP Rounting

Profile : Routingtestt

7| Enable This Profile

WAN Profile © wan1 »
LAN Profile : |lan v
IP 19z 168 1 oM
Mask : 2652552550 w

M Apply I Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the IP routing profile.

Enable This Profile | Check this box to enable such IP routing profile.
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WAN Profile Choose one of WAN profiles for sending data out.
LAN Profile Choose one of LAN profiles for the local device.

IP Type the private IP address for such IP routing profile.
Mask Type the subnet mask for such IP routing profile.

4.  Enter all the settings and click Apply. The new profile will be added on the screen.

LAH == IP Routing
IP Routing

3 add R Edt [ Delete M Refresh G Rename
Profile Enable This Profile WAHN Profile LAH Profile 1P Mask
Routinctest1 true wean lar 192.168.1.34 285.255.255.0

4.2 .4 Static Route

When there are several subnets in LAN or WAN, a more effective and quicker way for
connection is static route rather than other methods. Simply set rules to forward data to
specified subnet through the specific gateway.

Static Route

Dr ay Tek 44 Vigor3900 Series 16:02:17

LAN >> Static Route >> Static Route

Sutolronouit) O i Static Route | [PvB Static Route | Inter-LAN Route

Quick Start Wizard

RS @3 add | & Edit| [ Delete &% Refresh G Rename Fr
Profile Enable This Pro Destination IP A Subnet Mask  Gateway WAN/LAN Profil Metric
oo Mo iterns to show.
General Setup
PPPoE Server
IP Routing
Switch
Bind IP to MAC =
RIP Configuration
OSPF Configuration

Each item will be explained as follows:

Item Description
Add Add a new static route setting.
Edit Modify the selected static route setting.

To edit static route setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.
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Delete Remove the selected static route setting.

To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of such static route.

Enable This Profile Display the status of the profile. False means disabled; True

means enabled.

Destination IP Address | Display the IP address for such static route profile.

Subnet Mask Display the subnet mask for such static route profile.
Gateway Display the gateway address for such static route profile.
WAN/LAN Profile Display the subnet / LAN or WAN profile of the gateway.
Metric Display the distance to the target.

How to add a new Static Route profile

1.
2.

DrayTek

Open LAN>>Static Routing and click the Static Route tab.
Click the Add button.

LA SRALIL UL ~LALIL FUPLILC

25 add JEEdt  [[] Delete &N Refresh G R
Profile Enable This Pro Destination IP A Subnet I

Mo items t

The following dialog will appear.

Static Route |

Profile : vincent
[¥] Enahle This Profile

Destination IP Address: 172 17 o3 -7
Subnet Mask : 254 255 755 154 w | (Dptianal)
Gateway : 172 _ 16 _ 2 _ 4
WAN/LAN Profile wand w

Metric : (Dptional)

M apply @ Cancel
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Available parameters are listed as follows:

ltem

Description

Profile

Type the name of the static route profile.

Enable This Profile

Check this box to enable such profile.

Destination IP
Address

Type the IP address for such static route profile.

Subnet Mask

Use the drop down list to choose the subnet mask for such
static route profile.

Gateway

Type the gateway address for such static route profile.

WAN/LAN Profile

Choose one of the LAN/WAN profiles of the gateway for
such static route.

Metric Type the distance to the target (usually counted in hops).
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

5. Enter all the settings and click Apply. The new profile will be added on the screen.

LAN > Static Route >> Static Route

Static Route | IPvG Static Route | Inter-LAN Route

©yadd & Edit [[) Delete &% Refresh  G§ Rename
Profile Enable This Profile Destination IP Address Subnet Mask Gateway WANLAN Profile
yincent true 172.17.370 265,255.206.2585 1721624 wand
3 true 17217.30 2552552550 1721625 weand
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IPv6 Static Route

For IPv6 protocol, click the IPv6 Static Route tab to configure detailed settings.

Dr ay Tek Vigor3900 Series 16:05:23

LAN >> Static Route >> [Pv6 Static Route

Auto Logout . | Off

Quick Start Wizard
Online Status

Static Route | IPv6 Static Route | Inter-LAN Route

@ Add )£ Edit [ Delete &5 Refresh  Lj Rename Pr
Profile  Enable Tt Destination IP Address Prefix Lel Nexthop WAN/LAN Metric

Mo items to show.

General Setup
PPPoE Server

IP Routing

Switch

Bind IP to MAC

RIP Configuration
OSPF Configuration

Each item will be explained as follows:

Item Description
Add Add a new static route setting.
Edit Modify the selected static route setting.

To edit static route setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.

Delete Remove the selected static route setting.

To delete a static route setting, simply select the one you
want to delete and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of such static route.

Enable This Profile Display the status of the profile. False means disabled; True

means enabled.

Destination IP Address | Display the IP address for such static route profile.

Prefix Length Display the prefix length of the profile.

Nexthop Display the nexthop address for such static route profile.
WAN / LAN Profile Display the subnet LAN or WAN profile of the gateway.
Metric Display the distance to the target.
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How to add a new IPv6 Static Route profile
1. Open LAN>>Static Route and click the 1Pv6 Static Route tab.
2. Click the Add button.

LAH == Static Route > IPué Static Route

Static Route || IPwé Static Rowute | Inter-LAMN Route
Sy add | JLEdt  [[) Delete &M Refresh G Rename
Profile Enable This Pro Destination IP A Prefix Length

Mo items to sho

3. The following dialog will appear.
IPv6 Static Route - |

Profile : internal
[7] Enable This Profile

Destination IP Address : o201

Prefix Length : G4

Hexthop : fe00:2

WAN/LAN Profile : lan1 w

Metric : (Optional)

M apply Q9 Cancel

Available parameters are listed as follows:

Item Description

Profile Name Type the name of the static route profile.

Enable This Profile | Check this box to enable such profile.

Destination IP Type the IP address for such static route profile.
Address

Prefix Length Type the prefix length for such profile.

Nexthop Type the nexthop address for such static route profile.

WAN/LAN Profile | Choose one of the LAN/WAN profiles of the gateway for
such static route.

Metric Type the distance to the target (usually counted in hops).
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.
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4.  Enter all the settings and click Apply. The new profile will be added on the screen.

LAN == Static Route => |Pv6 Static Route

| Static Route | IPv6 Static Route | Inter-LAN Route |

©p Add % Edit  [I]] Delete &5 Refresh G Rename

Inter-LAN Route

To make the users in different LAN communicating with each other, please check the box to
enable Inter-LAN route function.

| DrayTek

V,‘gorsqoo Series 16:06:35 Login: Admin =>

LAN >> Static Route >> Inter-LAN Route

Auto Logout . Of [] | Static Route | IPu6 Stafic Route | Inter-LAN Route
Quick Start Wizard 4

Online Status [~Enable This Profile
WAN

LAN
General Setup
PPPoE Server
IP Routing
Switch
Bind IP to MAC
RIP Configuration
OSPF Configuration

m

Firewall
Objects Setting
User Management

Applications

VPN and Remote Acces
Certificate Managemeni
SSL ¥YPN

Bandwidth Managemen B apply @ Cancel ‘
System Maintenance &l
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4.2.5 Switch

This page allows you to configure Mirroring Port, Mirrored Port, enable/disable LAN
interface, and configure 802.1Q VLAN ID for different LAN interfaces, and so on.

802.1Q VLAN

Virtual LANs (VLANS) are logical, independent workgroups within a network. These
workgroups communicate as if they had a physical connection to the network. However,
VLANS are not limited by the hardware constraints that physically connect traditional LAN
segments to a network. As a result, VLANSs allow the network manager to segment the
network with a logical, hierarchical structure. VLANSs can define a network by application or
department. For instance, in the enterprise, a company might create one VLAN for
multimedia users and another for e-mail users; or a company might have one VLAN for its
Engineering Department, another for its Marketing Department, and another for its guest
who can only use Internet not Intranet. VLANS can also be set up according to the
organization structure within a company. For example, the company president might have
his own VLAN, his executive staff might have a different VLAN, and the remaining
employees might have yet a different VLAN. VLANS can also set up according to different
company in the same building to save the money and reduce the device establishment.

User can select some ports to add into a VLAN group. In one VLAN group, the port number
can be single one or more.

The purpose of VLAN is to isolate traffic between different users and it can provide better
security application.

DrayTek
LAN >> Switch >> 802,10 VLAN
Ao o 80210VLAN|  Miror | Interface | Status
Quick Start Wizard — = =
Online Status @y Add 2 Edit [ Delete 4 Refrash Frafile Murmnber Li
VLAN ID Member Untag
110 LAN_Port_1,LAN_Por_2,LAN_SFP  LAN_Port_1,LAN_Part_2 LAN_SFFP
General Setup
PPPoE Server
IP Routing

Static Route

Bind IP to MAC
RIP Configuration
OSPF Configuration

Each item will be explained as follows:

Item Description
Add Add a new VLAN ID setting.
Edit Modify the selected VLAN ID setting.

To edit VALN ID setting, simply select the one you want to
modify and click the Edit button. The edit window will
appear for you to modify the corresponding settings for the
selected rule.
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Delete Remove the selected VLAN ID setting.

To delete a VLAN ID setting, simply select the one you want
to delete and click the Delete button.

Refresh Renew current web page.
VLAN ID Display the VLAN ID number.
Member Display the LAN interface that is used to access into Internet

for such LAN profile with the VLAN ID number.

Untag Display the LAN interface that packets transmitted to
Internet through such LAN profile with the VLAN ID
number is tagged or untagged.

How to add a new 802.1Q VLAN profile
1.  Open LAN>>Switch and click the 802.1Q VLAN tab.
2. Click the Add button.

LAN == Switch == 802.10 VLAN

802,10 VLAN hirrar Interface Status
Ty Add| £ Edit [l Delete &5 Refresh
VLAN ID Member
1 10 LAM_Port_1

3. The following dialog will appear.

802,10 VLAN = ||
VLANID : 12
Member ;| |LAN_Port_2 w
Untaqg : LAn_Port_2 w
M apply Q@ Cancel

Available parameters are listed as follows:

Item Description

VLAN ID Type the number as the VLAN ID. Type a number used for
identification on VLAN for your computer. Later, you have
to type the same ID number for each PC which wants to be
grouped within the same VLAN group.

Member Determine which LAN interface can be used to access into
Internet for such LAN profile with the VLAN ID number.

If the icon ** appears in front of the drop down list, it means
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one of the selections has been chosen by other profile. You
cannot choose it. If you want to specify that one for such
profile, please exit this dialog to release that selection from
its original VLAN profile, than return this page and make the
selection again.

W LAN_Port_1, LAM )~
S LAN_Port_1

o LAMN_Port_2 E

LAaM SFP 3

»

Untag Determine if the packets transmitted to Internet through such
LAN profile with the VLAN ID number is tagged or not.

If the icon “ appears in front of the drop down list, it means
one of the selections has been chosen by other profile. You
cannot choose it. If you want to specify that one for such
profile, please exit this dialog to release that selection from
its original VLAN profile, than return this page and make the
selection again.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply. The new profile will be added on the screen.
LAN >> Switch >> 802.1G VLAH
802,10 VLAN Wirror Interface Status

€3 add P& Edt  [[]) Delete &M Refresn

VLAN ID Member Untag
10 LaM1 LANZ LAN3 LANT L&NZ LAN3
100 L&N1 LANZ

1 LANT LANZ LANZ

13 LAN3

Mirror

Vigor3900 supports port mirroring function in LAN interfaces. This mechanism helps
manager track the network errors or abnormal packets transmission without interrupting the
flow of data access the network. By the way, user can apply this function to monitor all
traffics which user needs to check.

There are some advantages supported in this feature. Firstly, it is more economical without
other detecting equipments to be set up. Secondly, it may be able to view traffic on one or
more ports within a VLAN at the same time. Thirdly, it can transfer all data traffics to be
mirrored to one analyzer connect to the mirroring port. Last, it is more convenient and easy
to configure in user’s interface.
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|_DrayTek gor3900 Series
LAN >> Switch >> Mirror
Auto Logout . O [/ BOZAQVLAN | Miror | Inferface | Status

Quick Start Wizard 4

EnlincjStatus [|Enable This Profile

WAN

LN Mirroring Port - |LAN_Part_2 [~]
CETETR R Mirrored Port© [LAN_Part_1  [v]
PPPOE Server
1P Routing
Static Route
Bind IP to MAC =
RIP Configuration
OSPF Configuration

NAT

Firewall

0Objects Setting

User Management
Applications

¥YPN and Remote Acces:
Certificate Managemenijgs
SSL VPN

Bandwidth Managemeni|

System Maintenance E

B 2pply @ cancel |
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Available parameters are listed as follows:

Item

Description

Enable This Profile

Check the box to enable the Mirror function for the switch.

Mirroring Port

Select a port to view traffic sent from mirrored ports.

S LAM_Port_2
LAM_Part_1
LAM_Part_2
LAM_SFP
CRL

m

Mirrored Port

Select which port is necessary to be mirrored.

o LAM_Port_2
LAM_Port_1
LAM_Port_2
LAM_SFP
CPL

m

Refresh Renew current web page.
Apply Click it to save the settings.
Interface

This page allows you to modify the status (enable / disable), speed(Auto,10M,100M,1000M)
and duplex (Half/Full) for the LAN ports respectively.

DrayTek

Auto Logout ;| Off

Quick Start Wizard
Online Status

General Setup
PPPoE Server
IP Routing
Static Route

Bind IP to MAC
RIP Configuration
OSPF Configuration

m

4

|3

Vtgor390 Series

LAN >> Switch >> Interface

802,10 VLAN Mirrar Interface Status

% Edit 4% Refresh

Interface
LAN_Part_1
LAN_Port 2
LAN_SFP

Speed
Auto
Auto
Auto

Enable This Profile
true

Duplex
Full
Full
Full

true
true

(£

Each item will be explained as follows:

Iltem

Description
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Edit Choose the interface listed below and click the Edit button
to modify the settings. A pop up window will appear for you
to change the settings.

Refresh Renew current web page.

Interface Display the profile name of the interface.

Enable This Profile Display the status of the profile. False means disabled; True
means enabled.

Duplex Display the duplex used (full or half) by such profile.

Speed Display the transmission rate (10M, 100M, 1000M or Auto)

of the date for such profile.

How to edit an Interface profile
1. Open LAN>>Switch and click the Interface tab.

2.  Please select a profile and click the Edit button.
LAN == Switch == Interface
80212 WLAN Mirror Interface Status

% Edit 5 Refresh

Interface Enable This Profile Duplex
Lar_Port_1 true Full
LAk _Port 2 true Full
LarM_SFP true Full

3. The following dialog will appear.

Interface - I

Interface : LAN_Port_2
[¥|Enable This Profile

Speed . |Auto -

=Y Apply (3 Cancel

B . & & &

Available parameters are listed as follows:

Item Description

Interface Display the name of LAN interface profile.

Enable This Profile | Check the box to enable the Mirror function for the switch.
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Speed Use the drop down list to specify the transmission rate for
such profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply. The profile has been edited.

Status

This page displays the status the status (enable / disable), speed(Auto,10M,100M,1000M)
and duplex (Half/Full) of the LAN ports respectively.

D k 4 ~
ray Te Vlgol"3900 Series Login: Admin
LAN >> Switch >> Status
Ruto Logout - |OF M B0Z1GVLAN | Mimar | Interface | Status
Quick Start Wizard =
Online Status &9 Refresh Auto Refresh |10 Seconds |~
J Interface Status Speed Duplex

St

Y LAN_Part_1 Up 1000M Full
|

General Setup LAMN_Port_2 Down

PPPOE Server LAN_SFP Down(SFP module disconnec

IP Routing CPU Up 1000M Full

Static Route

Bind IP to MAC =

RIP Configuration

OSPF Configuration
I
et
| Objects Setting |
" User Management |
" Applications |
" ¥PN and Remote Acces|
| Certificate Managemen
St
" Bandwidth Managemes
= e

Each item will be explained as follows:

Item Description
Refresh Renew current web page.
Auto Refresh Specify the interval of refresh time to obtain the latest status.

The information will update immediately when the Refresh
button is clicked.

Interface Display the profile name of the interface.
Status Display the status (up or down) for the interface.
Speed Display the transmission rate (10M, 100M, 1000M or Auto)

of the date for such profile.

Duplex Display the duplex used (full or half) by such profile.
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4.2.6 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthen control in
network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause
you not access into the Internet.

DrayTek

Auto Logout . | Off

Quick Start Wizard
Online Status

General Setup
PPPoE Server
IP Routing
Static Route
Switch

RIP Configuration
OSPF Configuration

Bind IP to MAC =

Bind IP to MAC

Mode :|Disahle

ARP Table
P
192.168.1.11
192.168.1.10
192.168.1.12

"~ Vigor3900 Series

LAN >> Bind IP to MAC

= SelectAll K Move 45 Refresh

MAC Address

al:fd:50:1c:94:bd
elch:deda4d7g
ed:99:c46e cd.de

@3 add % Edit  [[] Delete =¥ Sel
Bind Table
Profile IP Address MAC

Mo iterns to shaw.

Each item will be explained as follows:

ltem

Description

Mode

Enable - Choose it to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect
to Internet.
Disable - Choose it to disable this function. All the settings
on this page will be invalid.
Strict Bind - Choose it to lock the connection of the
IP/MAC which is not listed in IP Bind List.

Select All

Allow you to choose all the items listed in ARP Table.

Move

Move the selected item to IP Bind List.

Refresh

It is used to refresh the ARP table. When there is one new
PC added to the LAN, you can click this link to obtain the
newly ARP table information.

ARP Table

This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Move on IP
Bind List.

IP Address - Display the IP address of one device.
MAC Address - Display the MAC address of the device.

Add

It allows you to add one pair of IPMAC address and display
on the table of IP Bind List.
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Edit It allows you to edit and modify the selected IP address and
MAC address that you create before.

Delete You can remove any item listed in IP Bind List. Simply
click and select the one, and click Delete. The selected item
will be removed from the IP Bind List.

Select All Choose all of the selections at one time.
Rename Allow to modify the selected profile name.
Bind Table It displays a list for the IP bind to MAC information.

Profile - Display the name of the profile.
IP Address - Display the IP address specified for the profile.
MAC - Display the MAC address specified for the profile.

How to configure Bind IP to MAC
1.  Open LAN>>Bind IP to MAC.

2. Use the drop down menu to specify a suitable mode.

Bind IP to MAC

Mode ; |Enakle W T

ARP Tal Dizable
- Enable

P Strict_Bind ldress

There are three modes offered for you to choose.
Disable — The function of Bind IP to MAC is disabled.

Enable — Specified IP addresses on the Bind Table will be reserved for the device with
bind MAC address. Other devices which are not listed on the Bind Table shall still get
the IP address from DHCP server.

Strict_Bind — Only specified IP addresses will be assigned to the device with bind
MAC address. Other devices which are not listed on the Bind Table shall still NOT get
the IP address from DHCP server.
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3. Click Add.

LAN >> Bind IP to MAC

Bind IP to MAC

Mode : {Enable i

ARP Table
IP

167 182 130 10

4.  The following dialog appears.

- Bind IP to MAC

Profile :

IP Address

MAC

iw P SclectAl K Move €3 Add | & edt  [[[] Delste ¥ sele
Bind Table
MAC Address Profile IP Address MAC
01 A-E-EQ- 1 192_168_139_10 152.168.139.10 00:1d:60:58:C
=]

Bind_IP1
192 188 1 L

oo . a0 . TF oA BE Cab

M apply 9 Cancel

Available parameters are listed as follows:

ltem

Description

Profile

Type the name of the profile.

IP Address

Type the IP address that will be used for the specified MAC
address.

MAC

Type the MAC address that is used to bind with the assigned
IP address.

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

5. Enter all the settings and click Apply.
6. A new profile has been added onto Bind Table.

» MAC

ddress

=odardB:7a

DrayTek

25 add JEEdt  [[] Delete ¥ Select Al
Bind Table
Profile IP Address MALC
Bind_IP 1921651 .99 00: 50:7FCASE 9D
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4.2.7 RIP Configuration

B(Support RIP)

The Routing Information Protocol (RIP) is a dynamic routing protocol used in local and
wide area networks. The routing information packet will be sent out by web server or router
periodically, and can be used to communicate with other routers. It will calculate the number
of network nodes on the route to ensure there is no obstruction on the network routine. In
addition, it will choose a correct route based on the method of Distance Vector Routing and
use the Bellman-Ford algorithm to calculate the routing table.

RIP can update the routing table automatically and find a route to send packet. See the
following figure as an example:  a unique

A (Support RIP)

DrayTek

aaﬂifi—i—ljlila

Draylik

DrayTek

ST [ETXT (I
C (SupportRIP)

Suppose A supports RIP on WAN1/WAN2/WAN3/WAN4, B supports RIP on WANL1 and
WANZ2, and C supports RIP on WAN1/WAN2/WAN3/WAN4.

B will tell A "if you want to send packets to C, please send it to me first"”, then A will create
a routing rule to forward packet that destination is C to B.

In another direction, C will do the same thing.
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| DrayTek avrrselllyses
LAN >=> RIP Configuration
Auto Logout : |orf [ |RIP Configuration|
Quick Start Wizard |
Online Status [~|Enable This Profile

LAN
General Setup
PPPoE Server
IP Routing
Static Route
Switch

Bind IP to MAC

RIP Configuration
OSPF Configuration

m

Login: Admin B

B apply @ Cancel

Available parameters are listed as follows:

Item Description

Enable This Profile

Check the box to enable the Mirror function for the switch.

Profile Choose one of the LAN profiles.
Apply Click it to save the settings.
Cancel Click it to discard the settings configured in this page.

4.2.8 OSPF Configuration

OSPF uses the algorithm of SPF (Shortest Path First) to calculate the route metric. It is

suitable for large network and complicated data exchange.

| DrayTek vl yrr

LAN == OSPF Configuration

Auto Logout : |OFf [
Quick Start Wizard
Online Status

'OSPF Configuration

[TIEnable This Profile

WanN

W 5 Add

General Setup LAN Profile Area

PPPoE Server Profile : Mo itermns to show.
IP Routing
Static Route

Switch
Bind IP to MAC =

RIP Configuration
OSPF Configuration

B Apply & Cancel

Available parameters are listed as follows:
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Item Description
Enable This Profile Check the box to enable the Mirror function for the switch.
Profile Type a new name for such profile.
£ aad
LAH Profile Area
Profile : lan
lantest
£y Add
LAH Profile Area
lartest 35 m
Profile :
Apply Click it to save the settings.
Cancel Click it to cancel the settings configuration.

How to add a new profile

1. Open LAN>>OSPF Configuration.

2. Check Enable This Profile.

3. Click the space of Profile. A pop-up dialog will appear. Click Add.

L Add
LAH Profile Area
W
Profile lan1
lartest
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4. Use the drop down list of LAN Profile to choose the one you need. And specify the
value of Area (either 0.0.0.0 ~ 255.255.255.255 or 0 ~ 4294967295) for that profile.

2 Add
LAH Profile Area
lantest w30

Profile :

If you are not satisfied the settings, simply click W o remove the entry, and then
re-type the settings.

5. Click Apply to save the settings and exit the dialog. A new profile is created and
displayed on the screen.

OSPF Configuration

¥ |Enable This Profile

2 Add
LAH Profile Area
lantest 35 1]

Profile :
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4.3 NAT

NAT (Network Address Translation) is a method of mapping one or more IP addresses
and/or service ports into different specified services. It allows the internal IP addresses of
many computers on a LAN to be translated to one public address to save costs and resources
of multiple public IP addresses. It also plays a security role by obscuring the true IP
addresses of important machines from potential hackers on the Internet. The Vigor 3900
Series is NAT-enabled by default and gets one globally routable IP addresses from the ISP
by Static, PPPoE, or DHCP mechanism. The Vigor3900 Series assigns private network IP
addresses according to RFC-1918 protocol and translates the private network addresses to a
globally routable IP address so that local hosts can communicate with the router and access
the Internet.

There are three functions that NAT provides — Port Redirection, DMZ Host and Address
Mapping,.

NAT
Port Redirection
DMZ Host
Address Mapping

SIP ALG

4.3.1 Port Redirection

Port Redirection means port forwarding. It may be used to expose internal servers to the
public domain or open a specific port to internal hosts. Internet hosts can use the WAN IP
address to access internal network services, such as FTP, WWW and etc. The internal FTP
server is running on the local host addressed as 192.168.1.2. When other users send this type
of request to your network through the Internet, the router will direct these requests to an
appropriate host inside. A user can also translate the port to another port by configuration.
For example, port number with 1024 can be transferred into IP address of 192.168.1.100 of
LAN. The packet is forwarded to a specific local host if the port number matches that
defined in the table.

~
Drﬂy Tek Vigor3900 Series 10:19:42 Login: Admin
HAT => Port Redirection
Auto Logout ; | Off v
Quick Start Wizard —
Omline Status €y add J& Eot [ Deete G Refresh G Rename
Profile Enable Th Interface Use IP Ali Alias Private IP Protocol PortRedi Public Poi Public Po Private Po
__ rdp falze wan2 No 1%2.188.... TCP One-te-0... 3389 3389
apsoo true Al 182.168.... TCP One-to-0... 80 80
fip falze wand Single_Al..172.18.2.... 182.188... TCR/UDP  One-to-0... 21 |
BMZ Host wne false Al No 192.168... TCFUDP  One-to-O... 5900 5900
Address Mapping
SIP ALG
s —
oo remeasment
e
m" z e — 4] m ™
L v
< 3
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Each item will be explained as follows:

Item Description
Add Add a new port redirect profile.
Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.
Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.
Refresh Renew current web page.
Rename Allow to modify the selected profile name.
ii;lotile -
Profile : PR_1
Rename as © PR_TEST
B aoply @3 Cancel
Profile Display the name of the profile.

Enable The Profile

Display the status of the profile. False means disabled; True
means enabled.

Interface Display the WAN interface of this profile.

Use IP Alias Display the type (no, Single_Alias, All) the IP Alias used.
Alias Display the selected WAN IP address.

Private IP Display the private IP used for this entry.

Protocol Display the protocol used for the entry.

Port Redirection Mode

Display the direction for the port to be redirected.

Public Port Start

Display the starting number of the public port.

Public Port End

Display the ending number of the public port.

Private Port

Display the number of the private port.

DrayTek
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How to add a new Port Redirection profile
1.
2.

3.

Open NAT>> Port Redirection.
Simply click the Add button.

HAT == Port Redirect

Port Redirect

D5 add | & Edt

Enable T WAH Inte Source Il Private ll Protoca

Profile

[[l] Delete

N Refrest |

B apply & Cancel

Mo ite

The following dialog will appear.

'i Port Redirection =

| Profile : FR_1

] 7| Enable This Profile

| Interface : wWan3 v

ﬂ- Use IP Alias : Single_Alias w

Alias : w

| PrivateIP: 182 168 B

. Protocol : TCPAJDP v

: Port Redirection Mode . Range-to-One w

i Public Port Start : 100

! Public Port End : 110

I Private Port : 20

.

|

Available parameters are listed as follows:

ltem

Description

Profile

Type the name of the profile.

Enable This Profile

Check the box to enable this profile.

Interface

Specify the WAN profile for such profile.
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war w

All

wan
Wan2
Wan3
wand
Wana

Use IP Alias Use the drop down list to select the type you want.

Single_Aliaz w
No
Single_Aliaz

All

Alias WAN IP alias that can be selected and used for port
redirection. Before using it, please go to WAN>>General
Setup and enable the wan1l profile. Add several IP addresses
under Static mode for wanl.

Private IP Specify the private IP address of the internal host providing
the service. Simply type the private IP used for this entry.
Protocol Choose the protocol used for the entry.
TCF v
TCF
LIDP
TCRIDR

Port Redirection Specify the direction for the port to be redirected.
Mode

Range-to-One b
One-to-One

Range-to-One
Range-to-Range

Public Port Start/ Type the starting/ending number of the public port.
Public Port End

Private Port Specify the private port number of the service offered by the
internal host.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.

A new profile has been added onto Port Redirection table.
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MAT >> Port Redirection
Port Redirection

Ty add € Edit [ Delete &% Refresh G Rename

Profile  Enable Th Interface Use IP Alii Alias Private IP Protocol Port Redil Public Po| Public Po| Private
1 FR_1 false WEANDS Single_Ali 1821681 TCRILUDP Range-to- 100 110 20

4.3.2 DMZ Host

In computer networks, a DMZ (De-Militarized Zone) is a computer host or small network
inserted as a neutral zone between a company’s private network and the outside public
network. It prevents outside users from getting direct access to company network. A DMZ is
an optional and more secure approach to a firewall and effectively acts as a proxy server as
well. In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access to Web
sites or other companies accessible on the public network. The DMZ host then initializes
sessions for these requests on the public networks. However, the DMZ host is not able to
initiate a session back into the private network. It can only forward packets that have already
been requested. Users of the public network outside the company can access only the DMZ
host. The DMZ may typically also have the company’s Web pages so these could be
served to the outside world. If an outside user penetrated the DMZ host’s security, only the
Web pages will be corrupted but other company information would not be exposed.

~
Dray Tek - . m—
rayie Vigor 3900 Series Login: Admin
NAT >> DMZ Host
Auto Logout : |Off v
Quick Start Wizard = a
iy Add & Edit Delete 5 Refresh Rename
Online Status Bres X (I hd bh
Profile Enable This Profile WAN Profile Private [P Use IP Alias IP Alias
Na items to show
Port Redirection
Address Mapping
SIPALG
1 m
hd
< ¥

Each item will be explained as follows:

Item Description
Add Add a new DMZ host profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
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rule.

Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.
Refresh Renew current web page.
Rename Allow to modify the selected profile name.
IP.Iﬂﬁle =¥
Profile : PR_1
Rename as | PR_TEST
EY apply @3 Cancel
Profile Display the name of the profile.

Enable The Profile

Display the status of the profile. False means disabled; True
means enabled.

WAN Profile Display the WAN profile that such DMZ host profile will be
applied to.

Private IP Display the private IP used for this entry.

Use IP Alias Display the using status (enabled or disabled) for WAN IP
alias.

IP Alias Display the selected WAN IP address.

How to add a new DMZ Host profile
1. Open NAT>>DMZ Host.
2. Simply click the Add button.

HAT == DMZ Host

25 add | JEEdt  [[) Delete &M Refresh (

Profile

DrayTek

Enable This Profile WAH Profile

Mo ite
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3. The following dialog will appear.

DMZ Host = [
Profile : DMZ_1_RD
[#]Enable This Profile
WAN Profile : wan1 v
PrivatelP: 192 168 1 101
Use IP Alias . () Enable () Disable
IP Alias : w

= apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable This Profile | Check the box to enable the DMZ Host profile.

WAN Profile Choose a WAN profile for such entry.

Private IP Type the private IP used for this entry.

Use IP Alias Click Enable to invoke IP Alias function.

IP Alias IP alias that can be selected and used for port redirection.

Before using it, please go to WAN>>General Setup and
enable the wan1l profile. Add several IP addresses under
Static mode for wanl.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
A new profile has been added onto DMZ Host table.

NAT == DMZ Host
DMZ Host

©y &dd % Edit [ Delete &5 Refresh  Gf Rename

Profile Enable This Profile WAN Profile Private IP Use IP Alias IP Alias
DMZ_1_RD true wani 192 168.1.101 Enahble
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4.3.3 Address Mapping
This page is used to map specific private IP to specific WAN IP alias.

If you have "a group of IP Addresses™ and want to apply to the router, please use WAN IP
alias function to record these IPs first. Then, use address mapping function to map specific
private IP to specific WAN IP alias.

For example, you have IP addresses ranging from 86.123.123.1 ~ 86.123.123.8. However,
your router uses 86.123.123.1, and the rest of the IPs are recorded in WAN IP alias. You
want that private IP 192.168.1.10 can use 86.123.123.2 as source IP when it sends packet out
to Internet. You can use address mapping function to achieve this demand. Simply type
192.168.1.10 as the Private IP; and type 86.123.123.2 as the WAN IP.

DrGYTEk - Vig°r3900 Series 11:01:16 Login: Admin 1

NAT >> Address Mapping

Auto Logout : |OfF v

@y Aadd & edt [ Delete &M Refresh  (f Rename

Profile Enable This P WAHN Profile  Private IP Private IP Suk Protocol Use IP Alias  IP Alias

Quick Start Wizard

Online Status

Mo items to show.

Port Redirection
DMZ Host

Address Mapping

SIPALG

i

~
v

Each item will be explained as follows:

Item Description
Add Add a new DMZ host profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of the profile.

Enable The Profile Display the status of the profile. False means disabled; True

means enabled.

WAN Profile Display the WAN profile that such address mapping profile
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will be applied to.

Private IP

Display the private IP used for this entry.

Private IP Subnet Mask

Display the subnet mask used for this entry.

Protocol Display the protocol used for the entry.

Use IP Alias Display the using status (enabled or disabled) for WAN IP
alias.

IP Alias Display the selected WAN IP address.

How to add a new Address Mapping profile
1. Open NAT>> Address Mapping.
2. Simply click the Add button.

HAT == Address Mapping

Address Mapping

Ty Aadd | & Edit  [J] Delete &5 Refresh

Profile Enable This P WAN Profile  Private IP

o iterr

3. The following dialog will appear.

Address Mapping

Profile : ADO_M_1

[¥] Enable This Profile

VAN Profile ani v
Private IP : 152 158 1 88
Private IP Subnet Mask : [255.255.255.255 w
Protocol : All v
Use IP Alias : (%) Enable O Disable

IP Alias : &7.200.100.15 w

87.200.100.15

H Apphy -.:3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable This Profile | Check the box to enable the Address Mapping profile.
WAN Profile Choose a WAN profile for such entry.

Private IP Type the private IP used for this entry.
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Private IP subnet Type the subnet mask used for this entry.
Mask
Protocol Choose the protocol used for the entry.
All "
TCF
LDP
TCRIUDR
Al
Use IP Alias Click Enable to invoke IP Alias function.
IP Alias Select the Alias IP for this Address Mapping profile.
Apply Click it to save and exit the dialog.
Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
A new profile has been added onto Address Mapping table.
Address Mapping

Ly Add € Edit [ Delete &% Refresh G} Rename
Profile Enable This Profile  WAN Profile Private IP Private IP Subnet Mz Protocol
ADO_M_1 true wan1 192.168.1.93 J55255355255 Al
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4.3.4 SIP ALG

SIP ALG means Session Initiation Protocol, Application Layer Gateway. This page
allows you to choose LAN and WAN profiles for Vigor router to make SIP message and
RTP packets of voice being transmitting and receiving correctly via NAT.

DrayTek

Auto Logout : |Off v

Quick Start Wizard

Online Status

Port Redirection

DMZ Host

Address Mapping

"Vigor3900 Sseries

NAT >= SIP ALG

["] Enable This Profile

LAN Interface :

VAN Interface

lan1

wan1

11:03:55

(33

Login: Admin

H Apphy @ Cancel

[=

Available parameters are listed as follows:

ltem

Description

Enable This Profile

Check the box to enable the Mirror function for the switch.

LAN Interface

Choose one of the LAN profiles.

WAN Interface

Choose one of the WAN profiles.

Refresh

Renew current web page.

Apply

Click it to save the settings.

Click Apply to save the settings.
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4.4 Firewall

The firewall controls the allowance and denial of packets through the router. The
Firewall Setup in the Vigor3900 Series mainly consists of packet filtering, Denial of
Service (DoS) and URL (Universal Resource Locator) content filtering facilities. These
firewall filters help to protect your local network against attack from outsiders. A firewall
also provides a way of restricting users on the local network from accessing inappropriate
Internet content and can filter out specific packets, which may trigger unexpected outgoing
connection such as a Trojan.

The following sections will explain how to configure the Firewall. Users can select IP Filter,
DoS Defense, MAC Block and Port Block options from Firewall menu. The DoS Defense
facility can detect and mitigate the DoS attacks.

Firewall

Filter Setup
Dos Defense

MAC Block

4.4.1 Filter Setup

Vigor firewall will filter the packets based on the settings, including IP Filter, Application
Filter, URL/Web Filter and QQ Filter configured under Firewall>>Filter Setup. These
filters will group certain objects (e.g., IP Object, Service Object, Keyword Object, File
Extension Object, IM Object, P2P Object, P2P Object, Protocol Object, Web Category
Object, QQ Object, QQ Group, Time Object, and etc.) and form a powerful firewall to
protect your computer.

Dray TEk ; Vl'gor39 Series 13:57:06

Firewall >> Filter Setup >> IP Filter

prt e () + IP Filter | Application Filter | URLWeb Categary Filter | Q@ Filter

IP Filter Rule Group
5 Add X Edit [ Delete & Refresh R Rename
Group Enable This Profile Comment

Quick Start Wizard
Online Status

Mo iterns to show,

DoS Defense
MAC Block

Al

IP Filter Rules of Selected Group
© Add £ Edit 0 Delete &% Refresh OB Rename  Profile MNurmber Limit: 12
Rule Enable This Time Profile Source IP  Destination Service Typ Action Next Group Syslog

Mo iterns to show,

External Devices
Product Registration B |

£
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IP Filter

This page allows you to create new IP filter rule(s) and group them for your request. The
upper part displays the information of IP Filter Group(s); the lower part displays the
information of IP Filter Rule(s).

You should create at least one IP filter rule and one group profile. The following will explain
IP Filter functions with details.

Firewall == Filter Setup == IP Filter

IP Filter Application Filter | URLMWYeb Category Filter | QQ Filter

IP Filter Rule Group
@ Add £ Edit [ Delete &5 Refresh  Gf Rename
Group Enable This Profile Comment

Mo iterns to show.

IP Filter Rules of Selected Group
o Add % Edit [l Delete &5 Refresh  Gf Rename  Profile Murber Limit: 12
Rule Enable This Time Profile Source IP  Destination Service Typ Action Next Group Syslog

Mo items 1o show,

Each item will be explained as follows:

Item Description
IP Filter Rule Group

Add Add a new group profile for IP filter.

Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Group Display the name of the IP filter group profile.

Enable The Profile Display the status of the profile. False means disabled; True

means enabled.
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ltem

Description

Comment

Display the description for such profile.

IP Filter Rule Group of Selected Group

Add

Add a new IP filter rule profile. Before you create an IP filter
rule, you have to create an IP filter group first. Otherwise,
you are not allowed to add any IP filter rule here.

Edit

Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete

Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh

Renew current web page.

Rename

Allow to modify the selected profile name.

Rule

Display the name of the IP filter rule.

Enable The Profile

Display the status of the profile. False means disabled; True
means enabled.

Time Profile

If no time schedule is set, None will be shown in this field.

Source IP

Display the source IP object profile selected for each rule.

Destination IP

Display the destination IP object profile selected for each
rule.

Service Type Display the service type object profile selected for each rule.

Action Display the action (pass or block) of such rule will use.

Next Group Display the name for next group selected. If no group is
chosen, None will be shown instead.

Syslog Display the status (enable or disable) of the Syslog function.

How to create an IP Filter group

To build an IP group containing IP filter rules, please follow the steps:

1.
2.

DrayTek

Firewall =~ Filter Setup

IP Filter

IP Filter Bule Group

J2 Edit

2 A

Group

Application Fiter

Open Firewall>>Filter Setup and click the IP Filter tab.
Simply click the Add button.

== [P Filter

RL Fitter

m] Celete &M Refresh

l..ERe

Enable This Profile
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3. The following dialog will appear.

Eavmblnlon Thuie Fhesdile

IP Filter

Group : IPF_Marketing

Enable This Profile

Comment : used for MKT Dept|

m Apply I.;} Cancel

Available parameters are listed as follows:

Item Description
Type the name of the IP filter group.

Group
Enable This Profile | Check the box to enable this profile.

Give a brief description for the profile.

Comment

4.  Enter all the settings and click Apply.
A new filter group has been added.

Firewall >> Filter Setup >> IP Filter
IP Filter Applicstion Fiter URL Fitter

IP Filter Rule Group
£y a0l K Edt [ Delete &M Refresh G Rename
Comment
used for MKT Dept

Group Enable This Profile

IPF _Marketing true

m
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6. Choose the IP filter group first and then click the Add tab (the lower one in this page).

Firewall == Filter Setup == IP Filter

IP Filter | Application Filter | URLVeb Category Filter | Q@ Filter
IP Filter Rule Group
@ Add £ Edit [ Delete 5 Refresh OB Rename

GLoun Enable This Profile Comwent
1 IPF_Marketing true uged for MKT Dept

gs of Selected Group
b5 Edit [ Delete &5 Refresh G Rename Profile Number Limit: 12

Enable This Time Profile Source IP  Destination Service Typ Action Next Group S

Mo items to show,

7. The following page for configuration will appear.

Rule =[x j
Rule : Rule_1
1 [¥] Enable This Profile

Time Profile Maone v :,:
Ay |

Source IP 1) E
Aty

Destination IP ; E)

Ary
AUTH
BGP
Senvice Type . pooTPoLENT 1 | 3
B apply @ Cancel

m | s

Available parameters are listed as follows:

Item Description

Rule Type the name of the IP filter rule.
Enable This Profile | Check the box to enable this profile.
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Time Profile Choose a schedule profile to be applied on such rule.

You can click I",:, to create another new time object profile.

Source IP Choose one or more IP object profiles from the drop down
list. The selected profile will be treated as source IP.

You can click ﬁ:_.. to create another new IP object profile.

Destination IP Choose one or more IP object profiles from the drop down
list. The selected profile will be treated as destination IP.

You can click I':, to create another new IP object profile.

Service Type Choose one or more service type object profiles from the
drop down list. The selected profile will be treated as service

type.

You can click ﬁ:_.. to create another new service type object
profile.

Input Interface Choose one of the LAN or WAN profiles as data receiving
interface.

Output Interface Choose one of the LAN or WAN profiles as data
transmitting interface.

Fragments Specify the action for fragmented packets.
do_not_care v
do_not_care
fragment
unfragment

do_not_care -No action will be taken towards fragmented
packets.

unfragment - Apply the rule to unfragmented packets.
fragment - Apply the rule to fragmented packets.

Action The action to be taken when packets match the rule.
Block - Packets matching the rule will be dropped
immediately

Pass - Packets matching the rule will be passed immediately.

Block_If _No_Further_Match - A packet matching the rule,
and that does not match further rules, will be dropped.
Pass_If_No_Further_Match - A packet matching the rule,
and that does not match further rules, will be passed through.

Syslog Click Enable to make the history of firewall actions
appearing on the System Maintenance >> Syslog/Mail
Alert >> Syslog File.
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8.

9.

DrayTek

System Maintenance == Syslog / Mail Alert == Syslog File

Syslog Access Setup Syslog File Mail Alert

Apply

Click it to save and exit the dialog.

Cancel

Click it to exit the dialog without saving anything.

Enter all the settings and click Apply.

A new IP filter rule has been added onto IP Filter Rules of Selected Group table.

1

Enable This Profile Comment
true used for MKT Dept

IP Filter Rules of Selected Group

& Add

1

Ml Delete &% Refresh G Rename Profile Mumber Limit: 12
Enable This Time Profile Source IP  Destination Service Typ Action Mext Group Syslog

Mone Any Any Ay Pass Mone Dizahle

Note: You can create multiple IP filter groups. Each IP Filter Rules of Selected
Group belongs to an IP Filter Rule Group. Click an IP Filter Rule Group to
show its members in the lower display window.
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Application Filter

Application Filter can integrate several application objects within one profile for restricting
the usage of application. For example, it can block people defined in IP object profile not
using IM application, not using P2P for file sharing, and not downloading files via certain
protocol.
Firewall == Filter Setup == Application Filter
IP Filter | Application Fitter | URLMWeb Category Filter | QQ Filter

T3 Add % Edit  [[] Delete &% Refresh @ Move Up % nlove Down  Gf Rename
Profile Enable Thi: Time Profil IP Object IP Group User Profil User Grouj Protocol B IMBlock P2P Block

Mo items to showy.

Each item will be explained as follows:

Item Description
Add Add a new group profile for Application filter.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.
Rename Allow to modify the selected profile name.

Profile Display the name of the application filter profile.

Enable The Profile Display the status of the profile. False means disabled; True

means enabled.

Time Profile If no time schedule is set, None will be shown in this field.
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Item Description

IP Object Display the IP object profile selected for such application
profile.

IP Group Display the IP group profile selected for such application
profile.

User Profile Display the user object profile selected for such application
profile.

User Group Display the user group profile selected for such application

profile.

Protocol Block

Display the protocol object profile selected for such
application profile.

IM Block Display the IM object profile selected for such application
profile.
P2P Block Display the P2P object profile selected for such application

profile.

How to create an Application Filter profile

1.
2.

DrayTek

Open Firewall>>Filter Setup and click the Application Filter tab.
Simply click the Add button.

Firewall == Filter Setup == Application Filter

IP Filter

Application Fiter | URLM/eb Categary Filter . Qo Filter

E:}Add| J£ Edit [ Delete &M Refresh @ Move Up % Move Down

Profile

Enable Thit Time Profil IP Object 1P Group  User Profil User Grou |

Mo iterns to show.
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3. The following dialog will appear. Click the triangle icon ¥ to display the profile
selection box (red rectangle).

Profile =1*)
! Profile :
Enable This Profile

Firewall Objects
P Time Ohject
P IP Ohject
PP Group

/UserProﬂle

Usernan Enable T System Group PPTP  L2TP  PPPoE DHCP fri Static IP Use mOT Select Objec Edit
.I Allen true false User Disable Enable Disable lant 192.168. Disable ¥ A
Tom true false User Enable Disable Disable lant 192.168. Disable

x
=R

J

b UserGroup
 Protocol Block
¥ IMBlock

¥ P2P Block

: = apnly @ cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the application filter profile.
Enable This Profile | Check the box to enable this profile.

Time Object Check the box under Select Object to choose a schedule
profile to be applied on such application filter profile. The
router will perform the filtering job based on the time object
selected.

You can click I::, to create another new time object profile,

or you can click the edit icon A to modify the existed
object profile.

IP Object Check the box under Select Object to choose one or more IP
object profiles from the drop down list. The selected IP will
be filtered by the router when such application filter profile
is applied.

You can click I::; to create another new IP object profile.

IP Group Check the box under Select Object to choose one or more IP
group profiles from the drop down list. The selected profile
will be filtered by the router when such application filter
profile is applied.

You can click I::, to create another new IP group profile, or

you can click the edit icon Al to modify the existed group
profile.

User Profile Check the box under Select Object to choose one or more
user profiles from the drop down list. The user specified in
the selected profile will be filtered by the router when such
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application filter profile is applied.

You can click I'L to create another new user profile, or you

can click the edit icon A to modify the existed user
profile.

User Group Check the box under Select Object to choose one or more
user group profiles from the drop down list. The users within
the selected profile will be filtered by the router when such
application filter profile is applied.

You can click I::; to create another new user group profile,

or you can click the edit icon A to modify the existed
group profile.

Protocol Block Check the box under Select Object to choose one or more
Protocol object profiles from the drop down list which will
not be allowed to pass through the router.

You can click ﬁ:_,: to create another new protocol object

profile, or you can click the edit icon A o modify the
existed object profile.

IM Block Check the box under Select Object to choose e one or more
IM object profiles from the drop down list which will not be
allowed to pass through the router.

You can click ﬁ:_,: to create another new IM object profile,

or you can click the edit icon A to modify the existed
object profile.

P2P Block Check the box under Select Object to choose one or more
P2P object profiles from the drop down list which will not be
allowed to pass through the router.

You can click I::, to create another new P2P object profile,

or you can click the edit icon Al to modify the existed
object profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
A new Application filter profile has been added.
Firewall >> Filter Setup >> Application Filter

IP Filter | Application Filter URLM/eb Category Filter QG Filter

@2 Add € Edit [ Delete & Refresh w MoveUp ¥ Move Down (B Rename

Profile Enable Thi: Time Profil IP Object IP Group  User Profil User Grou Protocol B IM Block  P2P Block
1 MNo_IM true Allen
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URL/Web Category Filter

URL Filter can integrate URL, Keyword, File extension and WCF object profiles within one
profile for restricting certain people accessing into Internet.

Firewall == Filter Setup == URL Web Category Filter

IP Filter | Application Filter | URLAWeb Category Filter Q03 Filter

Ty oadd ¥ Edit

45 Refresh o MoveUp % Move Down G Rename

Profile Enable T| Filter Htt] Time Pro IP Object IP Group User Pro User Gro Keyword Keyword File Extel Web Cate,

Use Default Message

Mo items to show.

@ Enable () Disable

B apply & Cancel

Each item will be explained as follows:

Item Description

Add Add a new group profile for URL filter.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Move Up Change the order of selected profile by moving it up.

Move Down Change the order of selected profile by moving it down.

Rename Allow to modify the selected profile name.

Profile Display the name of the application filter profile.

Enable The Profile Display the status of the profile. False means disabled; True
means enabled.

Filter Https Display if the HTTPs filter is enabled or not.

Time Profile If no time schedule is set, None will be shown in this field.
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Item Description

IP Object Display the IP object profile selected for each rule.
IP Group Display the IP group profile selected for each rule.
User Profile Display the user object profile selected for each rule.
User Group Display the user group profile selected for each rule.

Keyword Pass

Display the keyword object profile selected for each rule
which is allowed to pass through the router.

Keyword Block

Display the keyword object profile selected for each rule
which is not allowed to pass through the router.

File Extension Block

Display the file extension object profile selected for each
rule which is not allowed to pass through the router.

Web Category Block

Display the web category object profile selected for each
rule which is not allowed to pass through the router.

Use Default Message

Enable — Use the default message to display on the page that
the user tries to access into the blocked web page..

Disable — Type the message manually to display on the page
that the user tries to access into the blocked web page.

Default Web Category
Administration Message

Such field is available when you disable the function of Use
Default Message.

The message will display on the user's browser when he/she
tries to access the blocked web page.

Apply

Click it to save and exit the dialog.

Cancel

Click it to discard the settings configured in this page.

How to create a URL Filter profile
1.  Open Firewall>>Filter Setup and click the URL Filter tab.
2. Simply click the Add button.

Firewall == Filter Setup == URLWeh Category Filter

IF Filter | Application Filter | URLANeb Category Filter | QG Filter

Ty Add| X Edit [ Delete &% Refresh o MoveUp ¥ Moy
Profile  Enable Tl Filter Htt] Time Pro IP Object IP Group User Pro Us:

DrayTek

Mo items to show.
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3. The following dialog will appear.

Profile =[x
Profile :
Enable This Profile
. Filter Https © () Enable () Disable (For Keyword and Weh Category)

Firewall Ohjects

P Time Object
P IP Cbject
# P Group
4 UserProfile
Usernan Enable T System Group PPTP  L2TP  PPPoE DHCP iy Static IP Use mOT Select Objec Edit
Allen true false User Disable Enable Disable lan1 192168 Disable X%
Tom true false User Enable Disable Disable lant 192.168. Disable ¥ X =
]
B
P UserGroup
P Keyword Pass
P Keyword Block
¥ File Extension Block
¥ _Weh Category Black

El appy @ cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the URL filter profile.

Enable This Profile | Check the box to enable this profile.

Filter https Enable — Click it to enable the HTTPS filtering job.

Disable — When only keyword and web category are
selected for such rule, choose Disable.

Time Object Check the box under Select Object to choose a schedule
profile to be applied on such application filter profile. The
router will perform the filtering job based on the time object
selected.

You can click I':, to create another new time object profile,

or you can click the edit icon Al to modify the existed
object profile.

IP Object Check the box under Select Object to choose one or more IP
object profiles from the drop down list. The selected IP will
be filtered by the router when such application filter profile
is applied.

You can click I",:, to create another new IP object profile,

or you can click the edit icon A to modify the existed IP
object profile.

IP Group Check the box under Select Object to choose one or more IP
group profiles from the drop down list. The selected profile
will be filtered by the router when such application filter
profile is applied.

You can click ﬁ:_.. to create another new IP group profile, or
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Item Description

you can click the edit icon A to modify the existed group
profile.

User Profile Check the box under Select Object to choose one or more
user profiles from the drop down list. The user specified in
the selected profile will be filtered by the router when such
application filter profile is applied.

You can click I':, to create another new user profile, or you

can click the edit icon A to modify the existed user
profile.

User Group Check the box under Select Object to choose one or more
user group profiles from the drop down list. The users within
the selected profile will be filtered by the router when such
application filter profile is applied.

You can click I':; to create another new user group profile,

or you can click the edit icon A to modify the existed
group profile.

Keyword Pass Check the box under Select Object to choose one or more
keyword object profiles from the drop down list which will
be allowed to pass through the router.

You can click I':; to create another new keyword object

profile, or you can click the edit icon A o modify the
existed object profile.

Keyword Block Check the box under Select Object to choose one or more
keyword object profiles from the drop down list which will
not be allowed to pass through the router.

You can click ﬁ:_.: to create another new keyword object

profile, or you can click the edit icon A o modify the
existed object profile.

File Extension Check the box under Select Object to choose one or more
Block file extension object profiles from the drop down list which
will not be allowed to pass through the router.

You can click ﬁ:_.: to create another new file extension

object profile, or you can click the edit icon Al to modify
the existed object profile.

Web Category Check the box under Select Object to choose one or more
Block web category objects from the drop down list which will not
be allowed to pass through the router.

You can click I':, to create another new web category

object, or you can click the edit icon Al 1o modify the
existed object profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.
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4.  Enter all the settings and click Apply.
5. A new URL filter profile has been added.

Firewall == Filter Setup >> URLAWeb Category Filter
IP Filter Application Filter | URLAWeb Category Filter | Q0Q Filter

@ add € Edit [ Delete &5 Refresh o MoveUp % Move Down  Gf Rename

Profile  Enable T| Filter Htt) Time Pra IP Objeci IP Group User Pro User Gro Keyword Keyword File Extel Web Cate)
1 Keyword_true enahle Tam gamhling

QQ Filter

This page is designed for Chinese IM "Tencent QQ" users (especially for China) only. For
people who do not use QQ, skip this section.

Firewall >> Filter Setup >> QQ Filter
IP Filter | Application Filter | URLAWeb Category Filter | QG Filter

3 add & Edit [ Delste &M Refresh @ Move Up % Move Down G Rename
Profile Enable This Profile Time Profile Source IP QG Account Pass  QQ Account Block

Mo items to show.

B apply @ cancel

Each item will be explained as follows:

Item Description
Add Add a new group profile for QQ filter.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.
Move Up Change the order of selected profile by moving it up.
Move Down Change the order of selected profile by moving it down.
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Item Description

Rename Allow to modify the selected profile name.

Profile Display the name of the application filter profile.

Enable The Profile Display the status of the profile. False means disabled; True
means enabled.

Time Profile If no time schedule is set, None will be shown in this field.

Source IP Display the IP object profile selected for each rule.

QQ Account Pass Display the account name which is allowed to pass if the
selected QQ profile is enabled.

QQ Account Block Display the account name which will be blocked if the
selected QQ profile is enabled.

Apply Click it to save and exit the dialog.

Cancel Click it to discard the settings configured in this page.

How to create a QQ Filter profile
1. Open Firewall>>Filter Setup and click the QQ Filter tab.
2. Simply click the Add button.
Firewall == Filter Setup == Q0 Filter
IP Filter | Application Filter  URLAYeb Category Filter | QO Filter

() Add| € Edit [ Delete &M Refresh & MoveUp ¥ Move Do
Prafile Enable This Profile Time Profile Source IP

Mo items to show:

3. The following dialog will appear.
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': Profile

Profile :

+|Enable This Profile

Time Profile :

Source IP ;

Q0 Account Pass . Shan_T
Q0 Account Block ;| Mone

DrayTek

8

Mone w

Ay
Allen
Tam

8

{

B ;;

= apply & Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the QQ filter profile.
Enable This Profile | Check the box to enable this profile.
Time Profile Use the drop down list to specify a time profile for such
profile.
You can click ﬁ:_,: to create another new time object profile.
Source IP Use the drop down list to specify a user profile for such

profile. The select user will be filtered by Vigor router when
such profile is applied.

QQ Account Pass

Use the drop down list to specify a QQ account profile for
such profile. The select account will not be blocked by Vigor
router.

You can click I::; to create another new QQ account.

QQ Account Block

Use the drop down list to specify a QQ account profile for
such profile. The select account will be blocked by Vigor
router.

You can click I::; to create another new QQ account.

Add

Click it to save and exit the dialog.

Cancel

Click it to discard the settings configured in this page.

4.  Enter all the settings and click Add.
A new QQ filter profile has been added.
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Firewall >> Filter Setup >> QQ Filter
IF Filter | Application Filter | URLAek Category Filter | QQ Filter

3 add € Edit [ Delete &5 Refresh & MoveUp % Move Down  Gf Rename

Profile Enable This Profile Time Profile Source IP Q0 Account Pass QG Account Block
DrayTek true Might Allen, Tam Shan_T Mone

Dray Tek 152 Vigor3900 Series User's Guide



4.4.2 DoS Defense

The DoS function helps to detect and mitigates DoS attacks. These include flooding-type
attacks and vulnerability attacks. Flooding-type attacks attempt to use up all your system's
resources while vulnerability attacks try to paralyze the system by offending the
vulnerabilities of the protocol or operation system.

Switch

DrayTek

Auto Logout : |Off v

»

Quick Start Wizard

Online Status

Filter Setup

Dos Defense

MAC Block

e

i
2

= 3| S 75
2 = A IE
H = [
E 0
b 38 2 G
:
? z 2 3
7 2
; 7
H 5 : |3
= o o -
i

|~

Vigor3900 Series

Firewall >» Do§ Defense »> Switch

Switch

[

Login: Admin

System

Broadcast Storm Defense (O Enable (%) Disable

Multicast Storm Defense : () Enable (&) Disable
Unknown Unicast Storm Defense: () Enable (3) Disable
Unknown Multicast Storm Defense : O Enabkle @ Disable

Storm Filtering Rate : 1

U Apply @ Cancel

<

Available parameters are listed as follows:

Item Description
Broadcast Storm Click Enable to block the packets attacks coming from
Defense broadcast storm.

Multicast Storm Defense

Click Enable to block the packets attacks coming from
multicast storm.

Unknown Unicast Storm
Defense

Click Enable to block the packets attacks coming from
unknown unicast storm.

Unknown Multicast
Storm Defense

Click Enable to block the packets attacks coming from
unknown multicast storm.

Storm Filtering Rate

Type a number (1~4096, unit of 64Kpbs) as for the filtering
rate.

Refresh

Renew current web page.

Apply

Click it to save the configuration.
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System

In the Firewall group, click the DOS Defense and click the tab of System. You will see the
following page. The DoS Defense Engine inspects each incoming packet against the attack
signature database. Any packet that may paralyze the host in the security zone is blocked.
The DoS Defense Engine also monitors traffic behavior. Any anomalous situation violating
the DoS configuration is reported and the attack is mitigated.

Auto Logout : | OFF v

Quick Start Wizard
Online Status

Filter Setup
Do5 Defense

MAC Block

e

|~

. Dray Tek Vl'gor3900 Series 11:17:14 Login: Admin = r

Firewall >> DoS Defense >> System

Switch System

[ Enable This Profile

Block SYN Flood : (O Enable (&) Disable

SYN Flood Threshold : 200 Packets/Second
SYH Flood Timeout : 10

Block ICMP Flood : () Enable (%) Disable

ICMP Flood Threshold : 300 Packets/Second
ICMP Flood Timeout : 10

Block UDP Flood : (0 Enable (%) Disable

UDP Flood Threshold : 200 Packets/Second
UDP Flood Timeout : 10

Block Port Scan () Enable (%) Disable

Port Scan Threshold : 300 PacketsiSecond

U Apply 0 Cancel

Blank 1D Onginne - £\ Emahla £ Disahla

Available parameters are listed as follows:

Description

Check the box to enable this profile.

Click Enable to activate the SYN flood defense function.

If the amount of TCP SYN packets from the Internet exceeds
the user-defined threshold value, the router will be forced to
randomly discard the subsequent TCP SYN packets within
the user-defined timeout period.

The default setting for threshold is 300 packets per second.

The default setting for timeout is 10 seconds.

Click Enable to activate the ICMP flood defense function.

If the amount of ICMP echo requests from the Internet
exceeds the user-defined threshold value, the router will
discard the subsequent echo requests within the user-defined
timeout period.

The default setting for threshold is 300 packets per second.

The default setting for timeout is 10 seconds.

Click Enable to activate the UDP flood defense function.

If the amount of UDP packets from the Internet exceeds the
user-defined threshold value, the router will be forced to

randomly discard the subsequent UDP packets within the
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Description

user-defined timeout period.

UDP Flood Threshold

The default setting for threshold is 300 packets per second.

UDP Flood Timeout

The default setting for timeout is 10 seconds.

Block Port Scan

Click Enable to activate the Port Scan detection function.

Port scan sends packets with different port numbers to find
available services, which respond. The router will identify it
and report a warning message if the port scanning rate in
packets per second exceeds the user-defined threshold value.

Port Scan Threshold

The default threshold is 300 pps (packets per second).

Block IP Options

Click Enable to activate the Block IP options function. The
router will ignore any IP packets with IP option field
appearing in the datagram header.

Block Land Click Enable to activate the Block Land function. A Land
attack occurs when an attacker sends spoofed SYN packets
with identical source address, destination addresses and port
number as those of the victim.

Block SMURF Click Enable to activate the Block Smurf function. The

router will reject any ICMP echo request destined for the
broadcast address.

Block Trace Route

Click Enable to activate the Block Trace Route function.

Block SYN Fragment

Click Enable to activate the Block SYN fragment function.
Any packets having the SYN flag and fragmented bit sets
will be dropped.

Block Fraggle

Click Enable to activate the Block fraggle Attack function.
Any broadcast UDP packets received from the Internet are
blocked.

Block Tear Drop

Click Enable to activate the Block Tear Drop function. This
attack involves the perpetrator sending overlapping packets
to the target hosts so that target host will hang once they
re-construct the packets. The routers will block any packets
resembling this attacking activity.

Block Ping of Death

Click Enable to activate the Block Ping of Death function.
Many machines may crash when receiving an ICMP
datagram that exceeds the maximum length. The router will
block any fragmented ICMP packets with a length greater
than 1024 octets.

Block ICMP Fragment

Click Enable to activate the Block ICMP fragment function.
Any ICMP packets with fragmented bit sets are dropped.

Block Unknown

Click Enable to activate the Block Unknown Protocol

Protocol function. The router will block any packets with unknown
protocol types.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.
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4.4.3 MAC Block

MAC Block allows you to set lots of proprietary MAC Address. Packets will be dropped if
the source or destination MAC Address of packets is matched with these assigned MAC
Addresses. The advantage of MAC Block is that it can filter some unnecessary packets or
attacking packets on LAN network.

’ ~
- ™
DrayTek Vigor 3900 Series 11:18:03 Login: Admin
Ii
Firewall >> MAC Block
. |Off w H
Auto Logout : MAC Block |
T e =
) Add Edit Delste 5 Refresh Rename
Online Status Ej )’{ i > kg
Profile Enable This Profile MAC Address
e No fems fo shew
I
I e ——
Filter Setup
Dos Defense
MAC Block E
Dbjects v
Ll n ]
b
£ £

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of the profile.

Enable The Profile Display the status of the profile. False means disabled; True
means enabled.

MAC Address Display the MAC address for such profile.
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How to create a new MAC Block profile
1.  Open Firewall>>MAC Block.
2. Simply click the Add button.

Firewall >> MAC Block

MAC Block

Gp ndd  JEEdt [ Delete M Refresh

Profile

Enable This Profil:

Mo ite

3. The following dialog will appear.

MALC Block

Praofile :

ME_1

7| Emable This Profile

MAC Address

nn © a0 CTF A BE Sap

M 2pply QI Cancel

Available parameters are listed as follows:

ltem

Description

Profile

Type the name which can briefly describe the reason of the
MAC block of such profile.

Enable This Profile

Check the box to enable this profile.

MAC Address Type the MAC address which will be blocked by the system
for such profile.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
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5.

A new MAC Block profile has been created.
Firewall == MAC Block
MAC Block

Ty add € Edit  [] Delete &5 Refresh  (f Rename

Profile Enahle This Profile
MB_1 frue

4.5 Objects Setting

Vigor3900 allows users to set different filter profiles based on IP, service type, keyword, file
extension, instant message application, P2P application, protocol application, web category,
QQ application and time setting. These objects setting profiles can be applied in Firewall.

DrayTek

Obhjects Setting

IP Object A
IP Group

Service Type Object
Service Type Group
Keyword Object

File Extension Object

I Object
P2P Object

Protocol Object

Web Category Object
00 Object

Qa Group

Time Object

Time Group
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4.5.1 IP Object

For IPs in a limited range usually will be applied in configuring router’s settings, we can
define them with objects and bind them with groups for using conveniently. Later, we can
select that object/group that can apply it. For example, all the IPs in the same department can
be defined with an IP object (a range of IP address).

This page allows you to specify certain IP address, range of IP addresses or subnet mask as
an object which will be applied in Firewall.

Dray Tek : Vigor.‘}é()ﬂ Series Login: Admin 1

Objects Setting >» IP Object

Auto L it ;| SMin v
Hio —egeu P Object

€y Add & Edt  [[]] Delete M Refresh Pre

IP Object Profile Interface Address Type Start IP Address EndIP Address  Subnet Mask

IP Group

No items to show
Service Type Object

Service Type Group
Keyword Object

File Extension Object
I Object

P2P Object

Protocol Object

WWeb Category Object
Q0 Object

QQ Group

Time Object

Time Group

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (256) of the object profiles to be
created.

Profile Display the name of the profile.

Interface Display the category (any, source or destination) of the IP
Object.

Address Type Display the address type (single, range or subnet) for such
profile.

Start IP Address Display the IP address of the starting point for such profile.
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Description

End IP Address

Display the IP address of the ending point for such profile.

It will be joined with Start IP Address only when you
choose Range as the Address Type.

Subnet Mask

Display the subnet mask for such profile.

How to create a new IP Object profile
1. Open Objects Setting>>IP Object.
2. Simply click the Add button.

IR Lo S~ I

IP Ohject

LI

Ty add | £ Edit  [] Delete 5 Refresh

Praofile

Interface

Address Type Start IP Addres

Mo items to show.

3. The following dialog will appear.

IP Ghject

Profile :
Interface :

Address Type

Start IP Adidress

Subnet Mask

|P_ohbject_1

Source w
Subnet w

192 188 1 74|
2552552550 w

M apply Q9 Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of such profile.
Interface Determine the category (any, source or destination) of this IP

object. If an IP object is set to Source, it will only appear in
the field of Source IP on Firewall>>IP Filter Rule.

Source w

Ay
Source
Destination
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Item Description

Address Type Choose the address type (Single / Range /Subnet) for such
profile.

Range w

Single
Range
Subinet

Start IP Address Type the IP address of the starting point for such profile.

End IP Address Type the IP address of the ending point for such profile if
you choose Range as Address Type.

Subnet Mask Use the drop down list to choose the subnet mask for such
profile if you choose Subnet as Address Type.

Apply Click it to save and exit the dialog.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.
5. Anew IP object profile has been created.
Objects Setting == IP Object

IP Ohject

©n add & Edit  [JJ] Delete &5 Refresh

Profile Interface Address Type Start IP Addres End IP Addres: Subnet Mask
IP_object_1 Source Subnet 192.168.1.78 255.255.2550
CRM_server  Destination Single 17216.1.1
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4.5.2 IP Group

To manage conveniently, several IP object profiles can be grouped under a group

. Different

IP group can contain different IP object profiles.

DrayTek

Auto Logout : |[SMin

~ Vigor3900 Series

103211 Login: Admin

Objects Setting >> IP Group

IP Group

IP Object
e
Service Type Object
Service Type Group

Keyword Object

File Extension Object
Il Object

P2P Ohject

Protocol Object

VWeb Category Object
Q0 Object

QQ Group

Time Object

Time Group

YL Edt ] Dekte (9 Refresh =

Interface

€3 Add

Group Name Description Objects

No items to show.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (32) of the object profiles to be

created.

Group Name Display the name of the object group.

Interface Display the category (any, source or destination) of the IP
group.

Description Display the description for such profile.

Objects Display the object profiles grouped under such group.
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How to create a new IP Group profile
1.  Open Objects Setting>>IP Group.
2. Simply click the Add button.

Objects Setting == IP Group

IP Group
Sp add | P Edt  [[]) Delete M Refresh
Group Hame Interface

3. The following dialog will appear.

IP Group -

Group Name : IP_Group_1

Interface : Source -
Description : Group fo zales (Optional
Ohjects §|P_l3|3jEE't_1 w | ¥

Clear

[=] Apphe Q Cancel
.

Available parameters are listed as follows:

Item Description

Group Name Type the name of the object group. The number of the
characters allowed to be typed here is 10.

Interface Determine the category (any, source or destination) of this IP
group. If the group is set to Source, it will only appear in the
field of Source IP on Firewall>>IP Filter Rule.

Source w

Ay
Source
Destination

Description Make a brief explanation for such profile if the group name
is set not clearly.

Objects Use the drop down list to check the IP object profiles under
such group.

All the available IP objects that you have added on Objects
Setting>>1P Object will be seen here.
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Item Description

. b4 .
To clear the selected one, click to remove current object

selections.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.

5. Anew IP Group profile has been created.

IP Group
p add JEEdt [ Delete G Refresh Frafie
Group Hame Interface Description Ohjects
IP_Grougp_1 Source Group for Sales IP_okject_1

4.5.3 Service Type Object

TCP and UDP service with specified port range can be saved with different service type
object profiles. Later, it can be applied to Firewall as a filter rule.

In default, common used service type object profiles have been created in this page.

. : -
VIg°r39oo Series Login: Admin
Objects Sefting >> Service Type Object
Eecilooauy Shin = Service Type Object
€y add K et [[[] Delte M Refresh Pre

IP Object Profile Protocol Source Port Start Source Port End Destination Port ¢ Destination Port E
IP Group 1 AUTH TCP 1 112 "
eyl 2 BGF cP 1 178 1
genicalnaCion 3 BOOTPCLENT uoP 1 88 3
lieyword,Olect BOOTPSERVER  UDP 1 67
Fila Extension Otjact CUSEEME_HI  TCRUDR 1 24032 24022
N, Obiech CU_SEEME_LO  TCRUDP 1 7842 z
BIEObech DNS TCRIUDP 1 53
Protocol Object 2 EINGER TCP 1 =
Web Category Object TR ) 1 20 2
Soomect 10 H_323 TCP 1 1720 1720
QQ Group 11 HTTP TCP 1 80 &0
Time Object 12 HTTPS TCP 1 222
Time Group 1 IKE uop 1 ul] g0

14 RC TCRIUDP 1 6867

15 L2TP upP 1 1701 1701

L1 NEWE, Irce 1 L | 14 b

\ m

w

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
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Item Description

rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (96) of the object profiles to be
created.

Profile Display the name of the service type object profile.

Protocol Display the protocol selected for such profile.

Source Port Start Display the starting source port for such profile.

Source Port End Display the ending source port for such profile.

Destination Port Start Display the starting destination port for such profile.

Destination Port End Display the ending destination port for such profile.

How to create a new Service Type Object profile
1.  Open Objects Setting>> Service Type Object.

2. Simply click the Add button.

Ohjects Setting >=> Service Type Ohject

Service Type Object

25 add | JEEdt  [J]) Delete
Profile Protocol

A1TH TCP

3. The following dialog will appear.

N R T R ETTH T

Service Type Object

Profile :

Protocol :

Source Port Start :
Source Port End :
Destination Port Start :

Destination Port End :
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Available parameters are listed as follows:

Item Description

Profile Type a name for such profile. The number of the characters
allowed to be typed here is 10.

Protocol Specify one of the protocols for such profile.

Source Port Start It is available for TCP/UDP protocol. It can be ignored for
ICMP.
Type a port number (0 — 65535) as the starting source port.

Source Port End It is available for TCP/UDP protocol. It can be ignored for
ICMP. Type a port number (0 — 65535) as the ending source
port.

Destination Port It is available for TCP/UDP protocol. It can be ignored for

Start ICMP.
Type a port number (0 — 65535) as the starting destination
port.

Destination Port It is available for TCP/UDP protocol. It can be ignored for

End ICMP. Type a port number (0 — 65535) as the ending
destination port.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving anything.

4.  Enter all the settings and click Apply.

5. A new Service Type Object profile has been created.

SYELOG LDP 1 53333 a4 a4

TELMET TCR 1 65535 23 23

TFTR LDP 1 53333 5] 2]

Cthers TCP 1 65535 1 65335 -

1 m »
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4.5.4 Service Type Group
This page allows you to bind several service types into one group.

To manage conveniently, several service type profiles can be grouped under a service type
group. Different service type group can contain different service type profiles.

~
Dr ay Tek Vigor3900 Series Login: Admin
Objects Setting >> Service Type Group
Auto Logout : |SHin )
- €y add & ede [ Delete D Refresh &
IP Object Group Hame Description Objects
IP Group
No items to show
Service Type Object
Keyword Object
File Extension Object
I Object
P2P Object
Protocol Object
VWeb Category Object
Q0 Object
QQ Group
Time Object
Time Group
| VPNa temote ess |
: &

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (32) of the object profiles to be
created.

Group Name Display the name of the service type group.

Description Display the description for such profile.

Objects Display the service type object profiles grouped under such
group.
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How to create a new Service Type Group profile
1.  Open Objects Setting>> Service Type Group.
2. Simply click the Add button.

Objects Setting => Service Type Group

Service Type Group

Sp add | JEEdt  [[] Delete &M Refr

Group Hame Descript

3. The following dialog will appear.
Service Type Group - || ¢

Group Mame : Cross_Dept
Description : Used for departments {Optional

Objects : AUTH w | W

E Apphy Q Cancel

Available parameters are listed as follows:

Item Description

Group Name Type the name of the service type object group. The number
of the characters allowed to be typed here is 10.

Description Type some words to describe such group.

Objects Use the drop down list to check the service type object

profiles under such group.

All the available service type objects that you have added on
Objects Setting>>Service Type Object will be seen here.

. W .
To clear the selected one, click to remove current object

selections.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. Anew Service Type Group profile has been created.

Ohjects Setting >> Service Type Group

Service Type Group

B3 acd L Edt [ Detete G5 Refresh Frofile
Group Hame Description Objects
Crozs_Dept Used for departments ALTH

4.5.5 Keyword Object

Keyword can be set as a filter rule to be applied in Firewall. Vigor3900 allows users to set
keyword profile with several keywords. Even, it allows users to group several keyword
profiles within a keyword group.

Dray Tek Vl"g or3900 Series Login: Admin 1

Objects Setting >> Keyword Object

Auto Logout: |SHin v

=cts Se @€ add Y& Edt (] Delste & Refresh B
IP Object

Profile Member
IP Group 1 gambiing 182.168.1.85
Service Type Object
Service Type Group
File Extension Object
IM Object
P2P Object

Protocol Object

Vieb Category Object
QQ Object

QQ Group

Time Object

Time Group

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (100) of the object profiles to be
created.

Profile Display the name of the keyword object profile.
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Item Description

Member Display the words specified in such profile.

How to create a new Keyword Object profile

Open Objects Setting>> Keyword Object.
Simply click the Add button.

Objects Setting >= Keyword Object
Keyword Object

2 add | & Edit  [[[) Delete &M Refresh

Profile

The following dialog will appear.

Keyword Object = || X |

Profile ; k0_1

3 add [B) zave
KMember

Member : |games ]

U Apphy Q Cancel

T

Available parameters are listed as follows:

Item Description

Profile Type the name of the service type object group. The number
of the characters allowed to be typed here is 10.

Member Type the content for such profile. For example, type
gambling as Contents. When you browse the webpage, the
page with gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

Add - Type the word in the box of Member and click this
button to add the new word as keyword object.

Save — Click it to save the setting.

W _ click the icon to remove the selected entry.

DrayTek

170 Vigor3900 Series User's Guide



Item Description

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new Keyword Object profile has been created.

Keyworid Object

B3 add & Edt [ Delste &M Refresh el

Profile Member

Ko _1 games

4.5.6 File Extension Object

This page allows you to set file extension profiles which will be applied in Firewall. All the
files with the extension names specified in these profiles will be processed according to the
chosen action.

Dray Tek ~ Vigor3900 Series Login: Admin

Objects Setting >> File Extension Object

Auto Logout : |SHin ~

@y Acd & Eat [ Dete &M Refresh Pre

IP Object Profile Image Video Audio Java ActiveX Compressior Execution
IP Group

Service Type Object Mo items to show.
Service Type Group

Keyword Object

I Object

P2P Object

Protocol Object

Web Category Object

Q0 Object

QQ Group

Time Object

Time Group

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.
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ltem

Description

Refresh

Renew current web page.

Profile Number Limit

Display the total number (8) of the object profiles to be
created.

Profile Display the name of the profile.

Image Display the selected file extension of image.
Video Display the selected file extension of video.
Audio Display the selected file extension of audio.
Java Display the selected file extension of java.
ActiveX Display the selected file extension of activeX.

Compression

Display the selected file extension of compression.

Execution

Display the selected file extension of execution.

How to create a new File Extension Object Profile

1.
2.

DrayTek

Open Objects Setting>>File Extension Object.
Simply click the Add button.

(Ihjects Setting == File Extension Chject

File Extension Object

Ty add | % Edit

Profile

Image

M Delete ¢S F

Video Al

The following dialog will appear.

ik PR NN aw CUIL ik LEislz S = IR =N

File Extension Object - |3
Profile : File_Ext_1
Image : bmp, dib W
Video T, Lmpe, mped, JImp v
Audio Al .mp3, mda w
Java tlass, jad W
ActiveX . alx, aph, axs W
Compression ;| .ace w
Execiution xR, inf, pif w

M apply &3 Cancel
172
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Available parameters are listed as follows:

Item Description

Profile Type the name of the File Extension Object group. The
number of the characters allowed to be typed here is 10.

Image Several file extensions for Image offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Video Several file extensions for Video offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Audio Several file extensions for Audio offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

Java Several file extensions for Java offered for you to choose.
Use the drop down list to check the box (es) to select the file
extension you need.

ActiveX Several file extensions for ActiveX offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Compression Several file extensions for compression offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Execution Several file extensions for execution offered for you to
choose. Use the drop down list to check the box (es) to select
the file extension you need.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new File Extension Object profile has been created.

File Extension Object

T3 Aadd 3§ Edit  [J]] Delete &% Refresh

Profile Image Video Audio Java ActiveX Compression Execution
File_Ext_1 hrnp,.dib no mpe, i ad, mp3mda class, jad aly aph,.axs  ace exe inf, pif
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4.5.7 IM Object

People like to use Instant Message to communication with friends on line just for fun or just
because it is easy and convenient. However, it might reduce the productivity of employees to
a company. Therefore, a tool to block or limit the usage of IM application is important to a
company. IM object setting lists all of the popular instant message application for you to
choose to block. Choose the one(s) you want to block and save as an IM Object profile. Later,
it can be applied to Firewall as a filter rule and reach the purpose of block.

DrayTek gavirrsatr s Loaim: Admin
Objects Setting >> IM Object
Auto Logout : |SMin £ 1M Object
i €y add & Edt [[] Delete ™ Refresh Frd
Rgact. Profile Member Weblll
IP Group N
Service Type Object Ho fems o show
Service Type Group
Keyword Object
File Extension Object
o et
P2P Object
Protocol Object
Vieb Category Object
QQ Object
Q0 Group
Time Object
Time Group
Each item will be explained as follows:
Item Description
Add Add a new profile.
Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.
Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.
Refresh Renew current web page.

Profile Number Limit

Display the total number (32) of the object profiles to be
created.

Profile Display the name of the IM object profile.
Member Display the 1M application specified in such profile.
WebIM Display the status of IM object whether including the

specified set of web IM or not.
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How to create a new IM Object Profile
1.  Open Obijects Setting>>IM Object.
2. Simply click the Add button.

Ohjects Setting == IM Chject

IM Chject
Ty oAdd | £ Edit [ Delete &5 Re
Profile Memhe

3. The following dialog will appear.

IM Ohject

=X
Profile : Ih_1
Member MSM, QQ, 10, ICHAT | w»
J|WeblM

eMessendger "'

e hbd S

Meehno*

Me ool HETHATILLL o

Webtahool bt

M apply @ Cancel
Available parameters are listed as follows:
Item Description
Profile Type the name of the IM object group. The number of the
characters allowed to be typed here is 10.

Member Several IM applications offered for you to choose. Check the

one(s) you want to add for such profile.

Member : MSH, Q0 ICQ, ICHAT | v
V| MSN
Al
V] Webim Google-Talk

Yahoo-Msg
eMessendger 7l oo

Wb S leie}

Weeho® | ICHAT
SKYPE

<

Inthaha*

Vigor3900 Series User’s Guide 175 Dray Tek



DrayTek

Item Description

WebIM It lists a package of IM application based on web page. You
may check the box to include all of them.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.
A new IM Obiject profile has been created.

Objects Setting == IM Object

IM Object

T3 add & Edit  [J] Delete &5 Refresh

Profile Member
In_1 WS, QCLICE ICHAT
176
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4.5.8 P2P Object

Vigor3900 can block P2P application for users, especially for the ones who always upload or
download improper files to Internet.

P2P object setting lists all of the point to point application for you to choose to block.
Choose the one(s) you want to block and save as a P2P Object profile. Later, it can be
applied to Firewall as a filter rule and reach the purpose of block.

Dray Tek Vt'gor3900 Series Login: Admin -

Objects Setting >> P2P Object

Auto L it |SMin i
— d | P2P Object

€y add & Edt [ Delete  GH Refresh B

ABgect Profile Member

IP Group

Service Type Object Mo items to show
Service Type Group

Keyword Object

File Extension Object

I Object

Protocol Object £
Web Category Object

QQ Object

Qa Group

Time Object

Time Group

! I I
Gy
1

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (32) of the object profiles to be
created.

Profile Display the name of the P2P object profile.

Member Display the P2P application specified in such profile.
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How to create a new P2P Object Profile
1.  Open Obijects Setting>>P2P Object.
2. Simply click the Add button.

Chjects Setting == P2P Object

P2P Chject
Ta Add | & Edit [[]) Delete &5 Refresh
Profile
Mo
3. The following dialog will appear.
P2P Ohject = |

Profile :  P2F_0Ohj_1

Member : SoulSeek, eDonkey, Fg

M apply (3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the IM object group. The number of the
characters allowed to be typed here is 10.

Member Several P2P applications offered for you to choose. Check
the one(s) you want to add for such profile.

Member : |SoulSeek, eDonkey, Fs »

SoulSeek
eDonkey
FastTrack
Ghnutella
BT
CpenFT
QpenMap
Hunlei

10000 M

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. Anew P2P Object profile has been created.

(Ohjects Setting == P2P Ohbject
P2P Object

Ty add 3£ Edit  [[]] Delete 5 Refresh

Profile Member
P2P_0Ohj_1 SoulSeek eDonkey FastTrack

4.5.9 Protocol Object

Network services, e.g., DNS, FTP, HTTP, POP3, for LAN users can be blocked by
Vigor3900. Common services will be listed in this function and can be selected to be
blocked by the router.

~
DrayTek ; ; e ;-
rayie Vigor3900 Series Login: Admin
Objects Setting >> Protocol Object
Auto L it - | SMin v
= Protocal Object
Dbjects Setting €y acd P& edt [ Delete  GM Refresh el
EReiEs Profile Member
IP Group
No items to show
Service Type Object
Service Type Group
Keyword Object
File Extension Object
IM Object
P2P Object
Protocol Object =
VWeb Category Object
QQ Object
Qa Group
Time Object
Time Group
| VPN and Remote Access |
| Certificate Manage: ey 1 m >
b

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.
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Item Description
Profile Number Limit Display the total number (32) of the object profiles to be

created.
Profile Display the name of the protocol object profile.
Member Display the protocol application specified in such profile.

How to create a new Protocol Object Profile
1.  Open Objects Setting>>Protocol Object.
2. Simply click the Add button.

Objects Setting == Protocol Object

Protocol Object

Ty add | & Edit  [J]] Delete 5 Refre:

Profile

3. The following dialog will appear.

Protocol Ohbject -

Profile :  Proto_Ohj_1

Member . PostgreSal, Svhase, [«

M apply (I Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the protocol object profile. The number of
the characters allowed to be typed here is 10.

Member Several protocols offered for you to choose. Check the one
(s) you want to add for such profile.
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mMSSEL

P,
- | [ Oracle

Protocol Ohjed

I PostgreSaL

Svbase

Profile : (BI2H

Infarmix -
Member : [FostgreStl, Sybase, U

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. A new P2P Object profile has been created.

Cihjects Setting == Protocol Object

Protocol Object

Ty add & Edit  [[J] Delete &S Refresh

Profile Member

Proto_ohbj_1 Postgresal, Svhase, DB2

4.5.10 Web Category Object

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With web category filtering service of the Vigor router, you
can protect your business from common primary threats, such as productivity, legal liability,
network and security threats. For parents, you can protect your children from viewing adult
websites or chat rooms.

WCF adopts the mechanism developed and offered by certain service provider. No matter
activating WCF feature or getting a new license for web content filter, you have to click
Activate URL to satisfy your request. Note that service provider matching with Vigor router
currently offers a period of time for trial version for users to experiment. If you want to
purchase a formal edition, simply contact with your DrayTek dealer.

Note: Web Content Filter (WCF) is not a built-in service of Vigor router but a service
powered by Commtouch. If you want to use such service (trial or formal edition), you
have to perform the procedure of activation first. For the service of formal edition,
please contact with your dealer/distributor for detailed information.
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Web Category Object

DrayTek

Auto Logout : | Skin

IP Object

IP Group

Service Type Object
Service Type Group
Keyword Object

File Extension Object
I Object

P2P Object

Protocol Object E
QQ Dbject

QQ Group

Time Object

Time Group

" Vigor3900 Series

Login: Admin

Objects Setting > Web Category Object >> Web Category Object

Web Category Object | Content Fiter License

¥ edt [ Dekete

Child Protectior Leisure

3 Add &% Refresh

Profile Business Chatting Computer Other

Ho items to show.

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (16) of the object profiles to be
created.

Profile

Display the name of the object profile.

Child Protection

Display the items under certain category that you choose to
block for protecting the children.

Leisure Display the items under certain category that you choose to
block.

Business Display the items under certain category that you choose to
block.

Chatting Display the items under certain category that you choose to
block.

Computer Display the items under certain category that you choose to

block.
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Item Description

Other Display the items under certain category that you choose to
block.

How to create a new Web Category Object Profile

1.  Open Objects Setting>> Web Category Object and click the Web Category Object
tab.

2. Simply click the Add button.

Ohjects Setting == Web Category Ohbject == Web Category Object

Web Category Object || Content Filter License

Ty add | & Edit  [JJ] Delete 4% Refresh

Profile Child Protectior Leisure Business Chatti

Mo iterms to show.

3. The following dialog will appear.
'u';u'eh Category Object =|| %

Profile : WiCD_1

Child Protection : |Alcohol-And-Tobaceo, € w

Leisure : Spoarts, Travel v
Business . Web-Based-Email w
Chatting Chat w
Computer Botnets, Hacking e
Other Mews, Translators v

M apply 3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the web category object profile. The
number of the characters allowed to be typed here is 10.

Child Protection The web pages which are not suitable for children will be
classified into different categories. Simply check the one(s)
that you don’t want the children to visit.
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DrayTek

Child Protection : [Alcohol-And-Tobacco, {w
| Alcohol-And-Tobacco

Leisure : — —
| Criminal-And-Activity

Business | Gambling

) i _ Hate-And-Intolerance

Chatting : lllegal-Drug
Leisure Simply check the one(s) that you don’t want the user to visit.
Business Simply check the one(s) that you don’t want the user to visit.
Chatting Simply check the one(s) that you don’t want the user to use

for gossip with remote people.

Computer Simply check the one(s) that you don’t want the user to visit.
Other Simply check the one(s) that you don’t want the user to visit.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.

A new Web Category Object profile has been created.

Objects Setting == Web Category Object == Web Category Object

Web Category Object | Content Filter License

Ty Add

Profile
WO

[ Celete &5 Refresh

Child Protection Leisure Business Chatting Compter Cither
Alcohol-And-Tok Sports, Travel  Web-Based-Em Chat Bothets,Hackine Mews,
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Content Filter License

Move your mouse to the link of Activate URL and click it. The system will guide you to
access into MyVigor website.

DrGYTEk Vfgor39oo Series 10:48:28 Login: Admin

Objects Setting >> Web Category Object >> Content Filter License

Auto Logout : -

Objects Setting

| ‘Web Category Object ‘ Content Filter License

License :
Enable This ProWlgdisak

WP Info : Commtouch

Service Type Object 7 Serial Number 00032358

Service Type Group Start Date 2012-08-07
Expire Date : 2012-08-14

IP Object

Keyword Object

File Extension Object

IM Object

P2P Object

Protocol Object

Web Category Object

00 Object

QQ Group
Time Object

Time Group

User Management

Applications

VPN and Remote Access
E Apply @ Cancel
Certificate Management

After finishing the activation for the trial version of WCF, remember to purchase “Silver
Card” for WCF service from your DrayTek dealer or distributor.
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4.5.11 QQ Object

Note: This page is designed for Chinese IM "Tencent QQ" users (especially for China)

only. For people who do not use QQ, skip this section.

DrayTek

Auto Logout : |SHin v

IP Object

IP Group

Service Type Object
Service Type Group
Keyword Object

File Extension Object
1M Object

P2P Object

Protocol Object

Wielk Category Object
QQ Group

Time Object

Time Group

I |
4

Vl'gor3900 Series Login: Admin

Objects Setting >> QQ Object

€y acd & Edt [[] Delete 4™ Refresh £

Profile id Description

1 all all

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (16) of the object profiles to be
created.

Profile Display the name of the QQ object profile.

Id Display the account name of the QQ object profile.

Description Display a brief explanation of the QQ object profile.
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How to create a new QQ Object Profile
1. Open Obijects Setting>> QQ Object.
2. Simply click the Add button.

QQ Object

€y add & Edit  [[]) Delete &M Re

Profile icl

3. The following dialog will appear.

Q0 Object - x| E

Profile : Shan_T

3 add [B) save

id
id 12345678 il
Description : Office (Optiznal

U Apphy {3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the QQ object profile. The number of the
characters allowed to be typed here is 10.

id Create the account name for such QQ object profile.
Add - Click this button to add a new account.
Save — Click this button o save the new account.

m Click this button to remove the selected account.

Description Type a brief explanation for the QQ object profile.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. A new QQ Obiject profile has been created.

Objects Setting >> 004 Object
Q0 Object

@y Add L Edit  [[[] Dekte & Refresh

Profile id
1 all all
2 Shan_T 12345673

4.5.12 QQ Group

This page allows you to group several QQ object profiles.

Description

Office

Dr ay Tek Vigor3900 Series 11:05:18

Objects Setting >> QQ Group

Auto Logout : |SMin L3

|

€y aca p&Eat [ Delte &M Refresh

IP Object Group Hame Description
IP Group

Service Type Object
Service Type Group
Keyword Object

File Extension Object
I Object

P2P Object

Protocol Object

VWeb Category Object
QQ Object

QQ Group

Time Object

Time Group

No items to show

Login: Admin

Objects

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

rule.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

Delete Remove the selected profile.

click the Delete button.

To delete a rule, simply select the one you want to delete and

Refresh Renew current web page.

Profile Number Limit Display the total number (16) of the object profiles to be
created.

Group Name Display the name of the group.
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Item Description
Description Display the brief explanation for such group.

Objects Display the time objects selected by such group.

How to create a new QQ Group Profile
1.  Open Objects Setting>> QQ Group.
2. Simply click the Add button.

Objects Setting >> QQ Group

Qo Group

3 Add | & Edt  []) Delete &M Refresh
Group Hame Description

No its

3. The following dialog will appear.

| Qa Group -

Group Name ; QQaccount_grp_1

Description :  For Marketing Qnhy (Optional

Objects : ‘Shan_T v | X

& -
H Apply -‘3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the time group. The number of the
characters allowed to be typed here is 10.

Description Make a brief explanation for such profile if the group name
is set not clearly.

Objects Use the drop down list to select the object profiles under
such group.

All the available objects that you have added on Objects
Setting>>QQ Object will be seen here.

. W .
To clear the selected one, click to remove current object
selections.

Apply Click it to save the configuration.

Vigor3900 Series User’s Guide 189 Dray Tek



Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. Anew QQ group profile has been created.

Objects Setting >> Q0 Group
Qa Group

3 Add P& Edt ] Delete & Refresh

Group Hame ™ Description Objects

éOOaccount_grpj For Marketing Onty Shan_T
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4.5.13 Time Object

You restrict Internet access to certain hours so that users can connect to the Internet only
during certain hours, say, business hours. The schedule is also applicable to other functions,

e.g., Firewall.
Dray Tek Vigor3900 Series Login: Admin
" €y ada . & et [] Delete Q™ Refresh Prg
Qa Group
Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (16) of the object profiles to be
created.

Profile Display the name of the time object profile.

Frequency Display the duration (or period) of the time object profile.

Start Date Display the starting date of the time object profile.

Start Time Display the starting time of the time object profile.

End Date Display the ending date of the time object profile.

End Time Display the ending time of the time object profile.

Weekdays Display the frequency of such time object profile.
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How to create a new Time Object Profile
1.  Open Objects Setting>> Time Object.
2. Simply click the Add button.

(Ohbjects Setting == Time Object

Time Object

Ty add | & Edit  [JJ) Delete &5 Refre

Profile Frequency Start Date s

3. The following dialog will appear.

Time Ohject =|| 3
Profile : Tirme0_1
Frequency ;. Weekdays w

Start Time : 03:00:00

End Time : | 23:00:00
Weekdays : |Mon, Tue, Wed W

M apply (I Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the time object profile. The number of the
characters allowed to be typed here is 10.

Frequency Specify how often (Weekdays or Once) the schedule will be
applied.

Start Date Specify the starting date of the time object profile.

Start Time Specify the starting time of the time object profile.

End Date Specify the ending date of the time object profile.

End Time Specify the ending time of the time object profile.
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Weekdays

Specify which days in one week should perform the
schedule.

Chi e . (NI NEE]

Weekdays : Tue, Wed (¥

Mon
Tue
Wed
Thu
Fri
Sat
Sun

1000REO

Apply

Click it to save the configuration.

Cancel

Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

5. Anew Time Object profile has been created.

Objects Setting == Time Object

Time Ohject

Ty Add

Profile
Timed_1

Vigor3900 Series User's Guide

Delete 5 Refresh

Frequency Stant Date Start Time End Date Enil Time \
Wieekdays 2010-01-01 00:00:00 2010-01-01 00:00:00 I

193 DrayTek



4.5.14 Time Group

This page allows you to group several time object profiles.

| DrGYTek ng°r39oo Series 11:15:26 Login: Admin = ¥

Objects Setting >» Time Group

Auto Logout ; | Shlin v

@ add YL Edi [ Delete &P Refresh Prg

IP Object Group Name Description Objects
AR-Gruag Ne fteme to show
Service Type Object

Service Type Group

Keyword Object

File Extension Object

I Object

P2P Object

Protocol Object

Web Category Object

QQ Object

Qa Group

Time Object

Time Group

!
o
—
o
o
1

|£

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (8) of the object profiles to be
created.

Group Name Display the name of the group.

Description Display the brief explanation for such group.

Objects Display the objects selected by such group.
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How to create a new Time Group Profile
1.  Open Obijects Setting>> Time Group.
2. Simply click the Add button.

Cihjects Setting == Tune Group

Time Group
Ty Add | & Edit  [J] Delete &5 Refresh

Group Name Description

Mo items
3. The following dialog will appear.
Time Group = ||

Group Name : TimeGrp_1
Description :  For Markst anly {Cntional

Objects : iNight v [ X

E Apphy -.3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the time group. The number of the
characters allowed to be typed here is 10.

Description Make a brief explanation for such profile if the group name
is set not clearly.

Objects Use the drop down list to check the time object profiles
under such group.

All the available time objects that you have added on
Objects Setting>>Time Object will be seen here.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. Anew time group profile has been created.

Objects Setting >> Time Group

Time Group

@y Add P& Edt  [[] Dete (M Refresh L
Group Mame Description Objects
TimeGrp_1 For Market onhy Night

4.6 User Management

User Management can manage all the accounts (user profiles) to connect to Internet via
different protocols.

Oser Management

General Setup

User Profile

User Group
RADIUS
LDAP / Active Directory

4.6.1 General Setup

General Setup can determine the standard (rule-based or user-based) for the users controlled
by User Management. The mode (standard) selected here will influence the contents of the
filter rule(s) applied to every user.

DrayTek - V:'gor3900 Series Login: Admin

[

User Management >> General Setup >> General Setup

Auto Logout : |Off v

General Setup User-Based Firewall Status
Mode Ruls-Bazed v

User Manageme
General Setup

User Profile

User Group

RADIUS

LDAP / Active Directory

External Devices ﬂ Apply @ Cancel
Product Registration E

< | >

Available parameters will be explained as follows:

Item Description
Mode There are two modes offered here for you to choose. Each
mode will bring different filtering effect to the users
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Item Description

involved.

User-Based - If you choose such mode, the router will apply
the filter rules configured in User Management>>User
Profile to the users.

Rule-Based —If you choose such mode, the router will apply
the filter rules configured in Firewall>>Filter Setup to the
users.

Authentication Type Under User-Based mode, please specify the authentication
type.

General Setup | User-Bazed Firewall Status

Mode : Uger-Bazed [
Authentication Type : | Local w
Virhite IP List : larketing | W
White IP List Under User-Based mode, use the drop down list to choose
IP object and/or IP group profiles.
Mode Lzer_Based (¥
Aurthentication Type . Local v
White IP List : none w
Mone
IP_Group_1

User-Based Firewall Status

The User-Based Firewall Status is a monitoring tool which only works after you choose
User-Based as the Mode setting on User Management>>General Setup.

User authentication setup will launch if the router is running in User_Based mode. The
User-based Firewall Status will start to record each authentication event of specified users
including authentication failure or success, user’s IP, when or how much time the user uses,
and how much rest time for the user.
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DrayTek

Auto Logout : |SHin v

Quick Start Wizard

Online Status

General Setup

User Profile

User Group

RADIUS

LDAP / Active Directory

- Vigor3900 Series 11:28:38 Login: Admin

>

ol @ C
m

il

£

User Management >> General Setup >> User-Based Firewall Status

General Setup User-Based Firewall Status
M Refresh Auto Refresh : |10 Seconds | w
User Hame P Allow Time Start Time End Time Rest Time Disconnect

Mo items to show

|

Available parameters will be explained as follows:

Iltem

Description

Refresh

Renew current web page.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

10 Seconds w
10 Seconds !
30 Seconds
1 Minute
Dizable
User Name Display the name of the client (wireless station) who
accesses into Internet through the wireless connection.
IP Display the IP address of the wireless station.
Allow Time Display the total connection time allowed for the wireless
station.
Start Time Display the starting time of the wireless station.
End Time Display the ending time of the wireless station.
Rest Time Display the rest time for the wireless station to browse the
Internet.
Disconnect It is available for the administrator to turn off a specific

user’s connection immediately.

DrayTek
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4.6.2 User Profile

This function allows to configure all accounts (user profiles) in Vigor3900, including
PPTP/L2TP, System user, and so on.

DrayTek

Auto Logout : |O1f .

»

General Setup

User Profile

User Group
RADIUS

LDAP ! Active Directory

I
f o0
m

External Devices

Product Registration

|~

Vigor 3900 Series

11:57:05

Login: Admin

User Management >> User Profile

User Profile

€3 Add

Username Enable This System Use Group

ssl
vivian

t

frankwang

& Edit

[ Delete &% Refresh

PPTP LTTP DHCP from  Static IP Adi Use mOTP

true User Disable Disable lant Disable

true Admin Disable Disable lan1 Disable

true User Dizakle Dizakle lan1 Dizable

true User Enable Enable lan1 Dizable

trug User Enable Enable lan1 Dizable

m

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (200) of the object profiles to be
created.

Display the name of the user.

Display the status of the profile. False means disabled; True
means enabled.

System User

Display the status of the System User. False means disabled;
True means enabled.

Group Display the group name that the user profile belongs to.

PPTP Display the status of PPTP/L2TP connection for such user
profile.

L2TP Display the LAN profile that such profile belongs to.
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Item Description

PPPoE Display the status of PPPoE connection for such user profile.

DHCP from Display the LAN profile that DHCP server used for
assigning IP address(es).

Static IP Address Display the IP address for such user profile which accesses
Internet with PPTP/L2TP connection.

Use mOTP Display if mOTP is activated (enable or disable) or not.

How to create a new User Profile
1.  Open User Management>>User Profile.
2. Simply click the Add button.

User Management >> User Profile

User Profile

3 add L Edt [[) Delete ¢ Refresh
Username Enable Thi System Us Group F

1 Allen trus falze Uzer C
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3. The following dialog will appear.

e

User Profile

Username :

Data_out

[/] Enable This Profile
Password :
Idle Timeout (sec) :

Usage Time (min) :

300

430

System User :

PETP : {1 Enable (%) Disable L
L2TR: (¥} Enable () Dizable
PPPOE - {7 Enable (%) Dizable
I
PPPoE Time Quota(min) : -1 -1 for unlimited
DHCP from : lan1 w

Static IP Address :

Use mOTP {1 Enable (%) Dizable
SSL Proxy : |
S55L Application{VNC]) : W | W

falze W [

(Optional)

m *

H Apply Q Cancel

Available parameters are listed as follows:

ltem

Description

Username

Type a name for such user profile (e.g.,
LAN_User_Group_1, WLAN_User_Group_A,
WLAN_User_Group_B, etc). When a user tries to access
Internet through this router, an authentication step must be
performed first. The user has to type the Username specified
here to pass the authentication. When the user passes the
authentication, he/she can access Internet via this router.
However the accessing operation will be restricted with the
conditions configured in this user profile.

Enable This Profile

Check this box to enable such profile.

Password

Type a password for such profile (e.g., lug123,
wug123,wug456, etc). When a user tries to access Internet
through this router, an authentication step must be performed
first. The user has to type the password specified here to pass
the authentication. When the user passes the authentication,
he/she can access Internet via this router with the limitation
configured in this user profile.
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Idle Timeout (sec)

If the user is idle over the limitation of the timer, the
network connection will be stopped for such user. By
default, the Idle Timeout is set to 300 seconds.

Usage Time (min)

It means the maximum usage duration for the user. By
default, the Usage Time is 480 minutes.

System User

Choose True to allow the user accessing into WUI of
Vigor3900 via the username and password above. If you
choose False, you can set SSL for such profile.

PPTP/L2TP/PPPOE

Click Enable to make network connection through
PPTP/L2TP/PPPOE protocol for users who access into
Internet via such profile.

PPPoE Time Quota
(min)

Type a time quota for PPPoE connection.

DHCP from

Choose a LAN profile for DHCP server.

Static IP Address

Type an IP address for such user profile which accesses
Internet with PPTP/L2TP connection.

Use mOTP

Click Enable to make the authentication with mOTP
function.

mOTP PIN Code

Type the code for authentication (e.g, 1234).

mOTP secret

Use the 32 digit-secret number generated by mOTP in the

mobile phone (e.g., e759bb6f0e94c7ab4fet).

It is available when System User is set with false. The web
proxy over SSL will be applied for VPN.

SSL Proxy

To clear the selected one, click
selections.

to remove current object

SSL Application
(VNC)

It is available when System User is set with false. Choose
one of the SSL Application profiles (VNC) for applying into
this profile.

To clear the selected one, click
selections.

to remove current object

SSL Application It is available when System User is set with false. Choose

(RDP) one of the SSL Application profiles (RDP) for applying into
this profile.
To clear the selected one, click to remove current object
selections.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

Vigor3900 Series User's Guide

DrayTek 202



5. A new User Profile has been created.

User Management => User Profile

User Profile
@y add  JE Edit  [[[] Delete & Refresh
Username Enable Thi System Us Group PPTP L2TP PPPoE DHCP fronm Static IP A Use ml
1 Allen true falze Uzer Dizable Enable Dizable lan1 182.188.1... Dizable
2 Tom true falze User Enable Dizable Dizable lan1 152.165.1... Dizable
3 Data_out  true falze User Dizable Enable Dizable lan1 Enable

4.6.3 User Group

The User Group can consist of several us er profiles, which help the administrator to
manage a large number of users conveniently.

DrayTek V:'gor3900 Series Login: Admin 1
- - User Group
e — €y add Y Edi Delete M Refresh
_ Usergroup Enable This Profile Member
m_ Mo items to =how.
|
- ‘l ‘ -.lii 10 iiﬁ‘i-—
| Certificate Manag -
" bandwidth Hanagement |
| Syl ' M2 a i- =
Product Registration |T| il ] N
< N
Each item will be explained as follows:
Item Description
Add Add a new profile.
Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.
Delete Remove the selected profile.
To delete a rule, simply select the one you want to delete and
click the Delete button.
Refresh Renew current web page.

Profile Number Limit

Display the total number (200) of the object profiles to be
created.
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Item Description

Usergroup Display the name of the user group.

Enable This Profile Display the status of the profile. False means disabled; True
means enabled.

Member Display the user profiles under such group.
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How to create a new User Group Profile
1. Open User Management>>User Group.
2. Simply click the Add button.

User Management == User Group

User Group

Ty add | & Edit  [J] Delete &5 Refresh

Usergroup Enahle This Profile

Mo iterms to show.

3. The following dialog will appear.

User Group - | 2

Usergroup : Grp_marketing

W | Enable This Profile

Member: :AlenTom lw | X

H Apply -:3 Cancel

Available parameters are listed as follows:

Item Description

Usergroup Type the name of such profile.

Enable This Profile | Check this box to enable such profile.

Member Use the drop down list to check the user profile(s) under
such group.

. b4 .
To clear the selected one, click to remove current object

selections.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. A new User Group Profile has been created.
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User Management == User Group

User Group
€y ada L Edqt [f] pelete M Refresh B
Usergroup Enakle This Profile Member
1 Grp_marketing true Allen Tom

4.6.4 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

DrayTek

Auto Logout : [O1f »

General Setup
User Profile

User Group

LDAP | Active Directory

= oN [

External Devices

Product Registration

1

|~

Vigor 3900 Series

User Management >> RADIUS

13:49:18 Login: Admin

RADIUS

I:‘ Enable This Profile
Server IP Address :

Destination Port : 1812

Shared Secret :

U Apply O Cancel

Available parameters are listed as follows:

Description

Check this box to enable such profile.

Enter the IP address of RADIUS server.

Destination Port

The UDP port number that the RADIUS server is using. The
default value is 1812, based on RFC 2138.

Shared Secret

The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Refresh Renew current web page.
Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.
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4.6.5 LDAP/Active Directory

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in
TCP/IP network. It defines the methods to access distributing directory server by clients,
work on directory and share the information in the directory by clients. The LDAP standard
is established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service
without the complexity of other directory service protocols. For LDAP is defined to perform ,
inquire and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or
manage the active directory.

Py
DrayTek ; : e
r ay e Vigor3900 Series Login: Admin
User Management >> LDAP | Active Directory
Auto L it | Off ¥
o Logou LDAP / Active Directory
Quick Start Wizard - - 7
Ky Add Edit Delete 2 Refresh o
online Status Gan R m >
Profile Enable Thi: Bind Type Server IP £ Port Commeon I Base DN Group DN Regular DN Regular Pa:
I
profile false 389
- SiI
e —
i
General Setup
User Profile
User Group
RADIUS
| VPN and Remote Access |
of = P eme
|
| Ba ' Management |
| SystemTaintenance - -
Dia { |~ il
v

Available parameters are listed as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Delete Remove the selected profile.

To delete a rule, simply select the one you want to delete and
click the Delete button.

Refresh Renew current web page.

Profile

Display the name of the profile.

Enable This Profile

Display the status of the profile. False means disabled; True
means enabled.

Display the type setting selected for such profile.

Display the IP address of the LDAP server.
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Item Description

Port Display the port number set for such profile.

Common Name Display the name for identification.

Identifier

Base DN Display the configured Base DN if Bind Type is set with
Simple Mode.

Group DN Display the configured Group DN if Bind Type is set with
Simple Mode.

Regular DN Display the configured regular DN if Bind Type is set with
Regular Mode.

Regular Password Display the configured regular password if Bind Type is set
with Regular Mode.

How to create a new LDAP/Active Directory Profile
1. Open User Management>>LDAP/Active Directory.
2. Simply click the Add button.

User Management => LDAP | Active Directory

LOAP { Active Directory

3 add D& Edit [ Delete ™ Refres

Profile Enable Thi: Bind Type Server|P £ Po

iprofile falze I8¢

3. The following dialog will appear.
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LDAP | Active Directory - |

Profile :

Enable This Profile

Bind Type : EF‘.EguIﬂrMnd& \r

Server IP Address .

Port : 385

Commeon Name ldentifier . &0 (Optional]
Base DN :

Group DN : (Optional)
Regular DN : (Optional]
Reqgular Password : (Optional]

H Apply G Cancel

Available parameters are listed as follows:

Item Description

Profile Type a name for such profile.

Enable This Profile | Check this box to enable such profile.

Bind Type There are three types of bind type supported.
Regular Mode w
Simple Mode
Anonymous

Regular Mode

Simple Mode - Just simply do the bind authentication
without any search action.

Anonymous — Perform a search action first with
Anonymous account then do the bind authentication.

Regular Mode— Mostly it is the same with anonymous
mode. The different is that, the server will firstly check if
you have the search authority.

For the regular mode, you’ll need to type in the Regular DN
and Regular Password.

Server IP Address Enter the IP address of LDAP server.

Port Type a port number as the destination port for LDAP server.

Common Name Type or edit the common name identifier for the LDAP

Identifier server. The common name identifier for most LDAP server
iS ch”
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Base DN It means “Base Distinguished Name”. Type the
distinguished name used to look up entries on the LDAP

server.

Group DN It means “Group Distinguished Name”. Type the
distinguished name used to look up entries on the LDAP
server.

Regular DN Type this setting if Regular Mode is selected as Bind Type.

Regular Password Specify a password if Regular Mode is selected as Bind
Type.

Apply Click it to save the configuration.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
A new LADP/Active Directory Profile has been created.
User Management >> LDAP | Active Directory
LDAP | Active Directory

€y add Y& Edt [ Dekts &M Refresh Pre

Profile Enakxle Thi: Bind Type Server IP £ Port Common | Base DN Group DN Regular DN Regular Pa:

‘profile false 389

gr:H true Simple Mode 172.16.3.2 389 cn ou=people,... cn=rd1,ou...

DrayTek 210 Vigor3900 Series User's Guide



4.7 Application

Below shows the menu items for Applications.

Applications

ynamic DNS
GVRP

uPnP

High Availability
Wake on LAN

4.7.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN [P address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the
registered domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

DrayTek . Vigor3900 Series Login: Admin 1

Applications >> Dynamic DNS >> Status

<

Auto L it |OFf
= Status Setting

4N Refresh Auto Refresh: |10 Seconds |

||
»

Profile Status Domain Hame
ddns1 Update Success vkao-3%00.no-ip.org
ddns2 Mot Connected

Mot Connected

gl 2 Q
Ii
a o
o oo
-

Mot Connected
GVRP

ddnat Mot Connscted
UPnP

ddnsé Not Connscted

High Availabili
0 = ddns7 Not Connected

VWake on LAN
= ddns8 Not Connected
ddns§ Not Connected
ddns10 Not Connected

gy gy
A
&
6 4

External Devices

Product Registration

1]

“

|3

|~

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The router provides up to ten accounts from eight different DDNS
service providers. Basically, Vigor routers are compatible with the DDNS services supplied
by most popular DDNS service providers such as www.dyndns.org, www.no-ip.com,
www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com. You should visit
their websites to register your own domain name for the router.
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Status

This page displays the status for all the available DDNS profiles.

Applications == Dynamic DNS == Status

Status Setting

M Refresh

Profile
ddns1
ddns2
ddns3
ddns4
ddnss
ddnsé
ddns7
ddnss
ddnsg
ddns10

Auto Refresh © 10 Seconds v

Status Domain Name
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected
Mot Connected

m »

Each item will be explained as follows:

Iltem

Description

Refresh

Renew current web page.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

10 Seconds w

10 Seconds
30 Seconds
1 Minute
Di=zahle

Profile

Display the name of the DDNS.

Status

Display the connection status for the DDNS sever.

Domain Name

Display the domain name for the DDNS server.
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Setting
This page allows you to configure DDNS profiles for your request.
Applications == Dynamic DNS == Setting
Status Setting

2 Edit &M Refresh

Profile Enable This Prol WAN Profile Service Providel Service Type Domain Hame
ddns1 falze wanl dyndns Dwnammic
ddng2 falze wanl dyndns Dwnamic
ddns3 falze wanl dyndns Dwnamic
ddns4 false wani dyndns Cwnamic
ddnza falze wanl dyndns Dwnammic
ddnzi falze wanl dyndns Dwnarmic
ddns7 falze wanl dyndns Dwnamic
ddns8 false wani dyndns Cwnamic
ddns4 false wani dyndns Cwnamic
ddns10 falze wanl dyndns Dwnarmic

Each item will be explained as follows:

Item Description

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
rule.

Refresh Renew current web page.

Profile Display the name of the profile.

Enable This Profile Display the status of the profile. False means disabled; True
means enabled.

WAN Profile Display current WAN profile used by such DDNS profile.

Routing Policy Display the routing policy used by such DDNS profile.

Service Provider Display the name of service provider used by such profile.

Service Type Display the type for such profile.

Domain Name Display the domain name of such profile.

IP Source Display the interface (My WAN IP or My Internet IP)
selected by such DDNS profile

Vigor3900 Series User’s Guide 213 Dray Tek



How to edit a DDNS Profile

There are 10 sets of DDNS server offered for you to modify and configure. Please choose
any one of them and click Edit to open the following page for modification.

1. Open Applications>>Dynamic DNS and click the Setting tab.
2. Choose one of the DDNS profiles and click the Edit button.

Setting -]

Profile : ddnz1 I
[]Enable This Profile \_
VUAN Profile : wan . }
Routing Policy : zelected_wan_first w
Service Provider : |dyndns "
Service Type : Ohynamic W

Domain Hame :

User Login Name :

Password :

IP Source : My WAN IP "

Wild Card : ) Enable (%) Disable

Backup MX : () Enable (¥) Disable

Mail Extender : (Optional}

E Apply Q Cancel
T —

Available parameters are listed as follows:

Item Description

Profile Display the name of the profile.

Enable This Profile | Check this box to enable such profile.

WAN Profile Choose a WAN profile that such profile will apply to.
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Routing Policy Choose a routing policy applied to the DDNS profile.

W

elected_wan_first W

elected_wan_first
el

W o

lected_wan_onhy

Selected_wan_first — The DDNS profile will be applied to
the traffic via WAN interface first, then applied to other
interface.

Selected_wan_first — The DDNS profile will be applied to
the traffic via WAN interface only. No other interface will

be used.
Service Provider Select the service provider for the DDNS account.
Service Type Select a service type (Dynamic, Custom or Static). If you

choose Custom, you can modify the domain that is chosen in
the Domain Name field.

Cwnarmic w
Cynamic
Static
Zustaom
Domain Name Type in one domain name that you applied previously. Use

the drop down list to choose the desired domain.

User Login Name Type in the login name that you set for applying domain.

Password Type in the password that you set for applying domain.
IP Source Choose My WAN IP or My Internet IP as the source for the
DDNS profile.
Iy VAN P o
My WAN IP
ldv Internet IP
Wildcard and The Wildcard and Backup MX features are not supported for
Backup MX all Dynamic DNS providers. You could get more detailed
information from their websites.
Mail Extender Type the IP/Domain name of the mail server.
Apply Click it to save the configuration.
Cancel Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.
4.  The DDNS Profile has been modified.
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Applications = Dynamic DNS == Setting
Status Setting

J& Edt (M Refresh

Profile Enable This P WAN Profile  Routing Policy Service Provin Service Type Domain Name IP Source
ddn=1 true wani zelected_wan... dyndns Dynamic draytek Iy VAN IP
ddnz2 falze wani dyndns Dynamic

4.7.2 GVRP

This function can define the method for the changing the VLAN information among devices.
With supporting GVRP, the device can receive the VLAN information coming from other
devices.

DrayTek : V:'gor3900 Series Login: Admin :

Applications >> GVRP

Ooff v
Auto Logout GVRP

Quick Start VWizard

|

Online Status

DEnab\e This Profile

Interface : w | X

Join Time : 20 Seconds

UPnpP

High Availability

Viake on LAH

E Apply @ Cancel

£

Available parameters are listed as follows:

Item Description

Enable This Profile Check this box to enable GVRP function.

Interface Choose LAN and/or WAN profiles.
To clear the selected one, click *| to remove current object
selections.

Join Time Define the time for the system to send GVRP packet to other
device. The unit is second.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.
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4.7.3 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT
routers, the major feature of UPnP on the router is “NAT Traversal”. This enables
applications inside the firewall to automatically open the ports that they need to pass through
a router. It is more reliable than requiring a router to work out by itself which ports need to
be opened. Further, the user does not have to manually set up port mappings or a DMZ.
UPnNP is available on Windows XP and the router provide the associated support for MSN
Messenger to allow full use of the voice, video and messaging features.

~
D Tek v : —_—
rayie 1gor 3900 Series Login: Admin
Applications >> UPnP
aff i i
Auto Logout v UPnp
[#] Enable This Profile
Download : 1024 (@ Kbps () Mbps
Upload 512 ® Kbps O Mbps
Dynamic DN S External Interface : |Wwan2 »
GVRP Internal Interface : |lan1 v
e —— Mox Sossion: 500
High Availability
Viake on LAN
External Devices = 2oy @ cancel
Product Registration -
o]
< >

Available parameters are listed as follows:

Item Description
Enable This Profile

Check this box to enable UPnP function.

Download Enter the maximum sustained WAN download speed in
kilobits/second. Such information can be requested by UPnP

clients.

Upload Enter the maximum sustained WAN upload speed in
kilobits/second. Such information can be requested by UPnP
clients.

Select a WAN profile for UPnP protocol.

External Interface

Internal Interface Select a LAN profile for UPnP protocol.

Max Session Determine the maximum session number for UPnP function.
Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.

After enabling UPNP service setting, an icon of IP Broadband Connection on Router on
Windows XP/Network Connections will appear. The connection status and control status will
be able to be activated. The NAT Traversal of UPnP enables the multimedia features of your
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applications to operate. This has to manually set up port mappings or use other similar
methods. The screenshots below show examples of this facility.

Address !ﬂd Metwark Connections

“E IP Broadband Connection on Router Status E||E|

e Broadband
I\:‘I Network Tasks . Gensral |
I cl hinet
El Create a new conmection o] DI\I;Et-nnecte:I | G
?_ Setupra home or small [ WAN Miniport (PPROE) s et
office network Shatus: Connected
| Dial-up Duration: 001306
See Also Ll Speed: 100.0 Mbpz
i L) Disconnected
& Metiork Troubleshooter ) i P L
el L DrayTek 15K A e

Internet Internet Gateway My Camputer

Other Places E Internet Gateway S <
G Contrel Fanzl @ 1P Broadband Connection on ‘ i : g

IQ My Metwark Flaces _J Router

~ Enabled Packets:
L) My Documents Sent: 404 T
g My Computer Fleceived: 145 EGR

LAN or High-Speed Internet

[ Properties J[ Dizablz

i el Local Area Connection
Detail \
ol Enabled
Nebil Earaarycy T Realtek RTLE139(310% Fanilly ...
System Folder —

The UPNP facility on the router enables UPnP aware applications such as MSN Messenger to
discover what are behind a NAT router. The application will also learn the external IP
address and configure port mappings on the router. Subsequently, such a facility forwards
packets from the external ports of the router to the internal ports used by the application.

F 1 3 ETE Advanced Settings |
i | J
General | Services |
Caonnect ta the Intemet using: Select the services running on your network that Intemet users can
access.
| ‘-j IP Broadband Connection on Bouter | e 1
[ Ftp Example

manmagr (192.168.29.11:13135) 60654 UDP
msnmsgr [192.168,29.11:7824] 13251 UDP

This connection allows you to connect to the Intemet through a msnmsgr [192.168.29.11:8789) 63231 TCP

zhared connection on another computer.

Show icon in notification area when connected S e I 1
ok | [ caneel | [ ok [ cance |

The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working
properly. This is because these applications will block the accessing ability of some
network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You

should consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and hence
you need to ensure that you have applied the latest service packs and patches.

»  Non-privileged users can control some router functions, including removing and
adding port mappings.
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removed.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be

4.7.4 High Availability

The High Availability (HA) feature refers to the awareness of component failure and the
availability of backup resources. The complexity of HA is determined by the availability
needs and the tolerance of system interruptions. Systems, provides nearly full-time
availability, typically have redundant hardware and software that make the system available

despite failures.

The high availability of the V3900 Series is designed to avoid single points-of-failure. When
failures occur, the failover process moves processing performed by the failed component (the
“Master”) to the backup component (the “Slave™). This process remains system-wide
resources, recovers partial of failed transactions, and restores the system to normal within a

matter of microseconds.

Take the following picture as an example. The left V3900 Series is regarded as Master
device, the right V3900 Series is regarded as Slave device. When Master V3900 Series is
broken down, the Slave (backup) device could replace the Master role to take over all jobs as
soon as possible. However, once the original Master is working again, the Slave would be

changed to original role to stand by.

Master Router Configuration
LAMIP: 192 168.1.1
LAM MAC:00:50:7F-0A0B:01

High Availability: Enabla

Group Numbear® 1

Rola: Mastar

Wirtual IP *-182.168.1.3

Virtual MAC:D0-00-5E-00-01-01

y =223
g Slawve Router Configuration ™
192 168.1.21

LAMIP: 182 .
LAM MAC:00:50:7

F:O0A0B:02

High Availability: Enable

Group Number * 11

Role: Slave

Wirtual IP 182 168.1.3

Virtual MAG:00-00-5E-00-01-01

I\._ "

* Master and Slave have the sama group
number and virtual P

di Wirtual MAC will be generated automatically

by assigned Group Mumbear

Vigor3900 Series User's Guide
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Host Metwork Configuration
{obtaimad via DHCP cliant):

IP:182.188.1.11
Subnet Mask: 255.256 255.0
Cafault Gateway: 182.166.1.3

ARF Tabla:

192.168.1.3  00-00-5E-01-01-01
If Master Activated

192.168.1.1  00-00-5E-01-01-01
192.168.1.2 00-50-TF-0A-0B-D2
If Slave Activatad

1892.168.1.1  00-50-7F-DA-0B-O1
192.168.1.2  00-00-5E-01-01-01

219
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Host Metwork Configuration
{obtaimed via DHCP clisnt):

IP:192.168.1.12
Subnet Mask: 255,256 255.0
Cefault Gateway: 192.168.1.3

ARP Tabla:

192.168.1.1 0
192.168.1.2 00-00-5E-01-01-01
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DrGYTek . V,'gor39oo Series 14:15:27 Login: Admin

Applications >> High Availability

Auto L it: |Off v
uto Logour High Availability

[

Quick Start Wizard

Online Status

Enable This Profile

LAN Profile lan1 w

Virtual IP for Gateway : 192 ) 168 1 . 85

VHID : 1

Role Master w

€ 2dd [2] zave

Dynamic DNS Backup IP and Priority ID in This Grou 1D
GVRP Backup IP and Priority ID in This Group: | "g5 168 1 BT 5 i
UPnpP

High Availability
Wake on LAN
VPN and

(4] m ] ™

E Apply @ Cancel

[IE3

Available parameters are listed as follows:

Item Description

Enable This Profile Check this box to enable UPnP function.

LAN Profile Choose one of the LAN profiles that such function will be
applied to.

Virtual IP for Assign an IP address as a virtual IP.

Gateway

VHID It means Virtual Host ID. Type a number as VHID for such

function. VHID is used for Backup router to identify which
Master will be backed up.

Role Select a role for this device as Master or Backup.
W
Master
Backup

If you choose Master, the fields of Master IP and Priority 1D
will be hidden.

Role : Master -

€3 add [2] save

Backup IP and Priority ID in This Grou 1D

el 2

Backup IP and Priority IDin This Group : 152 152 1 -

If you choose Backup, the field of Master IP and Priority ID
will be hidden.
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Item Description

Role : {Backup w
Master IP :
Priority 1D
=]
Backup IP and Type the IP address of the peer side. It is used for identifying
Priority ID in This which Backup router will have the higher priority to back up
Group Master router.

If Master is chosen as the role for Vigor3900, please type the
LAN IP address of the backup device. If Backup is chosen as
the role of Vigor3900, please type the LAN IP address of the
master device.

ID - Type a number value here to represent the privilege of the
peer IP. The lower ID number means the higher backup

priority.

Master IP You can type several groups of Master IP (when Vigor3900
represents the Backup device).

Priority ID Type the priority ID for each master IP (when Vigor3900
represents the Backup device).

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.
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4.7.5 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake
up a specified PC through the router, he/she must type correct MAC address of the specified
PC on this web page of Wake on LAN of this router.

In addition, such PC must have installed a network card supporting WOL function. By the
way, WOL function must be set as “Enable” on the BIOS setting.

~
DrayTek ; : -
rayie Vigor 3900 Series Login: Admin
Applications >> VWake on LAN
. |Off i 1
Auta Logout: . | Wake on LAN
S : .
Note: Wake on LAN integrates with Bind IP to MAC function, only binded PCs can wak
e
Dynamic DNS
GVRP
UPnP
High Availability
Wake on LAN
| VPN and Remote Access |
o= = P eme
]
| Bz th Management |
| System Maintenance |
| Wake By : (%) IP Address () Mac Address  IP Address : v
External Devices - —
Product Registration | = |l B, X
-
< »

Available parameters are listed as follows:

Item Description

Configure Bind IP to Click it to open the setting page of Bind IP to MAC.

MAC

Wake by Two types provide for you to wake up the binded IP. If you

choose Wake by MAC Address, you have to type the correct
MAC address of the host in MAC Address boxes. If you
choose Wake by IP Address, you have to choose the correct
IP address.

IP Address The IP addresses that have been configured in
Firewall>>Bind IP to MAC will be shown in this drop
down list. Choose the IP address from the drop down list that
you want to wake up.

MAC Address Type any one of the MAC address of the binded PCs.

Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.

Delete Click this button to remove all the settings.
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4.8 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses
links across shared or public networks like the Internet. In short, by VPN technology, you
can send data between two computers across a shared or public network in a manner that
emulates the properties of a point-to-point private link.

Below shows the menu items for VPN and Remote Access.

VPN and Remote Access

VPN Client Wizard

VPN Server Wizard

Remote Access Control

PPP General Setup

IPSec General Setup

VPN Profiles

VPN TRUNK Management

Connection Management

4.8.1 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial out connection step by step.

VPN and Remote Access

Auto Logout : |Off v Step 1

Type

@ PPTP

O IPsec

WPH Settings Via: (&) Select From Current Settings (O) Create New VPN Profile

Profile

VPN Client Wizard | 102820
VPHN Server Wizard

Remote Access Control

PPP General Setup

IPSec General Setup

VPH Profiles

VPH TRUNK Management

Connection Management

Management

~ Status

enable

Bandwidth nag'e ment

System Maintenance

DF'GYTEk V"gor3900 Series 14:17:50 Login: Admin =3 Y

b Next

@ Cancel

|

|
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How to create LAN-to-LAN profile for VPN client (dial-out)
1.  Open VPN and Remote Access >> VPN Client Wizard.
2. The following dialog will appear.

VPN and Remote Access
Step 1

Type @ PPTP O IPSec

VPN Settings Via . (3) Select From Current Settings () Create New VPN Profile

Profile Status

Mo iterns to show.

B Mext &3 cancel
Available parameters are listed as follows:
Item Description
Type Specify which protocol (PPTP or 1PSec) will be used for

such VPN profile.

VPN Settings Via Select From Current Settings — Current VPN LAN to LAN
profiles will be listed below such setting. Choose the one
you need.

Create New VPN Profile — It allows you to create a new
VPN LAN to LAN profile. Simply type the name in the field
of Profile Name. The field of Profile Name is available only
when you click this setting.
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3. Specify the type. Click Create New VPN Profile and type the name of the profile.

Then, click Next.

VPN and Remote Access
Step 1

Type : & PPTP

(O IPSec

VPN Settings Via : () Select From Current Settings (3) Create New VPN Profile

Profile Name : VEMN_CLI_1

4. If you choose PPTP as the Type, you will get the following screen:

VPH and Remote Access

Step 2

Profile :

Enable This Profile

B Mext

WPN_CLI_1

Always On (=) Enable () Disable
Server IP Address 172 16 1 10
PPTP User Hame : pitp_user (Optional 1
PPTF Password : Ll L]
Local IP /Subnet Mask : 192 183 3 55 |2552552550 E|

G 2ad [ save

IP Subnet Mask

172 [ 3 95 255.255.255.0 » ﬂ‘]]
Remote IP [ Subnet Mask

?{ Previous &

Available parameters are listed as follows:

@ cancel

g Finizh 0 Cancel

ltem

Description

Profile

Display the name of the VPN profile.
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Enable This Profile

Check this box to enable such profile.

Always On

Click Enable to make router always keeping connection.

Idle Timeout

When Always On is disabled, you have to type the value for
terminating the network connection.

Server IP/Host

Type the IP address or host name of PPTP server.

PPTP User Name

Type a user name for authentication in PPTP connection.

PPTP Password

Type a password for authentication in PPTP connection.

Local IP/Subnet
Mask

Type the IP address and subnet mask of local host.

Remote IP/Subnet
Mask

Type the LAN IP address and LAN subnet mask for the
remote host.

Route/NAT Mode

Specify the purpose for such profile.

HAT w

Routs

HAT

If you choose IPSec as the Type, you will get the following screen:

VPH and Remote Access

Step 2

Auth Type

Certificate :
Preshared Key :
Security Protocol :

WAH Profile :

Local IP [ Subnet Mask

Local Hext Hop

Remaote Host :

Remote IP / Subnet Mask

WPN_CLI_1

PSHK »
Mone w
ESP »
want v
192 168 1 ] 2552552550 %)
o o a o
] ] 1} ]

o o o o 299255255255 w

A

2 add [ save

P Subnet Mask

Mo tems to show.

Available parameters

W Previous I m Finizh \3 Cancel

are listed as follows:

Item Description

Profile Display the name of the VPN profile.

Enable This Profile | Check this box to enable such profile.

Auth Type The authentication to be used by Pre-Shared Key or RSA

Signature. Choose PSK or RSA for such profile.

226 Vigor3900 Series User's Guide



Certificate Choose a local certificate from the drop down list.

Preshared Key Type a pre-shared key for authentication if PSK is selected
as Auth Type.

Security Protocol Choose ESP to specify the IPSec protocol for the
Encapsulating Security Payload protocol. The data will be
encrypted and authenticated. Choose AH to specify the
IPSec protocol for the Authentication Header protocol. The
data will be authenticated but not be encrypted.

WAN Profile Choose a WAN profile to be used by such profile.

Local IP/Subnet Type the IP address and subnet mask of local host.

Mask

Local Next Hop Specify the gateway for WAN interface. Usually, use the
default setting (leave it in blank).

Remote Host Type the WAN IP address for the remote host.

Remote IP / Subnet | Type the LAN IP address and LAN subnet mask for the

Mask remote host.

More Remote Add more remote subnet in this field if required.

Subnet

Local GRE IP The virtual IP address of the router, specified for this tunnel.

Remote GRE IP The virtual IP address of the remote client, specified for this
tunnel.

5. Fill in the required information on this page and click Finish. A new profile has been
created.

VPH and Remote Access

Step 1

Type : (@ PPTP (IPSec

VPH Settings Via : (%) Select From Current Settings () Create Hew VPH Profile

Profile Status
SPM_CLI enahle

) | K Next | @ QCanceI
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4.8.2 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial in connection step by step.

DrGYTek : Vigor3900 Series 14:23:28 Login: Admin

VPN and Remote Access

Step 1

Auto Logout : v

™

Type: @ PPTP O IPSec

VPH Settings Via @ Select From Current Settings O Create New VPN Profile

Profile Status

;
VPH Client Wizard
o tems o shov.

VPH Server Wizard

Remoie Access Control

PPP General Setup

IPSec General Setup

VPN Profiles

VPN TRUNK Management

Connection Management

|
?I:e:eﬂde a=£ @Canoe\

External Device:

<

How to create LAN-to-LAN profile for VPN server
1. Open VPN and Remote Access >> VPN Server Wizard.

2. The following dialog will appear.

VPN and Remote Access
Step 1 Step 2 Step 3

Tvpe : @ PPTP IPSec
VPN Settings \ia . () Select From Current Settings  (5) Create New VPN Profile

Profile Name : WPMN_Ser_1|

Previous | B MNext Finish | &3 Cancel

Available parameters are listed as follows:

Item Description
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Type Specify which protocol (PPTP or 1PSec) will be used for
such VPN profile.

VPN Settings Via Select From Current Settings - Current VPN LAN to LAN
profiles will be listed below such setting. Choose the one
you need.

Create New VPN Profile — It allows you to create a new
VPN LAN to LAN profile. Simply type the name in the field
of Profile Name. The field of Profile Name is available only
when you click this setting.

Profile Name Type a new name for such profile.

3. Click Create New VPN Profile and type the name of the profile. Click Next to get the
following page. Note that such page will be skipped if you choose IPSec as the Type in

Step 1.
VPN and Remote Access
Step 2
Authenticate Protocol : CHAP ~
User Authentication Type : |Local -
LAN Profile : lan1 w

W Previous K> Next R &9 cancel

Available parameters are listed as follows:

Item Description

Enable This Profile | Check this box to enable such profile.

Authentication The router will authenticate the dial-in user with the protocol
Protocol selected here.

WS- CHAP-vZ2 w

PAP
CHAP

MS- CHAP
MS- CHAP-2

PAP - It means the router will attempt to authenticate dial-in
users with the PAP protocol.

CHAP - It means the router will attempt to authenticate
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dial-in users with the CHAP protocol.

User Authentication
Type

Set user authentication to Local, RADIUS or LDAP server.

LDAP "
Local

RADIS

LDAP

LAN Profile

Choose a LAN profile for PPTP Server if Local is selected
as user authentication type.

Fill in the required information on this page and click Next to go to next page.

VPN and Remote Access

Profile :

#|Enakle This Profile

PPTP User Name :

Local IP/ Subnet Mask :

Remote IP | Subnet Mask :

Step 3

WPN_Sery_1

Tom w

182 168 1 45 255.255.255.0 v

182 168 2 5 255.255.255.0 v

W Previouz B [ Finen &3 cancel

Available parameters are listed as follows:

ltem

Description

Profile

Display the name of the profile.

Enable This Profile

Check this box to enable such profile.

PPTP User Name

Choose a user for authentication in PPTP connection.

Such profile shall be created in User Management>>User
Profile previously. Otherwise, there are no selections
displayed here.

Local IP / Subnet
Mask

Type the IP address and subnet mask of local host.

Remote IP / Subnet
Mask

Type the LAN IP address and LAN subnet mask for the
remote host.
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If you choose IPSec as the Type in Step 1, you will get the following page:

VPN and Remote Access

Profile :

Enabkle This Profile
Auth Type :
Certificate :
Preshared Key :
Security Protocol

VAN Profile :

Local IP { Subnet Mask :

Local Next Hop :

Remote Host:

Remote IP / Subnet Mask :

WPN_Ser_1

PSK

None

255.285.255.0

255.2550.205.255

€3 add [S] save

=3 Suhnat Mask

% Previous ! LY H Finish Q Cancel

Available parameters are listed as follows:

Item Description

Profile Display the name of the profile.

Enable This Profile | Check this box to enable such profile.

Auth Type The authentication to be used by Pre-Shared Key or RSA
Signature. Choose PSK or RSA for such profile.

Certificate Choose a local certificate from the drop down list.

Preshared Key

Type a pre-shared key for authentication if PSK is selected
as Auth Type.

Security Protocol

Choose ESP to specify the IPSec protocol for the
Encapsulating Security Payload protocol. The data will be
encrypted and authenticated. Choose AH to specify the
IPSec protocol for the Authentication Header protocol. The
data will be authenticated but not be encrypted.

WAN Profile

Choose a WAN profile to be used by such profile.

Local IP / Subnet
Mask

Type the IP address and subnet mask of local host.

Local Next Hop

Specify the gateway for WAN interface. Usually, use the
default setting (leave it in blank).

Remote Host

Type the WAN IP address for the remote host.

Remote IP / Subnet
Mask

Type the LAN IP address and LAN subnet mask for the
remote host.

More Remote
Subnet

You can configure more remote subnet to be applied in the

VPN server profile.
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Add — Click it to add a new IP address with subnet mask.

Save — Click it to save the settings.

Local GRE IP

The virtual IP address of the router, specified for this tunnel.

Remote GRE IP

The virtual IP address of the remote client, specified for this

tunnel.

Fill in the required information on this page and click Finish. A pop-up window will

appear.

VPN and Remote Access

Step 3
Security Protocol ; ESP
VAN Profile : wanl
Local IF [ Subnet Mask : g2 8 1
Local Next Hop : 0 ] 0
Confirm
@ Dizplay VPN Status?
0K Cancel

255.255.255.0

pEE,

k
TIOTe RETIIOW JURCL . ”0 I‘lEmE 10 EhD'-'.'.
Local GREIP - i | (optionan
Remote GRE IP: J-I.IL-\ {Opticnal)
N Previous K = & cancel
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6.  After clicking OK, the new added VPN server profile will be displayed on the screen.

VPN and Remote Access
Step 1

Type : = PPTP (OIPSec

VPN Settings Via © (&) Select From Current Settings (") Create New VPN Profile

Profile Status
WPMN_Ser_1 enahle

B MNext @ cancel
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4.8.3 Remote Access Control

Enable the necessary VPN service as you need. In default, PPTP VPN Service and L2TP
VPN Service is enabled. If you intend to run a VPN server inside your LAN, you should
disable the VPN service of Vigor Router to allow VPN tunnel pass through.

DrayTek

Quick Start Wizard

K

Online Status

WAN

LAN

NAT

Firewall
Objects Setting

User Management

Applications

VPN and Remote Access
VPN Client Wizard

PPP General Setup

VPN Server Wizard

IPSec General Setup

VPN Profiles

VPN TRUNK Management

Connection Management

Certificate Management
SSL VPN

7.Vr'gor3900 Series

VPN and Remote Access >> Remote Access Control

17:00:32

| Remote Access Control |

Enable PPTP VPN Service
Enable L2TP VPN Service

IPSec Service () Disable () L2TP over IPsec (&) D

Login: Admin

g Apply @ Cancel

4.8.4 PPP General Setup

Remote users can connect to the site, host, server and etc. via VPN connection built between
the router and the users by authentication procedure.

PPTP
This page display current status for VPN tunnel built with PPTP protocol.

DrayTek

Quick Start Wizard

[

Online Status

WAN

LAN

NAT

Firewall
Objects Setting

User Management

Applications

VPN and Remote Access

VPN Client Wizard

VPN Server Wizard

Remote Access Control

PPP General Setup
IPSec General Setup

VPN Profiles

L3

VPN TRUNK Management

©

_.V:'gor3900 Series

VPN and Remote Access >> PPP General Setup => PPTP

17:02:59

Authenticate Protocol

MPPE Encryption

LDAP profiles :

LAN Profile :

Login: Admin

Certificate Management

SSL VPN

E Apply @ Cancel

Available parameters are listed as follows:

ltem

Description

DrayTek
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Authenticate Protocol

The router will authenticate the dial-in user with the protocol
selected here.

MS- CHAP-v2 v
PAP

CHAP

MS- CHAP

MS- CHAP-v2

PAP - It means the router will attempt to authenticate dial-in
users with the PAP protocol.

CHAP - It means the router will attempt to authenticate
dial-in users with the CHAP protocol.

MPPE Encryption

Specify one of the encryptions for such server. It is available
only when MS-CHAP or MS-CHAP_V2 is selected.

128-hit w

4011 28-hit
1 28-hit
Disahle

User Authentication
Type

Set user authentication to Local server or RADIUS server.

Local W

Laocal
RADILIS

LDAP profiles

Choose a LDAP profile for PPTP Server if LDAP is selected
as user authentication type.

. b 4 .
To clear the selected one, click to remove current object
selections.

LAN Profile Choose a LAN profile for PPTP Server if Local is selected
as user authentication type.
Apply Click it to save the configuration.
Cancel Click it to discard the settings configured in this page.
L2TP

This page display current status for VPN tunnel built with L2TP protocol.
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Auto Logout : [Off v

Quick Start Wizard

Online Status

TR E
7 a
m

VPN Client Wizard

VPN Server Wizard

Remote Access Control

PPP General Setup

IPSec General Setup

VPN Profiles

VPN TRUNK Management

Connection Management

|

2 2 |
Vlgor3900 Series 17:05:24 Login: Admin
VPH and Remote Access >> PPP General Setup >> L2TP
PFTF L2TP
Authenticate Protocol : PAP v
User Authentication Type : LDAP W
LDAP profiles : irdt fv|x
LAN Profile lan1 v

E Apply Q Cancel

Available parameters are listed as follows:

Description

The router will authenticate the dial-in user with the protocol
selected here.

CHAP v
PAP

CHAP

PAP - It means the router will attempt to authenticate dial-in
users with the PAP protocol.

CHAP - It means the router will attempt to authenticate
dial-in users with the CHAP protocol.

User Authentication
Type

Set user authentication to Local server or RADIUS server.

Laocal w

Local
RADILS

Choose a LDAP profile for PPTP Server if LDAP is selected
as user authentication type.

. 5 .
To clear the selected one, click to remove current object

selections.

LAN Profile Choose a LAN profile for L2TP Server if Local is selected as
user authentication type.

Apply Click it to save the configuration and exit the dialog.

Cancel Click it to discard the settings configured in this page.
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4.8.5 IPSec General Setup

The IPSec services can provide access control, connectionless integrity, data origin
authentication, rejection of replayed packets that is a form of partial sequence integrity, and
confidentiality by encryption. These objectives are met through the use of two traffic
security protocols, the Authentication Header (AH) and the Encapsulating Security Payload
(ESP), and through the use of cryptographic key management procedures and protocols.

Dray Tek Vigor3900 Series Login: Admin ¥

VPN and Remote Access »> IPSec General Setup

. |Off v
o e IPSec General Setup

Quick Start Vizard

Online Status
Preshared Key : ---|

VAN Profile : wan1 LA RS
DHCP LAN Profile lan1 LV
IKE Port : 500
HAT-T Port: 4500

IPSec MSS: 1360

GRE over IPSec MSS: 1380

5 r
I
m

VPH Client Wizard
VPN Server Wizard
Remote Access Conirol

PPP General Setup

IPSec General Setup
VPH Profiles
VPN TRUNK Management

Connection Management

H Apply Q Cancel

Available parameters are listed as follows:

Item Description

Preshared Key Specify a key for IKE authentication
Confirm Pre-Shared Key- Retype the characters to confirm
the pre-shared key.

WAN Profile Choose a WAN interface profile to be used.

- b4
To clear the selected one, click to remove current
profile selections.

DHCP LAN Profile Choose one of the LAN profiles for VPN.

IKE Port Type the UDP port number for Internet Key Exchange (IKE)
traffic to the VPN server.

NAT-Port Type the UDP port number for IPSec network address
translator traversal (NAT-T) traffic.

IPSec MSS Type the port number for IPSec MSS.

GRE over IPSec MSS Type the port number for GRE over IPSec MSS.

Apply Click it to save the configuration.

Cancel Click it to discard the settings configured in this page.

Vigor3900 Series User’s Guide 237 Dray Tek



4.8.6 VPN Profiles

The router allows you to create VPN profiles via the protocol of IPSec or PPTP (dial-in or
dial-out).

The router supports up to 500 VPN tunnels simultaneously. The following figure shows the
summary table.

~
DrayTek Vigor3900 Series Login: Admin
VPN and Remote Access >> VPN Profiles
Auto Logout: O > [ewpromer |
Quick Start Wizard ' : — - -
Onling Status [y add & eat [ Delete &M Refresh (81 IPSec () PPTP Dial-Out () PPTP Dial-in Fliz bz e
Profile Enable This Profile Local IP/ Subnet Mask Remote IP/ Subnet Me More Remote Subnet
128 falze 182.168.138.0/24 182.168.128.0/24
39 true 152.168.138.0/24 192.168.38.0¢24
timz2g30 true 192.168.139.0/24 192.168.82.0/24
39_1 true 152 168.139.0/24 152 168.39.0/24
2850 true 182.168.138.0/24 182.168.128.0/24
franksh true 152.168.138.0/24 0.0.0.0/22
201 true 192.168.139.0/24 192.168.11.0/24
VPN Client Wizard 2G50WANT true 152 168.1.0/24
VPN Server Wizard 2950WANZ true 182.188.1.0/2¢
Remote Access Control
PPP General Setup
IPSec General Setup
VPN TRUNK Management
Connection Management 1 m
= v
< |

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

IPSec Display the LAN to LAN profile with IPSec policy.

PPTP Dial-out Display the LAN to LAN profile with PPTP Dial-out policy.

PPTP Dial-in Display the LAN to LAN profile with PPTP Dial-in policy.

Profile Number Limit Display the total number (500) of the object profiles to be
created.

Profile Display the name of LAN to LAN profile.

Enable Display the status of the profile. False means disabled; True
means enabled.

WAN Profile Display the WAN interface selected for the profile.

Dray Tek 238 Vigor3900 Series User's Guide



Local IP / Subnet Mask | Display the LAN IP address with subnet mask of this profile.

Remote Host Display the name of the remote host of this profile.

Remote IP / Subnet Display the WAN IP address with subnet mask of this

Mask profile.

More Remote Subnet Display other LAN IP addresses with subnet mask which can

be used of this profile.

How to create an IPSec VPN profile

The IPSec services can provide access control, connectionless integrity, data origin
authentication, rejection of replayed packets that is a form of partial sequence integrity, and
confidentiality by encryption. These objectives are met through the use of two traffic
security protocols, the Authentication Header (AH) and the Encapsulating Security Payload
(ESP), and through the use of cryptographic key management procedures and protocols.

1.  Open VPN and Remote Access >> LAN to LAN.
2. Simply click the Add button.

VPN and Remote Access >> VPN Profiles

VPH Profiles
3 Add | & Edit [[) Delete D Refresh @ IPSec O P

Profile Enable This Profile Local IP / Subnet Mask

3. The following dialog will appear. Click the Basic tab to configure the settings.
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DrayTek

IPSec

Profile

v | Enabkxle This Profile

LZL-1

Type (®) IPSec () PPTP Dial-Out () PPTP Dial-in
Basic Advanced GRE Fropozal
P
Always On: () Enable (%) Disable

For Remote Dial-In User . () Enable (%) Disable

VAN Profile :

Local IP/ Subnet :

Local Next Hop :

Remote Host:

wan v | (&) Default WAN IP () WAN Alias IP

255.255.255. v

0.0.0.0

m »

E Apphy \3 Cancel

Available parameters are listed as follows:

ltem

Description

Profile

Type the name of the profile.

Enable This Profile

Check this box to enable this profile.

Type

There are three types offered here for you to choose. Please
choose IPSec for this case.

Basic

Always On — Click Enable to make router always keeping
connection.

For Remote Dial-In User- Click Enable to allow the
connection via IPSec remote dial-in host.

WAN Profile- Choose a wan profile to be used by such
profile.

Local IP/Subnet - Type the IP address and subnet mask of
local host.

Local Next Hop - Specify the gateway for WAN interface.
Usually, use the default setting (leave it in blank).

Remote Host - Type the WAN IP address for the remote
host.

Auth Type - The authentication to be used by Pre-Shared
Key or RSA Signature. Choose PSK or RSA for such
profile.

Security Protocol — Choose ESP to specify the IPSec
protocol for the Encapsulating Security Payload protocol.
The data will be encrypted and authenticated. Choose AH to
specify the IPSec protocol for the Authentication Header
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protocol. The data will be authenticated but not be
encrypted.

Remote IP / Subnet Mask - Type the LAN IP address and
LAN subnet mask for the remote host.

More Remote Subnet — Add more remote subnet in this
field if required.

4.  After filling the required information for Basic, click the Advanced tab to open the
following page.

IPSec -

Profile : LZ2L-1

V| Enalkrle This Profile

Type (®)IPSec () PPTP Dial-Out () PPTP Dial-In
Bazic Advanced GRE Propozal
-
Aggressive Mode (%) Enable () Disable
Local Peer D : (Optiznal 1
Remote Peer ID : (Optional
Phase1 Key Life Time : 28800
Phase Key Life Time : 3600

Perfect Forward Secrecy Status : C' Enable '@' Dizable

H Apply -.3 Cancel

Dead Peer Detection Status : (%) Enable () Disable

Available parameters are listed as follows:

Item Description

Aggressive Mode Enable — Click it to enable Aggressive Mode.
Disable — Click it to disable Aggressive Mode.

Local Peer ID Type the ID for Vigor3900 which can be configured by the
remote end.
Remote Peer ID Peer ID is on behalf of the IP address while identity

authenticating with remote VPN server. The length of the ID
is limited to 47 characters.

Phase 1 Key Life The rekey-renegotiated period of the IKE Phasel keying
Time channel of a connection. The acceptable range is from 5 to
480 minutes (8 hours).

Phase 2 Key Life The rekey-renegotiated period of the IKE Phase 2 keying
Time channel of a connection. The acceptable range is from 5 to
480 minutes (8 hours).

Perfect Forward Enables the PFS function. A new Diffie-Hellman Key
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Secrecy Status Exchange is included every time an encryption and/or
authentication key are computed on PFS.

Dead Peer Enable — Click it to enable DPD. When there is no traffic
Detection Status through the IPSec tunnel, both server and the client will send
the DPD packet to each other to ensure the IPSec tunnel
connection is active still.

Disable — Click it to disable DPD.

DPD Delay The keep-alive timer. A Hello message will be emitted
periodically when a tunnel is idle. Use the value O to disable
this function. The recommended value is 30 seconds if
enabled.

DPD Timeout The timeout timer. The peer will be declared dead once no
acknowledge message is received after timeout value. Use
the value O to disable this function. The recommended value
is 120 seconds if enabled.

5. After filling the required information for Advanced, click the GRE tab to open the
following page.

IPSec -

Profile L2l

v | Enakle This Profile

Type : (*)IPSec () PPTP Dial-Out () PPTP Dialdn
Bazic Advanced GRE Propozal
1
Enable GRE Function : (%) Enable () Disable
Local GRE IP : 152 188 1 88 ™ | (optiona
Remote GREIP 132 1628 1 s | (Optional

Auto Generate GRE Key : () Enable (%) Disable
GRE In Key : (Optional

GRE Qut Key : (Optional

U Apply Q Cancel

Available parameters are listed as follows:

Item Description

Enable GRE Check the box to enable the function.

Function

Local GRE IP The virtual IP address of the router, specified for this tunnel.

Remote GRE IP The virtual IP address of the remote client, specified for this
tunnel.

Auto Generate Click Enable to generate the GRE key by the system

GRE Key automatically.
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If you click Disable, you need to type GRE key manually.

GRE In Key

Type the hexadecimal number as GRE In Key. This value is
used for the router to authenticate the source of the packet.
The length is 4 bytes

GRE Out Key

Type the hexadecimal number as GRE Out Key. This value
is used for the remote client to authenticate the source of the
packet. The length is 4 bytes.

After filling the required information for GRE, click the Proposal tab to open the

following page.

| IPSec

Profile :

!
| 7|Enable This Profile
i
|

_XL

L2L1

Type : = IPSec () PPTP Dial-Cat 7 PPTP Dial-n i
1
Basic Advanced GRE Proposal
IKE Phase 1 Propoesal [[Mal-Cut] - DES_1 w
IKE Phase 1 Authentication [Dial-Owt] ;. |ALL w
IKE Phase2 Propoesal [[Mal-Cat] - ADES _with_auth ¥
IKE Phase2 Authentication [Dial-Onn] ;. ALL w
Accepted Proposal [Dial-In] acceptall w

B apply @3 Cancel

Available parameters are listed as follows:

ltem

Description

IKE Phasel
Proposal (Dial-Out)

Propose the local available authentication schemes and
encryption algorithms to the VPN peers, and get its feedback
to find a match.

IKE Phasel Propose the local available algorithms to the VPN peers, and
Authentication get its feedback to find a match.

(Dial-Out)

IKE Phase2 Propose the local available authentication schemes and

Proposal (Dial-Out)

encryption algorithms to the VPN peers, and get its feedback
to find a match.

IKE Phase2
Authentication
(Dial-Out)

Propose the local available algorithms to the VPN peers, and
get its feedback to find a match.

Accepted Proposal

For the dial-in VPN user, please specify the limitation of the
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(Dial-In)

proposal.

Accept all supported proposal (acceptall) - When the VPN
tunnel is established, all the proposals supported by this
device will be accepted and applied.

Only accept proposal listed above (acceptabove) - When
the VPN tunnel is established, only the selected proposal will
be accepted and applied by this device.

Apply

Click it to save the configuration.

Cancel

Click it to exit the page without saving configuration.

Enter all the settings and click Apply.

A new IPSec LAN-to-LAN profile has been created.

VPN and Remote Access > VPN Profiles

VPH Profiles

€y add & Edit [ Detete

M Refresh

(3) IPSec () PPTP Dial-Out () PPTP Dial-

Profile Enabkle VAN Profile Local IP / Subm Remote Host  Remote IP
1 WPN_CLL1 falze wani 192.1868.1.0424  0.0.0.0 0.0.0.0/32
2 WPN_Serv_1 falze wani 192.168.1.0024  0.0.0.0 0.0.0.0/32

LaL 1 trus wani 182.168.1.0/24 0.0.0.0 0.0.0.0/32

How to create a PPTP Dial-Out LAN to LAN profile

Below will guide you to create a PPTP dial-out profile for VPN connection:
Open VPN and Remote Access >> VPN Profiles.

Simply click the Add button.

1.
2.

DrayTek

VPN and Remote Access >> VPN Profiles

VPN Profiles

€y Add | D& Edit

Profile

ﬂ-]i Delete

Enable This Profile

H Refrezsh (&) IPSec (P

Local IP / Subnet Mask
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3. The following dialog will appear.

PPTP Dial-Out - X

i Profile PTP_out_1

+ | Enable This Profile

Type () IPSec () PPTP Dial-Out () PPTP Dial-In
PPTP
-

Always On : {1Enable () Disable

Idle Timeout (sec) : 300 {Qptiona 3
Server IPiHost Name : 172.16.3.250

PPTP User Name : pptptest (Optiona

PPTP Password : meemmw

Local IP/ Subnet Mask 192 168 1 54 255.255.255. v

1 m 1]

H Apply @ Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable This Profile | Check this box to enable this profile.

Type There are three types offered here for you to choose. Please
choose PPTP Dial-Out for this case.

PPTP Always On - Click Enable to make the profile being always
on.

Idle Timeout (sec) - If the user is idle over the limitation of
the timer, the network connection will be stopped for such
user. By default, the Idle Timeout is set to 300 seconds.

Server IP/Host Name - Type the IP address or the host
name of PPTP server.

PPTP User Name - Type a user name for authentication in
PPTP connection.

PPTP Password - Type a password for authentication in
PPTP connection.

Local IP/Subnet Mask - Type the IP address and subnet
mask of local host.

Remote IP / Subnet Mask - Type the LAN IP address and
LAN subnet mask for the remote host.

Route / NAT Mode - Specify the purpose for such profile.
NAT .

Routs

HAT
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Apply Click it to save the configuration.

Cancel Click it to exit the page without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new PPTP Dial-Out profile has been created.

VPN and Remote Access >> VPN Profiles

VPH Profiles
©3 add  J& Edgit [ Delete D Refresh () IPSec (3) PPTP Dic

Profile Enable This Profile PPTP User Hame Local |

(=)
[ %]
==
(3]
0

EF"F‘_:: ut_1 true ppiptest 1

How to create a PPTP Dial-In LAN to LAN profile

Below will guide you to create a PPTP dial-in profile for VPN connection:
1. Open VPN and Remote Access >>VPN Profiles.

2. Simply click the Add button.

VPN and Remote Access >> VPN Profiles

VPN Profiles
3 Add | & Edit [[) Delete D Refresh @ IPSec O P
Profile Enable This Profile Local IP / Subnet Mask

246 Vigor3900 Series User's Guide

DrayTek



3. The following dialog will appear.

PPTP Dial-In =11 §

Profile : FTR_In_1

v |Enable This Profile

.

Type () IPSec () PPTP Dial-Out (%) PPTP Dial-In

Set PPTP Dial-In For User Profie

PPTP
PRTP User NHame ; Efrank‘.‘;ang w
Local IP / Subnet Mask : 0 ) 0 . 0 . 0 255.255.255.0 W
Remote IP i Subnet Mask: 0 _ 0 _ 0 _ 0 255.255.255.0 v
| H Apphy Q Cancel
Available parameters are listed as follows:
Item Description
Profile Display the name of the profile.
Enable This Profile | Check this box to enable this profile.
Type There are three types offered here for you to choose. Please
choose PPTP Dial-In for this case.
Set PPTP Dial-In Click it to create a new user profile or to modify an existing
For User Profile profile.
User Profile -|X
€ add & edt [ Delete & Refresh Profile Nu
Username Enable Thi System Us Group PPTP L21p DHCP from Static IP At Use mOTP

No tems to show.

1 m >

See the explanation later.

PPTP User Name Choose a PPTP user profile for authentication in PPTP
connection.

Such profile shall be created in User Management>>User
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Profile previously. Otherwise, there are no selections
displayed here.

Local IP/Subnet
Mask

Type the IP address and subnet mask of local host.

Remote IP / Subnet | Type the LAN IP address and LAN subnet mask for the

Mask remote host.
Apply Click it to save the configuration.
Cancel Click it to exit the page without saving the configuration.

Enter all the settings and click Apply.
A new PPTP Dial-In profile has been created.

VPN and Remote Access => VPN Profiles

VPN Profiles

£ Add
Profile

PTP_In_1

& gt [) Delete &M Refresh () IPSec () PPTP Dial-Out (3)

Enable This Profile PPTP User Name Local IP/ Subnet

true frankwang 0.0.0.0/24

Set PPTP Dial-In For User Profile

To set PPTP Dial-In connection, you have to create PPTP user profiles previously in User
Management>>User Profile, or click Set PPTP Dial-In For User Profile in this page to
configure a new one for choosing for authentication in PPTP connection.

Below shows the window of Set PPTP Dial-In For User Profile. For the configuration and
detailed information, simply refer to 4.6.2 User Profile.

DrayTek
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User Profile -8
€y aod JE edit  [[[] Delte 4™ Refresh

Usernam Enabkle Tl System | Groupg PPTP L2TP PPPoE CHCP fro Static IP. Use mOTP

Allen true falze User Dizable  Enable Dizable  lan1 152 188.... Dizable

Tom true falze U=zer Enatle Dizable  Dizable lant 182.165. ... Dizable

Data_out true falze User Dizabls Enable Dizabls  lan1 Enabls

L] m | 0]
e —

4.8.7 VPN Trunk Management

VPN Load Balance Mechanism can set multiple VPN tunnels for using as traffic load
balance tunnel. It can assist users to do effective load sharing for multiple VPN tunnels
according to real line bandwidth. Moreover, it offers three types of algorithms for load
balancing and binding tunnel policy mechanism to let the administrator manage the network
more flexibly.

>

DrGYTek V,‘gor39oo Series 17:04:53 Login: Admin =

VPN and Remote Access >> VPN TRUNK Management >> Load Balance Rule

off = Y
e Load Balance Rule | Load Balance Pool |

Quick Start Wizard

I

Add Edt  [[]] Delete &% Refresh |
Online Status &) A 5

WAN Profile Enable Thi Protocol  Source IP. Source Ma Destinatiol Destinatior Destinatiol Destinatior Load Balar

e————— :
LAN to29_vinc... true ALL 182.188.1... 255.255, 182.188.3... 255.255. to38gre

|
NAT

Firewa

(]jecls Setting
———————————————
User Management

Appicatiuns
VPN = Remote Access

VPN Client Wizard

VPH Server Wizard

Remote Access Control

PPP General Setup -

IPSec General Setup

VPH Profiles

VPN TRUNK Management
Connection Management
i

i E
STy

< | &

Load Balance Rule

To build VPN load balance connection with other router, you can define the load balance
rule in this page.
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VPN and Remote Access >> VPN TRUNK Management >> Load Balance Rule

Load Balance Rule | Load Balance Pool

V& Edt  [ff] Delete

Enable Thi Protocol

€3 Add 45 Refresh

Profile Source P, Source Ma Destination Destinatior Destinatiol Destinatior Load Balar

1039_vinc... true ALL 192.168.1... 255.255.2... 192.168.3... 255.205.2... to39gre

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Profile Number Limit

Display the total number (128) of the profiles to be created.

Profile

Display the name of the profile.

Enable This Profile

Display the status of the profile. False means disabled; True
means enabled.

Protocol

Display the protocol configured by such profile.

Source IP Address

Display the source IP address specified for this profile.

Source Mask

Display the subnet mask address specified for the source IP
of this entry.

Destination IP Address

Display the destination IP address specified for this entry.

Destination Mask

Display the subnet mask address specified for the destination
IP of this entry.

DrayTek
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Destination Port Start Display the start point specified in the Dest Port Range for

this entry.

Destination Port End Display the end point specified in the Dest Port Range for
this entry.

Load Balance Pool Display the selection of load balance pool.

How to add a Load Balance Rule profile

1.  Open VPN and Remote Access >>VPN TRUNK Management and click the Load
Balance Rule tab.

2. Simply click the Add button.
VPN and Remote Access == VPN TRUNK Managel

Load Balance Rule | Load Balance Fool

Ty add | £ Edit [J]) Delete &5 F

Profile Enable T Protocol Source IF Sourc

Mo
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3. The following dialog will appear.

Load Balance Rule || 3

Profile : LB_rule_1

[¥] Enable This Profile

Protocol : ALL o
o - . - )
Source IP Address : 192 168 1 43 (Optional
Source Mask 235.255.255. » | (Optional
— T 53 ag e nti
Destination IP Address ;. 182 168 1 a9 (Optional
Destination Mask : 250.255.255. w | (Optional

Load Balance Pool Etc?EgrE w

H Apphy @ Cancel

Available parameters are listed as follows:

Item Description
Profile Type the name of the profile.
Enable This Profile | Check this box to enable such profile.
Protocol Choose the protocol for such profile.

TCRUDP w

ALL

TCP

uppP

TCR/UDP

ICHMP

FTP

TFTR

HTTP

SMTP

POP3

Source IP Address | Type the source IP address specified for this profile.

Source Mask Type the subnet mask address specified for the source IP.

Destination IP Type the destination IP address specified for this entry.

Address

Destination Mask Type the subnet mask address specified for the destination
IP.

Destination Port Type the start point.

Start

Destination Port Type the end point.

End
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Load Balance Pool | Use the drop down list to choose one profile configured in
load balance pool. Then, such rule will be applied by the

pool.
Apply Click it to save the configuration.
Cancel Click it to exit the page without saving the configuration.

4.  Enter all the settings and click Apply.

5. Anew profile has been created.

VPN and Remote Access == VPN TRUNK Management == Load Balance Fule

Laoad Balance Rule | Load Balance Paoal

T3 add € Edit  [] Delete &5 Refrash
Profile Enable Thit Protocol  Source IP | Source Ma Destination Destinat
LB _rule_1 true TCRUJDP 1921681, 25525528 19216810 255,254,

Load Balance Pool
This page allows the user to integrate several VPN IPSec profiles as a pool profile for VPN
Load Balance.

VPN and Remote Access == VPN TRUNK Management == Load Balance Pool

Load Balance Rule | Load Balance Pool

3 Aadd 3£ Edit  [[]] Delete ¢S Refresh
Profile Interface

Mo items to show.

m

Each item will be explained as follows:

Item Description
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Add Add a new profile.

Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.
Profile Display the name of the profile.
Interface Display the name of the Load Balance profile grouped under

such pool profile.

How to add a Load Balance Pool Profile

1.  Open VPN and Remote Access >>VPN TRUNK Management and click the Load
Balance Pool tab.

2. Simply click the Add button.

IEI Al Relliioile ACLESS < VEN TRUNP Vidlidaygeine

Load Balance Rule | Load Balance Pool

T3 Add | 2 Edit  [[]] Delete &% Refi

Profile

o

3. The following dialog will appear. Type the name of the profile (e.g., LB_Pool_1,
within 10 characters including digit, letter, and underline) under the Mode tab.

Load Balance Pool

Mode Load Balance

Profile : LB_Pool_1

B 2oply (3 cancel
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4. Click the Load Balance tab to open the following dialog.

'. Load Balance Pool

Mode Load Balance
Interface : |L2ZL_1 w | X
L2L_1

! H Apphy @ Cancel

If there is no selection for Interface option, please go to VPN and Remote
Access>>LAN to LAN to create a new IPSec LAN to LAN profile with enabled GRE

setting. Then, return to this page to specify the Interface option.

5. Enter all the settings and click Apply.
6. A new profile has been created.

WIET dliU el Hvle ALLeSS <= VEI RO Icliaygel el == Ldgdl Dadldiice Fudl

Load Balance Rule | Load Balance Pool

T3 add & Edit [[]] Delete 5 Refresh
Profile Interface

LB_Faoaol_1

Refer to Chapter 3, How to Configure VPN Load Balance between Vigor3900 and Other
Router for getting more detailed information about Load Balance application.
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4.8.8 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Disconnect button.

-~
- )
Dray T‘ek Vigor3900 Series 10:11:01 Login: Admin
VPN and Remote Access >> Connection Management
. |Off
STCCIDi e Connection Management
Quick Start Wizard
. v| €3 )
s Profiles : $> Connect (& IPSec (OPPTP M Refresh
VPN Type Remote |IP Virtual Netwo Up Time RXi{Packets) TX(Packets) Disconnect
e
It — Ho items to show
e —
e
e
: 8 8 - =
VPN Client Wizard
VPH Server Wizard
Remote Access Control
PPP General Setup
IPSec General Setup
VPN Profiles
VPH TRUNK Management
Connection Management
~ Certificate Ma ement | | |
e ———
~ Ba th Manageme: L
br]

Each item will be explained as follows:

Item Description

Profile This filed displays the profile configured in LAN-to-LAN
(with Index number and VPN Server IP address). The VPN
connection built by General Mode does not support VPN
backup function.

Connect Click this button to execute dial out function.

IPSec Click it to perform IPSec VPN connection.

PPTP Click it to perform PPTP VPN connection.

Refresh Renew current web page.

VPN Display the name of VPN profile.

Type Display the connection type (PPTP or IPSec) for such VPN
profile.

Remote IP Display the remote IP configure by VPN profile.

Virtual Network Display the virtual network established by such VPN profile.

Up Time Display the connection time of this VPN tunnel.

RX (Packets) Display the total received packets through this VPN.

TX (Packets) Display the total transmitted packets through this VPN.

Disconnect Terminate the VPN connection.
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4.9 Certificate Management

A digital certificate works as an electronic ID, which is issued by a certification authority
(CA). It contains information such as your name, a serial number, expiration dates etc., and
the digital signature of the certificate-issuing authority so that a recipient can verify that the
certificate is real. Here Vigor router support digital certificates conforming to standard
X.500.

Any entity wants to utilize digital certificates should first request a certificate issued by a CA
server. It should also retrieve certificates of other trusted CA servers so it can authenticate
the peer with certificates issued by those trusted CA servers.

Here you can generate and manage the local digital certificates, and set trusted CA
certificates. Remember to adjust the time of Vigor router before using the certificate so that
you can get the correct valid period of certificate.

Below shows the menu items for Certificate Management.

Certificate Management

Local Certificate
Trusted CA Certificate
Remote Certificate

Local certificate is created by the end user and must be signed by a trusted CA center.
Vigor3900 can serve as a trusted CA and is called with “Root CA”. Therefore, any user can
ask for certificate signed by Vigor3900.

When Vigor3900 serves as a Root CA, it can sign the certificates coming from the users.
First, building a Root CA for Vigor3900 by clicking Trusted CA Certificate. Later,
certificate coming from other users can be uploaded to Root CA (Vigor3900) and be signed
by Vigor3900.
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4 .9.1 Local Certificate

This page allows users to generate certificate based on different work requests. Local
certificate can be signed by itself or signed by a root CA (e.g., root CA on Vigor3900).

DrayTek

" = J- 20
f = =
o | 0 X
gy © 2
A ull g G
T 7@ o
= -
- B e
f
S

Local Certificate

Trusted CA Certificate

Remote Certificate

External Devices

Product Registration

3

. - - o -
Vigor3900 Series Login: Admin
Certificate Management >> Lozal Certificate
Auts Logout | ELiin T 1
el = Local Certificate
Quick Start Wizard [ = —
Uplosd Delste Downlosd Generste
Online Status & el iy i had
Select File : e

|*

Hame Subject Issuer Status Valid from Valid to

Each item will be explained as follows:

Item Description

Upload Allow you to upload current configuration to the host as a
CA certificate.

Delete Remove the selected item of Trusted CA listed below.

Download Allow you to download an existing CA certificate to the
router.

Generate Open another web page for generating the local certificate.

Select File Use the Browse.. button to specify a file to be used as trusted
CA certificate.

Name Display the name of trusted CA built.

Subject Display the subject of the trusted CA built.

Issuer Display the issuer of the trusted CA built.

Status Display the status of the trusted CA built.

Valid From Display the starting point of the valid time of trusted CA.

Valid To Display the end point of the valid time of trusted CA.
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How to build a local certificate
1.  Open Certificate Management>> Local Certificate.

2. Simply click the Generate button.

Certificate Management >> Local Certificate

[* Uplcad [[[] Delete @ Download £} Generate

Select File : Browse...

Hame Subject Issuer Status

Nz itemns to show.

3. The following dialog will appear.

e ————

Local Certificate — 1
Certificate Name : Local_CA [
1D Type : P e
1D Value :
Organization Unit: 0T l_
Crganization : DrayTek
Locality(City):  HS
State/Province : Taiwan

Common Hame: 0OT_Licenze

Email Address ; zervice@draytek.com

Key Size : 1024 w
Country : ™

self Sign () Enable (%) Disable
Passphrase :

E Apphy @ Cancel

Available parameters are listed as follows:

Item Description

Certificate Name Type the name of the local certificate.
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DrayTek

ID Type

The ID type for such certificate. There are four types:
Domain Name: Certificated by domain name.

IP: Certificated by IP address.

Email: Certificated by email address.

None: Do not enter an ID value.

Maone w

Mone
Cromain_Mame
IP

Ermail

LITATTER

ID Value

The ID value is determined by the ID Type selected for such
certificate.

For example, if you choose Domain_Name as the ID Type,
please type the domain name in this field.

Organization Unit

Type a description for the organization unit.

Organization

Type the name of the organization.

Locality (City)

Type the name of the city for such certificate.

State/Province

Type the name of the state /province for such certificate.

Common Name

Type the common name for such certificate.

Email Address

Type the e-mail address for such certificate.

Key Size Choose one of the key sizes for such certificate.

Country Type the name of the country that such certificate located.

Self Sign Click Enable to enable the self sign function. If the
certificated has been signed by it self, it can not be approved
or signed by other Root CA server any more.

Click Disable to disable the self sign function. A certificate
without self sign can be approved or signed by a Root CA
server, e.g., Vigor3900.

Passphase Such string will be used for confirmation while signing
remote CA. It is similar to a password but generally it is
longer for security.

Apply Click it to create a new local certificate based on the
configuration here.

Cancel Click it to exit the web page without saving the

configuration.

Enter all the settings and click Apply.

A new generated Local Certificate has been created.
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Certificate Management »>= Local Certificate
Local Certificate

f’l Ugload m Delete i Download £} Generste

Select File : Browse...
Name Subject Issuer Status Valid from Valid to
Locsl_CA DT_Llo=nse Reguesting

4.9.2 Trusted Certificate
This page allows you to build a RootCA certificate for Vigor3900.

RootCA can be deleted but not edited. If you want to modify the settings for a RootCA,
please delete the one and create another one by clicking Build RootCA.

|

DrayTek . Vfgor3900 Series Login: Admin

Certificate Management => Trusted CA

: |EMin
Auts Logout v M rmeea o
Guick Start Wizard .

P [® uolcse  [[[] D=tet= @ Downlosd % Build RestCA
nline Status

LA Select File : Browse...
]
]
Name Subject Issuer Status Valid from Valid to

e
| ObjectsSetting | RootCA TW W RootCA Jul 26 04:04:39 201 _ Jul 24 04:04:39 202

Local Certificate

Trusted CA Cerfificate

Remote Certificate
I

External Devices

Product Registration

£

Each item will be explained as follows:

Item Description

Upload Allow you to upload current configuration to the host as a
CA certificate.

Delete Remove the selected item of trusted CA listed below.

Download Allow you to download an existing trusted CA certificate to
the router.

Build RootCA Allow to create a new CA certificate as Root CA.

Select File Use the Browse.. button to specify a file to be used as trusted
CA certificate.

Name Display the name of trusted certificate built.

Subject Display the subject of trusted certificate built.

Issuer Display the issuer of trusted certificate built.

Status Display the status of trusted certificate built.
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Valid From Display the starting point of the valid time of trusted
certificate.

Valid To Display the end point of the valid time of trusted certificate.

How to build a trusted CA certificate
1.  Open Certificate Management>>Trusted CA Certificate.
2. Simply click the Build RootCA button.

Certificate Management >> Trusted CA

[’_ Upload [ﬂ] Delste i Download #* Build RootCA

Select File : Browse.
Hame Subject Issuer Status Va
RootCA W TW RootCA Jul

3. The following dialog will appear.
| Trusted CA — = |3

Certificate Name : RootCA
Organization Unit @ DT

i
| Organization : DrayTek
Locality{City) : HS
StateProvince : Taiwan

Common Hame @ CA_license

Email Adidress : service@draytek.com

‘ Hey Size 1024 w
Country : T
Passphrase : 123

M apply (3 Cancel

Available parameters are listed as follows:

Item Description

Certificate Name Display the name of the trusted CA certificate.

Organization Unit | Type a description for the organization unit.

Organization Type the name of the organization.
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Locality (City) Type the name of the city for such certificate.

State/Province Type the name of the state / province for such certificate.

Common Name Type the common name for such certificate.

Email Address Type the e-mail address for such certificate.

Key Size Choose one of the key sizes for such certificate.

Country Type the name of the country that such certificate located.

Passphase Type the string for the new certificate.

Apply Click it to create a new local certificate based on the
configuration here.

Cancel Click it to exit the web page without saving the
configuration.

4.  Enter all the settings and click Apply.
A new RootCA Certificate has been created.

Certificate Management => Trusted CA

L" Upload [ﬂ] Czlst= ® Download .. Build RootCA
Select File : Browse...

Name Subject Issuer Status Valid frem Valid te

RootCA ™ TW RootCA Jul 26 04:04:28 201, Jul 24 04:04:20 202
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4.9.3 Remote Certificate

Vigor3900, as a Root CA, can sign any certificate coming from end users locally or remotely.
The selected user-defined certificate must be uploaded to Root CA. Also, the processing
result will be displayed on this page.

D

>

;

ray Tek Vl'gor3900 Series 13:45:01 Login: Admin

Certificate Management >> Remote Certificate

Auto L it | Off
uto Legoul b Remote Certificate

Quick Start Wizard

FEa—— [® Uclosd [} Delete @ Downlosd  # Sign
nline Status

Select File k- -

Name Subject Status

2850 W oK

Local Certificate

Trusted CA Certificate

Remote Cerfificate

5L VP

External Devices

Product Registration

£

Each item will be explained as follows:

Item Description

Upload Allow you to upload current configuration to the host as a
remote certificate.

Delete Remove the selected item of remote certificate listed below.

Download Allow you to download an existing certificate to the router.

Selected File Use the Browse.. button to specify a file to be used as trusted
CA certificate.

Name Display the name of remote certificate built.

Subject Display the subject of remote certificate built.

Status Display the status of remote certificate built.
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4.10 SSL VPN

An SSL VPN (Secure Sockets Layer virtual private network) is a form of VPN that can be
used with a standard Web browser.

There are two benefits that SSL VPN provides:

» Itis not necessary for users to preinstall VPN client software for executing SSL VPN
connection.

»  There are little restrictions for the data encrypted through SSL VPN in comparing with
traditional VPN.

S5L YPN

SSL Web Proxy
SSL Application
Online User Status

4.10.1 SSL Web Proxy
SSL Web Proxy will allow the remote users to access the internal web sites over

| DrayTek ; : -
| & e V:gor3900 Series Login: Admin
N >> el TOX)
Auto Logout = | Off v
Quick Start Wizard - — —
2 Add Edit Delets Y Refresh rofile Mum
Cnline Status © K st [ oel=z 65 Rsfs
Cwan HRt HostIP Address
e swm hitp://swm. draytek.com 172.18.2.12
e
SsLVE

SSL Web Proxy

S5L Application

Cnline User Status

External Devices

Produst Registration =] L}

£

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
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To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (10) of the profiles to be created.

Profile Display the name of the profile that you create.
URL Display the URL.
Host IP Address Display the IP address for the Host.

How to create a new SSL Web Proxy
1.  Open SSL VPN>> SSL Web Proxy.
2. Simply click the Add button.

S5L VPN == S5L Web Proxy

SSL Web Proxy
Ty add | & Edit  [J]) Delete &5 Refresh
Profile URL

3. The following dialog will appear.

SSL Web Proxy -3
Profile : S5L_WP_1
URL : vy draytek. com
Host IP Address ;. 172 _ 16 _ 3 _ e

M apply (I Cancel

Available parameters are listed as follows:

Item Description
Profile Type name of the profile.
URL Type the address (function variation or IP address) or path of

the proxy server.

Host IP Address If you type function variation as URL, you have to type
corresponding IP address in this filed. Such field must match
with URL setting.

4.  Enter all the settings and click Apply.
5. A new SSL Web Proxy profile has been created.
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S5L VPN == S5L Web Proxy

SSL Web Proxy

Ty Add € Edit  [JJ] Delete &% Refresh

Praofile URL Host IP Addre
S5L_WP_1 ity draytek com 17216.3.849

4.10.2 SSL Application

It provides a secure and flexible solution for network resources, including VNC (Virtual
Network Computer) /RDP (Remote Desktop Protocol) /SAMBA, to any remote user with
access to Internet and a web browser.

VNC
VNC stands for Virtual Network Computing. It allows you to access and control a remote
PC through VNC protocol.
| Dr GYTek Vfgor3900 Series 14:08:35 Login: Admin
Aute Logout : | Off v — sor
Quick Start Wizard
p— €3 acd  JK Eait [} Delste M Refissh FiEilE
\ Profile IP Address Port Scaling
_ 192.168.129.10 §800 100%
_ vnc_pc 182 1688 13912 5800 100%
-]
o sstve.
S5L Uieb Proxy
55L Application
Online User Status
| Dregneshes E
Product Registration [ m Y
Each item will be explained as follows:
Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.
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Refresh

Renew current web page.

Profile Number Limit

Display the total number (10) of the profiles to be created.

Profile Display the name of the profile that you create.
IP Address Display the IP address for this protocol.

Port Display the port used for this protocol.
Scaling Display the percentage for such application.

How to create a new SSL Application with VNC protocol
1.  Open SSL VPN>> SSL Application and click the VNC tab.
2. Simply click the Add button.

SS5L VPN == SSL Application == WNC

VNC RDP
Ty Add | € Edit  [f]) Delete & Ref
Profile IP Address
Mo ite
3. The following dialog will appear.
VHC B
Profile : WHC_1
IP Address : 122 . 188 1 Ts
Paort 5200
Scaling : 100% e
ﬂ Apply -,3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile that you create.

IP Address Type the IP address for this protocol.

Port Specify the port used for this protocol. The default setting is
5900.

Scaling Chose the percentage (100%, 80%, 60) for such application.

4.  Enter all the settings and click Apply.
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5. Anew SSL Application profile has been created.

SS5L VPN == SSL Application == VNC
WHNC ROP

Ty add & Edit [l Delete &5 Refresh

Profile IP Address Port Scaling
WHC_1 192.168.1.36 5900 100%

RDP

RDP stands for Remote Desktop Protocol. It allows you to access and control a remote PC
through RDP protocol.

| Dray Tek Vl.gor3900 Series Login: Admin

§5L VPN »= 55L Application »= RDP

Auta Logeut : | Off v

. B
Quick Start Vizard - . ot
e— €y Add DK Edit ] Delete &M Refresh RO

Profile IP Address Port Screen Size

T 182.188.138.10 2389 Fullsreen

- |

[ == ________________|

| VPNand Remote Access

" Certificate Management

SSL Web Proxy

Online User Status

External Devices

Product Registration [ m

£

Each item will be explained as follows:

Item Description
Add Add a new profile.
Edit Modify the selected profile.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.

To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Profile Number Limit Display the total number (10) of the profiles to be created.

Profile Display the name of the profile that you create.
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IP Address Display the IP address for this protocol.

Port Display the port used for this protocol.

Screen Size Display the screen size for such application.

How to create a new SSL Application with RDP protocol
1. Open SSL VPN>> SSL Application and click the RDP tab.
2. Simply click the Add button.

35L VPN == 551 Application == RIDF

WG RDP
Ty Add | £ Edit  [J]) Delete &5 Refrest
Profile IP Address F
Mo iterms
3. The following dialog will appear.
RDP —I%)
Profile : ROP_1
IP Address : 192 1688 1 |57
Port : 33849
Screen Size ;. Fullscreen W

M Apply Q3 Cancel

T

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile that you create.
IP Address Type the IP address for this protocol.

Port Specify the port used for this protocol.
Screen Size Chose the screen size for such application.
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Fullzcreen

Fullzcresn
1920x1440
15920x1200
1500x1200
1440x500
1280x1024
1280x768
1152864
1024x763
1024800
200x600
G40x430

4.  Enter all the settings and click Apply.
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5. Anew SSL Application profile has been created.

SSL VPN == S5L Application == RDP

YN RDP
Ty add € Edit  [] Delete &5 Refresh

Profile IP Address Port

ROP_1 192.168.1.57 4388

4.10.3 Online User Status

If you have finished the configuration of SSL Web Proxy (server), users can find out
corresponding settings when they access into DrayTek SSL VPN portal interface.

DrayTek

Auto Logeut : | Off v

Guick Start Wizard

Online Status

e —
e ——

| VPNand Remote Access |
Certificate Manageme:
el

S5L Web Proxy

55L Application

Online User Status

External Devices

Product Registration

Vigor 3900 Series

S§5L VPN >> SSL VPN Status

141759

Login: Admin

Auto Refresh - |10 S=conds v

45 Refrssh

User Hame Remote P Time out

vivian 182.188.128.10 0

£

Each item will be explained as follows:

ltem

Description

Refresh

Renew current web page.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.

User Name Display current user who visit SSL VPN server.
Remote IP Display the IP address for the host.
Time out Display the time remaining for logging out.
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4.11 Bandwidth Management

Below shows the menu items for Bandwidth Management.

Ingoming Class
Incoming Filter
Cutgoing Class
Cutgoing Filter
Sessions Limit

Bandwvridth Limit

The QoS (Quality of Service) guaranteed technology in the Vigor router allows the network
administrator to monitor, analyze, and allocate bandwidth for various types of network
traffic in real-time and/or for business-critical traffic. Thus, timing-sensitive applications will
not be impacted by web surfing traffic or other non-critical applications, such as file transfer.
Without QoS-guaranteed control, there would be virtually no way to prioritize users/services
or guarantee allocation of finite bandwidth resources to network or servers for supporting
timing-sensitive and mission-critical network applications, such as VVolP (Voice over IP) and
online gaming applications.

Differentiated quality of service is therefore one of the most important issues over the
Internet infrastructure. In Vigor router, DSCP (Differentiated Service Code Point) support is
also taken into consideration in the design of the QoS-guaranteed control module.

The QoS function handles incoming and outgoing classes independently. Users can
configure incoming or outgoing separately without any impact on the other.
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4.11.1 Incoming Class

Incoming Class Setup allows you to configure bandwidth percentage for data and voice
signals transmission. Click the Bandwidth Management option and choose Incoming
Class.

Total Rate Control
This page can set the total rate of incoming data for the QoS policer.

| DrayTek

Auto Logout - |Dff v

V.l.gor3900 Series 14:20:12 Login: Admin

g Class »= Total Rate Control

| Total Rate Contrel | Class Rat= Contral

Quick Start Wizard |4

Online Status
Mode : () Enable (&) Disable

Rate o @ Kbps O Mbps

B
e
B
i
| ObfectsSetting |
Loommmssaen

ey
| VPNandRemote Access |

VAl |
LA |
N 1
Objects Setting |
User Managemen! 1

Incoming Class

Incoming Filter

Cutgeing Class

Cutgeing Filter

Sessions Limit

Bandwidth Limit
= Acely

Cancel

Available parameters are listed as follows:

Item Description

Mode Click Enable to enable such function.

Rate Type the number as the total transmission rate for the
incoming data.

Refresh Renew current web page.

Apply Click it to save the configuration.
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Class Rate Control

This page allows you to edit the incoming class rate for the QoS policer.

| DrayTek

Auto Logout : | Off v

Guick Start Wizard

Cnline Status

LA

14

Dbjects Setting
SSL WP

Certificate Management

Incoming Class

Incoming Filter

Outgoing Class

Outgoing Filter

Sessions Limit

Bandwidth Limit

Total Rate Control ||

-

Vigor3900 Series

& Edit M Refresh
Go$ Policer
incoming_class0

incoming_cless1

Bandwidth Management =* Incoming Class =» Class Rate Control

Mode
Disable

Dizsols

Login: Admin

£

Each item will be explained as follows:

Item Description

Edit Modify the selected policy.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
policy.

Refresh Renew current web page.

QoS Policer Display the name of the QoS Policer.

Mode Display the status of QoS Policer.

Rate Display the rate of QoS Policer.
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How to edit the incoming class rate for the QoS policer

1.  Open Bandwidth Management>> Incoming Class and click the Class Rate Control
tab.

2. Choose one of the incoming class rates and click the Edit button.

Bandwidth Management == Incoming Class == Class Rate Control

Total Rate Control | Class Rate Control

J£ Edit &5 Refresh

oS Policer Moile
incoming_classo Disable
incaming_classi Disahle

3. The following dialog will appear.

i Class Rate Control =¥

oS Policer @ incoming_class
Mode (" Enable () Disable

Fate : 15

M apply (9 Cancel

Available parameters are listed as follows:

Item Description

QoS Policer Display the name of the incoming class profile.

Mode Click Enable to invoke such incoming class profile.

Rate Type the number of rate for such profile.

Apply Click it to save the configuration and exit the page.
Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
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5. The QoS Policer profile has been modified.

Bandwidth Management == Incoming Class == Class Rate Comirol

Total Rate Caontrol

2 Edit

CloS Policer

incoming_class0O

Class Rate Control
W Refresh
Muode
Dizable
Enahle

incoming_classi

4.11.2 Incoming Filter

Rate

15

There are 30 filter rules for incoming data that can be configured in such page.

DrayTek

Auto Logout - |0FF o

Quick Start Wizard
Online Status

i[I'
ad =1 {2

§ 3 ¢

2 &

] =

o 1 .

] B

Incoming Class

Incoming Filter

Outgoing Class

Outgoing Filter

Sessions Limit

Bandwidth Limit

g
oy =
' EHE
N o
i!
i ENE
‘ -
1

Bandwidth Ma

Filter Rul

"Vigor3900 Series

nagement >> Filter Rule

e

YL Edit  GY Refresh

Filter Rule
fiter_rule_0
fitter_rule_1
fitter_rule_2
fitter_rule_3
fitter_rule_4
fiter_rule_S
fitter_rule_6
filter_rule_7
fitter_rule_8

fitter_rule_8

Hame

fitter_rule_10

fiter_rule_11

fitter_rule_12

fitter_rule_13

fitter_rule_14

fitter_rule_15

fitter_rule_16

fitter_rule_17

Policer
no_rate_control
no_rate_control
no_rate_control
no_rate_control
no_rate_control
no_rate_control
no_rate_control
no_rate_control
no_rate_control
no_rate_control
no_rate_control
no_rate_control
no_rate_control
no_rate_control
no_rate_control
no_rate_control
no_rate_control

no_rate_control

Drop
Dizable
Dizable
Dizable
Dizable
Dizable
Dizable
Dizable
Disable
Dizable
Dizable
Dizable
Dizable
Disable
Dizatble
Disable
Dizable
Dizable

Disable

Login: Admin

Reserved

Dizable
Dizable
Dizable
Dizable
Dizable
Dizable
Dizable
Disable
Dizable
Dizable
Dizable
Dizable
Disable
Dizakble
Disable
Dizable
Dizable

Disable

3

4

Each item will be explained as follows:

ltem

Description

Edit

Modify the selected policy.

To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected

policy.

Refresh

Renew current web page.

Filter Rule

Display the name of the filter rule.

Display the simple description for the filter rule.

Display the name of filter Policer.

Display the status for the packet to be discarded or not.

Reserved

Display the status for the packet to be kept in the buffer or
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not.

How to edit the incoming filter for the QoS policer

1.
2.

3.

DrayTek

Open Bandwidth Management>> Incoming Filter.

Choose one of the filter rules and click the Edit button.

Bandwidth Management == Filter Rule

Filter Rule

#£ Edit| &5 Refresh

Filter Rule

filter_rule_0
filter_rule_1
filter_rule_2

filter_rule_3

Policer

no_rate_caontrol
no_rate_cantrol
hao_rate_cantrol

no_rate_caontrol

The following dialog will appear.

l Filter Rule
|
Filter Rule : filter_rule_0
Palicer : no_rate control
Cirep : {:}Enable {Z}Diﬁable
Reserved : ) Enable &) Disable
| IP Protocol : None
| Source I[P Address : a 0 a
I
Source IP Address Mask : 0 ] a

Source Port Enable :

() Enable (5} Disable

Source Port Start : a

Source Port End : J

Destination IP Address : a a J
Destination IP Address Mask : 0 o4 o1
Destination port Enable : {7 Enable (%) Disable
Destination Port Start a

Destination Port End : a

278

Drop

Disable
Disahle
Disable
Disable

U Apply @ Cancel :i:
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Available parameters are listed as follows:

Item Description

Filter Rule Display the profile name of the filter rule.

Name Give a brief explanation for the filter rule.

Policer Choose the QoS Policer profile to apply to such filter rule.
no_rate_cantrol ¥

no_tate_cantrol
incoming_class0
incoming_classl

Drop Choose Enable to discard the packets which satisfy the
condition of the filter rule.

Reserved Choose Enable to keep the packets which satisfy the
condition of the filter rule, even the system is busy.

When both Drop and Reserved are set to Enable, the
priority of Drop is higher than Reserved.

IP Protocol Choose a protocol for such filter rule.

MHaone w

Mone
[TMP
[GMP
TCP
IIDP

Source IP Address | Type the source IP address for such incoming filter rule.

Source IP Address | Type the mask address for the source IP address.
Mask

Source Port Enable | Choose Enable to restrict the source port value.

Source Port Start Type the starting port number (0 - 65535) in the range of the
source port.

Source Port End Type the ending port number (0 - 65535) in the range of the
source port.

Destination IP Type the destination IP address for such incoming filter rule.
Address

Destination IP Type the mask address for the destination IP address.
Address Mask

Destination port Choose Enable to restrict the destination port value.

Enable

Destination Port Type the starting port number (0 - 65535) in the range of the
Start destination port.

Destination Port Type the ending port number (0 - 65535) in the range of the
End destination port.
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Apply Click it to save the configuration and exit the page.

Cancel Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.
5. The incoming filter rule for QoS Policer has been modified.

Bandwidth Management >> Filter Rule

Filter Rule
J& Edt M Refrssh
Filter Rule Name Policer Drop Reserved
fiter_rule_0 no_rate_contrel Dizakle Dizakle -
fitter_rule_1 Apply_to_MKT no_rats_control Dizable Dizable
fitter_rule_2 no_rate_control Dizable Dizable
fiter_rule_3 no_rate_control Dizakle Dizakle

4.11.3 Outgoing Class

Outgoing Class Setup allows you to configure bandwidth percentage for data and voice
signals transmission. Click the Bandwidth Management option and choose Incoming
Class.

Total Rate Control

This page can set the total rate of outgoing data for the QoS policer.

DrayTek

Auto Logout : |Off v

Quick Start Wizard

Online Status

Incoming Class

Incoming Filter

Outgoing Class

Outgoing Filter

Sessions Limit

Bandwridth Limit

| System Maintena

<

B3

Login: Admin

Vigor3900 Series

Bandwidth Management >> Outgoing Class >> Total Rate Control

Total Rate Control | Class Rate Control

Status () Enable () Disable

Rate : 0 (%) Kbps ) Mbps

E Apply @ Cancel

[<

-

Available parameters are listed as follows:

Item Description
Status Click Enable to enable such function.
Rate Type the rate for outgoing data. The range can be set from

64000 to 10000000.

DrayTek
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Apply

Click it to save the configuration and exit the page.

Cancel

Click it to discard the settings configured in this page.

Class Rate Control

This page allows you to edit the outgoing class rate for different QoS policer.

DrayTek

Auto Logout : |Off w

Quick 5tart Wizard

Online Siatus

i —
i —

Incoming Class

Incoming Filter

Outgoing Class

Outgoing Filter —

Sessions Limit

Bandwidth Limit

<

"Vigor3900 Series

Total Rats Control | Class Rate Control

Queue T:Highest priority queue (Guaranteed)
Status : (O Enable (%) Disable

Rate : ]

Queue G:Higher priority queue
Status () Enable (%) Disable

Rate : 0

Queue 1~5:Up to total rate but no guarantees
Status : () Enable (%) Disable

Rate : ]

Queue 1-5 weight
Queue 5 Vieight : o
Queue 4 Vieight : 0

Queue 3 Veight: 0

Bandwidth Management >> Outgoing Class >> Class Rate Control

(&) Kbps () Mbps

(%) Kbps () Mbps

(%) Kbps () Mbps

>

Login: Admin

<

Available parameters are listed as follows:

Item Description
Status Click Enable to enable such function.
Rate Type the limitation for the rate of queue. Click the unit for

such rate.

Queue 1- 5 Weight

across all queues.0.

from 0 to 1000000.

There are several available outgoing queues, four shapers at
varying levels, and five data queues with weights. All queues
in the data group to be initialized with weights of zero,
resulting in a strict service to completion (STC) mechanism

Value of Weight - Type the weight of queues in bytes, range
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4.11.4 Outgoing Filter

There are 30 filter rules for outgoing data that can be configured in such page.

DrayTek

Auto Logout : |Off w

Incoming Class
Incoming Filter
Outgoing Class
Outgoing Filter

Sessions Limit

Bandwidth Limit

External Devices

Product Registration

|~

Login: Admin

Vigor 3900 Series

Bandwidth Management >> Outgoing Filter

Qutgoing Filter

¥ Edit

Enable This Source IP Destination Service Typ Match Type DSCP TOS

€y Acd [ Delete &M Refresh () Rename
Profile Queue Humb

Ho items to show.

m

Each item will be explained as follows:

Item Description

Add Add a new filter profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of the profile for the filter.

Display the status of the profile. False means disabled; True
means enabled.

Source IP

Display the source IP address for the filter.

Destination IP

Display the destination IP address for the filter.

Service Type Display the service type (e.g., IKE, HTTP, AUTH and etc)
for the filter.

Match Type Display the match type (e.g., TOS or DSCP) for the filter.

DSCP Display the setting of DSCP.
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TOS Display the setting of TOS.

Queue Number Display the queue number that such filter is categorized.
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How to add an outgoing filter profile.
1.  Open Bandwidth Management>> Outgoing Filter.
2. Simply click the Add button.

Bandwidth Management =* Cutgoing Filter

€y add DK Edit [[]] Delete &M Refresh (P Rens:
Profile Enable This Profile  Source IP Dre
Mo items 1
3. The following dialog will appear.
{ Profile - ||
q
Profile : Cut_filt_1
[/ Enable This Profile
Source P : IP_okject_1 w E:}
Destination IP ;. |Marksting e E:}
service Type : |FTF w E:}
Match Type : bDsCpP v
DSCP : IP precedence 7 a
Queue Number : |0 [Best-Effor] v
[=] 2oty @3 cancel
Available parameters are listed as follows:
Item Description
Profile Type the name of the filter profile.
Enable This Profile | Check this box to enable such profile.
Source IP Type the source IP address with subnet mask value to be
applied for this filter.
Destination IP Type the destination IP address with subnet mask value to be
applied for this filter.
Service Type Choose one of the service types from the drop downr]jst. If

you want to create a new service type, simply click 5 to
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open the following dialog.

Profile =|[%] B
Profile : far_out_filter
Protocol : TCR »

Source Port Start : 1
Source Port End : 65535
Destination Port Start : 1

Destination Port End : 65535

Cy*add (D cancel

Profile — type a new name for such service type.

Protocol —There are two options: TCP, UDP and
TCP/UDP. Select the protocol that you want to use.

Source Port Start /End - Type the start /end number for the
port range of the source port for such filter.

Destination Port Start / End - Type the start /end number
for the port range of the destination port for such filter.

Match Type

Use the drop down list to specify a suitable match type.

DSCP W
MNenes

DSCP

TOS

DSCP

It is available when DSCP is selected as the Match type.

Al Aeldas SR
AF Clags2 [Low Drop]
AF ClagsZ [Medium Drop]
AF Clazz2 [High Drop]

AF Clazz3 [Low Drop]
AF Clazs3 [Medium Drop]
AF Clazz3 [High Drop]
AF Clazz4 [Low Drog]
AF Class4 [Mediym Dropl 1=
DECP: IP precedence ¥ W

TOS

It is available when TOS is selected as the Match type.

TOS - Idaximize-Reliability w

Minimize-Delay
IMaximize-Throughput
Idaximize-Reliability
Minimize-Cost
Mormalk-Service

Queue Number

Choose a queue number to category the packets matching
with the condition configured as above. Queue 7 is the
highest; O is the lowest.
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Queue NHumber ; |0 [Best-Effer] w

0 [Bezt-Effort]

1 [Weighted Queus]
2 [Weightsd Queus]
3 [Weightsd Queus]
4 [Weighted Queus]
5 [Weighted Queue]
G [Higher Priority]

T [Highest Priority]

Apply Click it to save the configuration and exit the page.

Cancel Click it to exit the page without saving the configuration.

4.  Enter all the settings and click Apply.

5. A new outgoing filter has been created.

Bandwidth Management >> Qutgoing Filter
Outgoing Filter

€y add D& Edt  [[] Delete G Refresh  (f} Rename

Profile Enable This Source IP Destination Service Typ Match Type DSCP TOS Queue Humib

éCIut_filt_1 true IP_object 1 Marketing FTP TOS IP preceden... Maximize-R... 0 [Best-Effort]
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4.11.5 Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer)
applications (e.g., BitTorrent) always need many sessions for procession and also they will
occupy over resources which might result in important accesses impacted. To solve the
problem, you can use limit session to limit the session procession for specified Hosts.

In the Bandwidth Management menu, click Sessions Limit to open the web page.

| DrayTek

Auto Logout - | ff =

Guick Start Wizard

Online Status

Incomin g Class
Incoming Filter

Outgoing Class

Bandwridth Limit

14:52:59 Login: Admin

Vigor3900 Series

€y Ads K Edit  [[[] Delete &M Refresh  (f Rename

Enable This Profile Source 1P Max Sessions

Use Default Message : & Enable ) Disable

m

B aeely &I cancsl

Each item will be explained as follows:

Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of the profile.

Enable This Profile Display the status of the profile. False means disabled; True
means enabled.

Source IP Display the IP address with subnet mask of the profile.

Max Sessions Display the maximum sessions used by the profile.

Time Profile Display the time setting used by the profile.
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Use Default Message

Enable — Use the default message to display on the page that
the user tries to access into the blocked web page..

Disable — Type the message manually to display on the page
that the user tries to access into the blocked web page.

Default Connection
Limit Administration

Such field is available when you disable the function of Use
Default Message.

Message The message will display on the user's browser when he/she
tries to access the blocked web page.

Apply Click it to save and exit the dialog.

Cancel Click it to discard the settings configured in this page.

How to add a session limit profile for the QoS policer

1.  Open Bandwidth Management>> Sessions Limit.
2. Simply click the Add button.

Bandwidth Management == Sessions Limit

Sessions Limit

Ty add | € Edit  [J]) Delete &5 Refresh

Profile

Enahle This Profile S

Mo items to

3. The following dialog will appear.

Sessions Limit

- |

Profile : Zezzion_1

+ | Enakle This Profile

T
[5)
-

Source IP : 152 18 35 255 255 255

Max Sessions: 1000

Time Profile ; | Might v

U Apply -.,.3 Cancel

Available parameters are listed as follows:

Item Description

Profile Type the name of the profile.

Enable This Profile | Check this box to enable such profile.

Source IP

Type the source IP address with subnet mask for limit
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session.

Max Sessions

Defines the available session number for each host in the
specific range of IP addresses. If you do not set the session
number in this field, the system will use the default session
limit for the specific limitation you set for each index. This
field cannot be typed with “0”, otherwise the profile cannot
be saved.

Time Profile

Use the drop down list to specify a time profile for such
session limit profile.

Apply

Click it to save the configuration and exit the dialog.

Cancel

Click it to exit the dialog without saving the configuration.

4.  Enter all the settings and click Apply.

A session limit profile has been created.

Bandwidth Management > Sessions Limit

Sessions Limit

€3 Add  E Edit

Profile

[ Dekte  &H Refresh G Rename

Enabkle This Profile Source IP lMax Sessions Time Profile

ESeaaion_'l

4.11.6 Bandwidth Limit

true 182.168.1.35/24 1000 Hight

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large
of bandwidth and affect the applications for other programs. Please use Limit Bandwidth to
make the bandwidth usage more efficient.

In the Bandwidth Management menu, click Bandwidth Limit to open the web page.

Auto Logout : | ff »

Guick Start Vizard -

Online Status
]
e
e
It
| VPNand Remote Access |

Incoming Class

Incoming Filter
Outgaing Class
Outgoing Filter
Sessions Limit

Bandwidth Limit

: Vigor 3900 Series 14:57:14 Login: Admin

Bandwidth Management => Bandwidth Limit

©y A P& Edit ] Delete & Refresh  (f Rename
Profile Enable This Profile  Start IP End IP TX Limit RX Limit

No items to show.

D Enable Smart Bandwidth Limit (Will spply to the LAM IP not in Limitstion List whose session number excseds the threshold)

Sessions Threshold : 1000

T Limit 5000 @ Kkeps O Mbps
R Limit : £000 @ Keps O Mbps
Nete : Bandwidth limit enly works for NEW sassions . Originsl sessions sre centrolled by Hardware NAT

) Apcly Cancel

= ]

%

Each item will be explained as follows:
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Item Description

Add Add a new profile.

Edit Modify the selected profile.
To edit a profile, simply select the one you want to modify
and click the Edit button. The edit window will appear for
you to modify the corresponding settings for the selected
profile.

Delete Remove the selected profile.
To delete a profile, simply select the one you want to delete
and click the Delete button.

Refresh Renew current web page.

Rename Allow to modify the selected profile name.

Profile Display the name of the bandwidth limitation profile.

Enable This Profile

Display the status of the profile. False means disabled; True
means enabled.

Start IP

Display the start IP address for the profile.

End IP

Display the end IP address for the profile.

TX Limit(Kbps)

Display the limitation for the speed of the upstream for the
profile.

RX Limit(Kbps)

Display the limitation for the speed of the downstream for
the profile.

Time Profile

Display the time setting used by the profile.

Enable Smart
Bandwidth Limit

Check this radio button to configure the default limitation for
bandwidth for any LAN IP not included in the Limitation
List.

Session Threshold

When session number exceeds the set threshold, Smart
Bandwidth limit will work.

TX Limit Define the default speed of the upstream for Smart
Bandwidth Limit.

RX Limit Define the default speed of the downstream for Smart
Bandwidth Limit.

Apply Click it to save and exit the dialog.

Cancel Click it to discard the settings configured in this page.

How to add a bandwidth limit profile for the QoS policer

1.
2.

DrayTek
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3.

Bandwidth Management == Bandwidth Limit

Bandwichth Limit

T3 Add | & Edit  [[]) Delete &5 Refresh
Profile Start IP End IP

Mo iterm

The following dialog will appear.

- e

Bandwidth Limit = |

Profile : Band_limit_-1

[¥] Enable This Profile

Start IP ; 182 168 1 I
End IP: 192 168 1 i
TX Limit (Kbps) : 1024 (®) Kbps () Mbps
RX Limit (Kbps) : 1024 (& Kbps () Mbps
i
Time Profile TimeGrp_1 w
H Apphy G Cancel
Available parameters are listed as follows:
Item Description
Profile Type the name of the profile.
Enable This Profile | Check this box to enable such profile.
Start IP Define the start IP address for limit bandwidth.
End IP Define the end IP address for limit bandwidth.
TX Limit(Kbps) Define the limitation for the speed of the upstream. If you do

not set the limit in this field, the system will use the default
speed for the specific limitation you set for each index. Do
not type the value with “0”, otherwise the profile cannot be
saved.

RX Limit(Kbps) Define the limitation for the speed of the downstream. If you
do not set the limit in this field, the system will use the
default speed for the specific limitation you set for each
index. Do not type the value with “0”, otherwise the profile
cannot be saved.

Time Profile Use the drop down list to specify a time profile for such
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4.
S.

DrayTek

session limit profile.

Apply

Click it to save the configuration and exit the dialog.

Cancel

Click it to exit the dialog without saving the configuration.

Enter all the settings and click Apply.
A bandwidth limit profile has been created.

Bandwidth Management >> Bandwidth Limit

Bancdwidth Limit

€y Aadd P Edt  [[[) Delete M Refresh () Rename
Profile Enable This Pro Start IP End IP
Band_limit_1 true 152.168.1.77 152.188.1.82
292

1024 1024

TX Limit (Kbps) RX Limit (Kbps) Time Profile

TimeGrp_1
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4.12 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
Status, Administrator Password, Configuration Backup, Syslog/Mail Alert, Time and Date,
Access Control, SNMP Setup, Reboot System, Firmware Upgrade and Upload Language
File.

Below shows the menu items for System Maintenance.

System Maintenance

TR-063

Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date

Access Control

SHMP Setup

Reboot System

Firmware Upgrade

4.12.1 TR-069

This device supports TR-069 standard. It is very convenient for an administrator to manage a
TR-069 device through an Auto Configuration Server, e.g., VigorACS.

| DrayTek . Vfgor3900 Series Login: Admin

| ¥

System Maintenance »» TR-069

Off i ]
Auto Logout e TR-063

[ Enable This Profile
ACS Server URL -
ACS Server Username ; 3%

ACS Server Password = sessssss

W oo . =
7
L z E
8 0
A ®
Pl ale
n o
I g 5
- [
i B P
[ L
I
»

WAN Profile : wan'1 v
Port : 3023
CPE URL hite./- 3088 cwmp/a=g
Administrator Password Periodic Status @ Enable O Disable
Configuration Backup Periodic Time : 200
Syslog / Mail Alert E CPE Usermname vigor
Time and Date CPE Password: | esssasss
Access Control
SNMP Setup
Reboot System
Firmware Upgrade E
External Devices B Acely Cancel

Preduct Reqistration

Each item will be explained as follows:

Item Description

Enable This Profile Check this box to enable such profile.

ACS Server Such data must be typed according to the ACS (Auto
URL/Username Configuration Server) you want to link. Please refer to Auto
/Password Configuration Server user’s manual for detailed information.
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WAN Profile

Choose one of the WAN profiles which will be recognized
by VigorACS.

Port Type the port number for Vigor3900 which will be
recognized by VigorACS.
CPE URL Display the URL of such CPE.

Periodic Status

The default setting is Enable. Please set periodic time for
VigorACS to send notification to CPE. Or click Disable to
close the mechanism of notification.

Periodic Time

Set the time for VigorACS to send notification to CPE.

CPE Username

Type the user name for the CPE which will be used by the
administrator of VigorACS to log into the WUI of
Vigor3900.

CPE Password

Type the password for the CPE which will be used by the
administrator of VigorACS to log into the WUI of
Vigor3900.

Apply

Click it to save the configuration.

Cancel

Click it to discard the settings configured in this page.

4.12.2 Administrator Password

This page allows you to set new password for accessing into the WUI of the router.

| DrayTek

Aute Logout - | Off v

TR-063

Configuration Backup
Syslog / Mail Alert
Time an d Date

Access Centrol
SHMIP Setup
Reboot System

Firmware Upgrade

External Devices

Preduct Registration

Login: Admin

Vlgor3900 Series

System Maintenance *» Administrator Password

Each item will be explained as follows:

ltem

Description

User Name

Display the name of the administrator.

Original Password

Type the old password.

New Password

Type the new password.

Confirm Password

Re-type the new password for confirmation.
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Click this button to save the configuration and exit the web
page.

Apply

4.12.3 Configuration Backup

Most of the settings can be saved locally as a configuration file, and can be applied to
another router. The router supports functions of restore and backup for the configuration

file.

Backup

| DrayTek

Auto Logout : |Off v

TR-069

Administrator Password

Syslog / Mail Alert E
Time and Date

Access Control

SHWP Setup

Reboot System

Firmare Uparade

External Devices

Product Reqistration

15:10:39

Login: Admin

Vigor 3900 Series

System Maintenance > Configuration Backup => Backup

Backup Restors
[¥] Encrypt Config
Password
Cenfirm Password
() Backup to Local File
Backup Type - ) Backup to Remote TFTP Server
) Backup Selected Config

Caonfig File Hame :  V2200_2012-08-21.14gz

@ Bacuwp

Each item will be explained as follows:

Item Description
Encrypt Config Check this box to encrypt the configuration file.
Password — Type a password for encrypting the file.
Confirm Password — Retype the password for confirmation.
Backup Type Choose one of the types to determine where the file will be

stored.

Backup to Local File — The configuration file will be stored
in local host.

Backup to Remote TFTP Server — The configuration file
will be stored in the remote TFTP server specified.

Backup Selected Config — The configuration file will be
stored with an existing file in local host. You must select
which file you want to store.

Config File Name

Display the default configuration file name. You can change
the name if required.

Backup

Execute the file downloading job to the computer.
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Restore

DFGYTek . Vigor3900 Series 15:11:37 Login: Admin

System Maintenance > Configuration Backup >> Restore

Auto Logout - | Off
e & Bagup Restore

[¥] Becrypt Sanfig

Password :
Confirm Password

(%) Restore Seftings via Local Config File
Restore Type

) Restore Settings via TFTP Server

Select File : Browse...

wl & - c
8 0
£ 2 [y
7 all &N G
o a
R
i 5 =
g gl 8
0 B X
L i
:
>

TR-069

Administrator Password

m

Configuration Baclkup
Syslag / Mail Alert
Time and Date
Access Control
SHMP Setup

Reboot System

Firmsare Upgrade

| Dragnostics O Restors
External Devices - .Tl = ] ™
Each item will be explained as follows:
Item Description
Decrypt Config Check this box to decrypt an encrypted configuration file.

You can specify a password for decrypting the file for
restoring it for use next time.

Password — Type a password for encrypting the file.
Confirm Password — Retype the password for confirmation.

Restore Type Choose one of the types to determine where the file will be
downloaded from.

Restore Settings via Local Config File — Click it to restore
the configuration settings through a configuration file stored
locally.

Restore Settings via TFTP Server — Click it to restore the
configuration settings through TFTP server.

Selected File .

Use the || Browse.. button to locate the file for
uploading to the router.

Restore Click it to upload the selected file to the router. After
finishing the restoration, the system will ask you to reboot
the router.

Confirm o #

@ Restore success, reboot now?

0K Cancel
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4.12.4 Syslog / Mail Alert
SysLog function is provided for users to monitor router. There is no bother to directly get
into the Web Configurator of the router or borrow debug equipments.
Syslog Access Setup

To configure settings for Syslog, open System Maintenance>>Syslog/Mail Alert and click
the Syslog Access Setup tab.

~
3
Dr ay Tek Vigor 3900 Series 15:12:39 Login: Admin
System Maintenance >= Syslog | Mail Alert >> Syslog Access Setup
Auto Logout : |Off 1
At b | Syslog Access Setup | Sysiog File Mail Alert
P
= gemel Status : Both v
e ]
| Applications | Server IF : 122 122 EE 10
amot: ass
— Server Port 514
| Certificate Management | :
Router Hame Vigar {Cptional}
o
Bandwidt geme Firewszll Log (&) Enable () Disable
ikl e
e l— VPH Log : ©enable O piszble
TR-063
User Access Log: () Enable (3 Disable
Administrater Passvrord
W :
Configuration Backup VAN Log (Enable (D Disable
Syslog / Mail Alert = Others Log : () Enable () Disable
Time and Date
Access Control
SHIIP Setup
Reboot System
Firmware Upgrade
External Devices [E] Aeely & cenoel
Preduct Registration
e »

Available parameters are listed as follows:

Item Description
Status Choose one of the selections to determine current status for
Syslog access. If you choose Local as Status, you don’t need
to type any server IP and port. Just give a name for the
router.
Dizable v
Disable
Femaote
Local
Buath
Server IP Type the IP address of the Syslog server.
Server Port Type the port number for the Syslog server.
Router Name Type the name of the router. The default name is Vigor.
Firewall Log Click Enable to make the firewall log recorded in the
Syslog.
VPN Log Click Enable to make the VPN log recorded in the Syslog.
User Access Log Click Enable to make the user access log recorded in the
Syslog.
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WAN Log Click Enable to make the WAN log recorded in the Syslog.
Others Log Click Enable to make other logs recorded in the Syslog.

Apply Click this button to save the configuration and exit the web
page.
Cancel Click it to discard the settings configured in this page.

SysLog File

DrGYTek . Vj'gor39oo Series 11:17:41 Login: Admin r

System Maintenance >> Syslog / Mail Alert > Syslog File

(LD .Lo.gc.yut: Sl s Syslog Access Setup Syslog File Mail Alert
F
e ——
M &5 Refresh |i Download Log
| Userfanagement | Log
[ Epps_——————— to £8:99:04:65:c0:de via lan-lan E
VPN and Remote Access | <30=Jan 4 13:25:48 Vigor: dhcpd: DHCPREQUEST for 192.168.1.14 from e8.99:c4:8e.cd:de via lan-lani E
ertificate Hanagemen | <30>Jan 4 12:25:48 Vigor: dhcpd: DHCPACK on 192.168.1.14 to £8:98:c4 Be:cd-de (android-fec1467043c0ba?) via lan-lan
_ <30=Jan 4 13:28:57 Vigor: dhcpd: DHCPREQUEST for 192.168.1.14 from e8:89:c4:6ecd:de (android-14c1467043¢0be3) via lan-lan1
o dth Management | <30=Jan 4 13:28:57 Viger: dhcpd: DHCPACK on 192.188.1.14 to £8:99:c4 8e:cd:de (android-féc1487043c0be3) via lan-lani
| SueEoaluls s <30>Jan 4 12:21:15 Vigor: dhcpd: DHCPREQUEST far 192.168.1 14 from £8:38:c4:62-cd:de (android-f4c1£67043c0be2) via lan-lant
TR-069 |

<30=Jan 4 13:31:15 Viger: dhcpd: DHCPACK on 192.168.1.14 to £8:99:c4:6 = via lan-lan1

Administrator Password

<30=Jan 4 13:31:15 Viger: dhcpd: DHCPREQUEST for 192.168.1.14 from 8:99 e:cd:de via lan-lan1

Eonfiourstoniacken <30%Jan 4 13:31:15 Vigor: dhepd: DHCPACK on 192.168.1.14 to 28:98 c4:8ecd:d

LRI AL E L E <30=Jan ¢ 13:22:15 Vigor: dncpd: DHCPREQUEST for 192.188.1.14 from £3:39

Time and Date

{android-f4c1467043c0bel) via lan-lant

e.cd:de (android-f4c1467043c0be2) via lan-lan1

<30=Jan 4 13:32:15 Vigor: dhcpd: DHCPACK on 192.168.1.14 to £8:99:c4 € (android-f4c1467043c0bel) via lan-lant

Arsaas ol «30»Jan 4 13:33:54 Vigor: dhcpd: DHCPREQUEST for 192.188.1.14 from £2:29 d:de (android-f4c1467043c0683) via lan-ant

SHIP Setup <30>Jan 4 13 iger: dhcpd: DHCPACK on 182.168.1.14 to e&:99:c4 Seicd:de via lan-lan1

Reboot System

<30=Jan 4 13

:Be:cd:de via lan-lan1

:04 Vigor: dhcpd: DHCPREQUEST for 182.168.1.14 from €8:99

AEMRESnoRS «30=Jan 4 12:34:04 Viger: dhcpd: DHCPACK on 192.168.1.14 to £8:98:c4:6¢:cd:de via lan-lan1

Diagnostics e.cd:de via lan-lan1

<30=Jan 4 13:34:05 Vigor: dhcpd: DHCPREQUEST for 192.188.1.14 from &8

External Devices

<30=Jan 4 13:24:05 Vigor: dhcpd: DHCPACK on 192.168.1.14 to £8:99:c4 (android-f4c1467043c0bel) via lan-lan1 -

Product Registration |T

<

Available parameters are listed as follows:

Item Description

Refresh Renew the web page.

Download Log Save or open the Syslog file.
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Mail Alert

|

Dray Tek V,'gor3900 Series 11:21:03 Login: Admin o

System Maintenance >> Syslog / Mail Alert >> Mail Alert

. |Off
Auto Logout : e Syslog Access Sstup Sysiog File Mail Alert

[ Enable This Profile

Mail From :
£ add [2] save
Mail To

Mzl To : Mo items to show

- n
8 | 0 =
B 8
5|7
o
f f
f .

TR-069

Administrator Password SITP Port : 25
Configuration Backup

SMTP Server:

Syslog / Mail Alert E

Time and Date Authentication : (%) Enable () Disable

Access Control User Name :
SME. Seiap User Password :
Reboot System

Firmware Upgrade

External Devices 2 SendATestMai  [S] Apply @) Cancel
Product Registration =

<

Available parameters are listed as follows:

Item Description

Enable This Profile Check the box to enable such profile.

Mail From Type a mail address for the mail sender.

Mail To Assign a mail address for the mail receiver.

SMTP Port Type the port number for SMTP server.

SMTP Server Type the IP address for SMTP server.

Authentication Click Enable to make any user logging into the mail server.

If you click Enable, you have to type user name and user
password on the below fields.

User Name Type the user name for authentication.

User Password Type the password for authentication.

Send A Test Mail Click it to send a test mail to the specified address.

Apply Click this button to save the configuration and exit the web
page.

Cancel Click it to discard the settings configured in this page.
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4.12.5 Time and Date
This page allows you to specify where the time of the router should be inquired from.

As an NTP (Network Time Protocol) client, the router gets standard time from the time
server. Some time-based functions cannot work properly until the system time functions run
successfully. Typically, NTP achieves high accuracy and reliability with multiple redundant
servers and diverse network paths.

| D Tek : : Sy
rayie Vigor3900 Series Login: Admin
System Maintenance >> Time and Date
Auto Logeut - |Cff v
3
- e Time Type © NTF v
[ R Server it
e Port 122
sl el Interval : 200
Time Zone : Taicsi v
" Bandwidth Management |
Daylight Saving: () Enable (3) Disable
TR-069
Administrator Password
Configuration Backup
Syslog / Mail Alert =
Time and Date
Access Control
SNIIP Setup
Reboot System
Firmwsare Upgrade
e i—
External Devices [E] Acely @ Cancel
Product Registration 2

Available parameters are listed as follows:

Item Description

Time Type NTP - Select to inquire time information from Time Server
on the Internet using assigned protocol.

Browser - Select this option to use the browser time from
the remote administrator PC host as router’s system time.

Server Type the domain name of the server.

Port Type the port number for the time server.

Interval Select a time interval for updating from the NTP server.

Time Zone Select the time zone where the router is located.

Daylight Saving Click Enable to enable the daylight saving. Such feature is
available for certain area.

Apply Click this button to save the configuration and exit the web
page.

Cancel Click it to discard the settings configured in this page.
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4.12.6 Access Control

This page allows you to open or close the web configurator ofVigor3900 by using Telnet,
SSH, HTTP, HTTPS... and etc...

| DrayTek

Auto Logout - |Cff v

TR-069
Administrator Password
Configuration Backup
Syslog / Mail Alert
Time and Date
SNMP Setup
Reboot System

Firmurare Upgrade

External Devices

Product Reqistration

" Vigor3900 Series 15:21:15

Telnet Port :

§5H Port

HTTP S Port :

Web Allow : (& Enable ) Disable
Web Port 3080

Telnet Allow : () Enable ) Disable
S5H Allow : () Enable () Disable
HTTPS Allow : @ Enable O Disable
User Define ) Enable () Disable

Login: Admin

B Aeety €3 Concel

Available parameters are listed as follows:

Item Description

Web Allow Click Enable to allow system administrator to login from the
Internet and management the web page of the router.

Web Port Type the port number for the management through web
page.

Telnet Allow Click Enable to allow system administrator to login from the
telnet and management the web page of the router.

Telnet Port Type the port number for the management through telnet
page.

SSH Allow Click Enable to allow system administrator to login from the
SSH server and management the web page of the router.

SSH Port Type the port number for the management through SSH
server.

HTTPS Allow Click Enable to allow system administrator to login from the
HTTPS server and management the web page of the router.

HTTPS Port Type the port number for the management through HTTPS
server.

User Define Click Enable to allow system administrator to login from the

user defined IP address and management the web page of the
router. If you enable such function, the system can be
managed by these three IP addresses via WAN.

Allowed IP1 - Allowed
1P3

Type the first IP address for the system administrator to
login.
The former box indicates an IP address allowed to login to the
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router, and the later box indicates a subnet mask allowed to
login to the router.

Allow Ping from WAN

Click Enable to allow system administrator to ping the router
from WAN interface.

Allow Ping form LAN

Click Enable to allow system administrator to ping the router
from LAN interface.

Apply Click this button to save the configuration and exit the web
page.
Cancel Click it to discard the settings configured in this page.

4.12.7 SNMP Setup

This page allows you to manage the settings for SNMP setup.

Vigor3900 Series

Login: Admin

Auto Logout : |Off

TR-069

Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date

Access Control

Reboot System

Firmware Upgrade

External Devices

Product Registration

System Maintenance >> SNMP Agent

SHMP Agent

{[¥]Enabie This Brofiig
Get Community : public
Set Community : private

Default Host IPIMask () Enable (%) Disable

255.255.255

Manager Host IP/Mask

ﬂ Apply O Cancel

Available parameters are listed as follows:

ltem

Description

Enable This Profile

Check the box to enable such profile.

Get Community

Set the name for getting community by typing a proper
character. The default setting is public.

Set Community

Set community by typing a proper name. The default setting
is private.

Default Host I1P/Mask

Click Enable to use the default IP and mask of the host as
the SNMP agent.

If you click Disable, you need to type the IP address and
choose the mask manually in related fields.

Manager Host IP/Mask

Type the IP address for the manager host.

Apply

Click this button to save the configuration and exit the web
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page.
Click it to discard the settings configured in this page.

Cancel

4.12.8 Reboot System

The Vigor router system can be restarted from a Web browser. You have to reboot the router
to invoke the configured settings that you made before.

If you want to reboot the router using the current configuration, choose Reboot with
Current Configurations and click Reboot. To reset the router settings to default values,
click Reboot with Factory Default Configurations and click Reboot. The router will take
a period of time to reboot the system.

Open System Maintenance>> Reboot System.

15:25:23

" Vigor3900 Series

System Maintenance > Reboot System > Reboot System

Login: Admin

| DrayTek

Auto Logout : | Off v

Reboot System | Schadule Reboot

() Reboot with Current Configurations

Reboot Optien () Reboot with Factory Default Configurations

() Reboot with Customized Configurations

Select Config File : |lan_wan_profilz »

TR-083

Administrator Password
Configuration Backup
Syslog / Mail Alert

Time and Date

Access Contral

SHIIP Setup

Reboot System

Firmurare Upgrade

{ Reboot
External Devices -

Product Reqistration
= w

Available parameters are listed as follows:

Item Description

Reboot with Current
Configurations

Click it to reboot the router using the current
configuration. Then, click Reboot..

Reboot with Factory
Default Configurations

Click it to reset the router settings to default values. Then,
click Reboot.

Reboot with Customized
Configurations

Click it to reboot the router using the current configuration
(only the configuration settings listed and selected below). If
you choose this option, Select Config File will be available
for you to select.
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(3 Reboot with Current Configurations
Reboot Option ("3 Reboot with Factory Default Configurations
(=) Reboot with Customized Configurations

Select Config File : | lan_wan_profile, wan_ «

lan_wan_prafile E
[] load_halance
wan_vlan
lan_vlan

[ switch_mirrar
[ static_route
[ ipkind_mac

nntt redirert

After choosing the configuration files, click Reboot.

Reboot Click this button to execute the rebooting job.

4.12.9 Firmware Upgrade
The following web page will guide you to upgrade firmware by using such page.

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site
is www.DrayTek.com (or local DrayTek's web site) and FTP site is ftp.DrayTek.com.

Click System Maintenance>> Firmware Upgrade.

Dray Tek Vigor 3900 Series 11:26:29 Login: Admin =% 1

System Maintenance >> Upgrade Firmware

Auto Logout : |Off v
g Upgrade Firmware

Current Firmware Version: 1.0.6.1_RC3

Select File : Browse...

@ €
g0 2
F
i
g oz
i o g

TR-069

Administrator Password
Configuration Backup

Syslog / Mail Alert =
Time and Date

Access Control

SHNMP Setup

Reboot System

Firmware Upgrade

External Devices [?’ Upgrade
Product Registration [+

Available parameters are listed as follows:

Item Description

Current Firmware Display current version of the firmware.

Version

Selected File Use the Browse.. button to locate and select the new
firmware.

Upgrade Click it to perform the firmware upgrade.
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4.13 Diagnostics

In some cases, a user may need to know some information about the router, such as static or
dynamic databases, or other routing information. The Vigor3900 supports five functions,
Routing Table, ARP Cache Table, DHCP Assignment Table, NAT Sessions Table and
Traffic Graph for the user to review such information.

Routing Table

ARP Cache Table

OHCP Takble

NAT Session Table

Traffic Graph

Webk Console

Ping/Trace Route

Cata Flowr Menitor

4.13.1 Routing Table
Click Diagnostics and click Routing Table to open the web page.

Routing Table
Display the information for each route.

| Dl" dy Te k Vl'gor3900 Series 15:39:41 Login: Admin
Diagnostics => Routing Table »> Routing Table
s Rl i Routing Table IFvE Rauting Taole
_I‘ &5 Refresh
SR Dastinaticn Gateway Ganmask Flags Metric Ifscs
- UGH 1] wan-wan3
: I. - ”._ : .A\ UH a wan-wsni
- .'. e 192.1€8.100.0 o u o Izn-lzn 102
_ 182.1€8.128.0 ) uG Q wan-wan2
S 182.168.232.0 ] U o I
m 182.1€8.92.0 ) uG Q wan-wan2
“ 192.168.128.0 2! 0 U ] lan-lan1
Routing Table
182168 11.0 2 ) uG a wan-wsné
ARP Cache Table E
172.17.30 2 ) uG a Wan-wsns
DOHCP Table
172.1€.0.0 25 u o WaEn-wsné
NAT Session Table
default 172.1€.1.1 000090 uG Q wan-wan4
Traffic Graph
Web Conscle
Ping/Trace Route
Data Flow Menitor E
External Devices
Product Registration E
Each item will be explained as follows:
Item Description
Refresh Renew the web page.
Destination Display the destination IP address for various routings.
Gateway Display the default gateway.

Vigor3900 Series User’s Guide 305 Dray Tek



Genmask Display the subnet mask for various routings.

Flags Display the flag of the routing entry. Possible flags include:
U (route is up)

H (target is a host)

G (use gateway)

R (reinstate route for dynamic routing)

D (dynamically installed by daemon or redirect)

M (modified from routing daemon or redirect)

A (installed by addrconf)

C (cache entry)

I (reject route)

Metric Display the distance to the target (usually counted in hops).
It may be needed by routing daemons.

Iface Display the direction of such route represented with
LAN/WAN profile (starting from LAN/WAN profile to
LAN/WAN profile).

IPv6 Routing Table

Display the information for each route with IPv6 protocol.

DrayTek Vi 9 Y 15:41:21 Login: Admin ¥
1gor 3900 Series g
Diagnestics »» Routing Table => IPvE Routing Table
— : Patiing Tebe [ 1Pus Rouing Taste |
&M Refresh
D Next Hop Flags Metric Ifsce
feB80::/84 u 256 ethl
— feaD:/84 u 288 thz
fe80:/84 u 258 lan-lan1
fe80:/84 u 258 eth2.12
fa80:/84 u 258 Izn-lzn100
fe80/8s u 258 Isn-1
— fes0-ias u 258 lsn-lsntest
. les0: /84 u 252 wan-wand
feB80::/84 u 256 eth2.10
ARP Cache Table E
feB80::/84 u 256 ‘wan-Marketing
DHCP Table
=1/128 u o I
HAT Session Table
f280::/128 u Q I
Mol fe20::/128 u o I
Web Console
fe20::/128 u Q e
Ping/Trace Route
f=30:/128 u a I E
Data Flow Monitor
fe30:/128 u a I
External Devices
fe80-/128 u a ] b
Preduct Registration -
Each item will be explained as follows:
Item Description
Refresh Renew the web page.
Destination Display the destination IP address for various routings.
Next Hop Display the next hop address for such route -
Flags Display the flag of the routing entry. Possible flags include:
U (route is up)
H (target is a host)
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G (use gateway)

R (reinstate route for dynamic routing)

D (dynamically installed by daemon or redirect)
M (modified from routing daemon or redirect)
A (installed by addrconf)

C (cache entry)

! (reject route)

Metric Display the distance to the target (usually counted in hops).
It may be needed by routing daemons.
Iface Display the direction of such route represented with

LAN/WAN profile (starting from LAN/WAN profile to
LAN/WAN profile).

4.13.2 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an
Ethernet hardware address (MAC Address) and an IP address.

ARP Cache Table

| DrayTek

Aute Logout : | Off v

Routing Table
DHCP Table
HAT Session Table
Traffic Graph
Web Console
Ping/Trace Route
Data Flow Menitor
External Devices

Product Registration

" Vigor3900 Series

Diagnostics *> ARP Cache Table == ARP Cache Table

Login: Admin

| ARP Cache Table || IPv8 Neighbor Table

65 Refresh [ Clear Al
IF Address W Typs MAC Address Flags Prafile
72.18.2.102 00:£0:700:00:02
2.18.2.8 00:0c:28:77.4d:b6
7218.1.1 00:1dsa=1:31d98  C
15 00:-0cBe:0= 0227

8.133.10 00:1d:80:59:0d:1b c Isn-lsnt

g

1721
1721
1 1
1721822
192 18
172.18, 00:50:7f.ed:e1:51

.2.201

Each item will be explained as follows:

Item Description

Refresh Renew the web page.

Clear All Remove all of the information from this page.

IP Address Display the IP address for different ARP cache.

HW type Display the hardware type of the address from RFC 826.
MAC Address Display the MAC address for different ARP cache.
Flags C means complete entry.

M means permanent entries.
P means published entries.
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Item Description

Profile Display the direction of such route represented with
LAN/WAN profile (starting from LAN/WAN profile to
LAN/WAN profile).

Clear Delete the selected profile.

IPv6 Neighbor Table

| Dr ay Te k V;g°r3900 Series 15:43:31 Login: Admin > =

Diagnestics »> ARP Cache Table => IPvE Heighbor Table

Auts Logout : | Off v

ARP Cache Table |

S Refrash
IF Address Frofile MAC Address Status
1=80::250.THi f=T1 728 wan-wané 00:50:7F71:07 28 router STALE

fe80:21d asff fesf 2628 wan-wand 00:1d:s=:2826:28 routes STALE

Routing Table
OHCP Table

MNAT Session Table

Traffic Graph

VWeb Console

Ping/Trace Route

Data Flow Monitor

External Devices

Product Registration

Each item will be explained as follows:

Item Description

Refresh Renew the web page.

IP Address Display the IPv6 address of the neighbor.

Profile Display the interface to which this neighbor is attached.
MAC Address Display the MAC address of the neighbor.

Status Display the status for such neighbor.

INCOMPLETE - Address resolution is in progress and the
link-layer address of the neighbor has not yet been
determined.

REACHABLE - The neighbor is reachable recently (within
tens of seconds ago).

STALE-The neighbor is no longer to be reachable. Yet, until
traffic is sent to the neighbor, no attempt should be made to
verify its reachability.

DELAY - The neighbor is no longer to be reachable, and the
traffic has recently been sent to the neighbor.

Rather than probe the neighbor immediately, however, delay
sending probes for a short while in order to give upper layer
protocols a chance to provide reachability confirmation.

PROBE - The neighbor is no longer to be reachable, and
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Item Description

unicast Neighbor Solicitation probes are being sent to verify
reachability.

4.13.3 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

DHCP Table
Click Diagnostics and click DHCP Table to open the web page.

[

DrGYTek V,'gor39oo Series 11:35:17 Login: Admin

Diagnostics >> DHCP Table >> DHCP Table

SuEIFegcHER) OF hd DHCP Table | DHCPVE Table
M Refresh
IP Addreas Start Date Start Time: End Date End Time WMac Address
192.168.1.17 2011/01405 11:24158 2011/01/08 11:2815 20:2%26aZ:8cda
152 168.1.14 2011/01405 117 2011/01/06 111117 €8:959:c4 6e:cd:de
152.168.1.13 2011/01405 11:34:03 2011/01/08 11:32:03 34:18:2d:0c:0b:c9

S g g
a O L F R
- f !
j
: :
‘ E
i B0

Routing Table
ARP Cache Table

DHCP Table

NAT Session Table
Traffic Graph

Web Console
PingTrace Route
Data Flow Monitor

External Devices

Product Registration

|

Each item will be explained as follows:

Item Description

Refresh Renew the web page.

IP Address Display the IP address of the static DHCP server.

Start Date Display the starting date that DHCP server is activated.
Start Time Display the starting time that DHCP server is activated.
End Date Display the end date that DHCP server is closed.

End Time Display the end time that DHCP server is closed.

Mac Address Display the MAC address of the static DHCP server.
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DHCPv6 Table
Click DHCPv6 Table to open the web page.

DrayTek

Auto Logout : | Off w

R

Routing Table

ARP Cache Table

DHCP Table

NAT Session Table

Traffic Graph

Wieb Console

Ping/Trace Route

Data Flow Monitor

External Devices

Product Registration

: Vigor3900 Series

Diagnostics >> DHCP Table >> DHCPvE Table

3

11:37:04 Login: Admin

DHCP Table | DA

&M Refresh

Interface IPv& Address Start Time End Time ouiD

Ho items te show.

| £

Each item will be explained as follows:

Item Description

Refresh Renew the web page.

Interface Display the interface used by the DHCP server.

IPv6 Address Display the IPv6 address of the static DHCP server.
Start Time Display the starting time that DHCP server is activated.
End Time Display the end time that DHCP server is closed.
DUID Display the detailed information for DUID.

DrayTek

310 Vigor3900 Series User's Guide



4.13.4 NAT Session Table

This table can display about 30000 sessions with 20 pages.

DrayTek

Aute Logout | Off v

Vigor 3900 Series

Diagnostics »> NAT Session Table

NAT Session Table |

Routing Table

ARP Cache Table

DHCP Table

NAT Session Table

Traffic Graph

Web Conscle

Ring/Trace Route

Data Flow Moniter

External Devices

Product Registration

5 Refrezn

Source

192.188.132.10:88... 17

192.168.139.10.89... 17

192.188.122.10:88... 17

192.168.129.10.59...

192.188.122.10:89... 17

152 188 139

182.168.128.10:89... 2

192.188.132.10:58... 17

192.168.139.10:89... 17

192.188.132.10:59... 17

192.168.139.10.59... 172.18.2.17:443

15:45:02

Protocal
tep
tep
tep
tep
tep
tep
top
tep
tep
tep
tep
tep
top
top
tep
tep

tep

=

Login: Admin

State
ESTABLISHED

TIME_WAIT

TIME_WAIT
ESTABLISHED
ESTABLISHED
TIME_WAIT
TIME_WAIT
ESTABLISHED

TIME_WAIT

TIME_WAIT

ESTABLISHED
TIME_WAIT
TIME_WAIT
ESTABLISHED
ESTABLISHED

TIME WAIT

1=

Each item will be explained as follows:

ltem

Description

Refresh

Renew the web page.

Source

Display the source IP address and port of local PC.

Destination

Display the destination IP address and port of remote host.

WAN

Display the WAN IP address of the router.

Protocol

Display the protocol of such NAT session used.

State

Display the actual state of the TCP connection.

TTL

Display how long the conntrack entry has to live.
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4.13.5 Traffic Graph

Click Diagnostics and click Traffic Graph to pen the web page. Specify LAN and WAN
profiles to display corresponding graphs for CPU, Memory, LAN and WAN configurations.
Click Refresh to renew the graph at any time.

-
DrayTek ' ; —
ray € Vlgor3900 Series Login: Admin
Diagnostics >> Traffic Graph >> Setup
Auto L it |Off
T = Setup crU liemory LAN WAN
E
Enable This Profile
Ise anageme LAN : lan1 w [
]
I — VIRN: pwian’ X
VPN andRe e Access |
| Certificate Management |
el
~ Bandwidth | gement
 System Maintenance |
Routing Table
ARP Cache Table
DHCP Table
HAT Session Table
Web Console
Ping/Trace Route
Data Flow Konitor
External Devices =) 2ppiy
Product Registration <
b

Each item will be explained as follows:

Item Description

Setup In this page, simply specify which LAN profile and WAN
profile will be applied. The traffic graph will be drawn based
on the profiles selected.

Enable This Profile — Check this box to enable such profile.
LAN — Use the drop down menu to choose a LAN profile.
WAN -Use the drop down menu to choose a WAN profile.
Apply - Click it to save the configuration configured under
the Setup tab.

PU Click the CPU tab.

There are three selections provided for you to specify.

Recent 24 Hours — Display the information of CPU
operation about recent 24 hours.

Recent 7 Days — Display the information of CPU operation
about recent 7 days.

Recent 4 Weeks — Display the information of CPU
operation about recent 4 weeks.

9]

Memory Click the Memory tab.
There are three selections provided for you to specify.

Recent 24 Hours — Display the information of memory
operation about recent 24 hours.

Recent 7 Days — Display the information of memory
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Item Description

operation about recent 7 days.

Recent 4 Weeks — Display the information of memory
operation about recent 4 weeks.

LAN Click the LAN tab.

Network Interface — Display the information of LAN
operation.

There are three selections provided for you to specify.

Recent 24 Hours — Display the information of LAN
operation about recent 24 hours.

Recent 7 Days — Display the information of LAN operation
about recent 7 days.

Recent 4 Weeks — Display the information of LAN
operation about recent 4 weeks.
WAN Click the WAN tab.

Network Interface — Display the information of WAN
operation.
There are three selections provided for you to specify.

Recent 24 Hours — Display the information of WAN
operation about recent 24 hours.

Recent 7 Days — Display the information of WAN operation
about recent 7 days.

Recent 4 Weeks — Display the information of WAN
operation about recent 4 weeks.

Below show a graphic for CPU:
Diagnostics == Traffic Graph >= CPU

Setup CPU emonry LAM WAAR

Time Interval © (5 Recent 24 Hours (Recent 7 Days (O Recent 4 Weeks

Statistics

18:00 002 00 0g: 00 12:00

B mmcoming Average:  han Max:  man Last:  nham
W outgoing RUEFAQE:  Nan Max:  nan Last:  nam

" Generate Chart
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4.13.6 Web Console

Click Diagnostics and click Web Console to pen the web page for typing commands used in
console connection. A remote user can operate Vigor3900 from this web page without
installing and opening other connection utility.

LU L Zad LU L Lo S L Lo L

Ilogin:

4.13.7 Ping/Trace Route

This page allows you to trace the routes from router to the host. Simply type the IP address
of the host in the box and click Run. The result of route trace will be shown on the screen.

.
| DrayTek Vigor3900 Series Login: Admin
ing/Trace Route
Auto Logout : | Off v
E
- |
" Bandwidth Management |
" System Mamtenance |
" Diagnostis |
Routing Table
ARP Cache Table
DHCP Table
NAT Session Table
Traffic Graph
Web Console
Data Flow Monitor b
EoT BN ET (1 Ping () TraceRoute  Host: Interface : |lzn1 v o s () ster
Product Registration
b

Each item will be explained as follows:

Item Description

Ping / TraceRoute Click Ping to perform ping function.
Click TraceRoute to invoke trace router function.

Host Type the IP address of the host.

Interface Choose one of the LAN or WAN profile to be applied by
such function.

Start Click it to start the action of Ping or Trace Route.

Stop Click it to terminate the action of Ping or Trace Route.
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4.13.8 Data Flow Monitor

This page displays the running procedure for the IP address monitored and refreshes the data
in an interval of several seconds.

-~
- %)
Dr ay ]‘ek Vlgor3900 Series 15:59:21 Login: Admin
Diagnostics »> Data Flow Monitor
Auto L it Off i H
e v | Data Flow Menitor |
|| Enable Dataflow Monitor 5 Retrecn = (%) Recent 1 Hours {7 Recent 24 Hours
IP Address TX rate[Kbps} RX rate{Kbps} Sessions Block Time
e e fimms e shaw
VPN and Remote Access |
I
Routing Table
ARP Cache Table
CHCP Table
HAT Session Table
Traffic Graph
Web Console
Ping/Trace Route
Data Flow Monitor
External Devices L —
1 4] m
Product Registration E
3
—

Each item will be explained as follows:

ltem

Description

Enable Dataflow

Check this box to enable dataflow monitor performed by the

Monitor router.
Refresh Click it to renew the web page.
Chart Click this button to illustrate data chart. Refer to the
following figure as an example.
Data Flow Monitor - %
. Bandwidth Chart for IP:224.0.0.5
[ [ o
Block Prevent the specified PC accessing into Internet within 5
minutes.
UnBlock Allow the specified PC accessing into Internet within 5

minutes.

Recent 1 Hour/ Recent
24 Hours / Recent 7
Days

Display the records with 1 hour/24 hours/7 days recently.

Auto Refresh

Specify the interval of refresh time to obtain the latest status.
The information will update immediately when the Refresh
button is clicked.
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IP Address Display the IP address of the monitored device.

TX rate (KBps) Display the transmission speed of the monitored device.
RX rate (KBps) Display the receiving speed of the monitored device.
Sessions Display the session number that you specified in Limit

Session web page.

Block Time Display the time for the duration of the block.

4.14 External Devices

Vigor router can be used to connect with many types of external devices. In order to control
or manage the external devices conveniently, open External Devices to make detailed
configuration.

Dr ay Tek Vigor3900 Series Login: Admin =

External De Externa | Devices

Auto Legout . | Off v

Cinlis Stat
mine Status 7| Ensble External Devices 49 Refizsh

Status Model Hame IP Address Connection Time Clear

Routing Table
ARP Cache Table
DHCP Table

HAT Session Table

Traffic Graph

Each item will be explained as follows:

Item Description

Enable External Devices | Check the box to detect the external device connected to
Vigor3900.

Refresh Click it to renew the web page.

Status Display

Model Name Display the model name of the external product.

IP Address Display the IP address of the external product.

Connection Time Display the connection time that the external product

connecting to Vigor3900.

Clear Allow to delete the selected profile.

From this web page, check the box of Enable External Devices. Later, all the available
devices will be displayed in this page with icons and corresponding information. You can
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change the device name if required or remove the information for off-line device whenever
you want.

\ Note: Only DrayTek products can be detected by this function.

4.15 Product Registration

Please refer to section 2.3 Register Vigor Router for more detailed information.
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This page is left blank.
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Chapter 5: Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below
to check your basic installation status stage by stage.

®  Checking if the hardware status is OK or not.

®  Checking if the network connection settings on your computer are OK or not.
®  Pinging the router from your computer.

® Checking if the ISP settings are OK or not.

®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer for advanced help.

5.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1. Check if the power line and WLAN/LAN cable connections is OK.
If not, refer to “1.3 Hardware Installation” for reconnection.

2. Turn on the router. Make sure the ACT LED blink once per second and the
correspondent LAN LED is bright.

NK 1000 LNK 1000 NK 1000 LNK 1000 LNK 1000 LNK 1000

CLIIOLI TN

GigaLAN» 1 3(SFP1) GigaWAN» 1

3. If not, it means that there is something wrong with the hardware status. Simply back to
*“1.3 Hardware Installation” to execute the hardware installation again. And then, try
again.
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5.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure
the network connection settings is OK.

For Windows

9

www.draytek.com.

The example is based on Windows XP. As to the examples for other operation
systems, please refer to the similar steps or find support notes in

1. Go to Control Panel and then double-click on Network Connections.

Webwork Connections

2. Right-click on Local Area Connection and click on Properties.

3.

-t ethO Properties

p—
m Disable
{ i ] Status
= Renai
epair
thi Bridge Connections

Create Shortcut

Rename

General |Authenticati0n Advanced

Cotinect using:

|m ASUSTeK /Broadeom 440¢ 10100 Ir ‘

Thiz connection uzes the following items:
El Clignt for Microsoft Metwarks

.@ File and Printer Sharing for Microsoft Wetwarks
.@QDS Packet Scheduler

Intemet Pratocol (TCPAIP)
Dezcription

Transmission Control Protocol/nternet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.,

Show icon in notification area when connected
Matify me when thiz connection haz imited or no connectivity

08 ] ’ Cancel

Select Internet Protocol (TCP/IP) and then click Properties.
)
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4.  Select Obtain an IP address automatically and Obtain DNS server address
automatically.

Internet Protocol (TCP/IP) Properties

General | Alternate Caonfiguration

Y'ou can get 1P settings assigned automatically if your network, supports
thiz capability. Othenwize, you need to ask your network administrator for
the appropriate |F settings.

(%) Obtain an IP address automatically

() Uze the Fallawing IP address:

() Use the fallawing DNS server addresses:

[ ]
]

[ 0K H Cancel ]

For Mac OS

1. Double click on the current used Mac OS on the desktop.

2. Open the Application folder and get into Network.

3. Onthe Network screen, select Using DHCP from the drop down list of Configure

IPv4.
86N Network =)
ff i [T )
= O =
Show All Di“spla:.'rs Sound Nelv;furk Startup Disk
Location: .Automatic ﬂ
Show: | Built-in Ethernet ﬂ
f TCP/IP | PPPoE = AppleTalk Proxies Ethernet '
Configure IPv4 "Usiﬂg DHCP ﬂ
EAddress 192.168.1.10 | Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)
Router: 192.168.1.1
DNS Servers (Optional)
Search Domains {Optional)
IPv6 Address: fe80:0000:0000:0000:020a:95ff:.fe8d:72e4
( Configure IPv6... ) 7
SerrrrT————— NS
H-Jcl'khlk further ch ( Assi 3 ( Apply Now )
£ ick the lock to prevent further changes. [ Assistme... | [ Apply Now ]
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5.3 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might
need to use “ping” command to check the link status of the router. The most important
thing is that the computer will receive a reply from 192.168.1.1. If not, please check the
IP address of your computer. We suggest you setting the network connection as get IP
automatically. (Please refer to the section 5.2)

Please follow the steps below to ping the router correctly.

For Windows
1. Open the Command Prompt window (from Start menu> Run).

2. Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP/Vista).
The DOS command dialog will appear.

e+ Command Prompt

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-20@1 Microsoft Corp.

D:~Documents and Settingsfae>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<{ims TTL=255
.1: bytes=32 time{ims TTL=255
: hytes=32 time{lms TTL=255

bytes=32 time{ims TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bmgz

D:“Documents and Settings“fael_

3. Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<lms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For Mac OS (Terminal)

1. Double click on the current used Mac OS on the desktop.

2. Open the Application folder and get into Utilities.

3. Double click Terminal. The Terminal window will appear.
4

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms” will appear.
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e Terminal — bash — 80x24

Last login: 3ot Jan 3 B2:24:18 on ttypl 5
Welcome to Darwin!

Yigorl®:~ drovtek} ping 192.168.1.1

PING 192.168.1.1 (192,168.1.1%: 56 dota bytes

64 bytes from 192.168.1.1: icmp_seq=A ttl=255 time=A.7E5 ms
64 bytes from 192.168.1.1: icmp_zeg=1 ttl=255 Lime=A.697 ms
64 bytes from 192.168.1.1: icmp_zeg=2 ttl=2E5 time=A.716 ms
64 bytes from 192.168.1.1: icmp_zeq=3 ttl=2E5 time=A.731 ms
64 bytes from 192.168.1.1: icmp_zeq=4 ttl=255 tine=A.72 mz
AC

-— 192.,168.1.1 ping statistics ——-

b pockets tronsmitted, 5 pockets received, B% packet loss
round-trip mindovg/max = B.697/8.723/8.7656 ns

Yigori@:~ drovtekd ||

5.4 Checking If the ISP Settings are OK or Not

Open Online Status to check current network status. Be careful to check if the settings
coming from your ISP have been typed correctly or not.

M Refresh
Device Information System Information
Model : Vigor3aoo CPU Usage 23%
Hardware : 1.0 Y U I a
demeory Uzage : 4%
Firmuvare : 1.0.5RCS ¥ s = i——
~ ' =107 B i =-40L
Build Date : 2012-08-07 18:04:08 Coprocessor : EPU Usage:0% Memory Usage:1%
Revizicn : 1210 Syatem Up Time : Sdays 6:8:5
Current System Time : Tus Aug 14 17:04:18 UTC 2012
1Pwd IPvE
Profile Connectin Uptime  MAC Protocol IP Gateway DNS RX Packe TX Packe Operation
lan1 up S days 6.... 00:50:7F:... static(NAT)192.188.... 517583 1142556
lan100 up 0 days 0:... 00:50:7F.... static(NAT)192.168.... 0 341
wan2 up 0 days 0:... 00:50:7F.... pppos(N... 111.243.... 168.8959... 168.951... 1063 851 b4
wand up 0 days 0:... 00:50:7F:... static(NAT)172.16.2.... 172.16.1.1 8.8.8.8 50850 2754

If there is something wrong with the configuration, please go to WAN page and choose
General Setup again to modify the WAN connection.
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DrGYTEk Vigor3900 Series 17:10:24 Login: Admin

WAN >> General Setup

Auto Logout : | Off » GeneraISetup
GQuick Start Wizard B | :
[ e Y& Edit &M Refresh  Mode: |Basic v Prefile Number Limit : S0
WAN Profile Enable This F Description VLAHN ID VLAN Tag Port IPv4 Protocol IPvG Protocol
wani false 10 Dizable WAN1 None Link-Local
Default Route wan2 true " Dizable WANZ PPPoE Link-Local
Load Balance wan3 falze 12 Dizable WAN3 PPPoE Link-Local
Switch wand true 13 Dizable WANS Static Link-Local
LAN wans falze 14 Dizable WANS Nong Link-Local

E
pplications
e
i
— N ETEE—

External Devices

| <

5.5 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware.

Warning: After pressing factory default setting, you will lose all settings you did
¢ before. Make sure you have recorded all useful settings before you pressing. The
password of the factory default is null.

Software Reset
You can reset router to factory default via Web page.

Go to System Maintenance and choose Reboot System on the web page. The following
screen will appear. Choose Reboot with Factory Default Configuration and click Reboot.
After few seconds, the router will return all the settings to the factory settings.
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System Maintenance >> Reboot System >> Reboot System
Reboot System Schedule Reboot

() Reboot with Current Configurations
Reboot Option (%) Reboot with Factory Default Configurations

() Reboot with Customized Configurations

& Revoot

Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold
for more than 5 seconds. When you see the ACT LED blinks rapidly, please release the
button. Then, the router will restart with the default configuration.

m| W NS

5 (SFP 2) COMNSOLE UsB1 uszz Heset

After restore the factory default setting, you can configure the settings for the router again to
fit your personal request.

5.6 Contacting Your Dealer

If the router settings are correct at all, and the router still does not connect to internet, please
contact your ISP technical support representative to help you for configuration.

Also, if the router still cannot work correctly, please contact your dealer for help. For any
further questions, please send e-mail to support@draytek.com.
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