NO:AP1101-2 V.1

Release Note for Vigor2960

Firmware Version: 151.1

Release Type: Critical

Applied Models: Vigor2960 Series

This is a critical update - You should upgrade such Vigor router immediately with firmware

containing these improvements.

New Features

None.

Improvement

Others

VPN

Improved: Improved WebGUI security.

Improved: Disable the local/remote port forwarding via SSH.

Improved: Special character (e.g., *) is not allowed to use for User Profile.

Corrected: An issue of unable to access WUI due to some reasons.

Corrected: An issue of getting NTP time after the system reboot.

Corrected: An issue that some outgoing TCP Packets were not NATed.

Corrected: An issue that IP Bind Mac table could not be sorted alphabetically, correctly.
Corrected: An issue of taking long time to display the main page after login.

Corrected: An issue of failing to apply for Let’s Encrypt certificate when Web Allow was
disabled.

Corrected: An issue that VPN Remote Dial-In User failed to resolve DNS over VPN when
the local DNS server is used.

Corrected: An issue of displaying IPsec Xauth’s username in VPN connection
management.

Corrected: An issue of firewall rules not working for OpenVVPN connections.

Corrected: An issue of IPsec VPN connection stability.

Corrected: An issue of saving IPsec Aggressive VPN PSK setting when the peer ID was
empty.

Corrected: An issue of creating Dial-In IKEV2 multiSA VPN connection when the server
was behind NAT.

Corrected: An issue of disconnecting VPN for L2TP over IPsec via the WebUI.
Corrected: An issue that IPsec LAN to LAN VPN stopped passing traffics (a system
reboot required).



Known Issue

e None.

Note

e Due to the firmware size limitation, for devices using firmware version 1.0.5 or earlier, it
is suggested to upgrade to firmware version 1.0.7.1 first before upgrading to version 1.0.9
or later.
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