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Copyright Information

Copyright
Declarations

Trademarks

Copyright 2015 All rights reserved. This publication contains information that is
protected by copyright. No part may be reproduced, transmitted, transcribed, stored in a
retrieval system, or translated into any language without written permission from the
copyright holders.

The following trademarks are used in this document:

®  Microsoft is a registered trademark of Microsoft Corp.

®  Windows, Windows 95, 98, Me, NT, 2000, XP, Vista and Explorer are
trademarks of Microsoft Corp.

®  Apple and Mac OS are registered trademarks of Apple Inc.

®  Other products may be trademarks or registered trademarks of their respective
manufacturers.

Safety Instructions and Approval

Safety
Instructions

Warranty

Be a Registered
Owner

Firmware & Tools
Updates

®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.DrayTek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.DrayTek.com

iii Vigor2860 Series User’'s Guide



European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, Hukou Township, Hsinchu Industrial Park, Hsinchu County, Taiwan 303
Product: Vigor2860 Series Router

DrayTek Corp. declares that Vigor2860 Series of routers are in compliance with the following essential
requirements and other relevant provisions of R&TTE 1999/5/EC, ErP 2009/125/EC and RoHS 2011/65/EU.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class B and EN55024/Class B.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

This product is designed for the DSL and 2.4GHz/5GHz WLAN network throughout the EC region.
Regulatory Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

@ Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.
The antenna/transmitter should be kept at least 20 cm away from human body.

DrayTek Vigor2860 series VDSL2/ADSL2+ routers are compliant with 47 C.F.R. Part 68.

CEOFC

More update, please visit www.draytek.com.
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1
( Introduction

Note: This is a generic International version of the
user guide. Specification, compatibility and features
vary by region. For specific user guides suitable for
your region or product, please contact local
distributor.

Vigor2860 series is a VDSL2 router. It integrates IP layer QoS, NAT session/bandwidth
management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly, and offers several protocols (such as
IPsec/PPTP/L2TP) with up to 32 VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy with ease. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before.
By the way, DoS/DDoS prevention and URL/Web content filter strengthen the security
outside and control inside. Object-based firewall is flexible and allows your network be safe.

User Management implemented on your router firmware can allow you to prevent any
computer from accessing your Internet connection without a username or password. You can
also allocate time budgets to your employees within office network.

With the 6-port Gigabit switch on the LAN side provides extremely high speed connectivity
for the highest speed local data transfer of any server or local PCs. The tagged VLANS
(IEEE802.1Q) can mark data with a VLAN identifier. This identifier can be carried through an
onward Ethernet switch to specific ports. The specific VLAN clients can also pick up this
identifier as it is just passed to the LAN. You can set the priorities for LAN-side QoS. You can
assign each of VLANS to each of the different IP subnets that the router may also be operating,
to provide even more isolation. The said functionality is tag-based Multi-subnet
(Multiple-Private LAN Subnets).

On the Wireless-equipped models (Vigor2860n/n plus/\VVn/Vn plus) each of the wireless SSIDs
can also be grouped within one of the VLANS.

In addition, Vigor2860 series supports USB interface for connecting USB printer to share
printing function or 3G USB modem for network connection.

Vigor2860 series provides two-level management to simplify the configuration of network
connection. The user mode allows user accessing into WEB interface via simple configuration.
However, if users want to have advanced configurations, they can access into WEB interface
through admin mode.
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1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.

Cliet! Cancel current settings and recover to the previous saved settings.

Clear

-
P

Clear all the selections and parameters settings, including selection from
drop-down list. All the values must be reset with factory default settings.

e Add new settings for specified item.

Edit Edit the settings for the selected item.

D Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 3, 4 for detailed
explanation.
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1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and connectors

first.

1.2.1 For Vigor2860

LED \ Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
UsB1~2 On USB device is connected and ready for use.
Blinking The data is transmitting.
WAN2 On Internet connection is ready.
Off Internet connection is not ready.
Blinking The data is transmitting.
DSL On The router is ready to access Internet through DSL link.
Blinking Slowly: The DSL connection is ready.
Quickly: The connection is training.
VPN On The VPN tunnel is active.
QoS On The QoS function is active.
WCF On The Web Content Filter is active. (It is enabled from
Firewall >> General Setup).
DoS On The DoS function is active.
Blinking It will blink while detecting an attack.
LED on Connector
Left On The port is connected.
WAN2 LED Off The port is disconnected.
(Giga) Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
_ Left On The port is connected.
GigaLAN | LED Off The port is disconnected.
1-6 Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
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Interface
Factory Reset

Description

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

USB Connecter for a USB device (for 3G USB Modem or printer).
VDSL/ADSL Connecter for accessing the Internet.

WAN2 Connecter for local network devices or modem for accessing Internet.
GigaLAN (1-6) Connecters for local network devices.

PWR Connecter for a power adapter.

ON/OFF Power Switch.

Vigor2860 Series User's Guide



1.2.2 For Vigor2860n

LED \ Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
uUSB On USB device is connected and ready for use.
Blinking The data is transmitting.
WLAN On Wireless access point is ready.
Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)
WAN2 On Internet connection is ready.
Off Internet connection is not ready.
Blinking The data is transmitting.
DSL On The router is ready to access Internet through DSL link.
Blinking Slowly: The DSL connection is ready.
Quickly: The connection is training.
VPN On The VPN tunnel is active.
QoS On The QoS function is active.
WCF On The Web Content Filter is active. (It is enabled from
Firewall >> General Setup).
DoS On The DoS function is active.
Blinking It will blink while detecting an attack.
LED on Connector
Left On The port is connected.
WAN2 LED Off The port is disconnected.
(Giga) Blinking The data is transmitting.
Right On The port is connected with 12000Mbps.
LED Off The port is connected with 10/100Mbps
Left On The port is connected.
GigaLAN | | ED Off The port is disconnected.
1~6 Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
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Interface

Wireless LAN
ON/OFF/WPS

Description

Press "Wireless LAN ON/OFF/WPS" button once to wait for client
device making network connection through WPS.

Press "Wireless LAN ON/OFF/WPS" button twice to enable (WLAN
LED on) or disable (WLAN LED off) wireless connection.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

USB Connecter for a USB device (for 3G USB Modem or printer).
VDSL/ADSL Connecter for accessing the Internet.

WAN?2 (Giga) Connecter for local network devices or modem for accessing Internet.
GigaLAN (1-6) Connecters for local network devices.

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.2.3 For Vigor2860n-plus

[ ={D) \ Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
USB On USB device is connected and ready for use.
Blinking The data is transmitting.
2.4G On Wireless access point with bandwidth of 2.4GHz is
ready.
Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)
WAN2 On Internet connection is ready.
Off Internet connection is not ready.
Blinking The data is transmitting.
DSL On The router is ready to access Internet through DSL link.
Blinking Slowly: The DSL connection is ready.
Quickly: The connection is training.
5G On Wireless access point with bandwidth of 5GHz is
ready.
Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)
QoS On The QoS function is active.
WCF On The Web Content Filter is active. (It is enabled from
Firewall >> General Setup).
DoS On The DoS function is active.
Blinking It will blink while detecting an attack.
LED on Connector
Left On The port is connected.
WAN2 LED Off The port is disconnected.
(Giga) Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
Left On The port is connected.
GigaLAN | | ED Off The port is disconnected.
1-6 Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
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Interface

Description

Wireless LAN
ON/OFF/WPS

Press "Wireless LAN ON/OFF/WPS" button once to wait for client
device making network connection through WPS.

Press "Wireless LAN ON/OFF/WPS" button twice to enable (WLAN
LED on) or disable (WLAN LED off) wireless connection.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

USB Connecter for a USB device (for 3G USB Modem or printer).
VDSL/ADSL Connecter for accessing the Internet.

WAN?2 (Giga) Connecter for local network devices or modem for accessing Internet.
GigaLAN (1-6) Connecters for local network devices.

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.2.4 For Vigor2860Vn-plus

LED \ Status Explanation

ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

uUSB On USB device is connected and ready for use.
Blinking The data is transmitting.

2.4G On Wireless access point with bandwidth of 2.4GHz is
ready.

Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)

WAN2 On Internet connection is ready.

Off Internet connection is not ready.

Blinking The data is transmitting.

DSL On The router is ready to access Internet through DSL link.

Blinking Slowly: The DSL connection is ready.

Quickly: The connection is training.

5G On Wireless access point with bandwidth of 5GHz is
ready.

Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)

Line On A PSTN phone call comes (in and out). However,
when the phone call is disconnected, the LED will be
off.

Off There is no PSTN phone call.

Phone (1-2) On The phone connected to this port is off-hook.

Off The phone connected to this port is on-hook.

Blinking A phone call comes.

LED on Connector

Left On The port is connected.
WAN2 LED Off The port is disconnected.
(Giga) Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
_ Left On The port is connected.

GigaLAN | LED Off The port is disconnected.

1~6 Blinking The data is transmitting.

Right On The port is connected with 1000Mbps.
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LED Off | The port is connected with 10/100Mbps

Interface Description
Wireless LAN Press "Wireless LAN ON/OFF/WPS" button once to wait for
ON/OFF/WPS client device making network connection through WPS.

Press "Wireless LAN ON/OFF/WPS" button twice to enable
(WLAN LED on) or disable (WLAN LED off) wireless
connection.

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED
is blinking). Press the hole and keep for more than 5 seconds.
When you see the ACT LED begins to blink rapidly than usual,
release the button. Then the router will restart with the factory
default configuration.

USB Connecter for a USB device (for 3G USB Modem or printer).

VDSL2/ADSL Connecter for accessing the Internet.

WAN2 (Giga) Connecter for local network devices or modem for accessing
Internet.

GigaL AN (1-6) Connecters for local network devices.

Phone 1/2 Connecter for analog phone(s).

Line Connector for PSTN life line.

PWR Connecter for a power adapter.
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1.2.5 For Vigor2860ac

LED \ Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
uUsB On USB device is connected and ready for use.
Blinking The data is transmitting.
2.4G On Wireless access point with bandwidth of 2.4GHz is
ready.
Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)
WAN2 On Internet connection is ready.
Off Internet connection is not ready.
Blinking The data is transmitting.
DSL On The router is ready to access Internet through DSL link.
Blinking Slowly: The DSL connection is ready.
Quickly: The connection is training.
5G On Wireless access point with bandwidth of 5GHz is
ready.
Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)
QoS On The QoS function is active.
WCF On The Web Content Filter is active. (It is enabled from
Firewall >> General Setup).
DoS On The DoS function is active.
Blinking It will blink while detecting an attack.
LED on Connector
Left On The port is connected.
WAN2 LED Off The port is disconnected.
(Giga) Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
_ Left On The port is connected.
GigaLAN | | ED Off The port is disconnected.
1~6 Blinking The data is transmitting.
Right On The port is connected with 12000Mbps.
LED Off The port is connected with 10/100Mbps
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Interface

Description

Wireless LAN
ON/OFF/WPS

Press "Wireless LAN ON/OFF/WPS" button once to wait for client
device making network connection through WPS.

Press "Wireless LAN ON/OFF/WPS" button twice to enable (WLAN
LED on) or disable (WLAN LED off) wireless connection.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

USB Connecter for a USB device (for 3G USB Modem or printer).
VDSL/ADSL Connecter for accessing the Internet.

WAN?2 (Giga) Connecter for local network devices or modem for accessing Internet.
GigaLAN (1-6) Connecters for local network devices.

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.2.6 For Vigor2860Vac

LED Status Explanation

ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

usB On USB device is connected and ready for use.
Blinking The data is transmitting.

2.4G On Wireless access point with bandwidth of 2.4GHz is
ready.

Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)

WAN2 On Internet connection is ready.

Off Internet connection is not ready.

Blinking The data is transmitting.

DSL On The router is ready to access Internet through DSL link.

Blinking Slowly: The DSL connection is ready.

Quickly: The connection is training.
5G On Wireless access point with bandwidth of 5GHz is
ready.
Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)
Line On A PSTN phone call comes (in and out). However,
when the phone call is disconnected, the LED will be
off.
Off There is no PSTN phone call.
Phone (1-2) On The phone connected to this port is off-hook.
Off The phone connected to this port is on-hook.
Blinking A phone call comes.
LED on Connector
Left On The port is connected.

WAN2 LED | Off The port is disconnected.

(Giga) Blinking The data is transmitting.
Right | On The port is connected with 1000Mbps.
LED | Off The port is connected with 10/100Mbps
Left On The port is connected.

GigaLAN | LED | Off The port is disconnected.

1~6 Blinking The data is transmitting.

Right | On The port is connected with 1000Mbps.

13 Vigor2860 Series User's Guide



LED | Off | The port is connected with 10/100Mbps

Interface Description
Wireless LAN Press "Wireless LAN ON/OFF/WPS" button once to wait for
ON/OFF/WPS client device making network connection through WPS.

Press "Wireless LAN ON/OFF/WPS" button twice to enable
(WLAN LED on) or disable (WLAN LED off) wireless
connection.

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED
is blinking). Press the hole and keep for more than 5 seconds.
When you see the ACT LED begins to blink rapidly than usual,
release the button. Then the router will restart with the factory
default configuration.

USB Connecter for a USB device (for 3G USB Modem or printer).

VDSL/ADSL Connecter for accessing the Internet.

WAN?2 (Giga) Connecter for local network devices or modem for accessing
Internet.

GigaLAN (1-6) Connecters for local network devices.

Phone 1/2 Connecter for analog phone(s).

Line Connector for PSTN life line.

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.3 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.
1.  Connect the DSL interface to the land line jack with a DSL line cable.

2. Connect the cable Modem/DSL Modem/Media Converter to the WAN port of router
with Ethernet cable (RJ-45).

3. Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of the router and
the other end of the cable (RJ-45) into the Ethernet port on your computer.

4.  Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

5. Power on the device by pressing down the power switch on the rear panel.

6. The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

(For the hardware connection, we take “n” model as an example.)

|
LJLandllnaiack[PDl’SJ
@ DSL Line

Power Adapler

[ =~ s (- Vigor2860n
M i W MR A% v3s17 Sacurity Firowall
wielens a5 G i [ g - — =
OHOFAAPE or maw gep *m
v 2 - - - -
LE L wer | 1
S A |
= LsB VIGLADAL . GlgaLANF | x 3 4

FWR

° mf

Cable/DSL Modem
Power Swilch or Media Converter

LAN
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1.4 Printer Installation

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For other Windows system, please visit www.DrayTek.com.

Router
(192.168.1.1)

Internet

Printer Name:192.168.1.1
Port Name: IP_192.168.1.1

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.
2. Open All Programs>>Getting Started>>Devices and Printers.

= =i Smart VPN Client
Cormputer

’ Getting Started L

Contral Panel

% Privatefirewall 7.0
Devices and Printers

—
—
! Connect to a Projector

Calculator

Default Pragrams

Help and Suppaort

Wind ouws Security

Log off | »
L &ll Prograrms Ll |
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3. Click Add a printer.

=5 Devices and Printers

e

(\ yL ;‘I r'ﬁ'& * Control Parnel = Hardware and Sound = Devices and Printe

Sdd a device | Add a printer

a Devices (D

4.  Adialog will appear. Click Add a local printer and click Next.

- Add Printer x|
() & Add Printer

What type of printer do you want to install?

=» Add a local printer

Use this option only if wou don't have a USBE printer, (dindows automatically installs USE printers
wehen you plug them ing

«» Add a network, wireless or Bluetooth printer

dake sure thatwour computer is connected to the network, or that your Bluetooth or wireless
prirter is turned an,

| Cancel |

5. Inthis dialog, choose Create a new port. In the field of Type of port, use the drop
down list to select Standard TCP/IP Port. Then, click Next.

- Add Printer x|

@ = Add Printer

Choose a printer port

& printer port is 3 type of connection that allows your computer to exchange information with a printer,

" Use an existing port: |LPT1: (Printer Port) J

iy

=

Type of port:

INext Cancel
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6. Inthe following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

- Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Dewvice ._]
Haosthame or IP address: |192.168.1.1
Port name: |192.168.1.1

[~ Querythe printer and autaomatically selectthe driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

= Add Printer x|

@ i Add Printer

Additional port information required

The dewice is not found on the netwark, Be sure that:

. The device is turned on,

. The netwark is connected,

. The device is properly configured,

. The address on the prewvious page is correct,

R

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows

Device Type -

(¢ Standard

i Custorm Hi

Mext Cancel
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8.

Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the

selection, click Next.

-+ Add Printer

6 o Add Printer

Install the printer driver

i

Choose your printer frorn the list. Click Windows Update to see more models,

x|

-
To install the driver from an installation CD, click Hawve Disk,
= E‘ [ El
| I
I Brother | ||:_'._;,Jamther DCP-116C
Canon gl Brother DCP-TIVC
DrayTek 5l Brother DCP-128C
Epson ol Brother DCP-129C
Fuii ¥erox > | ] Brother DCP-130C j

[5] This driver is digitally signed.

Tell rne why driver signing is important

Type a name for the chosen printer. Click Next.

= Add Printer

—
0 g Add Printer

Type a printer name

Windows Update |

Hawe Disk.., |

Mext

Cancel

Printer narme:

This printerwill be installed with the Brother DCP-116C driver,

19
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Cancel
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10. Choose Do not share this printer and click Next.

i Add Printer x|
() & Add Printer
Printer Shating

If ywou weant to share this printer, you must provide a share name, You can use the suggested narme or
fype a new one, The share narme will be visible to other network users,

@+ Do not share this printer

" Share this printer so that others on your netwark can find and use it

Cancel

11. Then, in the following dialog, click Finish.

i Add Printer x|
() & Add Printer

You've successfully added Brother DCP-116C

I Setas the default printer

To check if wour printer is warking properly, or to see troubleshooting information for the printer, print a
testpage.

Print a test page

| Cancel
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12.

The new printer has been added and displayed under Printers and Faxes. Click the new
printer icon and click Printer server properties.

OO % * Control Panel = Hardware and Sound » Devices and Printer:

-

Add adevice  Add aprinter  See what's printin

Remove device

Print server properties |
ies for this print|

« Devices (3)

Gener\‘c’ ﬁ;n-PnP

[senver. |

Whweare Wirtual WM TP RO-SWR
Monitor disk SCSI Disk
Device
4 Printers and Faxes ()
s he
:‘.% f-
6F_Printer Adrn_Printer Microsoft XPS Brother

Document Writer DCP-116C

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties Remove device

¥

MM TP RO-5WR

Forms ~ Ports |Drivers| Securit_l,ll Advanced

Ports on this server

Part Description Printer Ij
Ts002 Inactive TS Part

=i TS001 Inactive TS Part
TP ThinPrint Print Port fo..
172.16.2.2... Standard TCP/IP Port af
LPR_local... Standard TCP/IP Port Adrm_Printer

:I LOE locs Stapdoed TCDAD Do GE Deinter
Standard TCP/IP Port Brother DCP-1160C
FsHor Local Fort ricrosort AP Document Witer -
Add Port.., Delete Port

Configure Port... | ]

Cancel

o]

Apply
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14. Select "LPR" on Protocol, type pl (humber 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

WEF PrOperties MEMDWE HEWICE

| = Print Server Properties ﬂ

Forms Ports | Dirivvers | Security | Advanced |

Configure Standard TCP/IP Port Manitor ﬁ

Part Settings |

Port Name: |mz¢a&11

_ Printer Mame ar [P Address: |192.168.1.1

Protocol

" Rauw * LPR

Y Rawy Settings

|9100

LPR Settings
i Queue Marne: |p1|

[ LPR Byte Counting Enabled

[~ SMMP Status Enabled

|puh|ic

il . ) |1

ak | Cancel |

The printer can be used for printing now. Most of the printers with different manufacturers are
compatible with vigor router.

Note 1: Some printers with the fax/scanning or other additional functions are not supported.
If you do not know whether your printer is supported or not, please visit www.draytek.com
to find out the printer list. Open Support >FAQ/Application Notes; find out the link of
USB>>Printer Server and click it.

D T k MyVigor | Register | E-newskstter | DrayTekHQ | Media Center | | Global { English ) v

FAQ / Application You are here: Home » Supports » FAQ/ Application Notes » Printer Server

UsB

Printer Server

G416 Internet
Connection
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Then, click the What types of printers are compatible with Vigor router? link.

FAQ | Application You are here: Home » Supports » FAQ/ Application MNotes » Printer Server

Latest FAQ/Application

Basic Printer Server

(]

Firmware Upgrade

What types of printers are compatible with Vigor router?

WAN
IPv6 How do | configure LPR printing on Windows7?
prrichiay How do | configura LPR printing on My Windows Vista ?
Dual WAN

Note 2: Vigor router supports printing request from computers via LAN ports but not WAN
port.
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1.5 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later section -
Trouble Shooting of the guide.

2. Open aweb browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

DrGYTEk Y lgo2860 Series

Username admin

Password sesna|

Login

3. Please type “admin/admin” as the Username/Password and click Login.

Notice: If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problem.
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4.

5.

Now, the Main Screen will appear.

DrayTek

Auto Logout « m

Dashboard
Wizards
Online Status:

WAN
LAN

NAT

Firewall

User Management
Ohjects Setting

CSM

Bandwidth Management
Applications

WPH and Remote Access
Certificate Management
Central VPN Management
Central AP Management
YolP

Wireless LAN (2.4 GHz)
Wireless LAN {5 GHz)
SSLVWPH

USB Application

System Maintenance
Diagnostics

External Devices

Admin mode
Status: Settings Saved

- Vfgor2860 Series

R R e

Load-Balance/Route Policy

Dashboard

[

i L
ACT WAN2 Line

Lraylek

Vigor2860Vac

VDSL2 Security Firewall

Vireiess Lt
ONOFFIWPS 1 - - - - - - - - - - - - - -
w1 [ I TIT 1T
- 0 0 & B
fest 24G™ 86" PhoneZ e VDSUADSL  WAN2Gigal  GigalAN*1 2 1 4 [ [ Phon
Model Mame Vigor2selvac System Up Time [ 4:29:49 System Status
Router Name Current Time 2000 Jan 1 Sat 4:28:34 Dynamic DNS
Firmware Version | 3.7.8 Build Date/Time | Dec 23 2014 18:34:33 TR-069
DSL Wersion S48006_A/B/C HW: A LAN MAC Address| 00-10-A4-CE-4C-50 User Management
IM/P2P Block
Line / Mode 1P Address MAC Address Up Time | SysLon / Mail Alert
Wikh1 | 4D5L / PPPOE Disconnected 00-1D-44-CH-4C-51 00:00:00 (pap
WAN2 | Ethernet [ — Disconnected 00-1D-A8-Ch-4C-52 00:00:00 maDIUS
WaN3  [USE / -— Disconnected 00-1D-A4-Ch-4C-53 00:00:00 | Firewall Object Settir
WANY | USE /- Dizconnected 00-1D-A8-Ch-4C-54 00;00:00 | Data Flow Monitor
Interface
D5L Connected | Down Stream @ OKbps / Up Stream : Okbps
AN Connected :0,  WANL __ WAN2  WAN3  WaN4
3 LaN Connected :0, LANL  LAN2  @LAM3 LAN4  LANS O LANG
J WLAN Connected :0
2 WWLANSG| Connected (0
Connected : 0 UsSB 1
Wils o, _UsE 2 v
< ' _

Note: The home page will be different slightly in accordance with the type of the
router you have.

The web page can be logged out according to the chosen condition. The default setting is
Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

Auto Logout |+

1.6 Changing Password

Please change the password for the original security of the router.

1.

Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

Please type “admin/admin” as Username/Password for accessing into the web user
interface with admin mode.

Go to System Maintenance page and choose Administrator Password.

25
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System Maintenance >> Administrator Password Setup

Administrator Password
Old Password | |

MNew Password | | (Max, 23 characters allowed)
Confirm Password | | (Max, 23 characters allowed)
Mote:Password can containonly a-z &-Z0-9, ;"< ¥*+=\ | @& ™1 ()

Administrator Local User

[ Local User
Local User List

Specific User

Password: I:l Confirm Password: |:|

Enable ‘admin' Login From YWan

4.  Enter the login password (the default is “admin”) on the field of Old Password. Type
New Password and Confirm Password. Then click OK to continue.

Note: The maximum length of the password you can set is 23 characters.

5. Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.

DrayTek

Username | |

Y :gdréo Series

Password | |

Group

Login

Copyright © 2012 DrayTek Corp. All Rights Reserved

Note: Even the password is changed, the Username for logging onto the web user
interface is still “admin”.
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1.7 Introducing Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Auto Logout (»

Dashboard

Wwizaras

A web page with default selections will be displayed on the screen. Refer to the following

figure:
Dashboard
& & 9 |"_.'_:“:|""'_/““'_'\_ /—Ték Vigor2860Vac
.9 ACT WANZ Line - “2' VDSLZ Security Firewall
{11 i)
ONIOFFWPS ‘ Q 1 = =1 = — I — — — - = —
ekt [T TTPFTT
2 00 &
246 56 . i VDSLIADSL WAN2(Giga)  GigalAN®1 2 ] 4 5 6 Phonetiz
System Information
Model Mame Wigor28a0vac Systern Up Time [ 0:11:7 System Status
Router Mame Current Time 2000 J1an 1 5at 0:11:3 Dynamic DHNS
Firmware Yersion | 3.7.8 Build Date/Time |Dec 11 2014 17:21:20 TR-069
DSL Wersion S48006_AJB/C HWw: A LAN MAC Address| 00-1D-A4-C6-4C-50 User Management
IM/P2P Block
IPwd Internet Access Schedule
Line / Mode IP Address MAC Address Up Time SysLog ! Mail Alert
WAN1 | ADSL / PPPCE Disconnecked 00-10-AA-C6-4C-51 00:00:00 LDAP
WAN? | Ethernet / - Disconnected 00-10-A4-CH-4C-52 00:00:00 RADIUS
WAN3 | USE /- Disconnected 00-10-AA-CH-4C-53 00:00:00 Firewall Object Setting
WANS  [USE [ — Disconnected 00-10-5A5-CAH-4C-54 00:00:00 Data Flow Monitor |
Interface
DSL Connected : Down Stream @ Okbps / Up Stream @ Okbps
AN Connected :0, VAN VAN 2 VWA 3 \idAm 4
J LAN Connected : 0, LAN1 LANEZ LANZ  @LANY LAMS LANG
1 WLAN Connected :0
1 WLANSG| Connected 10
Connected 0, USE 1
e D, _USB2
# b3

1.7.1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds. When you
move and click the mouse cursor on LEDs (except ACT), USB ports, VDSL/ADSL, WAN2,
or LAN1 - LANSG, related web setting page will be open for you to configure if required.

Dashboard
@ & ® [T~ Vigor2860
ACT WAN2 QoS ] ‘lﬂ!‘é' J-.C‘Lv VDSL2 Security Firewall
e B @ e | S
. $3 % T T T
iy, B B W i
ot UsB2 VPN DoS L VDELADSL WANZ(Giga) GigalAN » 1 2 3 4 5 &
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Port Color Explanation
Displayed
LED (left side) | Black It means the router or the function is not working.
Green It means the router or the function is working.
uUSB Black It means no USB device is connected.
Green It means a USB device is connected.
VDSL/ADSL | Black XDSL connection is not ready.
Green It means WAN1 VDSL broadband access is available.
Orange It means WAN1 ADSL broadband access is available.
WAN2(Giga) | Black No Etherenet connection.
Orange It means WAN2 broadband access is available and port
link rate does not reach 1Ghps.
Green It means WAN2 broadband access is available and port
link rate reaches 1Gbps.
GigaLAN1~6 | Black It means such port is disconnected.
Green It means such port is connected physically.

For detailed information about the LED display, refer to 1.2 LED Indicators and
Connectors.

1.7.2 Name with a Link

A name with a link (e.g., Router Name, Current Time, WAN1~4 and etc.) below means you
can click it to open the configuration page for modification.

= * d *

Wigor2aalvac System Up Time | 0:11:7
Router Hame [[current Time 000 Jan 1 Sat0:11:3
Eirraarevarsiond 3.7.8 RC6a NBuild Date/Time ec 11 2014 17:31:30
DSL Wersion S48006_A7E/C HW: A | L& mMaC Address | 00-1D-48-CH-4C-50
IPv4 Internet Access
Line / Mode IP Address MAC Address Up Time
WAaAN1 |Y:DSL / PPPoE Disconnected 00-10-448-C6-4C-51 00:00:00
WAN2 Fthernet f -— Disconnected 00-10-48-CH-4C-52 00:00: a0
wianN3 | se [ Disconnected 00-10-44-CH-4C-53 00:00:00
WiaN4 | sSE /- Disconnected 00-10-4A-CH-4C-54 00:00:00
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1.7.3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for

your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions

grouped under Quick Access.

System Status
Dynamic DNS
TR-0G9
User Management
IA/P2P Block
Schedule
SysLog / Mail Alert
LDAP

DIUS
Firewall Object Setting

Data Flow Monitor

The function links of System Status, Dynamic DDNS, TR-069, User Management, IM/P2P
Block, Schedule, Syslog/Mail Alert, LDAP, RADIUS, Firewall Object Setting and Data Flow
Monitor are displayed here. Move your mouse cursor on any one of the links and click on it.

The corresponding setting page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them if

required.
DsL Connected : Down Stream : 101060Kbps / Up Stream : 96772Kbps
AN Connected : 2, @WAN1 W ANZ WAND
3 RN Connected : 2, WLAN1 WLANZ WPLANG LANS LAMS LANG
Connected : 0, USE 1
Use 0, USE 2

PN Connected =1 Remote Dial-in User / LAN to LAN

User Mode is OFF now.

Note that there is a plus (2 ) icon located on the left side of VPN/LAN. Click it to review the

VPN connection(s) used presently.

Security
VPN Connected : 1 Remote Dial-in User / LAHN to LAN
Current Page: 1 page Ma.
Name [ User Type | Security Host IP Up Time
V2920 IPsec/3DES 172.16.2.145 0:0:20

User Mode is OFF now.
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2 LaM Connected © 3, (@LANL LAMNZ LarM3 LarMt LAME LAaMNG
Host ID IP Address MAC
ALPHA-MB 10.28.60.13 1C-4B-Da-02-D7-0R
10.228.60.14 Q0-15-AF-09-FE-F A
10.22.00.11 Q0-50-FF-C9-76-45

Host connected physically to the router via LAN port(s) will be displayed with green circles in

the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC

address indicates that the traffic would be transmitted through LAN port(s) and then the WAN

port. The purpose is to perform the traffic monitor of the host(s).

1.7.4 GUI Map

All the functions the router supports are listed with table clearly in this page. Users can click
the function link to access into the setting page of the function for detailed configuration.

Click the icon on the top of the main screen to display all the functions.

GUI Map

Dashboard YPH and Remote

Wizards Access
Suick Start Wizard Bermote Access Contral
Service Activation Wizard FPP General Setup
WRM Client Wizard IPzec General Setup
WEM Sener Wifizard IPzec Pear Identity
WWireless Wiizard Bernote Dial-in Lser
WolP Wizard LAM to LAN

Online Status WP TRUMK
Physical Connection Manadement
Wirtual WA Caonnection Managetment

WAN Certificate Management
General Setup Local Cedificate
Internet Access Trusted CA Cedificate
Multi- PV CILAN Cetificate Backup

LAN Central VPN
General Setup Management

Policy
NAT
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Load-Balance/Route

Static Route
WLAN

Bind IP to MAC
LAM Port Wirror
Wired 802 1%
Webh Portal Setup

Port Redirection
CMZ Host
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Central AP Management

General Setup
CPE Manadgerment
WPM Management
Log & Alert

Status

WLAMN Profile

AP Maintenance

AP Map

Traffic Graph
Rogue AP Detection




1.7.5 Web Console

= e &

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The

functions/settings modified under Web Console also can be reviewed on the web user
interface.

Click the Web Console icon on the top of the main screen to open the following screen.

p i 8080/ o pnsole him - Windo nterne ploze -d
2| 172162132 ]
Type ? for command help
> 2
% Valid commands are:
adsl bpa csm ddns dos exit
internet ip ip6 ipf log mngt
msubnet object port portmaptime prn gos
quit show srv switch sys testmail
upnp vigbrg vlan vpn wWan wol
user nand
>1

%A, @ R i - RI05%
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1.7.6 Config Backup

= M aE B

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by using
System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen and a pop up dialog will appear.

Opening ¥2860_20140402 cfg X |

You have chosen to open:

¥2860_20140402 cfg

which is: cfg File (8.8 KB}
from: http#172.16.3.133:2860

What should Firefox do with this file?

O genvn

() Bave File

OK | | Coneel

Click Save to store the setting.
1.7.7 Logout

T = R

Loogout

Click this icon to exit the web user interface.

1.8 Online Status

Online Sta
nnection

1.8.1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN
connection status, ADSL information, and so on.
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Physical Connection for IPv4 Protocol

Online Status

Physical Connection

System Uptime: 9days 0:24:15

IPv4 IPv6
LAN Status Primary DNS: 10.39.0.1 Secondary DNS: 2.2 4.4
IP Address TX Packets RX Packets
10.28.60.1 Z1o0oo9z2 2482777
WAN 1 Status == Dial PPPoE
Enable Line Name Mode Up Time
Yes ADSL FPPoE oo:oa:ao
IP GW IP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
- - 0 0 0 u]
WAN 2 Status => Release
Enable Line Name Mode Up Time
Yes Ethernet DHCP Client 216:24:07
IP GW IP TX Packets  TX Rate(Bps) RX Packets RX Rate(Bps)
10.39.0.10 10.39.0.1 1174358 0696 1531576 1247
WAN 3 Status
Enable Line Name Mode Up Time Signal
Yes UsB -—- og:0o:oo0 -
IP GW IP TX Packets  TX Rate(Bps) RX Packets RX Rate(Bps)
--- --- ] ] ] u]
WAN 4 Status
Enable Line Name Mode Up Time Signal
Yes Use -—- og:go:oo -
IP GW IP TX Packets  TX Rate(Bps) RX Packets  RX Rate(Bps)
--- --- ] ] ] u]
ADSL Information { ADSL Firmware Yersion: 05-04-04-04-00-01)
ATM Statistics TX Cells RX Cells TX CRC errs RX CRC errs
] ] a
ADSL Status Mode State Up Speed Down Speed  SNR Margin Loop Att.
TRAIMING 0 u] 0 0

Physical Connection for IPv6 Protocol
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Detailed explanation (for IPv4) is shown below:

Item Description

LAN Status Primary DNS-Displays the primary DNS server address
for WAN interface.
Secondary DNS -Displays the secondary DNS server
address for WAN interface.
IP Address-Displays the IP address of the LAN interface.
TX Packets-Displays the total transmitted packets at the
LAN interface.
RX Packets-Displays the total received packets at the LAN
interface.

WANI1/WAN2/WAN3 Enable — Yes in red means such interface is available but

/WAN4 Status not enabled. Yes in green means such interface is enabled.

Line — Displays the physical connection (VDSL, ADSL,
Ethernet, or USB) of this interface.

Name — Display the name of the router.

Mode - Displays the type of WAN connection (e.g.,
PPPOE).

Up Time - Displays the total uptime of the interface.
IP - Displays the IP address of the WAN interface.
GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the
WAN interface.

Detailed explanation (for IPv6) is shown below:

ltem

Description

LAN Status

IP Address- Displays the IPv6 address of the LAN
interface..

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the
LAN interface.

WAN IPv6 Status

Enable — No in red means such interface is available but
not enabled. Yes in green means such interface is enabled.
No in red means such interface is not available.
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Item Description

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default
gateway.

Note: The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface is not
ready for accessing Internet.

1.8.2 Virtual WAN

Such page displays the virtual WAN connection information.

Virtual WAN are used by TR-069 management, VoIP service and so on.
The field of Application will list the purpose of such WAN connection.

1.9 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find messages
showing the system interaction with you.

Ready indicates the system is ready for you to input settings.

Settings Saved means your settings are saved once you click Finish or OK button.
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This page is left blank.
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i Quick Setup

There are several setup wizards offered for you to configure the router simply and quickly.

Whzards

®  Quick Start Wizard — used for building network connection, Internet access.
Service Activation Wizard — used for activating the web content filter service.

VPN Client Wizard - used for establishing VPN tunnel; the router is treated as a VPN
client.

® VPN Server Wizard — used for establishing VPN tunnel; the router is treated as a VPN
server.

Wireless Wizard — used for building wireless LAN connection.
® VoIP Wizard — used for establishing VolP profile.

2.1 Quick Start Wizard

Quick Start Wizard can help you to deploy and use the router easily and quickly. The first
screen of Quick Start Wizard is entering login password. After typing the password, please
click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

Old Password |nn. |
MNew Password |nno |
Confirm Password |nn. |
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On the next page as shown below, please select the WAN interface that you use. If DSL
interface is used, please choose WANL1; if Ethernet interface is used, please choose WANZ2; if
3G USB modem is used, please choose WAN3 or WAN4. Then click Next for next step.

Quick Start Wizard

WAN Interface

WaN Interface: WANT v
Display Mame:

Physical Mode: ADSL / WDSL2
DSL Mode: Auto hd

Physical Type:

YLAN Tag insertion {ADSL): Disable v
WLAN Tag insertion (VWDSL2): Enable *
Tag value a0 {0~4095)
Priority 0 {0~7)
(<5 ) (o)

WAN1, WAN2, WAN3 and WAN4 will bring up different configuration page. Refer to the
following sections for detailed information.
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2.1.1 For WAN1 (ADSL/VDSL?2)
WANL is specified for ADSL or VDSL2 connection.

Quick Start Wizard

WAN Interface

WaAMN Interface: WWANT »
Display Mame:
Physical Maode: ADSL / WDSL2
DSL Mode: WDSL2 anly
Physical Type:
WLAN Tag insertion {(YDSL2): Enable
Tag value 0 {0~4085)
Priority 0 {0~7)
< Back ] [ Mext >
Available settings are explained as follows:
Item Description
Display Name Type a name to identify such WAN.
DSL Mode Specify the physical mode (VDSL2 only or ADSL only) for
such router manually.
VLAN Tag insertion The settings configured in this field are available for WAN1
(VDSL2)/(ADSL) and WAN2.

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WAN1.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form 0 to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

You have to select the appropriate Internet access type according to the information from
your ISP. For example, you should select PPPoE mode if the ISP provides you PPPoE
interface. In addition, the field of For ADSL Only will be available only when ADSL is
detected. Then click Next for next step.
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PPPOE/PPPOA

1. Choose WAN1 as WAN Interface and click the Next button; you will get the following
page.

Quick Start Wizard

Connect to Internet

WAN 1
Protacal FPFoE/PFPPoA bt
For ADSL Only:
Encapsulation PPPOE LLCISMAP +
WPI 0
I 33
Fized IP Oves @ MolDynamic IP)
IP Address
Subnet Mask
Default Gateway
Primary DMS 3.8.8.8
Second DNS 5.8.4.4
((=Back | [ Med= |
Available settings are explained as follows:
Item Description
Protocol There are two modes offered for you to choose for WAN1
interface.
PPFPoE / PPPoA v
EEET Ui am—

MPoA [ Static ar Dynamic IP

Choose PPPoE/PPPoA as the protocol.

For ADSL Only Such field is provided for ADSL only. You have to choose
encapsulation and type the values for VPI and VCI. Or, click
Auto detect to find out the best values.

FPFaE LLC/SNARP

PPPoE LLC/SHA,
FFFoE %C WLEK
FFPoA LLC/SMNAP
FFPFPoA T WL

Fixed IP Click Yes to enable Fixed IP feature.

IP Address Type the IP address if Fixed IP is enabled.
Subnet Mask Type the subnet mask.

Default Gateway Type the IP address as the default gateway.
Primary DNS Type in the primary IP address for the router.
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Secondary DNS

Type in secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.

After finished the above settings, simply click Next. Manually enter the
Username/Password provided by your ISP

Quick Start Wizard

Set PPPoE /PPPoA

WAN 1

Service Mame (Optional) CHT

Username 24005755@hinet.net
Password

Confirm Passwaord

[ =Back | [ Mext= |

Available settings are explained as follows:

Item Description

Service Name Enter the description of the specific network service.

(Optional)

Username Assign a specific valid user name provided by the ISP.
Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password

Retype the password.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.
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3. After finished the above settings, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WaN Interface: WAL
Physical Mode: ADSL
WP g
YT 3k
Protocal / Encapsulation: PPPCE / LLC
Fixed IP: Mo
Prirmary DNS: 2.8.8.8
Secondary DNS: 2.8.4.4
[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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MPoA / Static or Dynamic IP
1. Choose WAN1 as WAN Interface and click the Next button; you will get the following
page.

Quick Start Wizard

Connect to Internet

WAN 1

Protocol IMFoA / Static or Dynamic IP %
For ADSL Only:

Encapsulation 1483 Bridged IP LLC hd
WCI 88

Fixed IP ®ves O MNo(Dynamic IP)

IP Address

Subnet Mask

Default Gateway

Primary DNS
Second DNS
(B ] [(Tee>
Available settings are explained as follows:
Item Description
Protocol There are two modes offered for you to choose for WAN1
interface.

MPoA S Static or Dynamic [P+

\PPPoE / PPPoA
WP oA F Static

Choose MPoA / Static or Dynamic IP as the protocol.

For ADSL Only Such field is provided for ADSL only. You have to choose
encapsulation and type the values for VPI and VCI. Or, click
Auto detect to find out the best values.

1483 Bridged [P LLC n

1483 Bridoed [P LLC

1483 Routed IP LLC

1483 Bridged IP % C-Mux

1483 Houted [P %C-Mux (IFPoA)
1483 Bridgad IP (IPoE)

T 7%es O RofDywhamic TP

Fixed IP Click Yes to enable Fixed IP feature.
IP Address Type the IP address if Fixed IP is enabled.
Subnet Mask Type the subnet mask.
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Default Gateway

Type the IP address as the default gateway.

Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

2.  Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

waM Interface: WAN1

Physical Mode: ADSL

WP g

WCI 35

Protocol / Encapsulation: 1483 Bridge LLC
Fixed IP: Mo

Primary DNS: 3.8.8.8
Secondary DNS: 83.8.4.4

[ Finish ] [ Cancel ]

3. Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

4. Now, you can enjoy surfing on the Internet.
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2.1.2 For WAN2 (Ethernet)

WANS2 is dedicated to physical mode in Ethernet. If you choose WAN2, please specify
physical type. Then, click Next.

Quick Start Wizard

WAN Interface

WAN Interface: WANZ v
Display Mame:
Physical Mode: Ethernet
Physical Type: Auto negotiation v
YLAN Tag insertion Digable +
(<Baok ) (x>
Available settings are explained as follows:
Item Description
Display Name Type a name for the router.
VLAN Tag insertion The settings configured in this field are available for WAN1
and WAN2.

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form O to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

On the next page as shown below, please select the appropriate Internet access type according
to the information from your ISP. For example, you should select PPPoE mode if the ISP
provides you PPPoE interface. Then click Next for next step.
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PPPoE

1. Choose WANZ2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP.
® PPPoE
QO pPTP
O LzTP
O static 1P
O DHCP

(cEe) [T

2.  Click PPPoE as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPPoE Client Mode

WAN 2
Enter the user name and password provided by your ISP,

Service Name (Optional) CHT
Usernarme 84005657 Ghinet. net
Password  |swesms

Confirm Password  |aeeses

[ <Back | [ Mext»
Available settings are explained as follows:
Item Description
Service Name Enter the description of the specific network service.
(Optional)
Username Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.
Note: The maximum length of the password you can set is 62
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Item Description
characters.

Confirm Password | Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: FPPoE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel l

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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PPTP/L2TP

1. Choose WANZ2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP,
O PPPOE

O Static IP
O DHCP

[ <Back | [ Next> |

2. Click PPTP/L2TP as the Internet Access Type. Then click Next to continue.
Quick Start Wizard

PPTP Client Mode

VAN 2

Enter the user name, password, WAN IP configuration and PPTP server IP provided by
your ISP,

User Name 5477 aed|

Password seene

Confirm Password seene

WAN IP Configuration
(O obtain an IP address automatically
& specify an IP address

IP Address 192 168.3.100
Subnet Mask 255 255 2550
Gateway 192.168.3.1

Primary DNS
Second DNS
PPTP Server

[ <Back | [ MNext>
Available settings are explained as follows:
Item Description
User Name Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.
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Note: The maximum length of the password you can set is 62
characters.

Confirm Password

Retype the password.

WAN IP
Configuration

Obtain an IP address automatically — the router will get an
IP address automatically from DHCP server.

Specify an IP address — you have to type relational settings
manually.

IP Address - Type the IP address.

Subnet Mask —Type the subnet mask.

Gateway — Type the IP address of the gateway.

Primary DNS —Type in the primary IP address for the router.

Second DNS -Type in secondary IP address for necessity in
the future.

PPTP Server / L2TP

Type the IP address of the server.

Server

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:
Physical Type:
Internet Access:

WANZ

Ethernet

Auto negotiation
PPTP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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Static IP

1. Choose WANZ2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2
Select one of the following Internet Access types provided by your ISP.

O PPPoE
O ppTP
O LaTP
@ Static IP
O DHCP

[ =< Back l [ Mext = ]

2.  Click Static IP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

Static IP Client Mode

VAN 2
Enter the Static IP configuration provided by your ISP.
WAN IP 192.168.3.100
Subnet Mask 255255 255 0
Gateway 192.168.31
Primary DNS
Secondary DNS (optional)
[ < Back ] [ Mext =
Available settings are explained as follows:
Item Description
WAN IP Type the IP address.
Subnet Mask Type the subnet mask.
Gateway Type the IP address of gateway.
Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.
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Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.
3. Please type in the IP address information originally provided by your ISP. Then click
Next for next step.
Quick Start Wizard
Please confirm your settings:
WAN Interface: WANZ
Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP
Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.,
[ Finish ] [ Cancel ]
4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.
Cluick Start Wizard Setup OHK!
5. Now, you can enjoy surfing on the Internet.
DHCP
1. Choose WANZ2 as WAN Interface and click the Next button. The following page will be

open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

VVAN 2

Select one of the following Internet Access types provided by your ISP,
O PPPoE
O PPTP
O LaTP
O static IP
& DHCP

< Back ] [ Mext =

51 Vigor2860 Series User's Guide



2. Click DHCP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

DHCP Client Mode

VAN 2
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.

Host Mame (optional)

MAC 00 | -[1D | -|AA| -|A8 | -|BT | -|BA [foptional)

[ <Back | [ MNext>
Available settings are explained as follows:
Item Description
Host Name Type the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC
address for access authentication. In such cases you need to
enter the MAC address.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

Finish ] [ Cancel
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4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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2.1.3 For WAN3/WAN4 (USB)
WAN3/WAN4 is dedicated to physical mode in USB.
1.  Choose WAN3/WAN4 as WAN Interface.

Quick Start Wizard

WAN Interface
WA Interface: WIARZ W
Display Mame:
Physical Mode: USE

[(=Back | [ Medt= |

2. Then, click Next for getting the following page.

Cuick Start Wizard

Connect to Internet

WAN 3
Internet Access . 354G USE Modem{PFF mode) [w

35145 USE Modem(PPF mode)
3G/4G USB Modem(PPP mode) 4G USBE Moderm(DHCF mode)
SIM PIM code
Modem Initial String ATEFEOVI1ED2EC150=0

(Default ATRFEOWV1X120D28:C150=0)
&PM Mame

((=Back | [ Met= |

Available settings are explained as follows:

Item Description

Internet Access Choose one of the selections as the protocol of accessing the
internet.

3G/4G USB Modem | SIM Pin code —Type PIN code of the SIM card that will be

(PPP mode) used to access Internet. The maximum length of the pin code
you can set is 15 characters.
Modem Initial String — Such value is used to initialize USB
modem. Please use the default value. If you have any
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question, please contact to your ISP. The maximum length of
the string you can set is 47 characters.

APN Name — APN means Access Point Name which is
provided and required by some ISPs. Type the name and

click Apply.
4G USB Modem SIM Pin code —Type PIN code of the SIM card that will be
(DHCP mode) used to access Internet.

Network Mode - Force Vigor router to connect Internet with
the mode specified here. If you choose 4G/3G/2G as network
mode, the router will choose a suitable one according to the
actual wireless signal automatically.

APN Name — APN means Access Point Name which is
provided and required by some ISPs.

\ Note: Such mode is supported by WANS3 only.

Then, click Next for viewing summary of such connection.
Quick Start Wizard

Please confirm your settings:

WAk [nterface: WAND
Physical Mode: Lse
Internet Access: DHCP

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router,

[_Finish | [_cancel |

Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK!

Now, you can enjoy surfing on the Internet.
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2.2 Service Activation Wizard

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin
operation, therefore, please type “admin/admin’” on Username/Password while Logging
into the web user interface.

Service Activation Wizard is a tool which allows you to use trial version of WCF directly
without accessing into the server (MyVigor) located on http://myvigor.draytek.com. For using
Web Content Filter Profile, please refer to later section Web Content Filter Profile for
detailed information.

Now, follow the steps listed below to activate WCF feature for your router.

Note: Such function is available only for Admin Mode.

1. Open Wizards>>Service Activation Wizard.

2. The screen of Service Activation Wizard will be shown as follows. Click Next to
activate free trail edition.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- Web Content Filter
Please choose the edition you need.

[ & Free trial edition ]

Free trial edition: it offers a period of trial for you to get acquainted with WCF function.
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3. Inthe following page, you can activate the Web content filter services at the same time
or individually. When you finish the selection, please click Next.

Service Activation Wizard

Select the service type that you want to activate

This product provides 30 days of free trial, please choose the item(s) you want to use.

WCF service:

O Web Content Filter (EPjM)
EFjM iz the web content filter based on service cperated in Germany. We recemmend enly users live in
Germany to try the BRjM WCF service. This is a free service without guarantee.

Activation Date :

& Web Content Filter (Commtouch) License

Agreement
Commtouch is the web content filker based on Commtouch operated in the worldwide, There is 2 20-day
trial period. After trizal, you can purchase DrayTek's prepared Commtouch Globalview WCF package from
retailing outlets.
Activation Date :
' Web Content Filter (fragFINM) License Activation
Agreement Date :

[ [#]1 have read and accept the above Agreement. (Please check this box). ]

Mote: The activation date is brought out by the server automatically and cannot be changed.

Commtouch is the web content filter based on Commtouch operated in the
worldwide. There is a 30-day trial period. After trial, you can purchase DrayTek's
prepared Commtouch GlobalView WCF package from retailing outlets.

BPjM is WCF for German Speaking users. The fragfINN is whitelist for German
Speaking users. The BPjM is ideal for your family to provide more Internet security
for youngsters.

Web Content Filter (fragFINN) service will not be supported since January 1, 2015.

4.  Setting confirmation page will be displayed as follows, please click Next.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version
Sevice Activated : Web Content Filter { Commtouch )

Please click Back to re-select service type yvou to activate.

B ] (e )
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5. Wait for a moment till the following page appears.

Service Activation Wizard

Connection Succeeded!

Please check the following item(s) to enable services on your router.

Enable Web Content Filter

When such page appears, you can enable or disable these services for your necessity.
Then, click Finish.

Note: The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

6. Now, the web page will display the service that you have activated according to your
selection(s). The valid time for the free trial of these services is one month.

Service Activation Wizard

Server Enabled!

DrayTek Service Activation

Service Name Start Date Expire Date Status
Web Content filter 2013-02-18 2013-03-21 Commtouch

Flease check if the license fits with the service provider of vour signature. To ensure
normal operation for your router, update your signature again is recommended

Copyright @ DrayTek Corp. 2l Rights Reasarvad

When all the trial editions for various web content filters had been enabled, the
configuration page of Service Activation Wizard will be invalid as shown below.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- N/A

Please choose the edition you need.

Free trial edition

Mext = Finish Cancel
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2.3 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

1. Open VPN and Remote Access>>VPN Client Wizard. The following page will appear.

VPN and Remote Access == VPN Client Wizard

Choose VPN Establishment Environment

LAM-to-LAN VPN Client Mode Selection: Route Mode |+

Please choose a LAN-to-LAN Profile: [Index] [Status] [MName] v

Note:For a typical LAN-to-LAN tunnel, please select Route Mode.
If the remote network is expecting only a single client or ip and is not configured to route the
subnet and then select MAT mode.
If in doubt then select Route Mode

Available settings are explained as follows:
Item Description
LAN-to-LAN Client | Choose the client mode.
Mode Selection Route Mode/NAT Mode — If the remote network only

allows you to dial in with single IP, please choose this
mode, otherwise please choose Route Mode.

Foute fode »

Please choose a There are 32 VPN profiles for users to set.
LAN-to-LAN Profile
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2. When you finish the mode and profile selection, please click Next to open the following
page.

VPN and Remote Access == VPN Client Wizard

VPN Connection Setting

Security ranking (1 is the highest: 5 is the lowest) Throughput ranking (1 is the highest; 5 is the lowest)
1. L2ZTP over IPsec 1. PPTP (Mone Encryption)
2. IPsec 2. L2TP
3. PPTP (Encryption) 3. IPsec
4. L2TP 4. L2TP over IPsec
5. PPTP (None Encryption) 5. PPTP (Encryption)

Select VPN Type: | PPTP (Encryption) w
PPTP (Mone Encryption)
PPTP (Encryption
IPsec
L2TP

L2TP aver IPsec (Nice to Have)
L2TP over IPsec (Must}

EmarEs

In this page, you have to select suitable VPN type for the VPN client profile. There are
six types provided here. Different type will lead to different configuration page. After
making the choices for the client profile, please click Next. You will see different
configurations based on the selection(s) you made.
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Note: The following descriptions for VPN Type are based on the Route Mode
specified in LAN-to-LAN Client Mode Selection.

When you choose PPTP (None Encryption) or PPTP (Encryption), you will see the
following graphic:

VPN and Remote Access => /PN Client Wizard

VPN Client PPTP Encryption Settings

Profile Name Y
VPN Dial-0Out Through WWAMNT First hd
O Always on

Server IP/Host Name for VPN

(e.g. draytek.com or 123.45.67.89) draytek com

Username marketing
Password seenene
Remote Network IP 192.168.1.6
Remote Network Mask 2552552550

[ < Back ] [ MNext = ]

When you choose IPsec, you will see the following graphic:

VPH and Remote Access == VPN Client Wizard

VPHN Client IPsec Settings

Profile Name 777
VPN Dial-Out Through VWAMNT First hd
O Always on

Server IP/Host Mame for WPN
(e.g. draytek.com or 123.45.67.89)

IKE Authentication Method
@ pre-Shared Key
Confirm Pre-Shared Key
O Digital Signature (X.509)
Peer ID
Local 1D
Alternative Subject Name First
O subject Name First
Local Certificate

IPseC Securily MeLhod
® Medium (&H)

O High (ESP)
Remote Network IP 0000
Remote MNetwork Mask 255 2052550

(o] (o)

When you choose L2TP, you will see the following graphic:
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VPH and Remote Access == VPN Client Wizard

VPN Client L2TP Settings

Profile Name 777
VPN Dial-0Out Through VWAN1 First v
0 always on

Server IP/Host Mame for VPN
(e.g. draytek.com or 123.45.67.89)

Username 777
Password

Remaote Network IP 0.0.00
Remote Metwork Mask 2552552550

[ < Back ] [ Mext = ]

® When you choose L2TP over IPsec (Nice to Have) or L2TP over IPsec (Must), you
will see the following graphic:

VPN and Remote Access == VPN Client Wizard

VPN Client L2TP over IPsec (Nice to Have) Settings

Profile Mame VPN-2
VPN Dial-0Out Through VWANT First hd
O always on

Server IP/Host Name for VPN
(e.g. draytek.com or 123.45.67.89)

IKE Authentication Method
® Pre-Shared Key senene
Confirm Pre-Shared Key ssssne
O Dpigital Signature (X.509)
Peer ID
Local ID
Alternative Subject Name First
O subject Name First
Local Certificate
IPsec Security Method
® Medium (AH)

O High (ESP)
Username 7
Password
Remote Metwork IP 0.0.0.0
Remote Network Mask 255.255.255.0

[ < Back ] [ Mext =

Available settings are explained as follows:

Item Description

Profile Name Type a name for such profile. The length of the file is
limited to 10 characters.
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VPN Dial-Out Use the drop down menu to choose a proper WAN interface

Through for this profile. This setting is useful for dial-out only.
WA First hd
WWAMNT First

WEARNT Only
WANT only: Only establish %PM if WANZ down
WANZ First
WAARNZ Only
WANZ only: Only establish %FPM i WANT down
WANT First
WAARNT Only
WANA First
WANA Only

WANL1 First/ WAN2 First /WAN3 First/WAN4 First-
While connecting, the router will use
WANI1/WAN2/WAN3/WANA4 as the first channel for VPN
connection. If WAN1/WAN2/WAN3/WAN4 fails, the
router will use another WAN interface instead.

WAN1 Only /WAN2 Only/WAN3 Only/WAN4 Only -
While connecting, the router will use
WANL/WAN2/WANS3 as the only channel for VPN
connection.

WANL1 Only: Only establish VPN if WAN2 down - If
WANZ2 failed, the router will use WANL1 for VPN
connection.

WAN2 Only: Only establish VPN if WAN1 down - If
WANL1 failed, the router will use WAN2 for VPN

connection.
Always On Check to enable router always keep VPN connection.
Server IP/Host Name | Type the IP address of the server or type the host name for
for VPN such VPN profile.
IKE Authentication IKE Authentication Method usually applies to those are
Method remote dial-in user or node (LAN to LAN) which uses

dynamic IP address and IPsec-related VPN connections
such as L2TP over IPsec and IPsec tunnel.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key-Confirm the pre-shared key.

Digital Signature Click Digital Signature to invoke this function.

(X.509) Peer ID — Choose the peer ID selection from the drop down
list.

Local ID — Choose Alternative Subject Name First or
Subject Name First.

Local Certificate — Use the drop down list to choose one of
the certificates for using. You have to configure one
certificate at least previously in Certificate Management
>> Local Certificate. Otherwise, the setting you choose
here will not be effective.

IPsec Security Medium - Authentication Header (AH) means data will be
Method authenticated, but not be encrypted. By default, this option
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is active.

High - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the use name is limited to 11 characters.

Password This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the password is limited to 11 characters.

Remote Network IP Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network Please type the network mask (according to the real location
Mask of the remote host) for building VPN connection.

3. After finishing the configuration, please click Next. The confirmation page will be shown
as follows. If there is no problem, you can click one of the radio buttons listed on the page
and click Finish to execute the next action.

VPN and Remote Access == VPN Client Wizard

Please confirm your settings

LAN-to-LAN Index: 20

Profile Mame: VPN-2

VPN Connection Type: LZTP owver IPsec (Nice to Have)
VPN Dial-0Out Through: WANL First

Always on: Mo

Server IP/Host Name: 172.15.3.8

IKE Authentication Method: Pre-Shared Key

IPsec Security Method: AH-SHAL

Remote Network IP: 0.0.0.0

Remote Metwork Mask: 255.255.255.0

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings and
proceed to the following action:

@ Go to the VPN Connection Management.
O Do another VPN Client Wizard setup.
O view more detailed configurations.

Finish ] [ Cancel

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN Click this radio button to set another profile of VPN Server

Server Wizard Setup | through VPN Server Wizard.

View more detailed Click this radio button to access VPN and Remote
configuration Access>>LAN to LAN for viewing detailed configuration.
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2.4 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

1. Open VPN and Remote Access>>VPN Server Wizard. The following page will appear.

VPN Server Wizard

Choose VPN Establishment Environment

VPN Server Mode Selection: Remote Dial-in User (Teleworker
Please choose a LAN-to-LAN Profile:

Please choose a Dial-in User Accounts: ] ® 2z w

&llowed Dial-in Type:
PRTR
IPsec
L2TP with IPsec Policy | Mone "

S5L Tunnel

Available settings are explained as follows:

Item Description

VPN Server Mode Choose the direction for the VPN server.

Selection Site to Site VPN — To set a LAN-to-LAN profile
automatically, please choose Site to Site VPN.

Remote Dial-in User —You can manage remote access by
maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection.

Site to Site WP (LAN-ta-LAN)

IV

Remate Diakin User (Teleworker)

Please choose a This item is available when you choose Site to Site VPN
LAN-to-LAN Profile | (LAN-to-LAN) as VPN server mode. There are 32 VPN
profiles for users to set.
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Please choose a This item is available when you choose Remote Dial-in
Dial-in User User (Teleworker) as VPN server mode. There are 32 VPN
Accounts tunnels for users to set.

Allowed Dial-in Type | This item is available after you choose any one of dial-in
user account profiles. Next, you have to select suitable
dial-in type for the VPN server profile. There are several
types provided here (similar to VPN Client Wizard).

PPTP

IPsec

L2TP with IPsec Palicy | Maone v
55L Tunnel Mone

MHice to Have
st

Different Dial-in Type will lead to different configuration
page. In addition, adjustable items for each dial-in type will
be changed according to the VPN Server Mode (Site to Site
VPN and Remote Dial-in User) selected.

2. After making the choices for the server profile, please click Next. You will see different
configurations based on the selection you made.

Here we take the examples of choosing Site-to-Site VPN as the VPN Server Mode.
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VPN Server Wizard

When you check PPTP, you will see the following graphic:

VPN Authentication Setting

Profile Marme |??? |
PPTP / L2TP / L2TP owver IPsec Authentication

Usernarme |??? |
Passwaord | |
Peer IP/VPN Client IP | |
Site to Site Information

Remaote Metwark IP |D.D.D.D |
Remote Network Mask 265.256.255.0 |

[ < Back ] [ Mext = ]

When you check PPTP & IPsec & L2TP (three types) or PPTP & IPsec (two types) or
L2TP with Policy (Nice to Have/Must), you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Mame |??? |
PPTP / L2TP / L2TP over IPsec Authentication
Usernarme |??? |
Password | |
IPsec / L2TP over IPsec Authentication
Pre-Shared Key | |
Confirm Pre-Shared Key | |
[ pigital Signature (%, 509}
Pear ID | |
Local ID
Alternative Subject Mame First
O Subject Name First
Peer IP/AYPN Client IP | |
Peer ID | |
Site to Site Information
Remote Metwork IP |D.D.D.D |
Remote Metwork Mask 255 255 255.0 |
[ < Back ] [ Next = ]
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®  When you check IPsec, you will see the following graphic:

VPN Server Wizard

VPN Authentication Setting

Profile Mame e
IPsec / L2TP over IPsec authentication
Pre-Shared Key
Confirm Pre-Shared Key
[ pigital Signature (¥.509)
Peer ID
Local ID
Alternative Subject Mame First
O subject Mame First
Peer IP/PM Client IP

Peer ID

Site to Site Information

Remote Metwork IP 0.0.0.0
Remote Network Mask 266.265.255.0
(<5 (o

Available settings are explained as follows:

Item Description

Profile Name Type a name for such profile. The length of the file is
limited to 10 characters.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.

Password This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the name is limited to 11 characters.

Pre-Shared Key For IPsec/L2TP IPsec authentication, you have to type a
pre-shared key.

The length of the name is limited to 64 characters.

Confirm Pre-Shared | Type the pre-shared key again for confirmation.

Key
Digital Signature Check the box of Digital Signature to invoke this function.
(X.509) Peer 1D — Choose the peer ID selection from the drop down

list.

Local ID — Choose Alternative Subject Name First or
Subject Name First.

Peer IP/VPN Client Type the WAN IP address or VPN client IP address for the
IP remote client.

Peer ID Type the ID name for the remote client.
The length of the name is limited to 47 characters.
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Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please type the network mask (according to the real location
of the remote host) for building VPN connection.

3. After finishing the configuration, please click Next. The confirmation page will be shown
as follows. If there is no problem, you can click one of the radio buttons listed on the page
and click Finish to execute the next action.

VPN Server Wizard

Please Confirm Your Settings

WPMN Environment:
Index:

Profile Name:
Jsarname:

Allowed Service:

Peer IPAPM Client IP:
Pear ID:

Remote Metwork IP:
Remote NMetwork Mask:

Click Back to modify changes if necessary, Otherwise, click Finish to save the current settings
and proceed to the following action:

Site to Site WPN (LaN-to-LAN)
2

e

e

PPTP+LETP with IPsec Palicy

456
172.16.3.56
255.2533.255.0

* Go tothe VPN Connecton Management.
O Do another WPN Server Wizard setup.
O wiew moare detailed configurations,

[_Finish | [ cancel |

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN Click this radio button to set another profile of VPN Server

Server Wizard Setup

through VPN Server Wizard.

View more detailed
configuration

Click this radio button to access VPN and Remote
Access>>LAN to LAN for viewing detailed configuration.
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2.5 Wireless Wizard

The wireless wizard allows you to configure settings specified for a host AP (for home use or
internal use for a company) and specified for a guest AP (for any wireless clients accessing
into Internet).

Follow the steps listed below:
1. Open Wireless Wizard.

zard

2. The screen of wireless wizard will be shown as follows. This page will be used for internal
users in a company or your home.

Wireless Wizard

Host AP Configuration

Wireless 2.4GHz Settings

MNarme: |2EiBD—marketing |
Mode: [ Mixed(11g+11n) v
Channsl: [Channel B, 2447 MHz  +|
Security Key: |*""‘*""‘""‘*‘"* |

Wireless 5GHz Settings
Ouse the same SSID and Security Key as above

Marne: |DrayTek2860_5E3marketing |
Mode: Mixed (11a+11n) v

Channel: [ Channel 0, 5300MHz  ~ |
Security Key: |mmm |

Note: The host AP configured here will be used for home or internal company use.

Available settings are explained as follows:

Item Description

Wireless 2.4GHz Settings

Name Type the SSID name of this router for wireless 2.4GHz. The
default name is defined with DrayTek. Change the name if
required.

Mode At present, the router can connect to 11n Only, 11g Only,
Mixed (11b+11g), Mixed (11a+11n), Mixed (11g+11n), and
Mixed (11b+11g+11n) stations simultaneously. Simply
choose Mix (11b+11g+11n) mode.
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Mixed{11b+11g+11n)
11g Only

11n Only (2.4 GHz}
Mixed{11b+11g)
Wixed{11g+11n)
Wixed{11b+11g+11n|

Channel

Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
“0x321253abcde...”).

Use the same SSID
and Security Key as
above

Check the box to use the same settings configured above.

Wireless 5GHz Settings

Name Type the SSID name of this router for wireless 5GHz..

Mode At present, the router can connect to 11a Only, 11n Only
(5GHz), Mixed (11a+11n) and Mixed (11a+11n+11ac)
stations simultaneously.

Channel Means the channel of frequency of the wireless LAN. The

default channel is 36. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Security Key

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Next

Click it to get into the next setting page.

Cancel

Exit the wireless wizard without saving any changes.

3. After typing the required information, click Next. The settings in the page limit the
wireless station (guest) accessing into Internet but not being allowed to share the LAN
network and VPN connection.
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Wireless Wizard

Guest AP Configuration

Wireless 2.4GHz Settings
®Enable O pisable
S5ID: DrayTek_Guest

Security Key:
Rate Contral: [Jenable upload|30000 kbps  Download 30000 kbps

Wireless 5GHz Settings

@Enable O pisable

[use the same SSID and Security Key as ahove
SSIOD: DrayTek _5G_Guest

Security Key:
Rate Contral: [Jenable  Upload(30000 kbps Download 30000 kbps
Note: The configured guest AP will not be able to access the LaAN network, YPH

connections, or communicate with wireless devices connecting to the router's other APs,
This &P interface shall be used for Internet access only.

[ <Back | [ Meut=
Available settings are explained as follows:
Item Description
Wireless 2.4GHz Settings
Enable/Disable Click it to enable or disable settings in this page.
SSID Type the SSID name of this router. (SSID1)
Security Key The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Rate Control It controls the data transmission rate through wireless
connection.

Upload — Check Enable and type the transmitting rate for
data upload. Default value is 30,000 kbps.

Download — Type the transmitting rate for data download.
Default value is 30,000 kbps.

Wireless 5GHz Settings

Enable/Disable Click it to enable or disable settings in this page.

Use the same SSID | Check the box to use the same settings configured above.
and Security Key as
above

SSID Type the SSID name of this router. (SSID2)

Vigor2860 Series User's Guide 72



Security Key The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

It controls the data transmission rate through wireless
connection.

Upload — Check Enable and type the transmitting rate for
data upload. Default value is 30,000 kbps.

Download — Type the transmitting rate for data download.
Default value is 30,000 kbps.

Next Click it to get into the next setting page.

Rate Control

Cancel Exit the wireless wizard without saving any changes.

4. After typing the required information, click Next.

5. The following page will display the configuration summary for wireless setting.

Wireless Wizard

Configuration Summary

Wireless 2.4GHz Settings

Mode: Mixed{11g+11n)
Channel:Channel 8, 2447MHz

Host AP
SSID Mame: 2B60-marketing

Guest AP

Status:Enabled

SSID Name: DrayTek_Guest
Rate Control:Disabled

Wireless 5GHz Settings

Mode:Mixed {1la+11in)
Channel: Channel 60, 5300MHz

Host ap
SSID Mame: DrayTek2860_5Gmarketing

Guest AP

Status:Enabled

SSID Mame: DrayTek_5G_Guest
Rate Control:Disabled

Finish ] [ Cancel

6. Click Finish to complete the wireless settings configuration.
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2.6 VolP Wizard

Vigor router offers a quick method to configure settings for VolP application. Follow the steps
listed below.

\ Note: This wizard is available for “V’” model only.

1. Open Wizards>>VolP Wizard.

2. The screen of VolP Wizard will be shown as follows.

VolP Wizard

Set VolP service provider domain

YoIP service provider |drayte|.0rg Vl |drayte|.0rg | {63 char max).
SIP Port S080

Set Account quickly

Phone 1 {default mapping to Account 1)

account Mumber/Marme | | {63 char max),

Passwaord | | {63 char max).

Phone 2 {default mapping to Account 2)

use the same Account as phonel

Account Mumber/Mame | | {63 char max).
Password | | (63 char max).
Available settings are explained as follows:
Item Description
Set VoIP service VolIP service provider - Use the drop down list to choose
provider domain the ISP which offers the VolIP service for your router.

SIP Port — Use the default setting (5060).
Set Account quickly [ Account Number/Name — Type the account number/name
registered to your ISP.

Password — Type the password for the account registered to
your ISP.

Use the same Account as phone 1 - If you don’t need to
configure Phone 2 settings, simply check this box.

Next Click it to get into the next setting page.
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Cancel Click it to give up the quick start wizard.

3. After finished the settings above, click Next for viewing summary of such connection.

VolP Wizard

Please confirm your settings:

WolIP Service Provider draytel.org
SIP Port toa0
Phone 1 Account 56335
Phone 2 Account 5A33s

Click Back to modify changes if necessary. Otherwise, click Finish to save current settings.

[ Finigh ] [ Cancel

4. Click Finish. A page of VolP Wizard Setup OK!!! will appear.

VolP Wizard Setup OK!
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2.7 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1  Please login the web configuration interface of Vigor router by typing “admin/admin”
as User Name / Password.

DrayTek 4l lizilI R0

Username |admin |
Password  [ssees| |
Group

Login

Copyright @ 2012 DrayTek Corp. All Rights Reserved

2  Click Support Area>>Production Registration from the home page.

%)
Product Re

3 A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.
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Notice: If you haven’t an accessing account, please refer to section 4.9 Creating an
Account for MyVigor on User’s Guide to create your own one. Please read the
articles on the Agreement regarding user rights carefully while creating a user
account.

4 The following page will be displayed after you logging in MyVigor. From this page,
please click Add or Product Registration.

DrayTek
T A > |

D My Information
About Us Welcome,james_fae
@ Product Last Login Time : 2011-08-24 09:39:13
_ Last Login From : 123.110.144.220
@ My Information Current Login Time : 2011-08-24 23:01:15

Current Login From : 114.37.142.184

RowNo : PageNo : IIZI

% VigorACS SI

- Vigor Series

Q Management

Serial Number § Device N
& Product Host ID evice Name

Registration 104001703857  Vigor2710  Vigor2710 -
«0 Customer Survey 200807100001 VigorPro5300 VigorPro5300 -
200911030001 rvyan VigorPro5300 =

5  When the following page appears, please type in Nickname (for the router) and choose
the right registration date from the popup calendar (it appears when you click on the box
of Registration Date). After adding the basic information for the router, please click

Submit.
DrayTek
A 7 sescr 160
D About Us My Product Search for this site
< Product
J My Information RSN
%, VigorACS SI Serial number :
= Vigor Series Nickname : * vigor2860
2 Management Registration Date : 08-24-2011
. Product Usage : - Select - il
Registration
e Product Rating : - Select - ¥ [Your opinion so far)
No. of Employees : - Select - ¥ [ In total within your company )
Supplier : [ Where you bought it from |
Date of Purchase : [ mm-dd-yyyy |

Internet Connection @ *

] Cable [J apSL O vosL ] Fiber

36 7] WiMAX I LTE

e —
| Cancel | | Submit |
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6  When the following page appears, your router information has been added to the
database.

Your device has heen successfully added to the database.

7 After clicking OK, you will see the following page. Your router has been registered to
myvigor website successfully.

D about Us -
o Welcome,james_fae
Product Last Login Time : 2011-03-16 01:45.09
J Last Login From : 172,16.2.180
s Current Login Time : 2011-03-16 18:20:31
L VigorACS SI Cuwrrent Login From : 172.16.3.148

3 Vigor Serles RowNo : |5 % PageNo: |1 ¥

Your Device List

Q Management
.3 Customer Survey Serial Number ! Host ID Device Name
11031 1 Vigor2860 Vigor2860
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i Advanced Configuration

3.1 WAN

This chapter will guide users to execute web configuration.

1. Open aweb browser on your PC and type http://192.168.1.1. The window will ask for
typing username and password.

2.  Please type “admin/admin” on Username/Password for administration operation.

Now, the Main Screen will appear. Note that different model will have different web pages.

DrayTek

Vigor2860 Series

AEMWEDS

Auto Logout » m

Dashboard
Wizards
Online Status

WAN

LAN

Load-Balance/Route Policy
NAT

Firewall

User Management
Objects Setting

CSM

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
Central VPN Management
Central AP Management
VolP

Wireless LAN (2.4 GHz)
Wireless LAN (5 GHz)
SSLVPN

USB Application

System Maintenance:

Diagnostics
External Devices

Admin mode
Status: Settings Saved

>

|3

L
ACT WAN2 Line

. ®

USB DSL Phonei

o @

24G 5G Phone2

[ [~ Vigor2860Vac
i ;;_}fkc ‘ vnsg Security Firewall

AN

/<

(=3

VDSLIADSL VAN2(Giga) GigalAR® 1 Phon
System Information
Model Mame Wigor2860vac System Up Time | 4:29:49 System Status
Router Name Ccurrent Time 2000 Jan 1 Sat $:129:34 Dynamic DNS
Firmware Wersion | 3.7.8 Build DatefTime |Dec 23 2014 18:34:33 TR-069
DSL Wersion S48006_AJB/SC HW: A LaN MAC Address| 00-1D-A8-CE-4C-50 User Management
[IMP2PBlock
Pv4 Internet Access Schedule
Line | Mode IP Address MAC Address Up Time | SysLou / Mail Alert
ADSL / PPPOE Disconnected 00-10-A8-CE-4C-51 00:00:00 Moap .
Ethernet / — Disconnected 00-10-2A-CE-4C52 00:00:00 TRaDUS
LSE [ —— Disconnected 00-10-A8-CH-4C-53 00:00:00 | Firewall Object Settir
USE / —— Disconnected 00-10-A8-CH-4C-54 00:00:00 | Data Flow Monitor
Connected : Down Stream @ OKbps / Up Stream : OKbps
Connected : 0, WYAMN 1 WLAN2 WANZ WAMN 4
Connected : 0, LANL LANZ PLANS LAM< LAMS LAMEG
Connected :0
WLANSG| Connected :0
Connected :0, USE 1
0. UseE 2 ™

| v

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to

WAN group.

3.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANS), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255
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What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with significant
ease of use. Meanwhile it provides access control, billing, and type of service according to
user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and
other related information will usually be assigned by your ISP.

Network Connection by 3G/4G USB Modem

For 3G/4G mobile communication through Access Point is popular more and more,
Vigor2860 adds the function of 3G network connection for such purpose. By connecting 3G
USB Modem to the USB port of Vigor2860, it can support
HSDPA/UMTS/EDGE/GPRS/GSM and the future 3G standard (HSUPA, etc). Vigor2860n
with 3G/4G USB Modem allows you to receive 3G signals at any place such as your car or
certain location holding outdoor activity and share the bandwidth for using by more people.
Users can use four LAN ports on the router to access Internet. Also, they can access Internet
via 802.11n wireless function of Vigor2860n, and enjoy the powerful firewall, bandwidth
management, VPN features of Vigor2860n series.

AN
e~

AN R

Modem

Internet

« VolP
< Web Surfing
< VPN

Router

After connecting into the router, 3G/4G USB Modem will be regarded as the WAN3/WAN4
port. However, the original WAN1 and WANZ2 still can be used and Load-Balance can be
done in the router. Besides, 3G/4G USB Modem in WAN3/WAN4 also can be used as backup
device. Therefore, when WAN1 and WAN?2 are not available, the router will use 3.5G for
supporting automatically. The supported 3G/4G USB Modem will be listed on DrayTek web
site. Please visit www.draytek.com for more detailed information.

Below shows the menu items for WAN.
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3.1.2 General Setup

This section will introduce some general settings of Internet and explain the connection modes
for WAN1, WAN2 and WAN3/WAN4 in details.

This router supports multiple-WAN function. It allows users to access Internet and combine
the bandwidth of the multiple WANS to speed up the transmission through the network. Each
WAN port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN1, WAN2, WAN3
and WAN4 settings.

This webpage allows you to set general setup for WAN1, WAN2, WAN3 and WAN4
respectively. In default, WAN2 is disabled. If you want to enable it, simply click the WAN2
link and select Yes in the field of Enable.

WAN >> General Setup

Load Balance Mode: | Auto Weight A

Setup
Index  Enable Mpum;f'i'?:::e Egigﬂﬁiﬂ(uﬁ?f:z Active Mode
WAN1 v ADSL/- 0o/ 0 always On
WAN2 W Ethernet/Auto negotiation o/n0 always On
WAN3 v USB/- 0o/ 0 always On
WAN4 Y USB/- o/n0 Always On

Note: The line speed setting of WAN interface is available only when According to Line Speed is
selected as the Load Balance Mode.

Available settings are explained as follows:
Item Description
Load Balance Mode This option is available for multiple-WAN for getting

enough bandwidth for each WAN port. If you know the
practical bandwidth for your WAN interface, please choose
the setting of According to Line Speed. Otherwise, please
choose Auto Weigh to let the router reach the best load
balance.

Load Balance Mode: | Auto Weight v

According to Line Speed

Index Click the WAN interface link under Index to access into the
WAN configuration page.

Enable V means such WAN interface is enabled and ready to be
used.
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Physical Mode / Type Display the physical mode and physical type of such WAN

interface.
Line Speed(Kbps) Display the downstream and upstream rate of such WAN
DownLink/UpLink interface.
Active Mode Display whether such WAN interface is Active device or

backup device.

Backup (WAN#)- Display the backup WAN interface for
such WAN when it is disabled.

Note: In default, each WAN port is enabled.

After finished the above settings, click OK to save the settings.

WAN1 with ADSL/VDSL

Vigor router will detect the physical line is connected by ADSL or VDSL2 automatically.
Therefore, this page allows you to configure settings for ADSL and VDSL?2 at one time. That
is, it is not necessary for you to configure different profile settings for ADSL and VDSL2
respectively.

WAN >=> General Setup

WAN 1
Enable: Yes v
Display Mame:
Phiysical Mode: WOSL2
DSL Mode: WOSLZ only »
Physical Type:
DSL Modemn Code: Default v
Line Speed(kKbps):
DowenLink 0
UpLink 0
WILAN Tag insertion (ADSL): Disakble «
Tag value: 0 (0~4095)
Priarity: 0 (0~7)
YLAN Tag insertion (YDSL2): | Disable »
Tag value: 0 (0~4095)
Priority: 0 (0~7F)
Active Mode: Always On % | Load Balance:
Note:

1. The line speed setting of Wak interface is available only when According to Line Speed is
selected as the Load Balance Mode.,

2. In DSL auto mode, the router will reboot autormatically while switching between YDSLE and ADSL
lines.

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such interface.
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Physical Mode Display the physical mode of such interface. If VDSL2 is
detected, this field will display “VDSL2”; if ADSL is
detected, it will display “ADSL”.

DSL Mode Specify the physical mode (VDSL or ADSL) for such
router manually.

Physical Type For such interface, no type can be selected.

DSL Modem Code Choose the correct DSL modem code for ensuring the
network connection.

Default A
Default

AnnexA SE0816_552011
AnnexA 548005 544401

If you have no idea about the selection, simply choose
Default or contact the dealer for assistance.

Line Speed (Kpbs) If your choose According to Line Speed as the Load
Balance Mode in previous page, please type the line speed
for downloading and uploading for such WAN interface.
The unit is kbps.

VLAN Tag insertion The settings configured in this field are available for ADSL.
(ADSL) Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets
on the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form O to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

VLAN Tag insertion The settings configured in this field are available for
(VDSL2) VDSL2.

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets
on the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WAN1.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form 0 to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.
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Active Mode

Choose Always On to make the WAN1 connection being
activated always;

Always Cn »

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
connection status.

Backup Type

If you choose Backup as the Active Mode, Backup Type
will appear. Please specify which WAN will be the Backup
interface.

Load Balance:
wal 1 Cwan 2 Owan 3 Cwan 4

Active Mode: Backup hd

Backup Type
{Cnly if acting as backup for
multiple Wany:

When any of WAN disconnect — Such backup WAN will
be activated when any master WAN interface disconnects.

When all of selected WAN disconnect — Such backup
WAN will be activated only when all master WAN
interfaces disconnect.

® when any of selected WaN disconnect
Owhen all of selected WAN disconnect

After finished the above settings, click OK to save the settings.

WAN2 with Ethernet

WANZ is fixed with physical mode of Ethernet.

WAN == General Setup

WAN 2
Enable: fag
Display Mame:
Physical Mode: Ethernet

Physical Type:

Line Speed{kbps):
DownLink
LpLink

YLAM Tag insertion :
Tag walue:
Priority:

Active Mode:

Backup Type

{Only if acting as backup for
multiple W AN

Auto negotiation v

0

0

Disable «

0 {0~40953

i (0~7%

Backup | Load Balance:
Clwan 10 wan 2 Clwan 2 Cwan 4

®when any of selected WaN disconnect
O when all of selected WaN disconnect

Note:

The line speed setting of WAN interface is available only when According to Line Speed is selected as

the Load Balance Mode.
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Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Physical Type

You can change the physical type for WAN2 or choose
Auto negotiation for determined by the system.

Auto negotiation | ¥

Auto negotiation

100 half duplex
100 full duplex
1000 half duplex
1000 full duplex
10000 full duplex

Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.

VLAN Tag insertion

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form O to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

Active Mode

Choose Always On to make the WAN2 connection being
activated always.

Always Cn »

I

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
connection status.
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Backup Type If you choose Backup as the Active Mode, Backup Type
will appear. Please specify which WAN will be treated as
the Backup WAN.

Active Mode: Backup * | Load Balance:

Owan 10 wan 2 Owan 3 0wan 4

?Sﬁlkyu'ijf ;gtpiig as backup for @ when any of selected WaN disconnect

multiple WaNY: O when all of selected WAN disconnect

When any of selected WAN disconnect — Such backup
WAN will be activated when any master WAN interface
disconnects.

When all of selected WAN disconnect — Such backup
WAN will be activated only when all master WAN
interfaces disconnect.

After finished the above settings, click OK to save the settings.

WAN3/WAN4 with USB

To use 3G/4G network connection through 3G/4G USB Modem, please configure WAN3 or
WAN4 interface.

WAN >> General Setup

WAN 3
Enable: fag W
Display Mame:
Physical Mode: USBE
Line Speedikbps):
Downlink 0
UpLink 0
Active Mode: Backup | Load Balance:
Olwan 1 Clwan 20 lwan 3 Cwan 4
E.ac:kup Type @ when any of selected WaN disconnect
{Only if acting as backup for :
multiple WaNY: O when all of selected WaN disconnect
Note:

The line speed setting of WAN interface is available only when According to Line Speed is selected as
the Load Balance Mode,

[ Ok ] [ Cancel ]

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode Display the physical mode of such WAN interface.

Line Speed If your choose According to Line Speed as the Load

Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.
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Active Mode Choose Always On to make the WAN3 connection being
activated always.

Always Cn »

_In

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in connection
status.

Backup Type If you choose Backup as the Active Mode, Backup Type
will appear. Please specify which WAN will be treated as the
Backup WAN.

Active Mode: Backup | Load Balance:
Owan 1 Cwan 21 wan 3 Cwan 4

?Sﬁryu'ijf -la—itpi.rg'lg as backup for @ when any of selected WAN disconnect

multiple WARN: Owhen all of selected WaN disconnect

When any of selected WAN disconnect — Such backup
WAN will be activated when any master WAN interface
disconnects.

When all of selected WAN disconnect — Such backup WAN
will be activated only when all master WAN interfaces
disconnect.

After finished the above settings, click OK to save the settings.
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3.1.3 Internet Access

For the router supports multi-WAN function, the users can set different WAN settings (for
WANI1/WAN2/WAN3/WAN4) for Internet Access. Due to different Physical Mode for WAN
interface, the Access Mode for these connections also varies. Refer to the following figures.

WaAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WA 1 ADSL f VDELE FPPOE f PPFOA v| [ Details Page | [IPv6 |
Mone

WANZ Ethernst PPPGE / PPPoA:

VAN Use MPo# i Static ar Dynamic IP

LANED USh Mone v

Mote: 1. Device on USE port 1 applies WaMN3 configuration.
Device on USE port 2 applies Wak4 configuration,
2, Only one Wah can support IPvG,

[Advanced |You can configure DHCP dlient options here.

WAN >> Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

AN ADSL fWDSL2 FPPOE i PRPOA w | [ Details Page ] [IPvE |

YA 2 Ethernet Maohe v

WD Use PPPoE

AN USE Static or Dynamic IP
PPTP/LZTP

Mote: 1, Device on USE port 1 applies WAN2 tormgomooors
Device on USE port 2 applies WaM4 configuration.
2, Only one WaM can support IPvG,

[Advanced |vou can configure DHCP client options here,

WAN >> Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WA 1 ADSL f WDEL2 FPPQE | FRPos v | [ Details Page ] [IPv6 |
WANZ Ethernet Mane v
WANS UsB Mane v
WM Use Mane v

Note: 1. Device on USE port 1 applies WAN3 pone
Device on USE port 2 applies WaN4 | 334G USE Modem(PPP mode)
2. Only one WAN can support IPvE, 364G LISH Modermn(DHCP mode)

[Arvanced |You can configure DHCP dlient options here.

Available settings are explained as follows:

Item Description
Index Display the WAN interface.
Display Name It shows the name of the WAN1/WAN2/WAN3/WAN4

that entered in general setup.

Physical Mode It shows the physical connection for
WAN1(ADSL/VDSL2) /WAN2 (Ethernet) /WAN3/WAN4
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(3G/4G USB Modem) according to the real network
connection.

Access Mode Use the drop down list to choose a proper access mode. The
details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the

settings.

Details Page This button will open different web page (based on IPv4)
according to the access mode that you choose in WAN
interface.

Note that Details Page will be changed slightly based on
ADSL/VDSL2 physical mode specified on
WAN>>General Setup.

IPv6 This button will open different web page (based on Physical
Mode) to setup IPv6 Internet Access Mode for WAN
interface.

If IPv6 service is active on this WAN interface, the color of
“IPv6” will become green.

Advanced This button allows you to configure DHCP client options.

DHCP packets can be processed by adding option number
and data information when such function is enabled and
configured.

WAN >> Internet Access

DHCP Client Options Status
Options List
Enable Interface Option Type Data

Enable:
Interface: Al WWANL WANZ WAN3 WANG WANTS WANG WANT
O O O O ] O O
Option Number:
DataType: (3 ASCII Character (EX: Option: 18, Data:/path)

2 Hexadecimal Digit (EX: Option: 12, Data:2f70617468)

O Address List (EX: Option:44, Data:172,16,2,10,172,16.2.20...)
Data:

[ Add | [ Update | [ Delete |

ote:

Option 61 has been given a default value.

You can configure option 61(Client Identifier) in “WAN == Interface Access” page.

If you choose to configure option 61 here, the settings in "WAN == Intarface Access,Details Page” will be
overwritten.

Option 12 is reserved, you cannot configure it here but you can configure it in "Router Mame"” field of "Wan >
Interface Access”.

Enable/Disable — Enable/Disable the function of DHCP
Option. Each DHCP option is composed by an option
number with data. For example,

Option number:100

Data: abcd
When such function is enabled, the specified values for
DHCP option will be seen in DHCP reply packets.

Interface — Specify the WAN interface(s) that will be
overwritten by such function. WANS5 ~ WAN?7 can be
located under WAN>>Multi-PVC/VLAN.

Option Number — Type a number for such function.

Note: If you choose to configure option 61 here, the
detailed settings in WAN>>Interface Access will be
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| overwritten. |

DataType — Choose the type (ASCII or Hex) for the data to
be stored.

Data — Type the content of the data to be processed by the
function of DHCP option.

Details Page for PPPoE in WANL1 (Physical Mode: VDSL?2)

To choose PPPOE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WANL1 page. The following web page will be shown.

WAN >> Internet Access

WAN 1
PPPoE /| PPPOA MPoA / Static or Dynamic IP IPviG
) Enable @& Disable ISP Access Setup
Service Mame (Optianal) *
Motlém Settings (for ADSL only) Usarname
Multi-PvC channel Channel 1 v
Password
WPI a
DSeparate Account for ADSL
WCI 34 o
. PPP Authentication FAF ar CHARP »
Encapsulating Type WCOMUK e )
Idle Timeout 1 second(s)
Protocol PPPOA +
) IP Address From ISP [ wan P Aligs
Modulation Multimode w ] ]
Fized IP O ves & Mo (Dynamic IP)
PPPoE Pass-through Fized IP Address

[ For wired Lan

[ For wireless LaN ® Default MAC Address

O Specify a MAC Address

WAN Connection Detection MAC Address: 00 | 1D | 4 f85 | BA | {D5
Mode Ping Detect ]
) Index(1-15) in Schedule Setup:
Ping IF
=:} B B B
TTL:
MTU 1492 | (Max:1492)
*: Required for some 1SPs
[ ok | [ cancel |

Available settings are explained as follows:

ltem

Description

Enable/Disable

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Modem Setting (for
ADSL only)

It is not necessary to configure settings in these fields for
modem settings are prepared for ADSL only.

PPPoOE Pass-through

The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoA
protocol is selected, the PPPoE package transmitted by PC
will be transformed into PPPoA package and sent to WAN
server. Thus, the PC can access Internet through such
direction.
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For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPOE session (different
with the Host PC) to access into Internet.

For Wireless LAN — It is available for n model. If you
check this box, PCs on the same wireless network can use
another set of PPPoE session (different with the Host PC) to
access into Internet.

Note: To have PPPoA Pass-through, please choose PPPoA
protocol and check the box(es) here. The router will behave
like a modem which only serves the PPPoE client on the
LAN. That’s, the router will offer PPPoA dial-up

connection.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet.

ISP Access Setup Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.
Username — Type in the username provided by ISP in this
field.
Password — Type in the password provided by ISP in this
field.

Separate Account for ADSL - In default, WAN1 supports
VDSL2/ADSL and uses the same PPPoE account and
password for connection. If required, you can configure
another account and password for ADSL connection by
checking this box. If it is checked, the system will ask you
to type another group of account and password additionally.

PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address From ISP Usually ISP dynamically assigns IP address to you each
time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.
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o WANIIP Alias - MEHNES = =] 3 |

[ 172.16.2.143:2860/ ocAwipalias htm ¥

WANT1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

.,
2. 0.0.0

3 0.0.0.0

*

0.0.0.0

000

.00

=

.00

000

@

‘3DDDDDDD

P
I
=

| 1724 | 2532 == Next ==

[ ok | [clearan | [ Close |

Fixed IP — Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
router manually.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Applications >> Schedule web page and
you can use the number that you have set in that web page.
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Details Page for MPoA/Static or Dynamic IP in WAN1 (Physical Mode:

VDSL2)

MPoA is a specification that enables ATM services to be integrated with existing LANS,
which use either Ethernet, token-ring or TCP/IP protocols. The goal of MPoA is to allow
different LANSs to send packets to each other via an ATM backbone.

To use Static or Dynamic IP as the accessing protocol of the Internet, select Static or
Dynamic IP from the WAN>>Internet Access >>WANL1 page. The following web page will

appear.

WAN == Internet Access

WAN 1
PPPoE /| PPPoA MPoA | Static or Dynamic IP IPvG
 Enable @& Disable WAN IP Network Settings [ yyah IP Alias
2 Obtail IP add romatical
Modem Settings (for ADSL only) C; 1;a||1Na|| address at \jm ically .
Multi-PvC channel Channel 2 b o e.r ame oer w
Encapsulation Damain Name
1483 Elridged IPLL I D DHCP Client Identifier *
WP = Username
Vel " Password
Modulation Multimode - © Specify an IP address
IP Addrass
WAN Connection Detection Subnet Mask
Mode ARF Detect v Gateway IP Address
MTU 1600 | (Max:1500) @& Default MaAC address
O Specify a MAC Address
RIP Protocol MAC Address: 00 | 1D | #a Hgs | BA | DS
[ Enable RIP
] DNS Server IP Address
E{Iue Mglde . 4 Primary IP Address 8.8.8.3
E B ]
nanie Bndge Mode Secondary IP &ddress  [3.8.4.4
*: Reqguired for some ISPs
[ ok ] [ cancel |
Available settings are explained as follows:
Item Description

Enable/Disable

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Modem Setting (for

It is not necessary to configure settings in these fields for

ADSL only) modem settings are prepared for ADSL only.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping

Detect.

Mode — Choose ARP Detect, Ping Detect or Always On
for the system to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
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TTL value is set by telnet command.

MTU

It means Max Transmit Unit for packet.

RIP Protocol

Routing Information Protocol is abbreviated as RIP
(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this

function.

Bridge Mode

If you choose Bridged IP as the protocol, you can check
this box to invoke the function. The router will work as a
bridge modem.

WAN IP Network
Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 32 public IP
addresses other than the current one you are using. Notice
that this setting is available for WANL only. Type the
additional WAN IP address and check the Enable box. Then
click OK to exit the dialog.

[ 192.168.1 Sidactvipalias htm ¥
WAN1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

i,
2. O 0.0.0.0
a. O 0.0.0.0
4, O 0.0.0.0
5. O 0.0.0.0
&. O 0.0.0.0
7. ¥ 0.0.0.0
8. O 0.0.0.0

<< 1-8 | 9-16 | 17-24 | 25-32 == Next ==

[ ok ] [clearan ] [ Close |

Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

® Router Name — Type in the router name
provided by ISP.

® Domain Name — Type in the domain name that
you have assigned.

DHCP Client Identifier for some ISP

® Enable: Check the box to specify username and
password as the DHCP client identifier for some
ISP.

® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum
length of the password you can set is 62
characters.
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Specify an IP address — Click this radio button to specify
some data.

® |P Address — Type in the private IP address.

®  Subnet Mask — Type in the subnet mask.

® Gateway IP Address — Type in gateway IP
address.

Default MAC Address — Type in MAC address for the
router. You can use Default MAC Address or specify
another MAC address for your necessity.

Specify a MAC Address — Type in the MAC address for
the router manually.

DNS Server IP Address Type in the primary IP address for the router. If necessary,
type in secondary IP address for necessity in the future.

After finishing all the settings here, please click OK to activate them.

Details Page for PPPoE/PPPoA in WAN1 (Physical Mode: ADSL)

WAN >> Internet Access

WAN 1
PPPoE /| PPPoA MPoA / Static or Dynamic IP IPvi
O Enable @ Disable ISP Access Setup
Service Name
Modem Settings (for ADSL only) (Optional) *
MUIE-PVC Channel 1 w | |Username
channel
WP g Password
Wil 25 DSeparate Account for ADSL
Encapsulating VO MUY v PPP Authentication | PAP or CHAP
;FD: | SEron Idle Timeout -1 second(s)
rotoco 0h W
IP Address From ISP [ \WaRr IP Alias
Modulation Multirmode w ) .
Fized IP O vas & Mo (Dynarmic IP)
PPPoE Pass-through Fixed IP Address
O] For wired LaM
. & pefault Mac Address
L] For wireless Lak .
O Specify a MAC Address
WAN Connection Detection MAC Address: |00 | 1D a4 E85 | [BA| D5
Mode ARPF Detect _
Index{1-15) in Schedule Setup:
MTU 1482 | (Max:1492) == : : :

*: Required far saome [SPs

[ ok | [cancel |

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
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you adjusted in this page will be invalid.

Modem Settings
(for ADSL only)

Set up the DSL parameters required by your ISP. These
settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >> Multi

PVCs. Select M-PVCs Channel means no selection will be
chosen.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Encapsulating Type - Drop down the list to choose the
type provided by ISP.

Protocol - Drop down the list to choose the one (PPPOE or
PPPoA) provided by ISP.

If you have already used Quick Start Wizard to set the
protocol, then it is not necessary for you to change any
settings in this group.

Modulation —Default setting is Multimode. Choose the one
that fits the requirement of your router.

Modulation Multimode A

T1.413

5. Lite

. 0OMT
ADSL2(G.992.3)
ADSL2 annex M
ADSL2+(G 992 5)
ADSLE+ annex W

Multirnode

PPPoE Pass-through

The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoA
protocol is selected, the PPPoE package transmitted by PC
will be transformed into PPPoA package and sent to WAN
server. Thus, the PC can access Internet through such
direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPoE session (different
with the Host PC) to access into Internet.

For Wireless LAN - It is available for n model. If you
check this box, PCs on the same wireless network can use
another set of PPPoE session (different with the Host PC) to
access into Internet.

Note: To have PPPoA Pass-through, please choose PPPoA
protocol and check the box(es) here. The router will behave
like a modem which only serves the PPPoE client on the
LAN. That’s, the router will offer PPPoA dial-up
connection.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
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to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet.
RIP Protocol Routing Information Protocol is abbreviated as RIP
(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this
function.
ISP Access Setup Enter your allocated username, password and authentication

parameters according to the information provided by your
ISP.

Username — Type in the username provided by ISP in this
field.

Password — Type in the password provided by ISP in this
field.

Separate Account for ADSL - In default, WAN1 supports
VDSL2/ADSL and uses the same PPPoE account and
password for connection. If required, you can configure
another account and password for ADSL connection by
checking this box. If it is checked, the system will ask you
to type another group of account and password additionally.

PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address From ISP

Usually ISP dynamically assigns IP address to you each
time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.
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'cr WANILIP Alias - NS

[ 172.16 31432880/ nefwipalias him ¥

WANT1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

1.

2. 0.0.0.0

3 0.0.0.0

*

0.0.0.0

0.0.0.0

0.0.0.0

=

0.0.0.0

0.0.0.0

@

‘3DDDDDDD

P
I
=

| 1724 | 2532 == Next ==

[ ok | [clearan | [ Close |

Fixed IP — Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
router manually.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Applications >> Schedule web page and
you can use the number that you have set in that web page.

After finishing all the settings here, please click OK to activate them.

Details Page for MPoA/Static or Dynamic IP in WAN1 (Physical Mode:
ADSL)

MPoA is a specification that enables ATM services to be integrated with existing LANS,
which use either Ethernet, token-ring or TCP/IP protocols. The goal of MPoA is to allow
different LANSs to send packets to each other via an ATM backbone.

To use MPoA/Static or Dynamic IP as the accessing protocol of the Internet, select MPoA
/Static or Dynamic IP from the WAN>>Internet Access >>WAN1 page. The following web
page will appear.
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WAN >> Internet Access

WAN 1

PPPoE / PPPoA MPoA / Static or Dynamic IP IPvG

O Enable @ Disable WAN IP Network Settings [WAN [P Alias
Modem Settings (for ADSL only) CR}OIJJ-EtamNan IP address aut\tj.matlcally .
Multi-PvC channel Channel 2 A o elr ame 18or .
Encapsulation Damain Name
1483 Elridged P LLC " I:‘ DHCP Client ldentifier *
WPl a Usermame
vl 08 Passwiord
Modulation Multirmode v © Specify an IP address
IP Address
WAN Connection Detection Subnet Mask
Mode ARP Detect w Gateway IP Address
MTU 1500 | (Max:1500) & Default MAC Address
O Specify a MaC address
RIP Protocol MAC Address: 00 [ 1D | &4 &8s | Ba | DS
[ Enahble RIF
] DNS Server IP Address
BE‘(IUP' Mljl{le ” i Primary IP Address B.8.8.8
Enable Bridge Mode
9 Secondary IP address  |8.8.4.4

*: Required for some ISPs

[ ok ] [ cancel |

Available settings are explained as follows:

Iltem

Description

Enable/Disable

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Modem Settings (for
ADSL only)

Set up the DSL parameters required by your ISP. These
settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >>Multi PVCs.
Select M-PVCs Channel means no selection will be
chosen.

Encapsulating - Drop down the list to choose the type
provided by ISP.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Modulation —Default setting is Multimode. Choose the one
that fits the requirement of your router.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
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TTL value is set by telnet command.

MTU

It means Max Transmit Unit for packet. The default setting
is 1492,

RIP Protocol

Routing Information Protocol is abbreviated as RIP
(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this

function.

Bridge Mode

If you choose Bridged IP as the protocol, you can check
this box to invoke the function. The router will work as a
bridge modem.

WAN IP Network
Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.
WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 32 public IP
addresses other than the current one you are using. Notice
that this setting is available for WAN1 only. Type the
additional WAN IP address and check the Enable box. Then
click OK to exit the dialog.
e WANLIP Alies - HEHREE = [=[oO] x |
[ 172,16 314328600 oedwipaliss htm 4+
WAN1 IP Alias { Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
1.

2. 0.0.0.0

3 0.0.0.0

*

0.0.0.0

0.0.0.0

0.0.0.0

=

0.0.0.0

0.0.0.0

@

‘3DDDDDDD

P
I
=

| 1724 | 2532 == Next ==

[ ok | [clearan | [ Close |

Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

® Router Name — Type in the router name
provided by ISP.

® Domain Name — Type in the domain name that
you have assigned.
DHCP Client Identifier for some ISP -
® Enable: Check the box to specify username and

password as the DHCP client identifier for some
ISP.
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® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum
length of the password you can set is 62
characters.

Specify an IP address — Click this radio button to specify
some data.

® |P Address — Type in the private IP address.

®  Subnet Mask — Type in the subnet mask.

® Gateway IP Address — Type in gateway IP
address.

Default MAC Address — Type in MAC address for the
router. You can use Default MAC Address or specify
another MAC address for your necessity.

Specify a MAC Address — Type in the MAC address for
the router manually.

DNS Server IP Address Type in the primary IP address for the router. If necessary,
type in secondary IP address for necessity in the future.

After finishing all the settings here, please click OK to activate them.

Details Page for PPPoE in WAN2

To choose PPPOE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WANZ2 page. The following web page will be shown.

WAN >> Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTPLZTP IPvi
) Enahble @ Disable PPPMP Setup
FPP futhentication PAP or CHAP +
ISP Access Setup )
Servies N IO cional Idle Timeout L secandis)
ervice Name (Optional) IP Address Assignment Method {IPCP)
Username WAN IP Alias
Password Fized IP: O ves & Mo (Dynamic IP)
Index(1-15) in Schedule Setup: Fixed IP Address
=} Ll J J
) ) & Default MAC Address
WAN Connection Detection O specify a MAC Address
Mode ARP Detect » Mac address: oo | D | s EHes | BA | DR
MTU 1492 | (Max:1492)

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.
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ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Service Name (Optional) - Enter the description of the
specific network service.

Username — Type in the username provided by ISP in this
field.

The maximum length of the user name you can set is 63
characters.

Password — Type in the password provided by ISP in this
field.

The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU

It means Max Transmit Unit for packet.

PPP/MP Setup

PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment
Method (IPCP)

Usually ISP dynamically assigns IP address to you each
time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 32 public IP
addresses other than the current one you are using. Type the
additional WAN IP address and check the Enable box. Then
click OK to exit the dialog.

Fixed IP - Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
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router manually.

After finishing all the settings here, please click OK to activate them.

Details Page for Static or Dynamic IP in WAN2

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address

to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please click the Static

or Dynamic IP tab. The following web page will be shown.

WAN >> Internet Access

WAN 2

PPPoE Static or Dynamic IP PPTPL2TP

IPvG

(3 Enable & Disable

HKeep WAN Connection
[ Enable PING to keep alive
PIMNG to the IP

Rauter Name
Domain Mame

] DHCP Client Identifier *

WAN IP Network Seftings | wAN IP Alias

) Obtain an IP address automatically

PING Interval 0 minutels)
Username

WAN Connection Detection Password

Mode ARF Detect (& Specify an IP address

IP Address

MTU 1500 (Max:1500) cubnet Mask

RIP Protocol Gateway IP Address

[ Enable RIP

® Default MAC Address
O Specify a MAC Address
MAC Address: 00 [-[D | e 8s | BA | DE

DNS Server IP Address

*: Required for some ISPs

[ ok ] [ cancel |

Available settings are explained as follows:

Primary IP Address
Secondary IP Address

5.8.8.8
5.8.4.4

Item Description

Enable / Disable

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Keep WAN Connection

alive.

Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
Enable PING to keep alive box to activate this function.

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping

PING Interval - Enter the interval for the system to
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execute the PING operation.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU

It means Max Transmit Unit for packet.

RIP Protocol

Routing Information Protocol is abbreviated as RIP
(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this

function.

WAN IP Network
Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 32 public IP
addresses other than the current one you are using.

Obtain an IP address automatically — Click this button to
obtain the IP address automatically if you want to use
Dynamic IP mode.

® Router Name: Type in the router name provided
by ISP.

® Domain Name: Type in the domain name that
you have assigned.

DHCP Client Identifier for some ISP
® Enable: Check the box to specify username and

password as the DHCP client identifier for some
ISP.

® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum
length of the password you can set is 62
characters.

Specify an IP address — Click this radio button to specify
some data if you want to use Static IP mode.

® |P Address: Type the IP address.
®  Subnet Mask: Type the subnet mask.

® Gateway IP Address: Type the gateway IP
address.
Default MAC Address: Click this radio button to use
default MAC address for the router.

Specify a MAC Address: Some Cable service providers
specify a specific MAC address for access authentication.
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In such cases you need to click the Specify a MAC
Address and enter the MAC address in the MAC Address
field.

DNS Server IP Address Type in the primary IP address for the router if you want to
use Static IP mode. If necessary, type in secondary IP
address for necessity in the future.

After finishing all the settings here, please click OK to activate them.

Details Page for PPTP/L2TP in WAN2

To use PPTP/L2TP as the accessing protocol of the internet, please click the PPTP/L2TP tab.
The following web page will be shown.

WAN == Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTPLZTP IPvG
(JEnable PPTP  (OEnahle L2TP & Disahle |PPP Setup
Server Address PPP authentication PAP or CHAP »
Specify Gateway IP Address Idle Timeout L1 second(s)
IP Address Assignment Method (IPCP)
Wik [P Alias

ISP Access Setup Fixed IP: O Yes & Mo (Dynamic IP)

Username Fized IP Address
Passward WAN IP Network Settings
Index(1-15) in Schedule Setup: ) Obtain an IP address automatically
= ; : : & Specify an IP address
IP Address
MTU 1460 | (Max:1460)

Subnet Mask

[ ok | [ cancel |

Available settings are explained as follows:

Item Description

PPTP/L2TP Enable PPTP- Click this radio button to enable a PPTP
client to establish a tunnel to a DSL modem on the WAN
interface.

Enable L2TP - Click this radio button to enable a L2TP
client to establish a tunnel to a DSL modem on the WAN
interface.

Disable — Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address — Specify the gateway IP
address for DHCP server.

ISP Access Setup Username -Type in the username provided by ISP in this
field. The maximum length of the user name you can set is
63 characters.

Password -Type in the password provided by ISP in this
field. The maximum length of the password you can set is
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62 characters.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

MTU

It means Max Transmit Unit for packet.

PPP Setup

PPP Authentication - Select PAP only or PAP or CHAP
for PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment
Method(IPCP)

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 32 public IP
addresses other than the current one you are using.

Fixed IP - Usually ISP dynamically assigns IP address to
you each time you connect to it and request. In some case,
your ISP provides service to always assign you the same IP
address whenever you request. In this case, you can fill in
this IP address in the Fixed IP field. Please contact your ISP
before you want to use this function. Click Yes to use this
function and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network
Settings

Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

Specify an IP address — Click this radio button to specify
some data.

® |P Address — Type the IP address.
®  Subnet Mask — Type the subnet mask.

After finishing all the settings here, please click OK to activate them.

Vigor2860 Series User's Guide

106



Details Page for 3G/4G USB Modem (PPP mode) in WAN3/WAN4

To use 3G/4G USB Modem (PPP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (PPP mode) for
WANS. The following web page will be shown.

WAN == Internet Access -.‘_'
WAN 3 | Modem Support List |
3G/4G USB Modem(PPP mode) (# Enahle ) Disable

SIM PIN code

ATEFEDVTT&D2ECT130=0

Modern Initial Strin
& (Default: ATRFEOV 14 18028.C150=0)

2PN Mame Apply
Modem Initial String?2 AT
Modem Dial String ATDT*992

(Default:ATDT* 994, COMAATDTH#TZZ, TD-
SCOMAATOT*O8* 14)

Service Mame (Optional)
FPP Username (Optional)
PPP Password (Optional)
PPP Authentication PAP ar CHAP »

Index(1-15) in Schedule Setup:
=:} L L L

WAN Connection Detection
Mode ARP Detact v

ARF Detect

ok LHngDetect | —hoenn

Available settings are explained as follows:

Item Description

Modem Support List It lists all of the modems supported by such router.

3G /4G USB Modem (PPP | Click Enable for activating this function. If you click
mode) Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

SIM PIN code Type PIN code of the SIM card that will be used to access
Internet.

The maximum length of the PIN code you can set is 15
characters.

Modem Initial String Such value is used to initialize USB modem. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 47
characters.
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APN Name

APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 43
characters.

Modem Initial String2

The initial string 1 is shared with APN.

In some cases, user may need another initial AT command
to restrict 3G band or do any special settings.

The maximum length of the string you can set is 47
characters.

Modem Dial String

Such value is used to dial through USB mode. Please use
the default value. If you have any question, please contact
to your ISP.

The maximum length of the string you can set is 31
characters.

Service Name

Enter the description of the specific network service.

PPP Username

Type the PPP username (optional). The maximum length of
the name you can set is 63 characters.

PPP Password

Type the PPP password (optional). The maximum length of
the password you can set is 62 characters.

PPP Authentication

Select PAP only or PAP or CHAP for PPP.

Index (1-15) in Schedule
Setup

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

After finishing all the settings here, please click OK to activate them.
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Details Page for 3G/4G USB Modem (DHCP mode) in WAN3/WAN4

To use 3G/4G USB Modem (DHCP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (DHCP mode)
for WAN3/WAN4. The following web page will be shown.

WAN == Internet Access q_'
WAN 3 | Modem Support List |

36G/4G USB Modem{DHCP mode) ® Enable CDisable

SIM PIN code

Metwork Mode AGI3GI2G |v| (Default:45/3G/2G)

APN Mame CI3GI2G

MTL 3G Only ault:1380)

LTE software version 2G Only

LTE hardware version -

WAN Connection Detection
Mode ARFP Detact »

Note: Please note that in some case USB port connection will be terminated temporarily to activate
the new configuration.

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Modem Support List It lists all of the modems supported by such router.

3G/4G USB Modem Click Enable for activating this function. If you click

(DHCP mode) Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

SIM PIN code Type PIN code of the SIM card that will be used to access
Internet.
The maximum length of the PIN code you can set is 19
characters.

Network Mode Force Vigor router to connect Internet with the mode

specified here. If you choose 4G/3G/2G as network mode,
the router will choose a suitable one according to the actual
wireless signal automatically.

APN Name APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 47
characters.

MTU It means Max Transmit Unit for packet.
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WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

After finishing all the settings here, please click OK to activate them.

Details Page for IPv6 — Offline in WAN1/WAN2/WAN3/WAN4
When Offline is selected, the IPv6 connection will be disabled.

WAHN == Internet Access

VAN 1
PPPoE Static or Dynamic IP PPTP IPv6
Internet Access lMode
Connection Type Offline v
[ oK ] [ Cancel ]

Details Page for IPv6 — PPP in WAN1/WAN2

During the procedure of IPv4 PPPOE connection, we can get the IPv6 Link Local Address
between the gateway and Vigor router through IPv6CP. Later, use DHCPv6 or Accept RA to
acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In

addition, PCs under LAN also can have the public IPv6 address for Internet access by means
of the generated prefix.

No need to type any other information for PPP mode.
WAN == Internet Access
WAN 1
PPPoE Static or Dynamic IP PPTP IPv6

Internet Access Mode

Connection Type FPF hd

Note : IPv4 WAN setting should be PPPoE client.

[ oK ] [ Cancel ]

Below shows an example for successful IPv6 connection based on PPP mode.
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Note: At present, the IPv6 prefix can be acquired via the PPPoE mode connection which
is available for the areas such as Taiwan (hinet), the Netherlands, Australia and UK.

Details Page for IPv6 — TSPC in WAN1/WAN2/WAN3/WAN4

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPv6
network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6 prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to IPv6 the Internet.

WAN == Internet Access

WWAN 1
PPPoE Static or Dynamic IP PPTP IPvB

Internet Access Mode

Connection Type TSPC v

T5SPC Configuration

Username
Passwaord
Confirm Password

Tunnel Broker

[ oK ] [ Cancel

Available settings are explained as follows:
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ltem

Description

Username

Type the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

The maximum length of the name you can set is 63
characters.

Password

Type the password assigned with the user name.

The maximum length of the name you can set is 19
characters.

Confirm Password

Type the password again to make the confirmation.

Tunnel Broker

Type the address for the tunnel broker IP, FQDN or an
optional port number.

After finished the above settings, click OK to save the settings.

Details Page for IPv6 — AICCU in WAN1/WAN2/WAN3/WAN4

WAN == Internet Access

WAN 1
PPPoE / PPPoA

MPoA / Static or Dynamic IP IPvG

Connection Type

AICCU Configuration
[ Always On
Llsername

Password
Confirm Passward
Tunnel Broker
Subnet Prefix

Internet Access Mode

AlICCL -

tic.sins net

Note: If "Always On" is not enabled, AICCU connection would only retry three times.

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Always On Check this box to keep the network connection always.

Username Type the name obtained from the broker. Please apply new
account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.
The maximum length of the name you can set is 19
characters.

Password Type the password assigned with the user name.

The maximum length of the password you can set is 19
characters.

Confirm Password

Type the password again to make the confirmation.
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Tunnel Broker Type the address for the tunnel broker IP, FQDN or an
optional port number.

Subnet Prefix Type the subnet prefix address getting from service
provider.

The maximum length of the prefix you can set is 128
characters.

After finished the above settings, click OK to save the settings.

Details Page for IPv6 — DHCPv6 Client in WAN1/WAN2
DHCPv6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

WAN == Internet Access

WAN 1
PPPoE Static or Dynamic IP EEE IPv6

Internet Access Mode

Connection Type DHCPvE Client +

DHCPvE Client Configuration
Identity Association @ prefix Delegation O Non-temporary Address
IAID (Identity Association 1D) 4230640032

[ oK ] [ Cancel

Available settings are explained as follows:

Item Description

Identify Association Choose Prefix Delegation or Non-temporary Address as
the identify association.

IAID Type a number as IAID.

After finished the above settings, click OK to save the settings.
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Details Page for IPv6 — Static IPv6 in WAN1/WAN2
This type allows you to setup static IPv6 address for WAN interface.

VAN == Internet Access

WARN 1
PPPoE Static or Dynamic IP PPTP IPv6

Internet Access Mode

Connection Type Static IPv6 v

Static IPv6 Address configuration
IPvH Address / Prefix Length

Current IPv6 Address Table

Index IPvé Rddress/Prefix Length Bcope

Static IPve Gateway configuration
IPv6 Gateway Address

[ oK l [ Cancel

Available settings are explained as follows:

Item Description
Static IPv6 Address IPv6 Address — Type the IPv6 Static IP Address.
configuration Prefix Length — Type the fixed value for prefix length.

Add - Click it to add a new entry.
Delete — Click it to remove an existed entry.

Current IPv6 Address Display current interface IPv6 address.

Table

Static IPv6 Gateway IPv6 Gateway Address - Type your IPv6 gateway address
Configuration here.

After finished the above settings, click OK to save the settings.
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Details Page for IPv6 — 6in4 Static Tunnel in WAN1/WAN2
This type allows you to setup 6in4 Static Tunnel for WAN interface.
Such mode allows the router to access IPv6 network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather
than any cast endpoint. The mode has more reliability.

WAHN == Internet Access ﬂ

WWAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPv6

Internet Access Mode
Connection Type Gind Static Tunnel ¥

6ind Static Tunnel
Remote Endpoint IPv4 Address

6in4 IPv& Address /|64 (default:64)
LAN Routed Prefix /|64 (default:64)
Tunnel TTL 255 (default:255)

0K ] [ Cancel

Available settings are explained as follows:

Item Description

Remote Endpoint IPv4 Type the static IPv4 address for the remote server.
Address

6in4 IPv6 Address Type the static IPv6 address for IPv4 tunnel with the value

for prefix length.

LAN Routed Prefix Type the static IPv6 address for LAN routing with the value
for prefix length.

Tunnel TTL Type the number for the data lifetime in tunnel.

After finished the above settings, click OK to save the settings.
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Below shows an example for successful IPv6 connection based on 6in4 Static Tunnel mode.

Online Status

Physical Connection
IPvd

System Uptime: Oday 0:4:16

LAN Status
IP Address

2001:4DD0:FF00:83E4:21D:AAFF:FE83:11B4/64 (Global)
FEB0::21D:AAFF:FE83:11B4/64 (Link)

FES80::C0A8:651D/128 (Link)
TX Packets RX Packets
3 26

TX Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPvé Status

Enable Mode Up Time

Yes 6ind Static Tunnel  0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) =

TX Bytes RX Bytes
211 2302

Details Page for IPv6 — 6rd in WAN1/WAN2
This type allows you to setup 6rd for WAN interface.

WAN 1

PPPoE Static or Dynamic IP PPTP/L2TP IPv6

Internet Access Mode

Connection Type

6rd Settings
6rd Mode

Static 6rd Settings
IPv4 Border Relay:

IPv4 Mask Length:
6rd Prefix:
6rd Prefix Length:

érd [~]

@ Auto 6rd @ Static 6rd

192.168.101.111
0

2001:E41::

32

[ OK ] [ Cancel

Available settings are explained as follows:

ltem

Description

6rd Mode

Auto 6rd — Retrieve 6rd prefix automatically from 6rd
service provider. The IPv4 WAN must be set as "DHCP".

Static 6rd - Set 6rd options manually.

IPv4 Border Relay

Type the IPv4 addresses of the 6rd Border Relay for a given
6rd domain.

IPv4 Mask Length

Type a number of high-order bits that are identical across
all CE IPv4 addresses within a given 6rd domain.

It may be any value between 0 and 32.
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6rd Prefix Type the 6rd IPv6 address.

6rd Prefix Length Type the IPv6 prefix length for the 6rd IPv6 prefix in

number of bits.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6rd mode.

Online Status

Physical Connectien

System Uptime: Oday 0:8:15

IPv4 IPv6

LAN Status

IP Address

2001:E41:A865:1D00:21D:AAFF:FE83:11B4/64 (Global)

FE80::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

15 113 1354 18040
WAN1 IPvE Status

Enable Mode Up Time

Yes ord 0:09:06

IP Gateway IP

2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 E=s
(Global)

FE80::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

13 29 967 2620
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3.1.4 Multi-PVC/VLAN
This router allows you to create multi-PVC for different data transferring for using. Simply go
to Internet Access and select Multi-PVC/VLAN page.
General

The system allows you to set up to eight channels which are ready for choosing as the first
PVC line that will be used as multi-PVC.

WAN >> Multi-PYCALAN

Multi- PVCALAN

General Advanced

Channel Enahle WAN Type YPINVCI VLAN Tag Port-based Bridye

1 Yes &DSL 0433 MNone

2 Yes Ethernet(\Wanz2) MNone

5 WaNS  No A05L 1/45 MNone Enahle P1 P2 P2 P4 PS PA
6. WaANG Mo ADSL 1/46  HNone Enable = P1l P2 P23 /P4 PS5 PG
. WANT Mo ADSL 1/47  MNone Enable P1 P2 P3 P4 PS5 P&
8. Mo ADSL 1/48  None Enable | [P1 |P2[ (P3| 'P4| PS5 PA
9 Mo ADSL 0/o Mone Enable  P1i P2 P3 P4 PS5 PA
10. Mo ADSL oo MNone Enahle P1 P2 P2 P4 P3| PB
Note:

Channel 3 and channel 4 are reserved for LUSE WARN,

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

Channel Display the number of each channel.

Channels 1 and 2 are used by the Internet Access web user
interface and can not be configured here.

Channels 5 ~ 10 are configurable.

Enable Display whether the settings in this channel are enabled
(Yes) or not (No).

WAN Type Displays the physical medium that the channel will use.

VPI/VCI Display the value for VPI and VCI.

VLAN Tag Displays the VLAN tag value that will be used for the

packets traveling on this channel.

Port-based Bridge The network traffic flowing on each channel will be
identified by the system via their VLAN Tags. Channels
using the same WAN type may not configure the same
VLAN tag value.

Enable - Check this box to enable the port-based bridge
function on this channel.

P1 ~ P6 — Check the box(es) to build bridge connection on
LAN.
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Click any index (8~10) to get the following web page:

WAN >> Multi-PYCALAN »> Channel 8

Multi-PYC AMLAN Channel 8: & Enable O Disable
Wak Type ADEL b
General Settings ATM QoS
WPI 1 QoS Type UBR  w
WiCI 48 PCR ]
Protocol PPFoA » SCR 0
Encapsulation VCMUK e MBS ]
[Cadd wiaN Header
WLAMN Tag 1
Priority 0
Bridge mode
[Jenable
Physical Members
PL P2 [ P32 [ P4 [ PS5 | PE

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description
Multi-VLAN Channel Enable — Click it to enable the configuration of this
8/9/10 channel.
Disable —Click it to disable the configuration of this
channel.
WAN Type The connections and interfaces created in every channel

may select a specific WAN type to be built upon. In the
Multi-PVC application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
interface the channel shall use here.

ADSL v
VDSL

Ethernet{\WANZ)

General Settings VPI - Type in the value provided by your ISP.
VCI - Type in the value provided by your ISP.
Protocol - Select a proper protocol for this channel.

Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that
you choose.
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14533 Route IP LLC v

1483 Bridged IP LLC
1483 Route P LLC
1483 Bridged IP %C-hux

1483 Routed IP WC-Mux(IPoA)
LLC/SMAP 14583 Bridged IP(IPoE)

Add VLAN Header — Check the box to enable the
following two options.

VLAN Tag — Type the value as the VLAN ID number.
Valid settings are in the range from 1 to 4095. The network
traffic flowing on each channel will be identified by the
system via their VLAN Tags. Channels using the same
WAN type may not configure the same VLAN tag value.

Priority — Choose the number to determine the packet
priority for such VLAN. The range is from 0 to 7.

WEMUK

ATM Oo0S QoS Type - Select a proper QoS type for the channel.

Type the values for PCR, SCR and MBS respectively.

Bridge mode Enable — Click it to enable Bridge mode for such channel.

Physical Members — Group the physical ports by checking
the corresponding check box(es) for applying the bridge
connection.

After finished the above settings, click OK to save the settings.

WAN links for Channel 5, 6 and 7 are provided for router-borne application such as TR-069.
The settings must be applied and obtained from your ISP. For your special request, please
contact with your ISP and then click WAN link of Channel 5, 6 or 7 to configure your router.
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WAN >> Multi-PVCs >> Channel 5

Physical Members

WaN Application: | Management %
WaN Connection Detection

Mode

Ping IP

Multi-PYC Channel 5: @ Enable O Disable

WaN Type ADSL A

General Settings ATM GoS
WPI 1 QoS Type UBR v
WCI 45 PCR (]
Protocol FPFoA SCR (]
Encapsulation WG MR v MBS 0

M add WLAN Header
WLaM Tag (]
Priority (]

Open Port-based Bridge Connection for this Channel
pt Opz Opz Op4 Ops Oes

Open WAN Interface for this Channel

ARP Detect »

PPPoE/PPPoA Client
ISP Access Setup

ISP Mame
Username
Passwaord

PPP Authentication
Alwa\;s on

Fized IP Address

PAP or CHAP &

second(s)

Idle Timeout -1
IP Address From ISP
Figed IP O ves @ No (Dynamic IP)

MPoA (RFC1483/2684)
Obtain an IP address automatically
Router Mame “igar
Damain Mame
*: Required for some ISPs
Specify an IP address

IP address
Subnet Mask
Gateway IP Address

DNS Server IP Address

Primary IP Address 5.8.8.8

Secondary IP Address 53.8.4.4

[ 0K ] [ Cancel
Available settings are explained as follows:
Item Description

Multi-VLAN Channel
5/16/7

Enable - Click it to enable the configuration of this
channel.

Disable —Click it to disable the configuration of this
channel.

WAN Type

The connections and interfaces created in every channel
may select a specific WAN type to be built upon. In the
Multi-PVC application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
interface the channel shall use here.

121 Vigor2860 Series User's Guide



ADSL w
VDEL
Ethernat(\VWANZ)

General Settings

VPI - Type in the value provided by your ISP.
VCI - Type in the value provided by your ISP.
Protocol - Select a proper protocol for this channel.

Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that
you choose.

1483 Route IP LLC v
1453 Bridged IP LLC
1483 Route IP LLC
1483 Bridged IP WC-hux

1483 Routed IP WC-Mux(IPoA)
1483 Bridged IP(IPoE)

Add VLAN Header — Check the box to enable the
following two options.

VLAN Tag — Type the value as the VLAN ID number.
Valid settings are in the range from 1 to 4095. The network
traffic flowing on each channel will be identified by the
system via their VLAN Tags. Channels using the same
WAN type may not configure the same VLAN tag value.

Priority — Choose the number to determine the packet
priority for such VLAN. The range is from O to 7.

ATM Oo0S

QoS Type - Select a proper QoS type for the channel.
Type the values for PCR, SCR and MBS respectively.

Open Port-based Bridge
Connection for this
Channel

The settings here will create a bridge between the LAN
ports selected and the WAN. The WAN interface of the
bridge connection will be built upon the WAN type selected
using the VLAN tag configured.

Physical Members — Group the physical ports by checking
the corresponding check box(es) for applying the port-based
bridge connection.

Open WAN Interface for
this Channel

Check the box to enable relating function.

WAN Application -

Management — It can be specified for general management
(Web configuration/telnet/TR069). If you choose

Management, the configuration for this VLAN will be
effective for Web configuration/telnet/ TR069.

IPTV - The IPTV configuration will allow the WAN
interface to send IGMP packets to IPTV servers.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
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to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

PPPoE/PPPoA Client Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

ISP Name — Type in the name of your ISP.

Username — Type in the username provided by ISP in this
field. The maximum length of the name you can set is 80
characters.

Password — Type in the password provided by ISP in this
field. The maximum length of the password you can set is
48 characters.

PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Always On — Check it to keep the network connection
always.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

Fixed IP - Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

MPoA (RFC1483/2684) Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

® Router Name — Type in the router name provided by
ISP.

® Domain Name — Type in the domain name that you
have assigned.

Specify an IP address — Click this radio button to specify
some data.

® |P Address — Type in the private IP address.
® Subnet Mask — Type in the subnet mask.
® Gateway IP Address — Type in gateway IP address.

DNS Server IP Address - Type in the primary IP address
for the router if you want to use Static IP mode. If
necessary, type in secondary IP address for necessity in the
future.

After finished the above settings, click OK to save the settings and return to previous page.

Advanced

Such configuration is applied to upstream packets. Such information will be provided by ISP.
Please contact with your ISP for detailed information.
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WAN => Multi-PYCALAN

Multi-PYCALAN

General Advanced
ATM QoS
Channel oS Type PCR SCR MBS PYC to PYC Binding
1. UBR  + 0 0 0
2 0 0 0
g 0 0 0
& 0 0 0
7 0 0 0
a 0 0 0
9 0 0 0
10, 0 0 0
Mote:

1. If the parameters in the ATM QoS settings are set to zero, then their default settings will be
used, Also, PCR{mMax)=ADSL Up Speed /53,8,

2. Multiple channels may use the same ADSL channel link through the PYC Binding configuration.
The PWC Binding configuration is only supported for channels using &05L, please make sure the
channel that you are binding to is using &ADSL as its WAN type, The binding will work only under
PPPoE and MPo4 1483 Bridge mode.

3. Channel 3 and channel 4 are reserved for USE WAN,

[ ok ] [ cancel |

Available settings are explained as follows:

Item Description

QoS Type Select a proper QoS type for the channel according to the
information that your ISP provides.

PCR It represents Peak Cell Rate. The default setting is “0”.

SCR It represents Sustainable Cell Rate. The value of SCR must
be smaller than PCR.

MBS It represents Maximum Burst Size. The range of the
value is 10 to 50.

PVC to PVC Binding It allows the enabled PVC channel to use the same ADSL

connection settings of another PVC channel. Please choose
the PVC channel via the drop down list.

After finished the above settings, click OK to save the settings.
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3.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

LAN

3.2.1 Basics of LAN

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

Internet

DHCP Server

Public IP Address

Private Subnet
Router IP Address:192.168.1.1

s s B D

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

In some special case, you may have a public IP subnet from your ISP such as
220.135.240.0/24. This means that you can set up a public subnet or call second subnet that
each host is equipped with a public IP address. As a part of the public subnet, the Vigor router
will serve for IP routing to help hosts in the public subnet to communicate with other public
hosts or servers outside. Therefore, the router should be set as the gateway for public hosts.
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Internet

Public IP Address: m

220.135.240.207

Private Subnet

Router IP Address:192.168.1.1 Public Subnet

ety "o

192.168.1.22 192.168.1.11 220.135.240.210 220.135.240.209

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules to
forward data from one specified subnet to another specified subnet without the presence of
RIP.

What are Virtual LANs and Rate Control

You can group local hosts by physical ports and create up to 8 virtual LANs. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.

Internet
P1 P2 P3 P4
- o R i -
=l LT T T T T T

192.168.1.11 192.168.1.10 192.168.1.13 192.168.1.12
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3.2.2 General Setup

This page provides you the general settings for LAN. Click LAN to open the LAN settings
page and choose General Setup.

There are six subnets provided by the router which allow users to divide groups into different
subnets (LAN1 — LANG). In addition, different subnets can link for each other by configuring
Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2 — LANG
can be operated under NAT or Route mode. IP Routed Subnet can be operated under Route
mode.

LAN >> General Setup

General Setup
Index Status DHCP IP Address
Lan 1 v v 10.28.60.1
LAN 2 192.168.2.1
LAN 3 192.168.3.1
LAN 4 192.168.4.1
LAN & 192,168.5.1
LAN & 192.168.6.1
DMZ Part O 192,168.7.1
IP Routed Subnet O 192.168.0.1

Yaou can configure DHCP server options here,

[JFarce router to use "DNS server IP address" settings specified in
Inter-LAN Routing
Subnet LAMN 1 LAMN 2 LAN 3 LAN 4 LAN 5 LAMN 6 DMZ Port
LAMN 1
LaM 2
LaM 3
LaM 4
LAM 5
LaM &
DMZ Port O

Mote: LAN 2/3/4/5/6 are available when YLAN is enabled.
DMZ subnet is default bound to P1, and will overwrite the settings of P1 at LAN>>VLAN

page.

Available settings are explained as follows:

Item Description

General Setup Allow to configure settings for each subnet respectively.
Index - Display all of the LAN items.

Status- Basically, LANL1 status is enabled in default.
LAN2 -LANG6 and IP Routed Subnet can be observed by
checking the box of Status.

DHCP- LANL1 is configured with DHCP in default. If
required, please check the DHCP box for each LAN.

IP Address - Display the IP address for each LAN item.
Such information is set in default and you can not modify it.

Details Page - Click it to access into the setting page. Each
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LAN will have different LAN configuration page. Each
LAN must be configured in different subnet.

IPv6 — Click it to access into the settings page of IPv6.

Advanced DHCP packets can be processed by adding option number
and data information when such function is enabled.

LAN >> General Setup

DHCP Server Options Status
Options List

Enable Interface Option Type Data

Enahle:

Interface: Al LANL LANZ LAN3 LA&N4 LANS LAMG DMZ  IP Routed Subnet
- O 0o o o o o O

Qption Mumber;

DataType: () ASCII Character (EX :Option: 18, Data:fpath)

O Hexadecimal Digit (EX: Option: 18, Data:2f70A17468)

O address List (EX :Option:44, Data:172.16.2,10,172,16.2.20...)
Data:

[ Add ] [ Update | [ Delete |

Enable/Disable — Enable/Disable the function of DHCP
Option. Each DHCP option is composed by an option
number with data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for
DHCP option will be seen in DHCP reply packets.

Interface — Choose the interface for such option.
Option Number — Type a number for such function.

DataType — Choose the type (ASCII or Hex) for the data to
be stored.

Data — Type the content of the data to be processed by the
function of DHCP option.

Force router to use DNS Force Vigor router to use DNS servers configured in
server IP address ..... LANI/LAN2/LAN3/LAN4/LANS/LANG instead of DNS
servers given by the Internet Access server (PPPoE, PPTP,
L2TP or DHCP server).

Inter-LAN Routing Check the box to link two or more different subnets (LAN
and LAN).

When you finish the configuration, please click OK to save and exit this page.
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Details Page for LAN1 — Ethernet TCP/IP and DHCP Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on
IPv4) and IPv6 Setup. Click the tab for each type and refer to the following explanations for
detailed information.

LAN == General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPvE Setup
Network Configuration DHCP Server Configuration
For MAT Usage () Enahle Server & Disable Server
IP Address 192.168.1.5 [JEnable Relay Agent
Subnet Mask 265.265.255.0 Start IP &ddress 192168110
IP Pool Counts 200
REIP Protocol Contral Disahle Gateway IP Address 19216615
Lease Time 26400 (s)

Retrieve IPs from inactive cients periodically

DNS Server IP Address
Primary IP Address
Secondary [P Address

Available settings are explained as follows:

Item Description

Network Configuration For NAT Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable — activate the RIP protocol.

DHCP Server DHCP stands for Dynamic Host Configuration Protocol.
Configuration The router by factory default acts a DHCP server for your
network so it automatically dispatch related IP settings to
any local user configured as a DHCP client. It is highly
recommended that you leave the router enabled as a DHCP
server if you do not have a DHCP server for your network.

If you want to use another DHCP server in the network
other than the Vigor Router’s, you can let Relay Agent help
you to redirect the DHCP request to the specified location.

Enable Server - Let the router assign IP address to every
host in the LAN.

Disable Server — Let you manually assign IP address to
every host in the LAN.

Enable Relay Agent —Specify which subnet that DHCP
server is located the relay agent should redirect the DHCP
request to.
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® DHCP Server IP Address — It is available when
Enable Relay Agent is checked. Set the IP address of
the DHCP server you are going to use so the Relay
Agent can help to forward the DHCP request to the
DHCP server.

Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your router is 192.168.1.1, the starting
IP address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same
as the 1st IP address of the router, which means the router is
the default gateway.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Retrieve IPs from inactive clients periodically -
Whenever a DHCP client requests an IP address from the
LAN DHCP server, the server will give out an IP to this
client for a certain amount of time (e.g., 1 day). However,
even if this client only uses the IP for say 5 minutes, the
server still "reserves" 1 day for that client. Because a DHCP
server only has a limited number of IPs to lease to its
DHCP clients, soon enough all the IPs will be used out and
then no one will be able to get any IPs from this server
anymore. Therefore, this feature is used to get the IP back
from inactive clients (i.e. doesn't use the IP but the server
still reserves the IP for him).

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the
user-friendly name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP
address here because your ISP should provide you with
usually more than one DNS Server. If your ISP does not
provide it, the router will automatically apply default DNS
Server IP address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS
server IP address here because your ISP often provides you
more than one DNS Server. If your ISP does not provide it,
the router will automatically apply default secondary DNS
Server IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:
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Online Status

Physical Connection

LAN Status Primary DNS: §.8.8.8

IPv4 IPvE

System Uptime: 22:22:45

Secondary DNS: 8.5.4.4

IP Address TX Packets RX Packets
192.168.1.1 o 41533

If both the Primary IP and Secondary IP Address fields are
left empty, the router will assign its own IP address to local
users as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g.
DSL/Cable) connection.

When you finish the configuration, please click OK to save and exit this page.

Details Page for LAN1 — IPv6 Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on
IPv4) and IPv6 Setup. Click the tab for each type and refer to the following explanations for
detailed information. Below shows the settings page for IPv6.

LAN == General Setup

LAN 1 Ethernet TCP /IP and DHCP Setup LAN 1 IPvG Setup

Router Advertisement Server

{# Enable ) Disable
Advertisement Lifetirme 1800 Seconds (Range : 600 - 9000)

DHCPvG Server
) Enable Server (& Disable Server
Start IPvE Address
End IPva Address
DNS Server IPv6 Address
Primary DMS Server
Secondary OMS Server

Static IPv6 Address

IPva Address J Prefiz Length
! [ Add | [ Celete |
Current IPvG Address Table
Index IPwd Address/Prefix Length Scope
1 FEG0::Z1D: A4FF: FEES: 1IEEG /64 Link

It provides 2 daemons for LAN side IPv6 address configuration. One is RADVD(stateless)
and the other is DHCPv6 Server (Stateful).

Available settings are explained as follows:

131 Vigor2860 Series User's Guide



ltem

Description

Router Advertisement
Server

Enable — Click it to enable the router advertisement
daemon. The router advertisement daemon (radvd) sends
Router Advertisement messages, specified by RFC 2461, to
a local Ethernet LAN periodically and when requested by a
node sending a Router Solicitation message. These
messages are required for IPv6 stateless auto-configuration.

Disable — Click it to disable RADVD server.

Advertisement Lifetime - The lifetime associated with the
default router in units of seconds. It's used to control the
lifetime of the prefix. The maximum value corresponds to
18.2 hours. A lifetime of 0 indicates that the router is not a
default router and should not appear on the default router
list.

DHCPV6 Server
Configuration

Enable Server —Click it to enable DHCPv6 server.
DHCPv6 Server could assign IPv6 address to PC according
to the Start/End IPv6 address configuration.

Disable Server —Click it to disable DHCPv6 server.

Start IPv6 Address / End IPv6 Address —Type the start
and end address for IPv6 server.

DNS Server IPv6 Address

Primary DNS Sever — Type the IPv6 address for Primary
DNS server.

Secondary DNS Server —Type another IPv6 address for
DNS server if required.

Static IPv6 Address
configuration

IPv6 Address —Type static IPv6 address for LAN.
Prefix Length — Type the fixed value for prefix length.
Add - Click it to add a new entry.

Delete — Click it to remove an existed entry.

Current IPv6 Address
Table

Display current used IPv6 addresses.

When you finish the configuration, please click OK to save and exit this page.
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Details Page for LAN2 ~ LAN6 and DMZ

LAN == General Setup

LAN 2 Ethernet TCP /IP and DHCP Setup

the same subnet.

Network Configuration DHCP Server Configuration
®Enable O Disahle (O Enahble Server @ Disable Server
) For NAT Usage (¥ For Routing Usage Enable Relay agent
IP Address 10.20.0.86 DHCP Server IP Address (0.0.0.0
Subnet Mask 2552552550 Start IP Address 192.168.2.10
Maote: Disable LM & Enable LAN shouldn't be in |1p pool counts 0

Gateway IP Address 192.168.2.1
Lease Time 269200 (=)

Retrieve IPs from inactive clients periodically

DNS Server IP Address
Primary IP Address 0.0.0.0
Secondary IP Address  [0.0.0.0

Available settings are explained as follows:

ltem

Description

Network Configuration

Enable/Disable - Click Enable to enable such
configuration; click Disable to disable such configuration.

For NAT Usage - Click this radio button to invoke NAT
function.

For Routing Usage - Click this radio button to invoke this
function.

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol.
The router by factory default acts a DHCP server for your
network so it automatically dispatch related IP settings to
any local user configured as a DHCP client. It is highly
recommended that you leave the router enabled as a DHCP
server if you do not have a DHCP server for your network.

Enable Server - Let the router assign IP address to every
host in the LAN.

Disable Server — Let you manually assign IP address to
every host in the LAN.

Enable Relay Agent - If you want to use another DHCP
server in the network other than the Vigor Router’s, you can
let Relay Agent help you to redirect the DHCP request to
the specified location.

DHCP Server IP Address — It is available when Enable
Relay Agent is checked. Set the IP address of the DHCP
server you are going to use so the Relay Agent can help to
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forward the DHCP request to the DHCP server.

Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your router is 192.168.1.1, the starting
IP address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same
as the 1st IP address of the router, which means the router is
the default gateway.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Retrieve IPs from inactive clients periodically -
Whenever a DHCP client requests an IP address from the
LAN DHCP server, the server will give out an IP to this
client for a certain amount of time (e.g., 1 day). However,
even if this client only uses the IP for say 5 minutes, the
server still "reserves" 1 day for that client. Because a DHCP
server only has a limited number of IPs to lease to its
DHCP clients, soon enough all the IPs will be used out and
then no one will be able to get any IPs from this server
anymore. Therefore, this feature is used to get the IP back
from inactive clients (i.e. doesn't use the IP but the server
still reserves the IP for him.

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the
user-friendly name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP
address here because your ISP should provide you with
usually more than one DNS Server. If your ISP does not
provide it, the router will automatically apply default DNS
Server IP address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS
server IP address here because your ISP often provides you
more than one DNS Server. If your ISP does not provide it,
the router will automatically apply default secondary DNS
Server IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPvE

LAN Status Primary DNS: §.8.8.8 Secondary DNS: 8.5.4.4
IP Address TX Packets RX Packets
192.168.1.1 o 41533

If both the Primary IP and Secondary IP Address fields are
left empty, the router will assign its own IP address to local
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users as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g.
DSL/Cable) connection.

When you finish the configuration, please click OK to save and exit this page.

Details Page for IP Routed Subnet

LAHN == General Setup

TCPAP and DHCP Setup for IP Routed Subnet

Hetwaork Configuration

O Enable & Disable
For Routing Usage

1P Address
Subnet Mask

RIP Protocol Control

192.168.0.1
255.255.255.0

Dizable

DHCP Server Configuration

Start IP Address

IP Pool Counts 0 (max. 32)
Lease Time 259200 (=]

[ use LAM Port Pl =Je]

Use MAC Address

Index Matched MAC Address given IP Address

MaAC Address : loot (-
[add]| [Celete] [Edit] [Cancel]

Available settings are explained as follows:

ltem

Description

Network Configuration

Enable/Disable - Click Enable to enable such
configuration; click Disable to disable such configuration.

For Routing Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable — activate the RIP protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol.
The router by factory default acts a DHCP server for your
network so it automatically dispatch related IP settings to
any local user configured as a DHCP client. It is highly
recommended that you leave the router enabled as a DHCP
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server if you do not have a DHCP server for your network.

If you want to use another DHCP server in the network
other than the Vigor Router’s, you can let Relay Agent help
you to redirect the DHCP request to the specified location.

Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your router is 192.168.1.1, the starting
IP address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Use LAN Port — Specify an IP for IP Route Subnet. If it is
enabled, DHCP server will assign IP address automatically
for the clients coming from P1 and/or P2. Please check the
box of P1 and P2.

Use MAC Address - Check such box to specify MAC
address.

MAC Address: Enter the MAC Address of the host one by
one and click Add to create a list of hosts to be assigned,
deleted or edited IP address from above pool. Set a list of
MAC Address for 2" DHCP server will help router to
assign the correct IP address of the correct subnet to the
correct host. So those hosts in 2™ subnet won’t get an IP
address belonging to 1* subnet.

Add - Type the MAC address in the boxes and click this
button to add.

Delete — Click it to delete the selected MAC address.
Edit — Click it to edit the selected MAC address.

Cancel — Click it to cancel the job of adding, deleting and
editing.

When you finish the configuration, please click OK to save and exit this page.
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3.2.3 Static Route

Go to LAN to open setting page and choose Static Route. The router offers IPv4 and IPv6 for
you to configure the static route. Both protocols bring different web pages.

Static Route for IPv4

LAN == Static Route Setup
1Pv4 IPvG | Setto Factory Default | View Routing Table |
Indlex Destination Address Status Indlex Destination Address Status
1. 277 ? 6. 777 ?
2. 777 7 7. 777 ?
3. 277 ? 8. 777 ?
4. 277 ? 9. 277 ?
5, 277 ? 10. 777 ?
== 110 | 11-20 | 2130 == Next ==
Status: v ——- Active, ® -— Inactive, ? -—— Empty
Available settings are explained as follows:
Item Description
Index The number (1 to 30) under Index allows you to open next
page to set up static route.
Destination Address Displays the destination address of the static route.
Status Displays the status of the static route.
Set to Factory Default Clear all of the settings and return to factory default
settings.
Viewing Routing Table Displays the routing table for your reference.
Diagnostics >> View Routing Table
Current Running Routing Table IPv6 Routing Table | Refresh |
ST LTI o) dseasnasen | Atrescis semnacesd | 1am E
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Add Static Routes to Private and Public Networks

Here is an example (based on IPv4) of setting Static Route in Main Router so that user A and
B locating in different subnet can talk to each other via the router. Assuming the Internet
access has been configured and the router works properly:

® use the Main Router to surf the Internet.

@ create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

® create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

® have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

Internet

Set

Router C Static Route

192.168.1.1

Router A RouterB

192.168.1.2 192.168.1.3
(Gateway:192.168.1.1)

Private subnet Private subnet
192.168.10.0/24 EQ @211.10.88.0;’24
User A User B

1. Goto LAN page and click General Setup, select 1st Subnet as the RIP Protocol
Control. Then click the OK button.

Note: There are two reasons that we have to apply RIP Protocol Control on 1st
Subnet. The first is that the LAN interface can exchange RIP packets with the
neighboring routers via the 1st subnet (192.168.1.0/24). The second is that those
hosts on the internal private subnets (ex. 192.168.10.0/24) can access the Internet via
the router, and continuously exchange of IP routing information with different
subnets.
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Click the LAN >> Static Route and click on the Index Number 1. Check the Enable
box. Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

LAN == Static Route Setup
Index No. 1
(] Enahkle
Destination IP Address 797

Subnet Mask
Gateway IP Address
Metwork Interface LANT

Mote: WANS, WANG, WANT are router-borne WANs,
[ ok | [ cancel | [ Delete |

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IP Type an IP address as the destination of such static route.

Address

Subnet Mask Type the subnet mask for such static route.

Network Interface Use the drop down list to specify an interface for such static
route.

Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be
forwarded to 192.168.1.3. Click OK.

LAN == Static Route Setup

Index No. 1

[ Enable
Destination [P Address 211.10088.0
Subnet Mask 255 255 255 0
Gateway IP Address 192 168.1.3
Metwork Interface LAMNT

Mote: WANS, WANG, WANTY are router-borne WaMNs,

[ ok ] [ cancel | [ Delete |
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4.  Go to Diagnostics and choose Routing Table to verify current routing table.

Diagneostics == View Routing Table

Current Running Routing Table IPv6 Routing Table | Refresh |
Key: C - connec static, R - RIP, * - default, ~ - private ~
S~ 192.168. 55.255.255.0 via 1%2.168.1.2 LAN1
C~ 18z2.16 55.255.255.0 directly connected
S~ 211.100.88.0/ 255.255.255.0 wvia 192.168.1.3

Static Route for IPv6

You can set up to 40 profiles for IPv6 static route. Click the IPv6 tab to open the following
page:

LAN == Static Route Setup

1Pvd4 IPvG | Setto Factory Default | View IPvE Routing Table |
Index Destination Address Status Index Destination Address Status

1. B ® 11. 10 ¥
2. ::/0 ® 12, B ¥
3 ::/0 ® 13 B ¥
4. B b 14. /0 "
5. B ® 15. 10 ¥
6. ::/0 ® 16. B ¥
i. B % 1i. /0 "
a. B ® 18. /0 ¥
ER ::/0 ® 19. B ¥
10. B b 20. /0 "

< 1-20 ] 21 -40 == Next

Status: v --- Active, x --- Inactive, ? --- Empty

Available settings are explained as follows:
Item Description
Index The number (1 to 40) under Index allows you to open next
page to set up static route.

Destination Address Displays the destination address of the static route.

Status Displays the status of the static route.

Set to Factory Default Clear all of the settings and return to factory default

settings.
Viewing IPv6 Routing Displays the routing table for your reference.
Table

Click any underline of index number to get the following page.
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LAN == Static Route Setup

Index No. 1

[J Enable
Destination IPvée Address / Prefix Len 410
Gateway IPve Address

Network Interface LAN »

[ oK l [ Cancel ] [ Delete

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IPv6 Address | Type the IP address with the prefix length for this entry.
/ Prefix Len

Gateway IPv6 Address Type the gateway address for this entry.

Network Interface Use the drop down list to specify an interface for this static
route.

LAN  |w

AR T

AR

WART
WAR A

When you finish the configuration, please click OK to save and exit this page.

141 Vigor2860 Series User's Guide



3.2.4 VLAN

With the 6-port Gigabit switch on the LAN side, Vigor router provides extremely high speed
connectivity for the highest speed local data transfer of any server or local PCs. On the
Wireless-equipped models (Vigor2860n/Vigor2860n-plus/Vigor2860Vn-plus/
Vigor2860ac/Vigor2860Vac), each of the wireless SSIDs can also be grouped within one of
the VLANS.

Tagged VLAN

The tagged VLANS (802.1q) can mark data with a VLAN identifier. This identifier can be
carried through an onward Ethernet switch to specific ports. The specific VLAN clients can
also pick up this identifier as it is just passed to the LAN. You can set the priorities for
LAN-side QoS. You can assign each of VLANS to each of the different IP subnets that the
router may also be operating, to provide even more isolation. The said functionality is
tag-based multi-subnet.

Port-Based VLAN

Relative to tag-based VLAN which groups clients with an identifier, port-based VLAN uses
physical ports (P1 ~ P6) to separate the clients into different VLAN group.

Virtual LAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port. The multi-subnet can let a small businesses have much better
isolation for multi-occupancy applications. Go to LAN page and select VLAN. The following
page will appear. Click Enable to invoke VLAN function.

Below is an example page in Vigor2860n:

LAN == VLAN Configuration
VLAN Configuration
[“Enable
LAN Wireless LAN VLAN Tag

P1 P2 P3 P4 P5 P6 SSID1 SSID2 SSID3 SSID4  Subnet Enable  VID  Priority
viao (] O O OO0 O O O O O |LaMt s O o 0
viat O O O OO0 0O O O O O |Ladi s O o 0w
viaNz O OO0 OO0 >0 O O O O |Ladi s O o 0w
VAN (O OO0 OO0 O O O O |Ladi s O o 0w
vieNd O O O OO0 O O O O |Ladt s O o 0w
VIANS (O OO0 OO0 O O O O |Ladit s O o 0w
viene (] O OO OO O O O O |Ladit s O o 0w
VIANZ O OO0 OO0 >0 O O O O |Ladi s O o 0w

Permit untagged device in P1 to access router

1. Tag based YLAN anly applied for LAN Ports;

2, The checked Wireless LaM SSI1D will not has vLaM tagging function but regarded as joining WLAMN
group;

3. The set WLAN ID (VID) must be unique and not duplicate.

[ ok ] [ clear ] [ cancel |
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For Vigor2860n-plus series, the web page will be shown as follows:

LAN >> VLAN Configuration

VLAN Configuration
[“IEnahle
LAN Wireless LAN(2.4GHz) Wireless LAN(5GHz) VLAN Tag

P1 P2 P3 P4 P5 P6 SSID1SSID2 SSID3 SSID4 SSID1 SSID2 SSID3 SSID4 - Subnet Enable VID  Priority
viaNe V] [ ¥ M M O M ] M LaNt v O p 0~
v O MOOOO O O O O O O O O |[waMzw O p 0
vz O O0O0OMM O O O O O O O O M3 ] 72 0w
vians 1 OO0 O0O00 O O O O O O O O (bWt i« O p 0
v O OO0 00O 0O O O O O O O O [baMt- O o 0w
vias 1 OO0 OO0 O O O O O O O O (bW« O p 0
vians 1 OO0 00O O O O O O O O O |[LaMtw O o 0w
vwanr OO0 OO0 O O O O O O O O [waM1 i« O p 0+

Permit untagged device in P1 to access router

1. For each WLAN row, if enable is checked for the WLAN Tag then the corresponding YID will be applied to wired
LAM traffic,

2.wireless Lam traffic is always untagged, but will still be a member of the WLAN group selected.

3. Each VID must be unique,

[ ok | [ clear | [ cancel |

Note: Settings in this page only applied to LAN port but not WAN port.
Available settings are explained as follows:

Item Description
Enable Click it to enable VLAN configuration.
LAN P1 - P6 — Check the LAN port(s) to group them under the

selected VLAN.

Wireless LAN (2.4GHz) SSID1 - SSID4 — Check the SSID boxes to group them
under the selected VLAN.

Wireless LAN (5GHz) SSID1 - SSID4 — Check the SSID boxes to group them
under the selected VLAN.

Subnet Choose one of them to make the selected VLAN mapping
to the specified subnet only. For example, LAN1 is
specified for VLANO. It means that PCs grouped under
VLANO can get the IP address(es) that specified by the
subnet.

Subnet
LAM 1 |

LAN 2
LAN 3
LAN 4
LAN 5
LAN 6
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VLAN Tag Enable — Check the box to enable the function of VLAN
with tag.

The router will add specific VLAN number to all packets
on the LAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by LAN.

VID - Type the value as the VLAN ID number. The range
is form O to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

Permit untagged device in | It can help users to communicate with the router still even
P1 to access router though configuring wrong VLAN tag setting. It is
recommended to enable the management port (LAN 1) to
ensure the data transmission is unimpeded.

Note: Leave one VLAN untagged at least to prevent from not connecting to Vigor router
due to unexpected error.

Vigor2860 series features a hugely flexible VLAN system. In its simplest form, each of the
Gigabit LAN ports can be isolated from each other, for example to feed different companies or
departments but keeping their local traffic completely separated.

Configuring port-based VLAN for wireless and non-wireless clients

1. All the wire network clients are categorized to group VLANO in subnet 192.168.1.0/24
(LANZ1).

2. All the wireless network clients are categorized to group VLANL in subnet
192.168.2.0/24 (LAN2).

3. Open LAN>>VLAN Configuration. Check the boxes according to the statement in step
1 and Step 2.

LAN >>VLAN Configuration

VLAN Configuration

[“lEnable
LAN Wireless LAN{2.4GHz) Wireless LAN{5GHz) VLAN Tag

P1 P2 P3 P4 P5 P6 SSID1SSID2 SSID3 SSID4 SSID1 SSID2 SSID3 SSID4 - Subnet Enable VID Priority
viame M M MEEME O O O O O O O O [WNts O fo 0w
vt OO0 000 M LANZ v O p 0
v O OO0 OOO O O O 0O 0O O O 0O |wNas O fo 0 v
vians O OO0 000 0 O O 0O 0O O O O [wNts O fo 0w
v OO0 000 O O O O O0 O O O kNt O p 0~
vias 0 OO0 000 0 O O O 0O O O O [Nt O fo 0 v
viane OO0 OO0 O O O O O O O O |[Nts O fo 0w
vwawr OO0 000 O O O O O O O O |[New O p 0>

Permit untagged device in P1 to access router

1. For each WLAN row, if enable is checked for the WLAN Tag then the corresponding WID will be applied to wired
LAM traffic,

2. wireless Lam traffic is always untagged, but will still be a member of the WLAN group selected.

2. Each vID must be unigque.

[ ok ] [ clear | [ cancel |

4.  Click OK.
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5.  Open LAN>>General Setup. If you want to let the clients in both groups communicate
with each other, simply activate Inter-LAN Routing by checking the box between
LAN1 and LAN2.

LAN == General Setup

General Setup

Index Status DHCP IP Address
Lam 1 W Y 192 1681 1
LaM 2 192.168.2.1
LAN 3 192.168.3.1
LAM 4 O 192.168.4.1
LAN 5 | 192.168.5.1
LAM & O 192 168.6 1
DMZ Port 1 192.168.7.1
IP Routed Subnet O 192.168.0.1

(Advanced |You can configure DHCP server options here,

[“IForce router to use "DNS server [P address” settings specified in | LAN1 v
Inter-LAN Rowting
Subnet LAMN 1 LAMN 2 LAM 3 LAMN 4 LAM 5 LAM 6 DMZ Port
LAar 1
Lan 2
LAM 3 L l
LAaM 4 F [l [l
LaN 5 ¥ O O ¥
LAM & O O O O O
DMZ Port ¥ IF ¥ ¥ IF F

MNote: LAN 2/3/4/5/6 are available when WVLAN is enabled,
DMZ subnet is default bound to P1, and will overwrite the settings of P1 at LAN>>VLAN page,

Vigor router supports up to six private IP subnets on LAN. Each can be independent
(isolated) or common (able to communicate with each other). This is ideal for
departmental or multi-occupancy applications.

Note: As for the VLAN applications, refer to “Appendix I: VLAN Application on
Vigor Router” for more detailed information.
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3.2.5Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control
in network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause

you not access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.

LAN == Bind IP to MAC

Bind IP to MAC

C Enable & Disable O Strict Bind

ARP Table | Select All | Sort | Refresh | IP Bind List { Limit: 300 entries ) | Select All | Sort |
IP Address Mac Addrezs Index IP Address Mac Address
10.28.60.12 00-50-7F-22-33-43

Add or Update

1P Address

Mac Address

Camment

[ show Comment
Update

Note: IP-MAC binding presets DHCP allocations,

If you select Strict Bind, unspecified LAMN clients cannot access the Internet,

Backup IP Bind List .

Upload From File: |#iSigE | RISEE

Available settings are explained as follows:

Item Description

Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect
to Internet.

Disable Click this radio button to disable this function. All the
settings on this page will be invalid.

Strict Bind Click this radio button to block the connection of the
IP/MAC which is not listed in IP Bind List.

ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can
be selected and added to IP Bind List by clicking Add
below.

Select All Click this link to select all the items in the ARP table.

Sort Reorder the table based on the IP address.
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Refresh Refresh the ARP table listed below to obtain the newest
ARP table information.

Add or Update IP Address - Type the IP address that will be used for the
specified MAC address.

Mac Address - Type the MAC address that is used to
bind with the assigned IP address.

Comment - Type a brief description for the entry.

Show Comment - Check this box to display the comment
on IP Bind List box.

IP Bind List It displays a list for the IP bind to MAC information.

Add It allows you to add the one you choose from the ARP table
or the IP/MAC address typed in Add and Edit to the table
of IP Bind List.

Update It allows you to edit and modify the selected IP address and

MAC address that you create before.

Delete You can remove any item listed in IP Bind List. Simply
click and select the one, and click Delete. The selected item
will be removed from the IP Bind List.

Backup Store the configuration for Bind IP to MAC as a file.
Restore Restore the previously stored configuration file and apply to
such page.

Note: Before you select Strict Bind, you have to bind one set of IPMAC address for one
PC. If not, no one of the PCs can access into Internet. And the web user interface of the
router might not be accessed.

When you finish the configuration, click OK to save the settings.
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3.2.6 LAN Port Mirror

LAN port mirror can be applied for the users in LAN. Generally speaking, this function copies

traffic from one or more specific ports to a target port. This mechanism helps manager track
the network errors or abnormal packets transmission without interrupting the flow of data

access the network. By the way, user can apply this function to monitor all traffics which user

needs to check.

There are some advantages supported in this feature. First, it is more economical without other
detecting equipments to be set up. Second, it may be able to view traffic on one or more ports

within a VLAN at the same time. Third, it can transfer all data traffics to be mirrored to one
analyzer connect to the mirroring port. Last, it is more convenient and easy to configure in

user’s interface.

LAN == LAN Port Mirror

LAN Port Mirror

Paort Mirrar:

Mirror Port
Mirrored Tx Port
Mirrored Rx Port

& Enable O Disable

Port2 Port3d Port4 Portd Porté  WaAN1 WAaMN2

O O O O O
O ([ ([ Ol ([ O ([

0] L] L] (1 L] 0] L]

Note: The mirrored WAMNL is a software mirror, £ will lead to a substantial decline in performance.

Available settings are explained as follows:

ltem

Description

Port Mirror

Check Enable to activate this function. Or, check Disable
to close this function.

Mirror Port

Select a port to view traffic sent from mirrored ports.

Mirrored Tx Port

Select which ports are necessary to be mirrored for
transmitting the packets.

Mirrored Rx Port

Select which ports are necessary to be mirrored for
receiving the packets.

After finishing all the settings here, please click OK to save the configuration.
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3.2.7 Wired 802.1x

IEEE 802.1x is an IEEE Standard for port-based Network Access Control (PNAC). It is part
of the IEEE 802.1 group of networking protocols. It provides an authentication mechanism for
the device that is attached to a LAN or WLAN.

Wired 802.1x provides authentication for one network device on each LAN port. The
RADIUS Server settings must be configured before enabling 802.1x because the EAP
(Extensible Authentication Protocol) Authenticator relies on the RADIUS Server in its
authentication process. Each LAN port with Wired 802.1x configured will only forward
802.1x packets and block all other packets until the authentication has successfully completed.

LAN => Wired 802.1x

Wired 802.1x

Lak 802, 1%

¥l Enable

802.1% ports:

()= Clpz Clpz Clpa Cprs Clrs

Please note that BOZ.1x enabled LAM ports will support EAPOL authentication for one network device
only. Therefore,802.1x enabled LAN ports will have issues when connecting to a L2 switch.If you want
802.1x support for multiple network devices, please disable 802.1x% here and configure 802, 1% on the
connecting switch, This feature supports PEAP and EAP-TLS.

Available settings are explained as follows:
Item Description
Enable Check the box to enable LAN 802.1x function.
802.1x ports After enabling the function, simply specify the LAN port(s) to
apply such function.

After finishing all the settings here, please click OK to save the configuration.
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3.2.8 Web Portal Setup

This page allows you to configure a profile with specified URL for accessing into or display a
message when a wireless/LAN user connects to Internet through this router. No matter what
the purpose of the wireless/LAN client is, he/she will be forced into the URL configured here
while trying to access into the Internet or the desired web page through this router. That is, a
company which wants to have an advertisement for its products to users can specify the URL

in this page to reach its goal.

LAN => Web Portal Setup

Web Portal Table:

Profile Status Interface
1 Disable None
2. Disable None
3. Disable None
4. Disable None
Each item is explained as follows:
Item Description
Profile Display the number link which allows you to configure the
profile.
Status Display the content (Disable, URL Redirect or Message) of the
profile.
Interface Display the applied interfaced of the profile.
Preview Open a preview window according to the configured settings.

To configure the profile, click any index number link to open the following page.

LAN >> Web Portal Setup

Profile Index: 2

(%) Disable

2.4G 351D
5 551D

) Message

) URL Redirect

Applied Interfaces

hitp: ey draytek.com

Mote : If the User Management application is enabled, it will
override the Web Portal settings seen here,

<hle=<font color="red">Vigor</fonte=<;/hlx><ha> - Reliable
connectivitys /h2><h2> - Robust firewall protection</ha>
<hi> - Multi-site secure communication</ ha>

E
(Max 511 characters) Preview| |Defaulttessage | |

LAN1 LANZ LAN3 LAN4 LANS LANG
SSID1 SSID2 SSID3 SSID4
SSID1 SSiD2 SSID3 SSID4
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Available settings are explained as follows:

ltem

Description

Disable

Click this button to close this function.

URL Redirect

Any user who wants to access into Internet through this router
will be redirected to the URL specified here first. It is a useful
method for the purpose of advertisement. For example, force
the wireless user(s) in hotel to access into the web page that the
hotel wants the user(s) to visit.

Message

Type words or sentences here. The message will be displayed
on the screen for several seconds when the wireless users
access into the web page through the router.

Preview — Display a preview window base on the web portal
setting.

Default Message — Click it to restore the default content.

Applied Interfaces

Check the box(es) representing different interfaces to be
applied by such profile.

The advantage is that each SSID (1/2/3/4) for wireless network
can be applied with different web portal separately.

After finishing all the settings here, please click OK to save the configuration.
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3.3 Load-Balance /Route Policy

Route Policy (also well known as PBR, policy-based routing) is a feature where you may

need to get a strategy for routing. The packets will be directed to the specified interface if they
match one of the policies. You can setup route policies in various reasons such as load balance,
security, routing decision, and etc.

Through protocol, IP address, port number and interface configuration, Route Policy can be
used to configure any routing rules to fit actual request. In general, Route Policy can easily
reach the following purposes:

® | oad Balance
You may manually create polices to balance the traffic across network interface.
®  Specify Interface

Through dedicated interface (WAN/LAN/VPN), the data can be sent from the source IP
to the destination IP.

®  Address Mapping.

Allows you specify the outgoing WAN IP address (es) for an internal private IP address
or a range of internal private IP addresses.

®  Priority.

The router will determine which policy will be adopted for transmitting the packet
according to the priority of Static Route and Route Policy.

® Failover to/Failback

Packets will be sent through another Interface or follow another Policy when the original
interface goes down (Failover to). Once the original interface resumes service
(Failback), the packets will be returned to it immediately.

® Other routing.

Specify routing policy to determine the direction of the data transmission.

Note: For more detailed information about using policy route, refer to Support
>>FAQ/Application Notes on www.draytek.com.
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Load-Balance Route Policy

o

Load-Balance/Route Policy | Setto Factory Default |
Index Enable Protocol Interface IRE%?:SCSE Fi:::: S;g: DSE:;&P Dest IP End [F)'E:: ggf‘tt MS;E [I\;I:;En
Start End Start End
1 Ay WANZ  172,16.3.133 Any Any 172.16.0.1 172,175,255 Any  Any Down
2 Ay WA 1 - Any Any  Any Any Any aAny  UP Down
3 any WKL —— UP  Down
4 Any WAN 1 -— UP  Down
5 Any WAk 1 —— UP Down
6 Any WK1 - UP Down
T Any WAR 1 - UP Down
8 any WK1 —- UP  Down
9 any WAk 1 —— UP  Down
10 Ay WAL UP  Down
<< 1-10 | 11-20 | 21-30 | 31-40 | 41-50 == Mext ==

O wizard Mode: most frequently used settings in three pages
@ advance Mode: all settings in one page

Available settings are explained as follows:

Item Description

Index Click the number of index to access into the configuration
web page.

Enable Check this box to enable this policy.

Protocol Display the protocol used for this policy.

Interface Display the interface to send packets to once the policy is

matched.

Interface Address

Display the WAN IP or WAN IP alias address which is
used as source IP of the outgoing packets.

Src IP Start Displays the IP address for the start of the source IP.
Src IP End Displays the IP address for the end of the source IP.
Dest IP Start Displays the IP address for the start of the destination IP.
Dest IP End Displays the IP address for the end of the destination IP.

Dest Port Start

Displays the IP address for the start of the destination port.

Dest Port End

Displays the IP address for the end of the destination port.

Move UP/Move Down

Use Up or Down link to move the order of the policy.

Wizard Mode

Allows to configure frequently used settings of route policy
via three setting pages

Advance Mode

Allows to configure detailed settings of route policy.

To use Wizard Mode, simple do the following steps:

1. Click the Wizard Mode radio button.
2. Click Index 1. The setting page will appear as follows:
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Load-BalanceRoute Policy

Index: 1 criteria

Source IP

Destination IP

Load-Balance/Route Policy applies to packets that meet the following criteria
& Any
() Src IP Start Src IP End
O Any
(%) Dest IP Start Dest IP End
19216816 ~ (1921681 66

Available settings are explained as follows:

ltem

Description

Source IP

Any — Any IP can be treated as the source IP.

Src IP Start - Type the source IP start for the specified
WAN interface.

Src IP End - Type the source IP end for the specified
WAN interface. If this field is blank, it means that all the
source IPs inside the LAN will be passed through the WAN
interface.

Destination IP

Any — Any IP can be treated as the destination IP.

Dest IP Start- Type the destination IP start for the
specified WAN interface.

Dest IP End - Type the destination IP end for the specified

WAN interface. If this field is blank, it means that all the
destination IPs will be passed through the WAN interface.

3. Click Next to get the following page.

Load-Balance/Route Policy

Index: 1 Imerface

Interface

Load-Balance/Route Policy directs the packets to the interface below

WA v
LAMN1 ~

LAMZ
s Bk ]
LAMES

Available settings are explained as follows:

ltem

Description

Interface

Use the drop down list to choose a WAN or LAN interface
or VPN profile. Packets match with the above criteria will
be transferred to the interface chosen here.
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4. After specifying the interface, click Next to get the following page.

Load-Balance/Route Policy

Index: 1 NAT or Routing

Based on the settings in the previous pages, we guess you want to have: Force MAT

The current setting is:
® Force MAT
Force Routing

Available settings are explained as follows:
Item Description
Force NAT /Force It determines which mechanism that the router will use to
Routing forward the packet to WAN.

5. After choosing the mechanism, click Next to get the summary page for reference.

Load-Balance Route Policy

Index: 1 Configuration Summary

Criteria

SDur_ce II_Z‘ Any

Destination IP 192,168.1.6 ~ 192.,168.1.66
Interface

VAN

More options

Force MAT

6. If there is no error, click Finish to complete wizard setting.

Load-Balance Route Policy

Load-Balance/Route Policy | Setto Factory
Src Src Dest Dest
Index Enable Protocol Interface Ttd?j';_f::: P IP DsetsatrItP Dest IP End Port Port ML?"
Start End Start End P
1 [F any Wilahl  172.16.3.130 Any Any 192.168.1.6 192.168.1.66 Any  Any
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To use Advance Mode, do the following steps:

1. Click the Advance Mode radio button.

2. Click Index 1 to access into the following page.

Load-Balance/Route Policy

Index: 5
Enable
Criteria
Protocol Any v
Source IP @) Any

() SrcIP Range
() Src IP Subnet
Destination IP @) Any
() Dest IP Range
() DestIP Subnet
Destination Port @) Any
() Dest Port Start Dest Port End

Send via if Criteria Matched
Interface @ WANLAN WANT “
CIvPN VPN 1,277
Gateway @ Default Gateway
() 5pecific Gateway
Priority
Low High
Priarity: [200 @ ]
250 150 0
Default Route Routes in Routing Table
1More Options

Packet Forwarding to WAN @ Force NAT

wia () Force Routing

[] Failaver to @ WaAN/LAN Default Wan “
OwPN WP 1,777
O Route Policy |Index1
Gateway ® Default Gateway

O 5pecific Gateway 0.0.0.0

[ ok ] [ clear | [ cancel |

Mote: 1. Force MAT(Routing): NAT(Routing) will be performed on outgoing packets, regardless of which type
of subnet (MAT or IP Routing) they originate from.

Available settings are explained as follows:

Item Description

Enable Check this box to enable this policy.

Protocol Use the drop-down menu to choose a proper protocol for
the WAN interface.

any b
TCP

UDP
TCP/UDP
ICMP
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Source IP

Any — Any IP can be treated as the source IP.

Src IP Start - Type the source IP start for the specified
WAN interface.

Src IP End - Type the source IP end for the specified
WAN interface. If this field is blank, it means that all the
source IPs inside the LAN will be passed through the WAN
interface.

Destination IP

Any — Any IP can be treated as the destination IP.

Dest IP Start- Type the destination IP start for the
specified WAN interface.

Dest IP End - Type the destination IP end for the specified
WAN interface. If this field is blank, it means that all the
destination IPs will be passed through the WAN interface.

Destination Port

Any — Any port number can be treated as the destination
port.

Dest Port Start - Type the destination port start for the
destination IP.

Dest Port End - Type the destination port end for the
destination IP. If this field is blank, it means that all the
destination ports will be passed through the WAN interface.

Send to if criteria
matched

Interface — Use the drop down list to choose a WAN or
LAN interface or VPN profile. Packets match with the
above criteria will be transferred to the interface chosen
here.

Gateway IP — Specific gateway is used only when you
want to forward the packets to the desired gateway.
Usually, Default Gateway is selected in default.

Priority

Packets will be transmitted based on all routes or Route
Policy. Vigor router will determine which rule will be
adopted for transmitting the packet according to the priority
of Static Route and Route Policy.

The greater the value is, the lower the priority is. Default
value for route policy is “200” which means it has higher
priority than the default route.

More options

Packet Forwarding to WAN via — When you choose
WAN (e.g., WANL) as the Interface for packet
transmission, you have to specify the way the packet
forwarded to. Choose Force NAT or Force Routing.

Failover to — Check this button to lead the data passing
through specific interface (WAN/LAN/VPN/Route Policy)
automatically when the selected interface (defined in Send
via if criteria matched) is down.

® WAN/LAN - Use the drop down list to choose an
interface as an auto failover interface.

® VPN - Use the drop down list to choose a VPN tunnel
as a failover tunnel.

® Route Policy — Use the drop down list to choose an
existed route policy profile.
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Gateway IP — Specific gateway is used only when you
want to forward the packets to the desired gateway.
Usually, Default Gateway is selected in default.

3. When you finish the configuration, please click OK to save and exit this page.

Load-Balance /Route Policy

Load-Balance/Route Policy | Setto Factory
Src Src Dest Dest

Index Enable Protocol Interface IEE%T:SC: IP 1P Dgts;:rltp Dest IP End Port Port Mlj'"
Start End Start End P

1 [F Any Wan1l o 172.16.3.130 any Any 192.168.1.6 192.168.1.66 Any  Any

How to Customize a Secure Route between VPN Router and Remote
Router by Using Route Policy

| Note: The web user interface will be revised later. |

Example 1:

In the following figure, a LAN to LAN VPN tunnel is built between DrayTek VPN router (e.g.,
Vigor2860 series) and the remote router. Firewall Router can receive all of the traffic coming
from remote PC which wants to access into Internet; and send back the packets to Remote
Router through VPN Router.

1.  Establish a VPN tunnel between VPN Router and the Remote Router.
2. Change to default route for the router located in Remote Router.

3. Access into the web user interface of the router in VPN Router. Then, open
Load-Balance / Route Policy and click Advance Mode.
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4.

5.

Load-Balance /Route Policy "4.’

Load-Balance/Route Policy 10 + | rules per page | Setto Factory Default |
Index Enable Protocol Interface Priority S'Sl;:calr"i::‘ SE%EF Dgé;cép DEEfjtde SDF'ESHE ggrg‘f Mﬁge Bq';:\ﬁ
art End
1 F Ay AN 200 Ay Any Ay Ay &ny ANy Down
2 O Any WAN1 200 any Any ANy ANy Any  Any UP Down
3 il Ay WAN 1 200 Ay ANy Ay Ay any Any  UP Down
4 F Any WAN1 200 Any Any Any Any Any  Any UP Down
3 F] Any WAN1 200 any Any Any Any Any  Any UP Down
6 F Any WAN1 200 &Ny Ay Any any Any  Any UP Down
i il Ay WAN 1 200 Ay ANy Ay Ay any Any  UP Down
8 O Any WAN1 200 any Any ANy ANy Any  Any UP Down
9 P Any WaMl o 200 any Any Ay Any  Any Any UP Down
10 F Any WARK 1 200 Ay Any Any Any  Any Any  UP Down
<< 1-10 | 11-20 | 21-30 | 31-40 | 41-50 == Next =

O Wizard Mode: most frequently used settings in three pages
& Advance Mode: all settings in one page

Click any Index number link (e.g., 1 in this case). Configure the settings as follows.

Load-Balance/Route Policy

Index: 1

Enable
Criteria
Protocol Any v
Source IP O Any

) Sri: IP Range

@ SrcIP Subnet

Metwork:[172.16.3.0 | Mask:| 265,255 265.0/24

Destination IP @ Any

(O Dest IP Range
() Dest IP Subnet
Destination Port @ any
() Dest Port Start Dest Port End

Send via if Criteria Matched

Interface @ WANLAN LAM1 N
OwpN YPM1.297 v
Gateway O Default Gateway

(%) Specific Gateway 19216812

Low High
Priority: i |
250 150 ]
Default Route Routes in Routing Table

Now, if you want such route policy will be applied by Vigor router with higher priority,
please adjust the value of Priority for such route policy. In general, default route is
specified with the lowest priority for it value is fixed as “250”. And Routes in Routing
Table are fixed as “150”. You can adjust the value for such route policy with lower value,
e.g., 100 to ensure it will be applied to packets transmission with the highest priority.

After finished the above settings, click OK to save the configuration.
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Load-Balance/Route Policy )

Load-Balance/Route Policy 10 | rules per page | Setto Factory Default |
Index Enable Protocol Interface Priority SS::ZE’E Src IP End DFF'St DfF'St Egrs_éc I:F)‘ifr:;:E Mﬁge gﬂgv\;i
Start End Start End
1 Ay LAM1 100 172.16.3.2 172.16.3.25  Any Any  Any Aoy Down
2 F Any WANLT 200 Ary Ay any  Any Any Any  UP Down
3 ¥ Any WANLT 200 Any Ay any Any Any Any  UP Down
1 | Any WAaNL 200 Ay Any sy Any Any Any UP Down
5 [F Any WaANL 200 Any Ay &ny any Any Any UP Down

6.  To route the packets coming from the Firewall Router back to the remote router, access
into the web user interface of the Firewall Router. Then, set “192.168.1.1/24” as the
gateway IP address and set “172.16.3.0/24” as the destination IP address.
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Example 2:

Below shows a scenario that local users behind Vigor router A want to access into a remote
service (e.g., YouTube) which is blocked or restricted by local Service Provider in their
country (e.g., UK in this case). A policy route can be created by the side of Router A to break
through the Internet censorship circumvention.

A VPN tunnel has been established between Router A and router B.
1.  Access into the web user interface of Router A.
Open Load-Balance/Route Policy.

Click any index number (e.g., #1 in this case).

> wn

In the following web page, check Enable; type “192.168.1.10” as Src IP Range; type
“213.57.89.100” as the Destination IP for the remote VPN server; and choose VPN as
the Interface setting.
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3.4 NAT

Load-Balance/Route Policy

Index: 1
Enable
Criteria
Protocol Ay -
Source IP O Any
® SrcIP Range
Starti182.168.1.10 End:[192168.1.10
0 SrcIP Subnet
Destination IP ) Any

(= Dest IP Range
Start:|213.57.89.100 End:|213.57.89.100
(O Dest IP Subnet
Destination Port @ Any
(O Dest Port Start Dest Port End

.

Send via if Criteria Matched

Interface O WANLAN VAN -
EWPN WPM 1.ForBranch s

Gateway (® Default Gateway

() Specific Gataway

More Options ¥

Low High
Priority: [200 A —
250 150 ]
Default Route Routes in Routing Table

5.  Click OK to save the settings.

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router, select
the available public port, and then forward it. At the same time, the router shall list an entry in
a table to memorize this address/port-mapping relationship. When the public server response,
the incoming traffic, of course, is destined to the router’s public IP address and the router will
do the inversion based on its table. Therefore, the internal host can communicate with external
host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address.
NAT allows the internal IP addresses of local hosts to be translated into one public IP
address, thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be aware
of any private IP addresses, the NAT function can protect the internal network.

Note: On NAT page, you will see the private IP address defined in RFC-1918. Usually we
use the 192.168.1.0/24 subnet for the router. As stated before, the NAT facility can map one
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or more IP addresses and/or service ports into different specified services. In other words,
the NAT function can be achieved by using port mapping methods.

Below shows the menu items for NAT.

NAT
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3.4.1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is to
forward all access request with public IP address from external users to the mapping private 1P
address/port of the server.

Internet Destined to
220.135.240.207
Port 213

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12  192.168.1.13
Port 21 Port 80

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The
Port Redirection Table provides 40 port-mapping entries for the internal hosts.

NAT == Port Redirection

Port Redirection | Setto Factory Default |

WAN
Interface

all
All
all
All
all
All
all
All
all
All
=< 110 | 1120 | 2130 | 3140 == N

Index Service Name Protocol Public Port Private IP Status

X X M X X X M o x x

B eI [N e e =

k]
B
-

g

Note:The configured ports in the Managementand _SSL VPN webUIs will be used by the router and not be
sent to the local computer defined here.
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Each item is explained as follows:

Item Description

Index Display the number of the profile.

Service Name Display the description of the specific network service.

WAN Interface Display the WAN IP address used by the profile.

Protocol Display the transport layer protocol (TCP or UDP).

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Private IP Disp_lay the IP address of the internal host providing the
service.

Status Display if the profile is enabled (v) or not (x).

Press any number under Index to access into next page for configuring port redirection.

NAT => Port Redirection

Index Mo. 1
O Enable
Mode Range v
Service Name Siﬂt‘l?
Protocol |
WAN IP 1Al
Public Port 0
Private IP ]
Private Port 0

Note: In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have
been entered.

[ Ok l [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description
Enable Check this box to enable such port redirection setting.
Mode Two options (Single and Range) are provided here for you

to choose. To set a range for the specific service, select
Range. In Range mode, if the public port (start port and end
port) and the starting IP of private IP had been entered, the
system will calculate and display the ending IP of private IP
automatically.

Service Name Enter the description of the specific network service.

Protocol Select the transport layer protocol (TCP or UDP).
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WAN IP Select the WAN IP used for port redirection. There are
eight WAN IP alias that can be selected and used for port
redirection. The default setting is All which means all the
incoming data from any port will be redirected to specified
range of IP address and port.

Public Port Specify which port can be redirected to the specified
Private IP and Port of the internal host. If you choose
Range as the port redirection mode, you will see two boxes
on this field. Type the required number on the first box (as
the starting port) and the second box (as the ending port).

Private IP Specify the private IP address of the internal host providing
the service. If you choose Range as the port redirection
mode, you will see two boxes on this field. Type a complete
IP address in the first box (as the starting point). The second
one will be assigned automatically later.

Private Port Specify the private port number of the service offered by
the internal host.

After finishing all the settings here, please click OK to save the configuration.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web user interface in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you need
to change the router’s http port to any one other than the default port 80 to avoid conflict,
such as 8080. This can be set in the System Maintenance >>Management Setup. You then
will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.
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System Maimtenance >> Management

IPv4 Management Setup IPviG Management Setup
Router Mame Management Port Setup
@& User Define Ports O Default Parts
[ Default;Disable Auta-Logout Telnet Port 23 (Default: 23)
HTTP Port 2860 (Default: 2070
Internet Access Control
Allow management from the Internet HTTPS Port 443 (Default: 443)
] FTP Server FTF Port 1 (Default: 21)
HTTP Sarver TROGY Port 8069 | (Default: 8069)
HTTPS Server S5H Port 22 (Default: 22)
Telnet Server
[] TROBS Server CVM Access Control
[] sSH Sarver I cwmM Port 8000 | (Default: 8000)
Clcwrd 551 Part 8443 | (Default: 8443)

Disable PING from the Internet

LAN Access Control
Allow management from LAk
FTP Server
HTTP Server
HTTRS Server
Telnet Server
55H Server
Apply To
Lanz [ Lanz ] Lam4 [V Lans [F]Lang
DMZ [ 1P Routed Subnet

Access List from the Internet

List IP Subnet Mask
1 w
2 “
3 “
Note: LaMN1 is always allowed to access all the router services regardless of "LAN Access Control”
settings.
167
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3.4.2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a
single host in the LAN. Regular web surfing and other such Internet activities from other
clients will continue to work without inappropriate interruption. DMZ Host allows a defined
internal user to be totally exposed to the Internet, which usually helps some special
applications such as Netmeeting or Internet Games etc.

Destined to

Internet 220.135.240.207
Protocol: Any
Port: Any

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12  192.168.1.13
Port 21 Port 80

The security properties of NAT are somewhat bypassed if you set up DMZ host. We suggest
you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page. You can set different DMZ host for each WAN
interface. Click the WAN tab to switch into the configuration page for that WAN.

NAT => DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3 WAN4
WAN 1
Private IP l:l

MAC Address of the True IP DMZ Host . . ;. .

Mote: ‘“When a True-IP DMZ host is turned on, it will force the router's WaM connection to be
always on.

Available settings are explained as follows:
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Item Description

WAN 1 Choose Private IP or Active True IP first.
Mone ¥ Active True IP selection is available for WAN1 only.
None
Private IP

Active True IP h

Private IP Enter the private IP address of the DMZ host, or click Choose
PC to select one.

Choose PC Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of private
IP addresses of all hosts in your LAN network. Select one
private IP address in the list to be the DMZ host.

o5 EIDE

142.168.1.10
192,168,118

When you have selected one private IP from the above dialog,
the IP address will be shown on the following screen. Click
OK to save the setting.

NAT »> DIZ Host Setup

DMZ Host Setup

WAN1 WAN2 WWAN3
WAN 1
Private IP ~
Private IP 192 168 149
MAC Address of the True IP DMZ Host A
Note: When a True-1P DMZ host is turned on, it will force the router's WAN connection to be
always on.

DMZ Host for WAN2, WAN3 or WANA4 is slightly different with WANL. Active True IP
selection is available for WANL1 only.

See the following figure.

NAT >> DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3 VWAN4
WAN 2
Enable Private IP
n.0.0.0 Choose P
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If you previously have set up WAN Alias for PPPoE or Static or Dynamic IP mode in
WANZ? interface, you will find them in Aux. WAN IP for your selection.

NAT => DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3 WAN4
WAN 2
Index Enable Aux. WAN IP Private IP
1. L 10.39.0.10 0.0.00
2. O 10.39.0.180 0.0.00
[ ok ] [ Clear |

Available settings are explained as follows:

Item Description
Enable Check to enable the DMZ Host function.
Private IP Enter the private IP address of the DMZ host, or click

Choose PC to select one.

Choose PC Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network.
Select one private IP address in the list to be the DMZ host.

3w EJDIE

1e2168.1.10
192168.1.18

When you have selected one private IP from the above
dialog, the IP address will be shown on the screen. Click
OK to save the setting.

After finishing all the settings here, please click OK to save the configuration.
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3.4.3 Open Ports
Open Ports allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT == Open Ports

Open Ports Setup | Setto Factory Default |
Index Comment WAN Interface ALM. WAN IP Local IP Address Status
1.

=

oI [N P I = e
s o s o s o L o L

—
=

=< 110 | 1120 | 2130 | 3140 == N

to=

o
B

Note:The configured ports in the Managementand SSL VPN webUIs will be used by the router and not be
sent to the local computer defined here.

Available settings are explained as follows:

Item Description

Index Indicate the relative number for the particular entry that you
want to offer service in a local host. You should click the
appropriate index number to edit or clear the corresponding

entry.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface used by such index.

Aux. WAN IP Display the IP alias setting used by such index. If no IP
alias setting exists, such field will not appear.

Local IP Address Display the private IP address of the local host offering the
service.

Status Display the state for the corresponding entry. X or V is to

represent the Inactive or Active state.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT == Open Ports => Edit Open Ports

Index No. 10

Enable Open Ports

Comment

WaAN Interface WHANT

Private IP

Protocol Start Port End Port Protocol Start Port End Port
1. |- v ] ] ?, | |- v ] ]
c TR . v 0 0 4, [ v 0 ]
5. |- v 0 0 (ST P v 0 ]
7. [ v 0 0 8. [ v 0 ]
9, |- L ] ] mm. |- w ] ]
[ ok ] [ clear | [ Cancel |

Available settings are explained as follows:

ltem

Description

Enable Open Ports

Check to enable this entry.

Comment Make a name for the defined network application/service.

WAN Interface Specify the WAN interface that will be used for this entry.

WAN IP Specify the WAN IP address that will be used for this entry.
This setting is available when WAN IP Alias is configured.

Private IP Enter the private IP address of the local host or click
Choose PC to select one.
Choose PC - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of
the local host in the list.

Protocol Specify the transport layer protocol. It could be TCP, UDP,
or ----- (none) for selection.

Start Port Specify the starting port number of the service offered by
the local host.

End Port Specify the ending port number of the service offered by

the local host.

Vigor2860 Series User's Guide

172



After finishing all the settings here, please click OK to save the configuration.

NAT == Open Ports

Open Ports Setup | Setto Factory Default |

Index Comment WAN Interface Local IP Address Status
P2z61 WAMN1 192.168.1.49 W

= [ e N
< oM oM oM M o=

3.4.4 Port Triggering
Port Triggering is a variation of open ports function.
The key difference between "open port” and "port triggering” is:

® Once the OK button is clicked and the configuration has taken effect, "open port" keeps
the ports opened forever.

® Once the OK button is clicked and the configuration has taken effect, "port triggering"
will only attempt to open the ports once the triggering conditions are met.

® The duration that these ports are opened depends on the type of protocol used. The
"default” durations are shown below and these duration values can be modified via telnet
commands.

TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.

NAT == Port Triggering

Port Triggering | Setto Factory Default |
Index Comment Triggering Protocol Triggering Port Incoming Protocol Incoming Port Status
i %

2 %

3 .

4. %

5 3
6. by
T. %

a. by
9. %
10. %
<< 140 | 11-20 Next =

Available settings are explained as follows:
Item Description
Comment Display the text which memorizes the application of this
rule.
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Triggering Protocol

Display the protocol of the triggering packets.

Triggering Port

Display the port of the triggering packets.

Incoming Protocol

Display the protocol for the incoming data of such
triggering profile.

Incoming Port

Display the port for the incoming data of such triggering
profile.

Status

Display if the rule is active or de-active.

Click the index number link to open the configuration page.

NAT == Port Triggering

No. 1

Enable
Service
Comment
Triggering Protocol
Triggering Port
Incoming Protocaol

Incoming Port

User Defined

TCP b
a0

LDP n
1024

Note: The Triggering Port and Incoming Port should be input like this :
123-456,777-789 {legal),123-455,782 {legal), but 123-455-789 (illegal).

0K l [ Clear l [ Cancel

Available settings are explained as follows:

ltem

Description

Enable

Check to enable this entry.

Service

Choose the predefined service to apply for such trigger
profile.

Uzer Defined

- Defined
Real Player
ClickTime
WidhdP

IRC

Al Talk
3

PalTalk
BitTorrent

Comment

Type the text to memorize the application of this rule.

Triggering Protocol

Select the protocol (TCP, UDP or TCP/UDP) for such
triggering profile.
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Triggering Port Type the port or port range for such triggering profile.

Incoming Protocol When the triggering packets received, it is expected the
incoming packets will use the selected protocol. Select the
protocol (TCP, UDP or TCP/UDP) for the incoming data of
such triggering profile.

Incoming Port Type the port or port range for the incoming packets.

After finishing all the settings here, please click OK to save the configuration.
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3.5 Firewall

3.5.1 Basics for Firewall

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also

restricts users in the local network from accessing the Internet. Furthermore, it can filter out

specific packets that trigger the router to build an unwanted outgoing connection.

Firewall Facilities
The users on the LAN are provided with secured protection by the following firewall facilities:
®  User-configurable IP filter (Call Filter/ Data Filter).

®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data
®  Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter and
Data Filter.

®  Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter rules.
If legal, the packet will pass. Then the router shall “initiate a call” to build the Internet
connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaining how router will treat incoming traffic
and outgoing traffic respectively.
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Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header, stateful
inspection builds up a state machine to track each connection traversing all interfaces of the
firewall and makes sure they are valid. The stateful firewall of Vigor router not just examine
the header information also monitor the state of the connection.

Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system's resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based on
the attack signature database. Any malicious packet that might duplicate itself to paralyze the
host in the secure LAN will be strictly blocked and a Syslog message will be sent as warning, if
you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router will
activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. SYN fragment

2. UDP flood attack 10. Fraggle attack

3. ICMP flood attack 11. TCP flag scan

4. Port Scan attack 12. Tear drop attack

5. IP options 13. Ping of Death attack
6. Land attack 14. ICMP fragment

7. Smurf attack 15. Unassigned Numbers
8. Trace route

Below shows the menu items for Firewall.

eral Setup
I Setup
Defense
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3.5.2 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here you assign the Start Filter Set only. Also you
can configure the Log Flag settings, Apply IP filter to VPN incoming packets, and Accept
incoming fragmented UDP packets.

Click Firewall and click General Setup to open the general setup page.

General Setup Page

Such page allows you to enable / disable Call Filter and Data Filter, determine general rule for
filtering the incoming and outgoing data.

Firewall >> General Setup

General Setup

General Setup Default Rule
Call Filter (* Enahle Start Filter Set | Setl
) Disahle
Diata Filter (*) Enahle Start Filter Set | Setg?
) Disahle

Accept large incoming fragmented UDP ar ICMP packets  for some games, ex,
CS)

[ Enable Strict Security Firewall

Block routing packet from Wan

O 1pv4 [ 1Pve

Note: The packets will be fittered by the following firewall functions sequentially:
1. Data Filter Sets and Rules
2. Block routing packets from Wan
3. Default Rule

[ ok | [ cancel |

Available settings are explained as follows:

Item Description

Call Filter Check Enable to activate the Call Filter function. Assign a
start filter set for the Call Filter.

Data Filter Check Enable to activate the Data Filter function. Assign a
start filter set for the Data Filter.
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Accept large incoming... | Some on-line games (for example: Half Life) will use lots
of fragmented UDP packets to transfer game data.
Instinctively as a secure firewall, Vigor router will reject
these fragmented packets to prevent attack unless you
enable “Accept large incoming fragmented UDP or
ICMP Packets”. By checking this box, you can play these
kinds of on-line games. If security concern is in higher
priority, you cannot enable “Accept large incoming
fragmented UDP or ICMP Packets”.

Enable Strict Security For the sake of security, the router will execute strict
Firewall security checking for data transmission.

Such feature is enabled in default. All the packets, while
transmitting through Vigor router, will be filtered by
firewall. If the firewall system (e.g., content filter server)
does not make any response (pass or block) for these
packets, then the router’s firewall will block the packets

directly.
Block routing packet Usually, IPv6 network sessions/traffic from WAN to LAN
from WAN will be accepted by IPv6 firewall in default.

IPv6 - To prevent remote client accessing into the PCs on
LAN, check the box to make the packets (routed from WAN
to LAN) via IPv6 being blocked by such router. It is
effective only for the packets routed but not for packets
translated by NAT.

IPv4 - To prevent remote client accessing into the PCs on
LAN, check the box to make the incoming packets via IPv4
being blocked by such router. It is effective only for the
packets routed but not for packets translated by NAT.
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Default Rule Page

Such page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF,
APP Enforcement, URL Content Filter, for data transmission via Vigor router.

Firewall => General Setup

General Setup

General Setup Default Rule
Actions for default rule:
Application Action/Profile Syslog
Filter Pass F
Sessions Control 2/ [soooo O
Quality of Service Mone F
Load-Balance policy Auto-Select .|
User Managemennt Mane w F
APP Enforcement MHone “ |
URL Content Filter Mone F
Web Content Filter Mane w F
DNS Filter Mone .|
Advance Setting
[ ok ] [ cancel |
Available settings are explained as follows:
Item Description
Filter Select Pass or Block for the packets that do not match with
the filter rules.
Filter Pags
Sessions Control The number typed here is the total sessions of the packets

that do not match the filter rule configured in this page. The
default setting is 60000.

Quality of Service Choose one of the QoS rules to be applied as firewall rule.
For detailed information of setting QoS, please refer to the
related section later.

Mone

Mare

Load-Balance Policy Choose the WAN interface for applying Load-Balance
Policy.
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Auto-Select |

Auto-Select
WA
WA
WA
WA 4

User Management

Such item is available only when Rule-Based is selected in
User Management>>General Setup. The general firewall
rule will be applied to the user/user group/all users specified
here.

Mone »

Mane

User Object
[Create New User]
User GGraup

[Create New Group]
ALL

Note: When there is no user profile or group profile existed,
Create New User or Create New Group item will appear
for you to click to create a new one.

APP Enforcement

Select an APP Enforcement profile for global IM/P2P
application blocking. If there is no profile for you to select,
please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must
follow the standard configured in the APP Enforcement
profile selected here. For detailed information, refer to the
section of APP Enforcement profile setup. For
troubleshooting needs, you can specify to record information
for IM/P2P by checking the Log box. It will be sent to
Syslog server. Please refer to section Syslog/Mail Alert for
more detailed information.

URL Content Filter

Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with
this router. Please set at least one profile for choosing in
CSM>> URL Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking
the Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

Web Content Filter

Select one of the Web Content Filter profile settings
(created in CSM>> Web Content Filter) for applying with
this router. Please set at least one profile for anti-virus in
CSM>> Web Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the
Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

DNS Filter

Select one of the DNS Filter profile settings (created in
CSM>>DNS Filter) for applying with this router. Please set
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at least one profile in CSM>> Web Content Filter web
page first. Or click the DNS Filter link in this page to create
a new profile.

Advance Setting Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

Firewall => General Setup

Advance Setting

Codepage ANSI{1252)-Latin | A
Window size: 65535
Session timeout: 1440 Minute

[ ok | [ Clse |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtaining correct ASCII after decoding data
from URL and enhance the correctness of URL Content
Filter. The default value for this setting is ANSI 1252 Latin
I. If you do not choose any codepage, no decoding job of
URL will be processed. Please use the drop-down list to
choose a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on
the dialog box.

Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the
performance will be. However, if the network is not stable,
small value will be proper.

Session timeout — Setting timeout for sessions can make
the best utilization of network resources.

After finishing all the settings here, please click OK to save the configuration.
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3.5.3 Filter Setup
Click Firewall and click Filter Setup to open the setup page.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |

Set Comments Set Comments

1. Default Call Filter i.

2. Default Data Filter 8.

3 2

4 10.

=F 1.

6. 12

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the rule.

Firewall == Filter Setup == Edit Filter Set

Filter Set 1

Comments : |Default Call Filter

Filter Rule Active Comments Move Up Move Down
Block NetBios Down
0 up Down
[ up Down
L up Down
0 up Down
U up Down
L up

Mext Filter Set |Mone v

[ OK l [ Clear l [ Cancel

Available settings are explained as follows:

Item Description

Filter Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click
the button will open Edit Filter Rule web page. For the
detailed information, refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximum length is
23—character long.

Move Up/Down Use Up or Down link to move the order of the filter rules.

Next Filter Set Set the link to the next filter set to be executed after the

current filter run. Do not make a loop with many filter sets.

To edit Filter Rule, click the Filter Rule index button to enter the Filter Rule setup page.
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Firewall == Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1

Comments:

Check to enable the Filter Rule

Block MetBins

Index(1-15) in Schedule Setup: , , ,
Clear sessions when schedule

O [] Enable
Direction: LANIDMIRTNP M -= WAN w
Source IP: Ay
Destination IP: Any
Service Type: TCPIUDP, Part fram 137~139 1o any
Fragrnents: Dont Care w
Application Action/Profile Syslog
Filter: Block Immediately w O
Branch to Other Filker Set:
Sessions Control 0/ [Boooo
MAC Bind IP
Quality of Service
Load-Balance policy
User Management
APP Enforcement
URL Content Filter :
Web Content Filter :
DNS Filter Mone w O
Advance Setting
[ ok ] [ clear ][ Cancel |

Available settings are explained as follows:

ltem

Description

Check to enable the Filter
Rule

Check this box to enable the filter rule.

Comments Enter filter set comments/description. Maximum length is
14- character long.
Index(1-15) Set PCs on LAN to work at certain time interval only. You

may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The
default setting of this field is blank and the function will
always work.

Clear sessions when
schedule ON

Check this box to clear the sessions when the above
schedule profiles are applied.

Direction

Set the direction of packet flow. It is for Data Filter only.
For the Call Filter, this setting is not available since Call
Filter is only applied to outgoing traffic.
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LAMNRTAPR -2 WAk v
WAR -» LANRTAPN
LANRTAPH -= LANRTAPM

Note: RT means routing domain for 2nd subnet or other
LAN.

Source/Destination IP

Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.

{= IP Address Edit - Windows Internet Explorer [:”E”E‘
£ b 1921681 1 =)

IP Address Edit
Address Type Any Address v

Start IP Address
End IP Address
Subnet Mask
Invert Selection
IP Group

or |P Object

or IP Object

or IP Object
IPv6 Group

or IPv6 Object
or IPva Object
or IPv6 Object

To set the IP address manually, please choose Any
Address/Single Address/Range Address/Subnet Address
as the Address Type and type them in this dialog. In
addition, if you want to use the IP range from defined
groups or objects, please choose Group and Objects as the
Address Type.

Group and Objects +

Any Address

single Address
FRange Address
=Subnet Address

From the IP Group drop down list, choose the one that you
want to apply. Or use the IP Object drop down list to
choose the object that you want.

Service Type

Click Edit to access into the following dialog to choose a
suitable service type.

185 Vigor2860 Series User's Guide



(j Service Type Edit - Windows Internet Explorer

@] I (193 168,01 (1]
Service Type Edit
Service Type User defined hd
Protocol TCP/UDP |+
Source Port = % [137 ~[139
Destination Port =¥ N1 ~|BA535
Service Group
or Service Object
or Service Object
or Service Object

To set the service type manually, please choose User
defined as the Service Type and type them in this dialog. In
addition, if you want to use the service type from defined
groups or objects, please choose Group and Objects as the
Service Type.

User defined v

ser defined
Graup and Objects

Protocol - Specify the protocol(s) which this filter rule will
apply to.

Source/Destination Port —

(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this service
type.

(1=) — when the first and last value are the same, it
indicates all the ports except the port defined here;
when the first and last values are different, it indicates that
all the ports except the range defined here are available for
this service type.

(>) — the port number greater than this value is available.
(<) — the port number less than this value is available for
this profile.

Service Group/Obiject - Use the drop down list to choose
the one that you want.

Fragments

Specify the action for fragmented packets. And it is used for
Data Filter only.

Don’t care -No action will be taken towards fragmented
packets.

Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.

Too Short - Apply the rule only to packets that are too short
to contain a complete header.

Filter

Specifies the action to be taken when packets match the rule.

Block Immediately - Packets matching the rule will be
dropped immediately.

Pass Immediately - Packets matching the rule will be
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passed immediately.

Block If No Further Match - A packet matching the rule,
and that does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule,
and that does not match further rules, will be passed
through.

Branch to other Filter Set | If the packet matches the filter rule, the next filter rule will
branch to the specified filter set. Select next filter rule to
branch from the drop-down menu. Be aware that the router
will apply the specified filter rule for ever and will not
return to previous filter rule any more.

Sessions Control The number typed here is the total sessions of the packets
that do not match the filter rule configured in this page. The
default setting is 60000.

MAC Bind IP Strict - Make the MAC address and IP address settings

configured in IP Object for Source IP and Destination IP
be bound for applying such filter rule.

No-Strict - no limitation.

Quiality of Service Choose one of the QoS rules to be applied as firewall rule.
For detailed information of setting QoS, please refer to the
related section later.

Mone

Mare

Load-Balance policy Choose the WAN interface for applying Load-Balance
Policy.
User Management Such item is available only when Rule-Based is selected in

User Management>>General Setup. The general firewall
rule will be applied to the user/user group/all users specified
here.

User Object
[Create Mew User]
User Group

[Create New Group]
ALL

Note: When there is no user profile or group profile existed,
Create New User or Create New Group item will appear
for you to click to create a new one.

APP Enforcement Select an APP Enforcement profile for global IM/P2P
application blocking. If there is no profile for you to select,
please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must
follow the standard configured in the APP Enforcement
profile selected here. For detailed information, refer to the
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section of APP Enforcement profile setup. For
troubleshooting needs, you can specify to record information
for IM/P2P by checking the Log box. It will be sent to
Syslog server. Please refer to section Syslog/Mail Alert for
more detailed information.

URL Content Filter

Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with
this router. Please set at least one profile for choosing in
CSM>> URL Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking
the Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

Web Content Filter

Select one of the Web Content Filter profile settings
(created in CSM>> Web Content Filter) for applying with
this router. Please set at least one profile for anti-virus in
CSM>> Web Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the
Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

DNS Filter

Select one of the DNS Filter profile settings (created in
CSM>>DNS Filter) for applying with this router. Please set
at least one profile in CSM>> Web Content Filter web
page first. Or click the DNS Filter link from the drop down
list in this page to create a new profile.

Advance Setting

Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.
Firewall >> Eclit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1
Advance Setting

Codepage AMSIT 2820-Latin | R
Window size: 65535

Session timeout: 1440 Minute

DrayTek Banner:

Strict Security Checking
[JaPP Enfarcement

[ ok ] [ Close |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtaining correct ASCII after decoding data
from URL and enhance the correctness of URL Content
Filter. The default value for this setting is ANSI 1252 Latin
I. If you do not choose any codepage, no decoding job of
URL will be processed. Please use the drop-down list to
choose a codepage.

If you do not have any idea of choosing suitable codepage,
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please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on
the dialog box.

Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the
performance will be. However, if the network is not stable,
small value will be proper.

Session timeout-Setting timeout for sessions can make the
best utilization of network resources. However, Queue
timeout is configured for TCP protocol only; session
timeout is configured for the data flow which matched with
the firewall rule.

DrayTek Banner — Please uncheck this box and the
following screen will not be shown for the unreachable web
page. The default setting is Enabled.

The requested Web page has been blocked by Web Content Filter.
Pleazge contact your system administrator for further information.

[Powered by Drayviek]

Strict Security Checking - All the packets, while
transmitting through Vigor router, will be filtered by
firewall settings configured by Vigor router. When the
resource is inadequate, the packets will be blocked if Strict
Security Checking is enabled. If Strict Security Checking is
not enabled, then the packets will pass through the router.

Example

As stated before, all the traffic will be separated and arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filters and data filters in Filter Setup and even link
them in a serial manner. Each filter set is composed by 7 filter rules, which can be further
defined. After that, in General Setup you may specify one set for call filter and one set for
data filter to execute first.
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3.5.4 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/ defense function in
the DoS Defense setup. The DoS Defense functionality is disabled for default.

Click Firewall and click DoS Defense to open the setup page.

Firewall >> DoS defense Setup

DoS defense Setup

Block trace route
Block S¥M fragment
Block Fraggle Attack

[] Enzhle Dos Defense Selact Al

Enable SyM flood defense Threshold 2000 packets [ sec
Timeout 10 sec

Enahble UDP flood defense Threshold 2000 packets § sec
Tirneout 10 1=

Enable ICMP flood defense Threshold 250 packets f sec
Tirmeaout 10 1=

Enahble Port Scan detection Threshold 2000 packets [/ =ec

Block IP options Block TCP flag scan

Block Land Block Tear Drop

Block Smurf Block Ping of Death

Block ICMP fragment
Block Unassigned Humbers

[ ok | [ Clearan | [ Cancel |

Available settings are explained as follows:

ltem

Description

Enable Dos Defense

Check the box to activate the DoS Defense Functionality.

Select All

Click this button to select all the items listed below.

Enable SYN flood defense

Check the box to activate the SYN flood defense function.
Once detecting the Threshold of the TCP SYN packets from
the Internet has exceeded the defined value, the Vigor
router will start to randomly discard the subsequent TCP
SYN packets for a period defined in Timeout. The goal for
this is prevent the TCP SYN packets’ attempt to exhaust the
limited-resource of Vigor router.

By default, the threshold and timeout values are set to 2000
packets per second and 10 seconds, respectively. That
means, when 2000 packets per second received, they will be
regarded as “attack event” and the session will be paused
for 10 seconds.

Enable UDP flood defense

Check the box to activate the UDP flood defense function.
Once detecting the Threshold of the UDP packets from the
Internet has exceeded the defined value, the Vigor router
will start to randomly discard the subsequent UDP packets
for a period defined in Timeout.
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The default setting for threshold and timeout are 2000
packets per second and 10 seconds, respectively. That
means, when 2000 packets per second received, they will be
regarded as “attack event” and the session will be paused
for 10 seconds.

Enable ICMP flood
defense

Check the box to activate the ICMP flood defense function.
Similar to the UDP flood defense function, once if the
Threshold of ICMP packets from Internet has exceeded the
defined value, the router will discard the ICMP echo
requests coming from the Internet.

The default setting for threshold and timeout are 250 packets
per second and 10 seconds, respectively. That means, when
250 packets per second received, they will be regarded as
“attack event” and the session will be paused for 10
seconds.

Enable PortScan
detection

Port Scan attacks the Vigor router by sending lots of packets
to many ports in an attempt to find ignorant services would
respond. Check the box to activate the Port Scan detection.
Whenever detecting this malicious exploration behavior by
monitoring the port-scanning Threshold rate, the Vigor
router will send out a warning.

By default, the Vigor router sets the threshold as 2000
packets per second. That means, when 2000 packets per
second received, they will be regarded as “attack event”.

Block IP options

Check the box to activate the Block IP options function.
The Vigor router will ignore any IP packets with IP option
field in the datagram header. The reason for limitation is IP
option appears to be a vulnerability of the security for the
LAN because it will carry significant information, such as
security, TCC (closed user group) parameters, a series of
Internet addresses, routing messages...etc. An eavesdropper
outside might learn the details of your private networks.

Block Land

Check the box to enforce the Vigor router to defense the
Land attacks. The Land attack combines the SYN attack
technology with IP spoofing. A Land attack occurs when an
attacker sends spoofed SYN packets with the identical
source and destination addresses, as well as the port number
to victims.

Block Smurf

Check the box to activate the Block Smurf function. The
Vigor router will ignore any broadcasting ICMP echo
request.

Block trace router

Check the box to enforce the Vigor router not to forward any
trace route packets.

Block SYN fragment

Check the box to activate the Block SYN fragment function.
The Vigor router will drop any packets having SYN flag and
more fragment bit set.

Block Fraggle Attack

Check the box to activate the Block fraggle Attack function.
Any broadcast UDP packets received from the Internet is
blocked.
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Activating the DoS/DDoS defense functionality might
block some legal packets. For example, when you activate
the fraggle attack defense, all broadcast UDP packets
coming from the Internet are blocked. Therefore, the RIP
packets from the Internet might be dropped.

Block TCP flag scan Check the box to activate the Block TCP flag scan function.
Any TCP packet with anomaly flag setting is dropped. Those
scanning activities include no flag scan, FIN without ACK
scan, SYN FINscan, Xmas scan and full Xmas scan.

Block Tear Drop Check the box to activate the Block Tear Drop function.
Many machines may crash when receiving ICMP datagrams
(packets) that exceed the maximum length. To avoid this
type of attack, the Vigor router is designed to be capable of
discarding any fragmented ICMP packets with a length
greater than 1024 octets.

Block Ping of Death Check the box to activate the Block Ping of Death function.
This attack involves the perpetrator sending overlapping
packets to the target hosts so that those target hosts will
hang once they re-construct the packets. The Vigor routers
will block any packets realizing this attacking activity.

Block ICMP Fragment Check the box to activate the Block ICMP fragment
function. Any ICMP packets with more fragment bit set are

dropped.
Block Unassigned Check the box to activate the Block Unknown Protocol
Numbers function. Individual IP packet has a protocol field in the

datagram header to indicate the protocol type running over
the upper layer. However, the protocol types greater than 100
are reserved and undefined at this time. Therefore, the router
should have ability to detect and reject this kind of packets.

Warning Messages We provide Syslog function for user to retrieve message
from Vigor router. The user, as a Syslog Server, shall receive
the report sending from Vigor router which is a Syslog
Client.

All the warning messages related to DoS Defense will be
sent to user and user can review it through Syslog daemon.
Look for the keyword DoS in the message, followed by a
name to indicate what kind of attacks is detected.
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System Maintenance >» SysLog / Mail Alert Setup

SysLog / Mail Alert Setup
SysLog Access Setup

Mail Alert Setup
[¥lEnable fEnable Send a test e-mail
Syslog Save to: SMTP Server
Syslog Server
. SMTP Port 25
[Juss pisk
Router Name Mmail To

Server IP Address Return-Path
Destination Port

514 [ authentication
Mail Syslag TJEnable User Name
Enable syslog message: Password

Firewall Log Enable E-Mail Alert:
User Access Log DoS Attack
WAN Log IM-P2P

Router/DSL information VPN LOG

AlertLog Setup
[enable

AlertLog Port 514

Note: 1. Mail Syslog cannot be activated unless USB Disk is ticked for "Syslog Save to".
2. Mail Syslog feature sends a Syslog file when its size reaches 1M Bytes.
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3.6 User Management

User Management is a security feature which disallows any IP traffic (except DHCP-related
packets) from a particular host until that host has correctly supplied a valid username and
password. Instead of managing with IP address/MAC address, User Management function
manages hosts with user account. Network administrator can give different firewall policies or
rules for different hosts with different User Management accounts. This is more flexible and
convenient for network management. Not only offering the basic checking for Internet access,
User Management also provides additional firewall rules, e.g. CSM checking for protecting
hosts.

-

WLAN_User_Group_A
(Password:wug123)

Allen's PC

& I.J David's notebook

LAN ____:_-‘-*/

LAN

WLAN_User_Group_B

LAN_User_Group_1 (Password:wug456)

(Password:lug123)

Nina'sPC
Diana’s PC
— Amy's PC
- LAN
= . P
,ﬁ\-f_.'j' -
T Mot controllad by user Managemant
LAN_User_Group_2
(Password:lug456) +

Note: Filter rules configured under Firewall usually are applied to the host (the one that
the router installed) only. With user management, the rules can be applied to every user
connected to the router with customized profiles.
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3.6.1 General Setup

General Setup can determine the standard (rule-based or user-based) for the users controlled
by User Management. The mode (standard) selected here will influence the contents of the
filter rule(s) applied to every user.

User Management >> General Setup

General Setup

Mode Selection:

& Rule-Based is a managerment method based on IP address. administrator may set
different firewall rules to different 1P address.

(> User-Based is 3 management method based on user profiles. Administrator may set
different firewall rules to different user profiles.

Authentication page:

web authentication: @ HTTPS O HTTP

Login Page Logo: | Upload afile |v
Default

Blank FEH R {Max 524 x 352 pixel) | Upload
Login Page Greetin QS ARl
[ pizplay 1P address on the dialog box pops up after successful login.

Landing page:

{Max 255 characters) Preview| Setto Factory Default |

<hody stats=lr<script language='javascript's>
window. location='http://wuw. draytek.com' </script></body>

[ QK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Mode There are two modes offered here for you to choose. Each
mode will bring different filtering effect to the users
involved.

User-Based - If you choose such mode, the router will
apply the filter rules configured in User
Management>>User Profile to the users.

Rule-Based —If you choose such mode, the router will
apply the filter rules configured in Firewall>>General
Setup and Filter Rule to the users.
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Authentication page Web Authentication - Choose the protocol for web
authentication.

Login Page Logo — A logo which can be used as an
identification of enterprise can be uploaded and displayed
on the login page. You can use the default one, blank page
or upload other image files (the size no mare than 524 x
352 pixel) to have an image of enterprise or have the effect
of advertisement.

Login Page Greeting - Such link allows you to access into
the setting page for login greeting. For detailed information,
refer to System Maintenance>>Login Page Greeting.

Display IP Address on tracking window — Check the box
to display the IP address of the client on the tracking
window.

Landing Page Type the information to be displayed on the first web page
when the LAN user accessing into Internet via such router.

After finishing all the settings here, please click OK to save the configuration.
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3.6.2 User Profile

This page allows you to set customized profiles (up to 200) which will be applied for users

controlled under User Management. Simply open User Management>>User Profile.

User Management => User Profile

User Profile Table

Profile Name
1. admin
2. Dial-In User
3 LaN_User_Group_1
4. WLAMN_User_Group_ A
5 WLAK_User_Group_B
6.
i.
8.
9.
10.
11.
12.
13.
14.
15.
16.
< 1-32

| Setto Factory Default |

Profile

[ Y
(== ]

=
(=]

(T R R R L O T T | N | o N | T | T [ T | I | e
Py = (= o (o0 |~ o0 |tn &= (e | (= =

| 33-64 | 65-96 | 97128 | 129-160 | 161-192 | 193-200 ==

To set the user profile, please click any index number link to open the following page. Notice
that profile 1 (admin) and profile 2 (Dial-In User) are factory default settings. Profile 2 is

reserved for future use.

User Management >>User Profile

Profile Index 3

Name

N

ex

=

Enable this account
Username

Password

Confirm Password

Idle Timeout

Max User Login

External Server Authentication
Log

Fop Browser Tracking Window
Authentication

Landing Page
Index(1-15) in Schedule Setup:

Enable Time Quota 0
[ Enable Data Quata 0

Enable

min.
ME

User Online Status : Block; Unblock
Tony

10 min(s) 0:Unlimited

1 0:Unlimited

Hone hd

Hone

Web Alert Tool Telnet

O

1 s 2 f .
[:]30 mmir.
(o MB

Feset quota to default when scheduling time expired
Default Time Quota 0

it Default Data Quota (30

WB

[ oK

J |

Refresh | [ Clear | [ Cancel |
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Available settings are explained as follows:

Iltem

Description

Enable this account

Check this box to enable such user profile.

User Name

Type a name for such user profile (e.g.,
LAN_User_Group_1, WLAN_User_Group_A,
WLAN_User_Group_B, etc). When a user tries to access
Internet through this router, an authentication step must be
performed first. The user has to type the User Name
specified here to pass the authentication. When the user
passes the authentication, he/she can access Internet via this
router. However the accessing operation will be restricted
with the conditions configured in this user profile.

The maximum length of the name you can set is 24
characters.

Password

Type a password for such profile (e.g., lugl23,
wugl123,wug456, etc). When a user tries to access Internet
through this router, an authentication step must be
performed first. The user has to type the password specified
here to pass the authentication. When the user passes the
authentication, he/she can access Internet via this router
with the limitation configured in this user profile.

The maximum length of the password you can set is 24
characters.

Confirm Password

Type the password again for confirmation.

Idle Timeout

If the user is idle over the limitation of the timer, the
network connection will be stopped for such user. By
default, the Idle Timeout is set to 10 minutes.

Max User Login

Such profile can be used by many users. You can set the
limitation for the number of users accessing Internet with
the conditions of such profile. The default setting is 0 which
means no limitation in the number of users.

Policy

It is available only when User-Based mode selected in
User Management>>General Setup.

Default “

Default
[Create New Palicy]

Default — If you choose such item, the filter rules
pre-configured in Firewall can be adopted for such user
profile.

Create New Policy - If you choose such item, the
following page will be popped up for you to define another
filter rule as a new policy.
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Firewvall >> Edit Filter Set >> Edit Filter Rule

Filter Set1 Rule 2

Comments:
Index(1-13) in Schedule Setup:

Clear sessions when schedule ON: [ Enable

Direction: LANRTAPN = WAN v
Source IP: Any
Cestination IP: Any

Service Tune:

For the detailed configuration, simply refer to
Firewall>>Filter Rule. The firewall filter rules that are not
selected in Firewall>>General>>Default rule can be
available for use in User Management>>User Profile.

External Service
Authentication

The router will authenticate the dial-in user by itself or by
external service such as LDAP server or Radius server or
TACACS+ server. If LDAP, Radius or TACACS+ is
selected here, it is not necessary to configure the password
setting above.

Maone w
LDAP
Radius
TACACS+

Log

Time of login/log out, block/unblock for the user(s) can be
sent to and displayed in Syslog. Please choose any one of
the log items to take down relational records for the user(s).

Mone
Mone

Login

Event
Al

Pop Browser Tracking
Window

If such function is enabled, a pop up window will be
displayed on the screen with time remaining for connection
if Idle Timeout is set. However, the system will update the
time periodically to keep the connection always on. Thus,
Idle Timeout will not interrupt the network connection.

Authentication

Any user (from LAN side or WLAN side) tries to connect
to Internet via Vigor router must be authenticated by the
router first. There are three ways offered by the router for
the user to choose for authentication.

Web — If it is selected, the use can type the URL of the
router from any browser. Then, a login window will be
popped up and ask the user to type the user name and
password for authentication. If succeed, a Welcome
Message (configured in User Management >> General
Setup) will be displayed. After authentication, the
destination URL (if requested by the user) will be guided
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automatically by the router.

Alert Tool - If it is selected, the user can open Alert Tool
and type the user name and password for authentication. A
window with remaining time of connection for such user
will be displayed. Next, the user can access Internet through
any browser on Windows. Note that Alert Tool can be
downloaded from DrayTek web site.

Telnet — If it is selected, the user can use Telnet command
to perform the authentication job.

Landing Page When a user tries to access into the web user interface of
Vigor router series with the user name and password
specified in this profile, he/she will be lead into the web
page configured in Landing Page field in User
Management>>General Setup.

Check this box to enable such function.

Index (1-15) in Schedule You can type in four sets of time schedule for your request.
Setup All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page.

Enable Time Quota Time quota means the total connection time allowed by the
router for the user with such profile. Check the box to
enable the function of time quota. The first box displays the
remaining time of the network connection. The second box
allows to type the number of time (unit is minute) which is
available for the user (using such profile) to access Internet.

— Click this box to set and increase the time quota for
such profile.

- Click this box to decrease the time quota for such
profile.

Note: A dialog will be popped up to notify how many
time remained when a user accesses into Internet
through Vigor router successfully.

7~ Internet Access =13

Michael you are now connected.

Time remaining online:

00:32:41

Time used: 01:12:54.
When the time is up, all the connection jobs including

network, IM, social media, facebook, and etc. will be
terminated.

Enable Data Quota Data Quota means the total amount for data transmission
allowed for the user. The unit is MB/GB.
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— Click this box to set and increase the data quota for
such profile.

[:] — Click this box to decrease the data quota for such
profile.

Reset quota to default
when scheduling time
expired

Set default time quota and data quota for such profile.
When the scheduling time is up, the router will use the
default quota settings automatically.

Enable — Check it to use the default setting for time quota
and data quota.

Default Time Quota — Type the value for the time
manually.

Default Data Quota — Type the value for the data
manually.

After finishing all the settings here, please click OK to save the configuration.
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3.6.3 User Group

This page allows you to bind several user profiles into one group. These groups will be used in
Firewall>>General Setup as part of filter rules.

User Management >> User Group

User Group Table: | Setto Factory Default |
Index Hame Index Hame
1 17.
2 18,
3. 18,
4 20.
5. n,
& 22,
I8 23.
. 2,
ER 25.
10. 26,
1. .
1z 28,
13, 29,
14, 30.
15, M.
18. 32

Please click any index number link to open the following page.

User Management >> User Group

Profile Index : 1

MName:
Available User Objects Selected User Objects(Max 32 Objects)
1-admin
2-Dial-In User
3-LAN_User_Group_1
AWYLAN_User_Group_A
B-WLAM_User_Group_B
[ Qk ] [ Clear ] [ Cancel
Available settings are explained as follows:
Item Description
Name Type a name for this user group.
Available User Objects You can gather user profiles (objects) from User Profile

page within one user group. All the available user objects
that you have created will be shown in this box. Notice that
user object, Admin and Dial-In User are factory settings.
User defined profiles will be numbered with 3, 4, 5 and so
on.
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Selected Keyword Objects Click button to add the selected user objects in this

box.

After finishing all the settings here, please click OK to save the configuration.

3.6.4 User Online Status

This page displays the user(s) connected to the router and refreshes the connection status in an
interval of several seconds.

User Management >> User Online Status

Current Time : 02-17 06:56:53 Refresh Seconds: |10 | Page: |1 » | Refresh |

Index User ~  IP Adidress Profile Last Login Time Expired Time Data Quota Idle Time  Action
1 admin 172.16.3.130 admin 02-17 05:59:25 Unlimited Unlimited  Unlimited Block Logout Delete

Total Mumber ;1

Available settings are explained as follows:

Item Description

Refresh Seconds Use the drop down list to choose the time interval of
refreshing data flow that will be done by the system
automatically.

Refresh Seconds: |10 %

Refresh Click this link to refresh this page manually.
Index Display the number of the data flow.
User Display the users which connect to Vigor router currently.

You can click the link under the username to open the user
profile setting page for that user.

IP Address Display the IP address of the device.

Profile Display the authority of the account.

Last Login Time Display the login time that such user connects to the router
last time.

Expired Time Display the expired time of the network connection for the
user.

Data Quota Display the quota for data transmission.
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Idle Time

Display the idle timeout setting for such profile.

Action

Block - can prevent specified user accessing into Internet.
Unblock — the user will be blocked.
Logout — the user will be logged out forcefully.

3.7 Objects Settings

For IPs in a range and service ports in a limited range usually will be applied in configuring
router’s settings, therefore we can define them with objects and bind them with groups for
using conveniently. Later, we can select that object/group that can apply it. For example, all
the IPs in the same department can be defined with an IP object (a range of IP address).

ject
up
Type Object
Type Group

3.7.1 IP Object

You can set up to 192 sets of IP Objects with different conditions.

Objects Setting == IP Object

IP Object Profiles:

Index Name

[ [ | S & [~ e =

=
=

P T O I =Y
@ |t = e | =

—
1=
[}

=

| 33-64 | 65-96 | 97128 | 129160 | 161192 ==

| Setto Factory Default |

Index Name

LR L T o T | T | | T | S R | | R A ]
[T P (O (TS T LI = R - [ SR | R PO e T R = I |

=
il
[><
=

Available settings are explained as follows:

Item

Description

Set to Factory Default

Clear all profiles.
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Index Display the profile number that you can configure.

Name Display the name of the object profile.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting »> I[P Object

Profile Index : 1

Mame: RD Department
Interface: Any w
Address Type: Range Address »

Mac Address: : :
Start IP Address: 192.168.1.59
End IP Address: 192.168.1.65
Subnet Mask:

Invert Selection: O

[ Ok ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Interface Choose a proper interface.
Ay hd

LAMDMIRTAPN
WA

For example, the Direction setting in Edit Filter Rule will
ask you specify IP or IP range for WAN or
LAN/DMZ/RT/VPN or any IP address. If you choose
LAN/DMZ/RT/VPN as the Interface here, and choose
LAN/DMZ/RT/VPN as the direction setting in Edit Filter
Rule, then all the IP addresses specified with
LAN/DMZ/RT/VPN interface will be opened for you to
choose in Edit Filter Rule page.

Address Type Determine the address type for the IP address.
Select Single Address if this object contains one IP address
only.

Select Range Address if this object contains several IPs
within a range.

Select Subnet Address if this object contains one subnet
for IP address.

Select Any Address if this object contains any IP address.
Select Mac Address if this object contains Mac address.
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Range Address
Any Address
|single Address
‘Fange Address
Subnet Address
Mac Address
MAC Address Type the MAC address of the network card which will be
controlled.
Start IP Address Type the start IP address for Single Address type.
End IP Address Type the end IP address if the Range Address type is
selected.
Subnet Mask Type the subnet mask if the Subnet Address type is
selected.
Invert Selection If it is checked, all the IP addresses except the ones listed
above will be applied later while it is chosen.

4.  After finishing all the settings here, please click OK to save the configuration. Below is
an example of IP objects settings.

Objects Setting == IP Object

IP Object Profiles:

Index Name Index

1 RD Department 17.
2 Financial Dept 18,
3. HR Department 19,
4. 20.
5 2.
] 27
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3.7.2 IP Group

This page allows you to bind several IP objects into one IP group.

Objects Setting == IP Group

IP Group Table: | Setto Factory Default |
Index Name Index Name
1 17.
2 13,
3. 19
4. 20.
5. 2.
6. 22,
7. 23
8. 24,
8 25
10. 26,
1. 2.
12 28,
13. 29.
14, 30.
15, 31.
16. 32

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting >> IP Group

Profile Index : 1

MName: Administration
Interface: Any W
Available [P Objects Selected IP Ohjects
1-RO Department
2-Financial Dept
3-HR Department
Ok ] [ Clear ]| [ Cancel
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Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Interface Choose WAN, LAN or Any to display all the available IP

objects with the specified interface.

Available IP Objects | All the available IP objects with the specified interface
chosen above will be shown in this box.

Selected IP Objects Click >> button to add the selected IP objects in this box.

3. After finishing all the settings here, please click OK to save the configuration.

3.7.3 IPv6 Object
You can set up to 64 sets of IPv6 Objects with different conditions.

Objects Setting == [PvG Object

PG Object Profiles: | SettoFactory Default |
Index Name Index Name
1 17.
2, 18.
3. 19.
4. 20.
5 2.
5. 22.
L 23.
8 24
8. 25,
10. 26,
. 2.
12, 28.
13. 29.
14, 30.
15, 3.
16. 32,
1-32 | 33-64 = Mext ==

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting == IPvi Object

Profile Index : 16

Mame:
Address Type: Subnet Address v
Mac Address: 00 g00 foo Eoo @00 goo

Start IP Address:

End IP Address:

Prefix Length:

Invert Selection: .|

[ ok ] [ clear ]| [ Cancel |

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Address Type Determine the address type for the IPv6 address.

Select Single Address if this object contains one IPv6
address only.

Select Range Address if this object contains several IPv6s
within a range.

Select Subnet Address if this object contains one subnet
for IPv6 address.

Select Any Address if this object contains any IPv6
address.

Select Mac Address if this object contains Mac address.

Fange Address

Any Address
single Address

Range Address
mubnet Address
hac Address
Mac Address Type the MAC address of the network card which will be
controlled.
Start IP Address Type the start IP address for Single Address type.
End IP Address Type the end IP address if the Range Address type is
selected.
Prefix Length Type the number (e.g., 64) for the prefix length of IPv6
address.
Invert Selection If it is checked, all the IPv6 addresses except the ones listed

above will be applied later while it is chosen.
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3. After finishing all the settings, please click OK to save the configuration.

3.7.4 IPv6 Group

This page allows you to bind several IPv6 objects into one IPv6 group.

Objects Setting => IPvE Group

IPvG Group Table;
Index Name

LR bl R L - S

T S T I N = Y P Sy A
[ VS FFCT NUR N Y

=
(=2

| Setto Factory Default |
Index Name

- |
g2 i

Lo [ed (L RO (R [Ba (R [Ba (R RO R B R =
e e L e I T | E e [ e L S

Available settings are explained as follows:

ltem

Description

Set to Factory Default

Clear all profiles.

Index

Display the profile number that you can configure.

Name

Display the name of the group profile.

To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >= IPvG Group

Profile Index : 1

Name:

Available IPv6 Objects

Selected IPvE Objects

OK ] [ Clear ] [ Cancel
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Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Available 1Pv6 All the available IPv6 objects with the specified interface

Objects chosen above will be shown in this box.

Selected IPv6 Objects | Click >> button to add the selected IPv6 objects in this box.

3. After finishing all the settings, please click OK to save the configuration.

3.7.5 Service Type Object
You can set up to 96 sets of Service Type Objects with different conditions.

Objects Setting >> Service Type Object

Sernvice Type Object Profiles: | Setto Factory Default |
Inclex Name Index Name
1 ar.
2 18
3. 19,
4. 20.
5 2.
5. 22
1. 23.
8. 24,
9. 25,
10. 26.
. 27.
12, 28,
13. 29.
14 30.
15, 3.
16. 32

-
2]
ra
w
Ca
=]
=
=]
n
=)
=]

Hext ==

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting =* Service Type Object Setup

Profile Index : 1

MName WWW

Protocol TCP b

Source Port = %1 ~ 65535

Destination Port =¥ [ ~ |65535
[ oK ] [ Clear | [ Cancel

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Protocol Specify the protocol(s) which this profile will apply to.

TCP hd

Any
ICWP
GMP

UDP
TCPAJDP
Other

Source/Destination Source Port and the Destination Port column are available
Port for TCP/UDP protocol. It can be ignored for other
protocols. The filter rule will filter out any port number.
(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this profile.

(1=) — when the first and last value are the same, it
indicates all the ports except the port defined here;
when the first and last values are different, it indicates that
all the ports except the range defined here are available for
this service type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for
this profile.
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3. After finishing all the settings, please click OK to save the configuration.

Objects Setting >> Service Type Object

Service Type Object Profiles:
Index Hame In
NN 17

SIP

- e |
—

d ([=m |

3.7.6 Service Type Group
This page allows you to bind several service types into one group.

Objects Setting >> Service Type Group

Service Type Group Table: | Setto Factory Default |
Group Hame Group Hame
1 17.
2. 18,
3. 19,
4. 20,
5. 21
[ 22
L 23.
8 24,
9 25.
10. 26.
1. 27.
12, 28,
13. 29,
14, 30.
15, 3.
16 32.

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Group column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting »> Service Type Group Setup

Profile Index : 1

Name: VialP
Available Service Type Objects Selected Service Type Objects
1-www
2-5IP
[ ok | [ clear | [ cancel

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Available Service All the available service objects that you have added on

Type Objects Objects Setting>>Service Type Object will be shown in
this box.

Selected Service Type | Click >> button to add the selected IP objects in this box.

Objects

3. After finishing all the settings, please click OK to save the configuration.
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3.7.7 Keyword Object

You can set 200 keyword object profiles for choosing as black /white list in CSM >>URL
Web Content Filter Profile.

Objects Setting >»> Keyword Object

Keyword Object Profiles: | Setto Factory Default |
Index Hame Index Hame
1 17.
2 18,
3. 19.
4. 20.
5. 2.
6. 22,
7 23,
8. 2.
5. 25.
10. 26.
n 27
12, 28.
13. 29.
14, 30.
15. 31
16. 32
o 1-32 | 33-64 | 65-96 | 97-128 | 129-160 | 161-192 | 193-200 == Next ==

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.

Vigor2860 Series User's Guide 216



To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >> Keyword Object Setup

Profile Index : 1
MName

Contents

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

[ OK ] [ Clear ] [ Cancel ]

Available settings are explained as follows:

Item Description

Name Type a name for this profile, e.g., game. Maximum 15
characters are allowed.

Contents Type the content for such profile. For example, type
gambling as Contents. When you browse the webpage, the
page with gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

3. After finishing all the settings, please click OK to save the configuration.
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3.7.8 Keyword Group

This page allows you to bind several keyword objects into one group. The keyword groups set
here will be chosen as black /white list in CSM >>URL /Web Content Filter Profile.

Objects Setting >>» Keyword Group

Keyword Group Table: | Setto Factory Default |
Index Hame Index Name
1 17.
2 18,
3 19,
4. 20.
5. 21,
[ 2
i 23,
8 24,
9. 25,
10. 26.
. 2.
12 28
13 29,
14, 30.
15, 31
16. 32

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting »» Keyword Group Setup

Profile Index : 1

Name:
Available Keyword Objects Selected Keyword ObjectsiMax 16 Objects)
1-Key-1
2-Key-2
ok | [ clear | [ cancel
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Available settings are explained as follows:

Item Description

Name Type a name for this group. Maximum 15 characters are
allowed.

Available Keyword You can gather keyword objects from Keyword Object

Objects page within one keyword group. All the available
Keyword objects that you have created will be shown in
this box.

Selgcted Keyword Click button to add the selected Keyword objects

Objects in this box

3. After finishing all the settings, please click OK to save the configuration.

3.7.9 File Extension Object

This page allows you to set eight profiles which will be applied in CSM>>URL Content
Filter. All the files with the extension names specified in these profiles will be processed
according to the chosen action.

Objects Setting >> File Extension Object

File Extension Object Profiles: | Setto Factory Default |
Profile HName Profile Name
1 5.
2 5.
3 i
4, 8.

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Profile column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >> File Extension Object Setup

Profile Index: 1 Profile Name:
Categories File Extensions
Image
Select All O.bmp O.dib  [.gif O.pes O.pg  O.pg2  [.jp2
— [ .pct O .pex [.pic O.pict  O.png [ .tif [ tiff
Video
Select All O .asf O.avi O.mov  Ompe Ompeg O.mpg [O.mp4
— O.qt O .rm Cwmv  O.3gp O.2gpp  O.2gppz [.3g2
Audio
Selact Al [.aac [1.aiff [.au Omp2 Omd4a O.mdp [O.oagg
- [.ra O.ram  [O.wvox O.wav  [O.wma
Clear All
Java
Selact Al [O.class  [O.jad .jar .jav O.ava O.jem O.js
Clear All Dise  Dasp [tk
ActiveX
Seleci Al [ .alx [.apb .axs [J.ocx .olb .ole .t
— [ .viv O .wrm

Comnressinn

Available settings are explained as follows:

Item Description

Profile Name Type a name for this profile. The maximum length of the
name you can set is 7 characters.

3. Type a name for such profile and check all the items of file extension that will be
processed in the router. Finally, click OK to save this profile.
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3.7.10 SMS/Mail Service Object

SMS Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail
Alert Service.

Object Settings >= 515 [ Mail Service Object

SMS Provider Mail Server | Set to Factory Default |
Index Profile Name SMS Provider

1. kotsms.com.tw (TW)
2. kotsms.com.tw (TW)
3. kotsms.com.tw (TW)
4, kotsms.com.tw (TW)
5. kotsms.com.tw (TW)
6. kotsms.com.tw (TW)
7. kotsms.com.tw (TW)
8. kotsms.com.tw (TW)
8. Custom 1

10 Custom 2

Each item is explained as follows:

Item Description

Set to Factory Default Clegr all of the settings and return to factory default
settings.

Index Display the profile number that you can configure.

Profile Display the name for such SMS profile.

SMS Provider Display the service provider which offers SMS service.

To set a new profile, please do the steps listed below:

1. Click the SMS Provider tab, and click the number (e.g., #1) under Index column for
configuration in details.

Object Settings == 5M5S [ Mail Service Object

SMS Provider Mail Server
Index Profile Name
1.
2.
3.
4.
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2. The configuration page will be shown as follows:

Object Settings == SM5 / Mail Service Object

Profile Index: 1
Profile Name
Service Provider
Username
Password
Quota

Sending Interval

Line_down

lotsms.com.iw (TVW) b

line1

e

10

3 (seconds)
[ ok | [ clear | [ Cancel

Available settings are explained as follows:

ltem

Description

Profile Name

Type a name for such SMS profile. The maximum length of
the name you can set is 31 characters.

Service Provider

Use the drop down list to specify the service provider which
offers SMS service.

Username Type a user name that the sender can use to register to
selected SMS provider.
The maximum length of the name you can set is 31
characters.

Password Type a password that the sender can use to register to
selected SMS provider.
The maximum length of the password you can set is 31
characters.

Quota Type the number of the credit that you purchase from the

service provider chosen above.

Note that one credit equals to one SMS text message on the
standard route.

Sending Interval

To avoid guota being exhausted soon, type time interval for
sending the SMS.

3. After finishing all the settings here, please click OK to save the configuration.

Object Settings >> SMS5 | Mail Service Object

SMS Provider

Index

ol [
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IMail Server | Setto Factory Default |
Profile Name SMS Provider
Line_down kotsms.com.tw (TW)

kotsms.com.tw (TW)
kotsms.com.tw (TW)

lrmtarme rom b (T
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Customized SMS Service

Vigor router offers several SMS service provider to offer the SMS service. However, if your
service provider cannot be found from the service provider list, simply use Index 9 and Index
10 to make customized SMS service. The profile name for Index 9 and Index 10 are fixed.

Object Settings => 515 | Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)

(= -l e B L

Custom 1

=
=

Custom 2

You can click the number (e.g., #9) under Index column for configuration in details.

Object Settings > SMS [ Mail Service Object
Profile Index: 9

Profile Mame

Service Provider

Please contact with vour SMS provide to get the exact URL String

eq:bulksms.vsms.net; 5567 /eapi/submission/send_sms/2/2.07username= = stxtlUsers =
&password===xtPwds£z&msisdn====txtDest= s =&message=s==tutMsg===
Username
Password
Quota 10
Sending Interval 3 (seconds)
[ 0K ] [ Clear ] [ Cancel
Available settings are explained as follows:
Item Description
Profile Name Display the name of this profile. It cannot be modified.
Service Provider Type the website of the service provider.

Type the URL string in the box under the filed of Service
Provider. You have to contact your SMS provider to obtain
the exact URL string.
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Username Type a user name that the sender can use to register to
selected SMS provider.

The maximum length of the name you can set is 31
characters.

Password Type a password that the sender can use to register to
selected SMS provider.

The maximum length of the password you can set is 31

characters.

Quota Type the total number of the messages that the router will
send out.

Sending Interval Type the shortest time interval for the system to send SMS.

After finishing all the settings here, please click OK to save the configuration.

Mail Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail
Alert Service.

Object Settings = SMS5 [ Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name
1.
2
3.
4.
5,
6.
1.
8.
g,
10

Each item is explained as follows:

Item Description

Set to Factory Default Clear all of the settings and return to factory default
settings.

Index Display the profile number that you can configure.

Profile Display the name for such mail server profile.
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To set a new profile, please do the steps listed below:
1. Click the Mail Server tab, and click the number (e.g., #1) under Index column for

configuration in details.

Ohject Settings == 5M5 [/ Mail Service Object

SM35 Provider

Index

Ll D

Mail 5erver

2. The configuration page will be shown as follows:

Object Settings => SMS / Mail Service Object

Profile Index: 1
Profile Name
SMTP Server
SMTP Port

Sender Address

[+] Authentication

Username
Password

Sending Interval

Mail_Matify
192 166.1.98
25

carne_ni@draytek.com

John

Lid L]

0 (seconds)

Note: 1. Only one mail can be sent during the "Sending Interval' time.
2. If the "Sending Interval" was set to 0, there will be no limitation.

[ Ok ] [ Clear ] [ Cancel

Available settings are explained as follows:

ltem

Description

Profile Name

Type a name for such mail service profile. The maximum
length of the name you can set is 31 characters.

SMTP Server

Type the IP address of the mail server. The maximum
length of the name you can set is 63 characters.

SMTP Port Type the port number for SMTP server.
Sender Address Type the e-mail address of the sender.
Use SSL Check this box to use port 465 for SMTP server for some

e-mail server uses https as the transmission method.

Authentication

The mail server must be authenticated with the correct
username and password to have the right of sending
message out. Check the box to enable the function.

Username — Type a name for authentication. The
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maximum length of the name you can set is 31 characters.

Password — Type a password for authentication. The
maximum length of the password you can set is 31
characters.

Sending Interval Define the interval for the system to send the SMS out.

3. After finishing all the settings here, please click OK to save the configuration.

Object Settings >> SMS5 [ Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name

1. Mail_Motify

2.

3.7.11 Notification Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail
Alert Service.

You can set an object with different monitoring situation.

Object Settings >= Notification Object

| Setto Factory Default |

Index Profile Name Settings

o e B = o L

To set a new profile, please do the steps listed below:

1. Open Obiject Setting>>Notification Object, and click the number (e.g., #1) under Index
column for configuration in details.

Object Settings == Notification Object

Index Profile Name

[P o2 D2 |
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2. The configuration page will be shown as follows:

Object Settings >*> Notification Object

Profile Index: 1

Profile Name Matify_attack
Category Status
VVAN Disconnected [*]Reconnected
VPN Tunnel Disconnected [*IReconnected
Temperature Alert Oout of Range
[ oK ] [ Clear | [ Cancel

Available settings are explained as follows:

Item Description

Profile Name Type a name for such notification profile. The maximum
length of the name you can set is 15 characters.

Category Display the types that will be monitored.

Status Display the status for the category. You can check the box

you want to be monitored.

3. After finishing all the settings here, please click OK to save the configuration.

Object Settings »» Notification Object

| Setto Factory Default |

Index Profile Name Settings
MNotify_attack WAN VPN

o o=
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3.8 CSM Profile

CSM is an abbreviation of Content Security Management which is used to control IM/P2P
usage, filter the web content and URL content to reach a goal of security management.

APP Enforcement Filter

As the popularity of all kinds of instant messenger application arises, communication cannot
become much easier. Nevertheless, while some industry may leverage this as a great tool to
connect with their customers, some industry may take reserve attitude in order to reduce
employee misusage during office hour or prevent unknown security leak. It is similar situation
for corporation towards peer-to-peer applications since file-sharing can be convenient but
insecure at the same time. To address these needs, we provide CSM functionality.

URL Content Filter

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy
firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable objects,
such as ActiveX, Java Applet, compressed files, and other executable files. Once downloading
these types of files from websites, you may risk bringing threat to your system. For example, an
ActiveX control object is usually used for providing interactive web feature. If malicious code
hides inside, it may occupy user’s system.

Web Content Filter

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in your
trust against the hazards. With Web filtering service of the Vigor router, you can protect your
business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or chat
rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories of
website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be checked
against our server database. This database is updated as frequent as daily by a global team of
Internet researchers. The server will look up the URL and return a category to your router. Your
Vigor router will then decide whether to allow access to this site according to the categories you
have selected. Please note that this action will not introduce any delay in your Web surfing
because each of multiple load balanced database servers can handle millions of requests for
categorization.

Note: The priority of URL Content Filter is higher than Web Content Filter.
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Profile
grade
Profile
Profile

e

3.8.1 APP Enforcement Profile

You can define policy profiles for IM (Instant Messenger)/P2P (Peer to Peer)/Protocol/Misc
application. This page allows you to set 32 profiles for different requirements. The APP
Enforcement Profile will be applied in Default Rule of Firewall>>General Setup for

filtering.
CSM == APP Enforcement Profile

APP Enforcement License Activate
[Status: Mot Activated]
APP Enforcement Profile Table: | Setto Factory Default |
Profile Mame Profile MName

1 7.

2 18

3. 19.

4. 20.

2. 21.

6. 22

I. 23.

8. 24.

9. 25.

10. 26.

1n. 27.

12, 28.

13. 29.

14. 30.

15. 31.

16. 32

Available settings are explained as follows:

Item Description
Set to Factory Default Clear all profiles.
Profile Display the number of the profile which allows you to click

to set different policy.

Name Display the name of the APP Enforcement Profile.

Click the number under Index column for settings in detail.

There are four tabs IM, P2P, Protocol and Others displayed on this page. Each tab will bring
out different items with supported versions that you can choose to disallow people using.
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Below shows the items which are categorized under IM.

CSM => APP Enforcement Profile

Profile Index : 1

Profile Mame:

1M P2P Protocol OTHERS
Select Al [ Clear Al
IM
Enable APP Name Version Note
O
AT 5.9
o | or7_|Caby lockLoain, [ usars v afeady ogged i A
F Al 2008
O Ares 2.0.9
O BaiduHi 37378
O Fetion 2010
O GaduGadu Protocal
O Google Chat

T Terme G iAe e arem leelem A mimeme il e el md o e

Available settings are explained as follows:

Item Description

Profile Name Type a name for the CSM profile. The maximum length of
the name you can set is 15 characters.

Select All Click it to choose all of the items in this page.

Clear All Uncheck all the selected boxes.

Enable Check the box to select the APP to be blocked by Vigor
router.

Adv A button under Enable check box allows you to open a pop

up window to specify activity for that APP.

The profiles configured here can be applied in the Firewall>>General Setup and
Firewall>>Filter Setup pages as the standard for the host(s) to follow.
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Below shows the items which are categorized under Protocol.

CSM == APP Enforcement Profile

Profile Index: 1  Profile Mame:

M P2P Protocol OTHERS
[ Selectal  |[ Clearal |
Protocol
Enable APP Name Version Note

[ OB o DB2 is a relational database management system
(RDBMS) offered by IBM,
Domain Mame System (DMS) protocol is used to translate

[ DMS ezasily memorized domain names to numerical IP
addresses needed for the purpose of locating computer
services and devices worldwide.

[ TP File Transfer Protocol (FTP) is used to transfer files from
one host to another host over networks,

[ HTTR 11 Hypertext Transfer Protocol (HTTR) is the data

' communication protocol for the Waorld Wide Wwehb,

Internet messade access protocol (IMAP)Y is a protocol for

O IMAR +1 e-mail retrieval,
Internet Relay Chat (IRC) is a protocol for live interactive

O IRC 2.4.0 Internet text messaging (chat), synchronous
conferencing and file sharing.

. Infarmix is a relational database management system

O Informix (RDBMS) offered by IBM,
Microsoft SQL Server is a relational database

O MSSQL management system,
MySOL is an open source relational database

(. MySQL management system,
The Metwork Mews Transfer Protocol (MMTP) is a protocol

N NHTE used for transporting Usenet news articles between
news servars and for reading and posting articles by end

The items categorized under P2P -----
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The items categorized under OTHERS-----

CSM == APP Enforcement Profile

Profile Index: 1 Profile Mame: |
1M P2P Protocol OTHERS
[ selectan [ Clearal |
TUMMNEL
Enable APP Name Version Note

O DynaPass 1.5

O Freell 10

1 HTTP Prosxy

Fi HTTP Tunnel 4.4.4000

| Harmachi 1.0.2.5
Block Hotspot Shield from establishing wPM connections.

O | Howsmorshield [ 300 |8 B e VPN conmertione, or the biocking
may not be successful,

O MS Tereda

F PGPMet 7.0.3

1 Ping Tunnel 0.61

Fi RealTunnel 1.0.1

| Skyfire 1.5
Please note that Radmin will also be blocked by this item.

O Socks 4/5 Please set the server port of Radmin within S001~327567
to avoid being blocked.

Fi SoftEther 2.0

Il TinywPR 295
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3.8.2 APPE Signature Upgrade

The APPE Enforcement Profile adopted by Vigor router will be treated as the APPE signature.
DrayTek will periodically upgrade versions for all of the APPs supported by Vigor router.
However, it might be inconvenient for users to upgrade the APP version one by one. This
feature is specially designed to offer a quick method to execute APP version upgrade. Users
can perform the APPE signature upgrade manually or configure the settings on this page to
make Vigor router performing the APPE signature automatically.

CSM == APPE Signature Upgraie

Upgrade Setting

APPE Module Yersion: 1.0 Mew wersion from the Internet: --
Upgrade via interface: | auto-selected (\Waiting for WAN connection...)
Setup Download Server auto-selected Find more

Signature authentication f download message
[2014-07-30 23:42:55] Operation failed. There is no APPE license on router.

|Upgrade Manually |
Upgrade Automatically
[ scheduled Update
& Every: 1 = |(hour) 00 # (minutes after the hour)
O Daily: 0 |(hour) 00 |(minute)
O weekly: Sunday v |(day) 0 |(hour) 00+ |(minute)

Available settings are explained as follows:

Item Description

Upgrade Setting APPE Module Version — Display current version status of
APPE signature.

New version from the Internet — Download button is
available only when Vigor router detects new APPE
version. After clicking it, a dialog will appear with
information added to such new version. Click OK to exit
the dialog and start the signature upgrade.

Upgrade via interface — Choose one of the WAN
interfaces as a channel for APPE signature upgrade.

Setup Download Server Specify the download server by typing the URL of the
server located. Or you can click Find more link to search
the one you want.

Signature authentication/download message — Display
the status of APPE Signature Upgrade.

Upgrade Manually Import — Click this button to open the following page.
Press Choose File to locate the signature file which
downloaded from MyVigor portal or FTP server previously.
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Then, click Upgrade and wait for the system completing
the process.

S b vigor2925 wbddins. org 944 5 0c appesizupload hitm

Select a signature file,

Choose File

Click Upgrade to upload the file,

Upgrade

Cancel

Upgrade Automatically

Scheduled Update - Check the box to make Vigor router
upgrading the APPE signature based on the schedule
configured here.

After finishing all the settings, please click OK to save the configuration.

Vigor2860 Series User's Guide

234



3.8.3 URL Content Filter Profile

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy
firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable objects,
such as ActiveX, Java Applet, compressed files, and other executable files. Once downloading
these types of files from websites, you may risk bringing threat to your system. For example, an
ActiveX control object is usually used for providing interactive web feature. If malicious code
hides inside, it may occupy user’s system.

For example, if you add key words such as “sex”, Vigor router will limit web access to web

sites or web pages such as “www.sex.com”, "www.backdoor.net/images/sex/p_386.html”. Or

you may simply specify the full or partial URL such as “www.sex.com” or “sex.com”.
Also the Vigor router will discard any request that tries to retrieve the malicious code.

Click CSM and click URL Content Filter Profile to open the profile setting page.

CSM == URL Content Filter Profile H_'
URL Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name

1 3.

2 E.

3 L

4. 8.
Administration Message (Max 255 characters) Default Message
<bodyr<center><br><p>The regquested Webk page has been blocked by URL Content
Filter.<p>Please contact your system administrator for further
information.</center></body>

Each item is explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Profile Display the number of the profile which allows you to click
to set different policy.

Name Display the name of the URL Content Filter Profile.
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Administration Message | You can type the message manually for your necessity.

Default Message - You can type the message manually for
your necessity or click this button to get the default message
which will be displayed on the field of Administration
Message.

You can set eight profiles as URL content filter. Simply click the index number under Profile
to open the following web page.

C 5N »> URL Content Filter Profile

Profile Index: 1
Profile Hame:

Priority: Both : Pass w  Log: Mone

1.URL Access Control

[JEnable URL Access Contral [Oprevent web access from IP address
Action: Group/Object Selections
2\Web Feature
[JEnable Restrict Web Feature
Action:

[lcaookie OpProxy OuUpload File Extension Profile; |MNone

[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Profile Name Type a name for the CSM profile. The maximum length of
the name you can set is 15 characters.

Priority It determines the action that this router will apply.

Both: Pass — The router will let all the packages that match
with the conditions specified in URL Access Control and
Web Feature below passing through. When you choose this
setting, both configuration set in this page for URL Access
Control and Web Feature will be inactive.

Both:Block —The router will block all the packages that
match with the conditions specified in URL Access Control
and Web Feature below. When you choose this setting, both
configuration set in this page for URL Access Control and
Web Feature will be inactive.

Either: URL Access Control First — When all the
packages matching with the conditions specified in URL
Access Control and Web Feature below, such function can
determine the priority for the actions executed. For this one,
the router will process the packages with the conditions set
below for URL first, then Web feature second.

Either: Web Feature First ~When all the packages
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matching with the conditions specified in URL Access
Control and Web Feature below, such function can
determine the priority for the actions executed. For this one,
the router will process the packages with the conditions set
below for web feature first, then URL second.

Both - Block
Either : URL Access Contral First
Either : Web Feature First

Log None — There is no log file will be recorded for this profile.
Pass — Only the log about Pass will be recorded in Syslog.
Block — Only the log about Block will be recorded in

Syslog.
All — All the actions (Pass and Block) will be recorded in
Syslog.

Nnne,vf

Mone
Pass

Block
All

URL Access Control Enable URL Access Control - Check the box to activate
URL Access Control. Note that the priority for URL
Access Control is higher than Restrict Web Feature. If
the web content match the setting set in URL Access
Control, the router will execute the action specified in this
field and ignore the action specified under Restrict Web
Feature.

Prevent web access from IP address - Check the box to
deny any web surfing activity using IP address, such as
http://202.6.3.2. The reason for this is to prevent someone
dodges the URL Access Control. You must c