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®  Apple and Mac OS are registered trademarks of Apple Inc.

®  Other products may be trademarks or registered trademarks of their respective
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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself.

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range of +5 to
+40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock
hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from any

defects in workmanship or materials for a period of two (2) years from the date of

purchase from the dealer. Please keep your purchase receipt in a safe place as it serves

as proof of date of purchase. During the warranty period, and upon proof of purchase,

should the product have indications of failure due to faulty workmanship and/or

materials, we will, at our discretion, repair or replace the defective products or

components, without charge for either parts or labor, to whatever extent we deem

necessary tore-store the product to proper operating condition. Any replacement will

consist of a new or re-manufactured functionally equivalent product of equal value, and

will be offered solely at our discretion. This warranty will not apply if the product is

modified, misused, tampered with, damaged by an act of God, or subjected to abnormal

working conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the product will

not be covered by the warranty. We reserve the right to revise the manual and online

documentation and to make changes from time to time in the contents hereof without

obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.DrayTek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.DrayTek.com
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European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, Hukou Township, Hsinchu Industrial Park, Hsinchu County, Taiwan 303
Product: Vigor2860 Series Router

DrayTek Corp. declares that Vigor2860 Series of routers are in compliance with the following essential
requirements and other relevant provisions of R&TTE 1999/5/EC, ErP 2009/125/EC and RoHS 2011/65/EU.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive 2004/108/EC by
complying with the requirements set forth in EN55022/Class B and EN55024/Class B.

The product conforms to the requirements of Low Voltage (LVD) Directive 2006/95/EC by complying with the
requirements set forth in EN60950-1.

Regulatory Information
Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the following measures:

®  Reorient or relocate the receiving antenna.

® Increase the separation between the equipment and receiver.

®  Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
®  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired operation.

Please visit http://www.draytek.com/user/SupportDLRTTECE.php

H CeOFE

This product is designed for the DSL and 2.4GHz WLAN network throughout the EC region. Please see the user
manual for the applicable networks on your product.
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1
( Introduction

Vigor2860 series is a VDSL2 router. It integrates IP layer QoS, NAT session/bandwidth
management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly, and offers several protocols (such as
IPsec/PPTP/L2TP) with up to 32 VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy with ease. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before.
By the way, DoS/DDoS prevention and URL/Web content filter strengthen the security
outside and control inside. Object-based firewall is flexible and allows your network be safe.

User Management implemented on your router firmware can allow you to prevent any
computer from accessing your Internet connection without a username or password. You can
also allocate time budgets to your employees within office network.

With the 6-port Gigabit switch on the LAN side provides extremely high speed connectivity
for the highest speed local data transfer of any server or local PCs. The tagged VLANSs
(IEEE802.1Q) can mark data with a VLAN identifier. This identifier can be carried through an
onward Ethernet switch to specific ports. The specific VLAN clients can also pick up this
identifier as it is just passed to the LAN. You can set the priorities for LAN-side QoS. You can
assign each of VLANS to each of the different IP subnets that the router may also be operating,
to provide even more isolation. The said functionality is tag-based Multi-subnet
(Multiple-Private LAN Subnets).

On the Wireless-equipped models (Vigor2860n/n plus/VVn/Vn plus) each of the wireless SSIDs
can also be grouped within one of the VLANS.

In addition, Vigor2860 series supports USB interface for connecting USB printer to share
printing function or 3G USB modem for network connection.

Vigor2860 series provides two-level management to simplify the configuration of network
connection. The user mode allows user accessing into WEB interface via simple configuration.
However, if users want to have advanced configurations, they can access into WEB interface
through admin mode.
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1.1 Web Configuration Buttons Explanation

Several main buttons appeared on the web pages are defined as the following:

Save and apply current settings.
Cancel current settings and recover to the previous saved settings.
Clear all the selections and parameters settings, including selection from

drop-down list. All the values must be reset with factory default settings.

il Add new settings for specified item.

Edit the settings for the selected item.
Delete the selected item with the corresponding settings.

Note: For the other buttons shown on the web pages, please refer to Chapter 3, 4 for detailed
explanation.
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1.2 LED Indicators and Connectors

Before you use the Vigor router, please get acquainted with the LED indicators and connectors
first.

1.2.1 For Vigor2860

LGy el s,
g% 2| e -|. FT T T T T |
) g |
LED \ Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
UsB1~2 On USB device is connected and ready for use.
Blinking The data is transmitting.
WAN2 On Internet connection is ready.
Off Internet connection is not ready.
Blinking The data is transmitting.
DSL On The router is ready to access Internet through DSL link.
Blinking Slowly: The DSL connection is ready.
Quickly: The connection is training.
VPN On The VPN tunnel is active.
QoS On The QoS function is active.
WCF On The Web Content Filter is active. (It is enabled from
Firewall >> General Setup).
DoS On The DoS/DDosS function is active.
Blinking It will blink while detecting an attack.
LED on Connector
Left On The port is connected.
WAN2 LED Off The port is disconnected.
(Giga) Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
_ Left On The port is connected.
GigaLAN | LED Off The port is disconnected.
1-6 Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
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9 _— 5 .

ey | |~ Vigor2860

e e w6 vns?z Security Firawall
O O O

222 (=3 —
o Qo 0O
@ usB1 DSL  wWCF
Factory Qo O QO
Reset | USB2 VPN Dos | P
uss 3 s 5 [

VDSLIADSL WANZ(Giga) GigaLAN » 1 2

Interface Description

Factory Reset Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

USB Connecter for a USB device (for 3G USB Modem or printer).
VDSL/ADSL Connecter for accessing the Internet.

WAN2 Connecter for local network devices or modem for accessing Internet.
GigaLAN (1-6) Connecters for local network devices.

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.2.2 For Vigor2860n

‘_‘rq “- J- '~_Zl.w/ Vigor2860n

VDSL2 Securi ity Firewa 1}
SUGHNA N wans aos
2538 |= -'H
VOSUADSL  waagge Gt 2 : p : :
LED \ Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
uUSB On USB device is connected and ready for use.
Blinking The data is transmitting.
WLAN On Wireless access point is ready.
Blinking It will blink slowly while wireless traffic goes through.
ACT and WLAN LEDs blink quickly and
simultaneously when WPS is working, and will return
to normal condition after two minutes. (You need to
setup WPS within 2 minutes.)
WAN2 On Internet connection is ready.
Off Internet connection is not ready.
Blinking The data is transmitting.
DSL On The router is ready to access Internet through DSL link.
Blinking Slowly: The DSL connection is ready.
Quickly: The connection is training.
VPN On The VPN tunnel is active.
QoS On The QoS function is active.
WCF On The Web Content Filter is active. (It is enabled from
Firewall >> General Setup).
DoS On The DoS/DDoS function is active.
Blinking It will blink while detecting an attack.
LED on Connector
Left On The port is connected.
WAN2 LED Off The port is disconnected.
(Giga) Blinking The data is transmitting.
Right On The port is connected with 12000Mbps.
LED Off The port is connected with 10/100Mbps
Left On The port is connected.
GigaLAN | | ED Off The port is disconnected.
1~6 Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
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Interface Description

Wireless LAN
ON/OFF/WPS

Press "Wireless LAN ON/OFF/WPS" button once to wait for client
device making network connection through WPS.

Press "Wireless LAN ON/OFF/WPS" button twice to enable (WLAN
LED on) or disable (WLAN LED off) wireless connection.

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

USB Connecter for a USB device (for 3G USB Modem or printer).
VDSL/ADSL Connecter for accessing the Internet.

WAN?2 (Giga) Connecter for local network devices or modem for accessing Internet.
GigaLAN (1-6) Connecters for local network devices.

PWR Connecter for a power adapter.

ON/OFF Power Switch.
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1.3 Hardware Installation

Before starting to configure the router, you have to connect your devices correctly.
1. Connect the DSL interface to the land line jack with a DSL line cable.

2. Connect the cable Modem/DSL Modem/Media Converter to the WAN port of router
with Ethernet cable (RJ-45).

3. Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of the router and
the other end of the cable (RJ-45) into the Ethernet port on your computer.

4.  Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

5. Power on the device by pressing down the power switch on the rear panel.

6. The system starts to initiate. After completing the system test, the ACT LED will light
up and start blinking.

(For the hardware connection, we take “n”> model as an example.)

|
LJLandllnaiack[PDl’SJ
@ DSL Line

Power Adapler

fe =~ s (- Vigor2860n
M i W MR A% v3s17 Sacurity Firowall
wielens a5 G i [ g - — =
OHOFAAPE or maw gep *m
v 2 - - - -
LE L wer | 1
S A |
= LsB VIGLADAL . GlgaLANF | x 3 4

FWR

° mf

Cable/DSL Modem
Power Swilch of Media Converter

LAN
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1.4 Printer Installation

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows
XP/2000. For Windows 98/SE/Vista, please visit www.DrayTek.com.

Router
(192.168.1.1)

Internet

Printer Name:192.168.1.1
Port Name: IP_192.168.1.1

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open Start->Settings-> Printer and Faxes.

Documents

Settings [} Cankrol Panel

ﬁ}, Mekwork Connections
"8 FPrinters and Faxes
E Taskbar and Start Menu

Search

t’/' Help and Support

Run...

Log OFf coco lee. ..

Turn OFF Computer. ..

7, 4 Internet Explorer = O [ET:
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3. Open File->Add Printer. A welcome dialog will appear. Please click Next.

Add Printer, Wizard

Welcome to the Add Printer
@ Wizard

This wizard helps pou install a printer or make printer
connections

-, If you have a Plug and Play printer that connects

1 through a USE part [or any other hot pluggable
port, such az |[EEE 1334, infrared, and eo on), you
do not need to uge this wizard. Click Cancel to
close the wizard, and then plug the printer's cable
inka your computer ar paint the printer toward your

'® Printers and Faxes

EEN Edit  View Favaorites  Tools

camputer's infrared port, and turn the printer on.
Server Praperties ’ 7, Seal Windows will automatically install the printer for you
Set Up Faxing

axes Ta continue, click Mext

=

Close

Cancel

4.  Click Local printer attached to this computer and click Next.

Add Printer Wizard

Local or Network Printer
The wizard needs to know which type of printer to set up.

Select the option that describes the printer you want ta uss:
(e

() & ngtwork, printer, o a priniter attached to anather computer

[ [ Automatically detect and install my Plug and Play printer

O To et up a netwarl: printer that is nat attached to a print server,
\y usze the "Lacal printer" option.

[ < Back ” Next » ][ Cancel ]

5. Inthis dialog, choose Create a new port Type of port and use the drop down list to
select Standard TCP/IP Port. Click Next.

Add Printer Wizard

Select a Printer Port
Computers communicate with printers thiough ports,

Select the port you want vour printer to uze. [IF the port iz not listed. pou can create &
new pork.

() Use the following port:

(%) Create a new part
Type of port:

< Back ” Hest » ][ Cancel

Dray Tek 9 Vigor2860 Series User's Guide



6. Inthe following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Printer Name
or IP Address and type IP_192.168.1.1 as the port name. Then, click Next.

Add Standard TCP/IP Printer Port Wizard

Add Port
For which device do you want to add a port?
o
Enter the Frinter Mame or IP address, and a port name for the desired device
PFrinter Mame or IP Address: 19216811
Part Name: IF'_T§2-1 881 .1"
[ < Back ” Next > ] [ Cancel ]

7.  Click Standard and choose Generic Network Card.

Add Standard TCP/IP Printer Port Wizard

Additional Port Information Required
The device could not be identified. =

The detected device is of unknown type. Be sure that:
1. The device iz properly configured.
2. The address on the previous page is correct.

Either corect the address and perfarm anather gearch on the netwark by returning to the
previous wizard page or select the device type if you are sure the address iz comect,

Dievice Tupe

(@ Standard Gens

() Custom

[ < Back “ Next » ][ Cancel

8.  Then, in the following dialog, click Finish.

Add Standard TCP/IP Printer Port Wizard E]

Completing the Add Standard
TCP/IP Printer Port Wizard

You have selected a port with the following charactenistics

To compleie this wizand, click Finish.

I < Back “ Finish J[ Cancel
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10.

Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the

selection, click Next.

Add Printer Wizard

Install Printer 5 oftware
The manufacturer and model determine which printer software to use.

= digk, click Have Digk. |f your printer is not fisted, consult your printer documentation for
compatible printer software.

)\ Select the manufacturer and model of your printer. |f your printer came with an installation

Manufacturer "— Printers A
AST 55k Brother HL-1060 BR-Script2
2Lt R-Scipt2

BT !

Canon = FETUPS @

St This driver is digitally signed

[ ‘Windows Update ] [ Have Disk... ]

Tell me why driver signing iz important

[ < Back “ Next » ][ Cancel ]

For the final stage, you need to go back to Control Panel-> Printers and edit the

property of the new printer you have added.

& Brother HL-1070 Properties

General | Sharing | Ports | Advanced | Device Gettings |

@
1':'"}3 Brother HL-1070

Print to the following port(s]. Documents will print to the first free

checked port.
Puart Description Printer 2
[ 3250 Standard TCP/P Port Epson Stylus COLOR 1160 ..
O IP_1... Standard TCPAP Port
O IP_1... Standard TCP/IP Port HP Laserlet 1300
O IP_1... Standard TCP/P Part
O IP_1... Standard TCP/IP Port
IP_1... Standard TCP/AP Part  Brother HL-1070
O PDF... Local Pait PDFI95 M|

[ addPor

o
l [ Delete Port ll LConfigure Part D
S ——

[ Ok ][ Cancel ” Apply ]

11. Select "LPR" on Protocol, type p1 (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

DrayTek

Configure Standard TCP/IP Port Monitor @@
Port Settings |
FBort Narme: [IP_182.168.1.1 |
Printer Name or P &ddiess: |132 168.1.1 |
Frotocal

Raw Settings

LPR Settings
Bueus Mame: Ipl I |
|

[] LPR: Biyte Counting E nabled

[[] SNMP Status Enabled

11

Vigor2860 Series User's Guide



The printer can be used for printing now. Most of the printers with different manufacturers are
compatible with vigor router.

Note 1: Some printers with the fax/scanning or other additional functions are not supported.
If you do not know whether your printer is supported or not, please visit www.draytek.com
to find out the printer list. Open Support >FAQ/Application Notes; find out the link of
USB>>Printer Server and click it.

D T k MyVigor | Register | E-nswsletter | DrayTekHQ | Media Center | | Global [ English ) N

S W ——
FAQ/ Application You are here: Home » Supports » FAQ/ Application Notes » Printer Server

-
UsSB
Printer Server
J305/405 Internet
Connection
Then, click the What types of printers are compatible with Vigor router? link.
FAQ I Application You are here: Home » Supports » FAQ Application MNotes » Printer Server
SI
Latest FAQ/Application
Basic Printer Server
Firmware Upgrade
What tv P atible wi i vl 2012101712
pr— hat types of printers are compatible with Vigor router
IPv6 How do | configure LPR printing on Windows77? 2012/08/20
frpcalay How do | configure LPR printing on My Windows Vista ? 2009/01/20
Dual WAN

Note 2: Vigor router supports printing request from computers via LAN ports but not WAN
port.
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i Quick Setup

For using the router properly, it is necessary for you to change the password of web
configuration for security and adjust primary basic settings.

This chapter explains how to setup a password for accessing into the web user interface of
Vigor router and how to adjust settings for accessing Internet successfully.

2.1 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later section -
Trouble Shooting of the guide.

2. Open aweb browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

DrGYTEk Y 1902860 Series

Username admin

Password sesed

Login

3. Please type “admin/admin” as the Username/Password and click Login.

Notice: If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problem.
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4.  Now, the Main Screen will appear.

DrayTek Vigor2860 Series = e e
| Dashboard _
wa 1
Dashboard - -‘T‘.“r"f—*/_ ‘Jk Vigor2860n
Quick Start Wizard E, WAN2 d?z. ) L—C VBSL2 Security Firewall
Service Activation Wizard el . = - — = — — - . — — -
et wEye=l 1T
Online Status L s b ‘ |
ownesaws (S
WAN WEANT VPN D08 ki VOSUADSL  WAMNGIgI) _ GigalAN»1 3 3 a 5 [
LAN
Load-BalanceRoute Policy System Information m
:li:eTwall Model Name Wigor2260n Systemn Up Time | 66:57:28 System Status
User Management Router Name Current Time 2013 Aug 19 Mon 2:21:1 Dynamic DNS
Objects Setting Firmware Version| 3.7.3_RCEh Build Date/Time |Aug 8 2013 16:30:20 TR-069
csm DSL Yersion 05-04-08-00-00-06 LAN MAC Address|00-10D-A4-58-B7-50 User Manageinent
Bandwidth Management IM/P2P Block
Applications IPv4 Internet Access Schedule
VPN and Remote Access Line / Mode IP Address MAC Address Up Time | SysLoa/Mail Alert |
Certificate Management WAN1 | ADSL/ PPPOE Disconnected 00-1D-AAS3B7 51 00:00:00 woap. |
5;"‘1" ‘"I’_:"“"""e'“e"' WANZ | Ethernet / Static 1P| 172.16.3.130 001D A8 58 B7 52 £6:56:50 RADIUS
ss:.e\::: WAN3 | USE / — Disconmected 00-1D-Af-58-B7 53 00:00:00 ["Firewall Object Setting |
USB Application | DataFlov Moniter |
[N i —— IPVE Internet Access
Diagnostics Mode Address Scope Up Time
External Devices AN [RADVD /DHCPvE |FEGD:210:AAPFIFESSIBTS0/64 | Link | |
| 1
. E DSL Connected : Down Stream : OKbps / Up Stream : OKbps
Product ReaislEEEl WAN | Connected i1, _WANL _QWAN2 __WAN3
e = - JLAN  [Connected :0, JLAM1  OLAN2  @LANZ  LAN4  LANS O LANG
Admin mode 1 wlaN | Connected : 0
Status: Ready | use Connected : 0, USE 1
0, USBZ &)

Note: The home page will be different slightly in accordance with the type of the
router you have.

5. The web page can be logged out according to the chosen condition. The default setting is
Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.
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2.2 Changing Password

Please change the password for the original security of the router.

1. Open aweb browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

2. Please type “admin/admin” as Username/Password for accessing into the web user
interface with admin mode.

3. Go to System Maintenance page and choose Administrator Password.

System Maintenance > Administrator Password Setup

Administrator Password

Cld Password

New Password

Confirm Password

Enable Admin Login From Wan
Mote:Password can containonly a-z A-Z 0-5 , ;. "= =+ =\ |7@ ="~ 1(]
Administrator Local User

[ Local user
Local User List

4.  Enter the login password (the default is “admin”) on the field of Old Password. Type
New Password. Then click OK to continue.

Note: The maximum length of the password you can set is 23 characters.

5. Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.

DrayTek i lieil R0

Username || |

Password | |

Login

Note: Even the password is changed, the Username for logging to the web user
interface is still “admin”.

Drﬂy Tek 15 Vigor2860 Series User's Guide



2.3 Quick Start Wizard

If your router can be under an environment with high speed NAT, the configuration provide
here can help you to deploy and use the router quickly. The first screen of Quick Start
Wizard is entering login password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password (Max 23 characters).

Old Password sesse
MNew Password I
Confirm Password sesse

On the next page as shown below, please select the WAN interface that you use. If DSL
interface is used, please choose WANL1,; if Ethernet interface is used, please choose WANZ2; if
3G USB modem is used, please choose WAN3. Then click Next for next step.

Quick Start Wizard

WAN Interface

WAN Interface: WANT [+
Display Mame:

Physical Mode: ADSL / VDSLZ
FPhysical Type:

<Back | [ MNex=

WAN1, WAN2 and WANS3 will bring up different configuration page. Refer to the following
for detailed information.
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2.3.1 For WAN1 (ADSL/VDSL2)
WANL is specified for ADSL or VDSL2 connection.

Quick Start Wizard

VAN Interface

WAN Interface: VWANT |»
Display Mame:

Physical Mode: ADSL /VDSLZ
Physical Type:

(e ) (e ]

You have to select the appropriate Internet access type according to the information from
your ISP. For example, you should select PPPoE mode if the ISP provides you PPPoE
interface. In addition, the field of For ADSL Only will be available only when ADSL is
detected. Then click Next for next step.

PPPoE/PPPOA
1. Choose WANL1 as WAN Interface and click the Next button; you will get the following
page.

Quick Start Wizard

Connect to Internet

WAN 1
Frotocal PFPoE ! PPPOA w
For ADSL Only:
Encapsulation PPPOE LLCISNAP
WP 0
WCT 33
Fized IP Oves @ MolDynamic IP)
IP address
Subnet Mask
Default Gateway
Primary DMS 3888
Second OMS 3.0.4.4
(=Back | [ Net> ]
Available settings are explained as follows:
Item Description
Protocol There are two modes offered for you to choose for WAN1
interface.
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FPPFoE f PPPoA w
PPFoE / PPPoA E
MPoA S Static or Dynamic IP

Choose PPPoE or PPPOA as the protocol.

For ADSL Only

Such field is provided for ADSL only. You have to choose
encapsulation and type the values for VPI and VCI. Or, click
Auto detect to find out the best values.

FFFoE LLC/SNAR »

PPPOE YC MU
PRPoA LLC/SNAP
PRPoA VG MUK

Fixed IP

Click Yes to enable Fixed IP feature.

IP Address

Type the IP address if Fixed IP is enabled.

Primary DNS

Type in the primary IP address for the router.

Secondary DNS

Type in secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.

2. After finished the above settings, simply click Next. Manually enter the
Username/Password provided by your ISP

Quick Start Wizard

Set PPPoE / PPPoA
WAN 1
User Name

Password

Confirm Password

84005755@hinet.net
LId 1LY

(21117}

[ < Back ] [ Mext =

Available settings are explained as follows:

Item

Description

User Name

Assign a specific valid user name provided by the ISP.
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Item Description
Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password

Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. After finished the above settings, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAMN Interface: WA
Physical Mode: ADSL fWDSL2
R 0

WiCT a3

Protocal f Encapsulation: PPPaE f LLC
Fixed IF: Mo

Primary DMS: 8.8.8.8
Secondary DNS: 2.8.4.4

[ Finish ] [ cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.

DrayTek
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MPoA / Static or Dynamic IP
1. Choose WANL1 as WAN Interface and click the Next button; you will get the following
page.

Quick Start Wizard

Connect to Internet

WAN 1

Protocol IMFoA / Static or Dynamic IP %
For ADSL Only:

Encapsulation 1483 Bridged IP LLC hd
WCI 88

Fixed IP ®ves O MNo(Dynamic IP)

IP Address

Subnet Mask

Default Gateway

Primary DNS
Second DNS
(B ] [(Tee>
Available settings are explained as follows:
Item Description
Protocol There are two modes offered for you to choose for WAN1
interface.

MPoA S Static or Dynamic [P+

\PPFoE / FPPoA
WP oA f Static

Choose MPoA / Static or Dynamic IP as the protocol.

For ADSL Only Such field is provided for ADSL only. You have to choose
encapsulation and type the values for VPI and VCI. Or, click
Auto detect to find out the best values.

1483 Bridged [P LLC n

1483 Bridoed [P LLC

1483 Routed IP LLC

1483 Bridged IP % C-Mux

1483 Houted [P %C-Mux (IFPoA)
1483 Bridgad IP (IPoE)

T 7%es O RofDywhamic TP

Fixed IP Click Yes to enable Fixed IP feature.
IP Address Type the IP address if Fixed IP is enabled.
Subnet Mask Type the subnet mask.
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Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

2.  Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Cuick Start Wizard

Please confirm your settings:

WAl Interface: AR T

Physical Mode: ADSL fWDSL2
WP u}

WCT 33

Protocol f Encapsulation: 1483 Route LLC
Fized IP: Mo

Primary DNS: 2.8.8.8
Secondary DMS: 2.8.4.4

[_Finish | [ Cancel |

3. Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

4. Now, you can enjoy surfing on the Internet.
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2.3.2 For WAN2 (Ethernet)

WANS2 is dedicated to physical mode in Ethernet. If you choose WAN2, please specify
physical type. Then, click Next.

Quick Start Wizard

WAN Interface

WAN Interface: VWANZ

Display Name:

Physical Mode: Ethernet

Physical Type: Auto negotiation |

[ <Back | [ Mext> |

On the next page as shown below, please select the appropriate Internet access type according
to the information from your ISP. For example, you should select PPPoE mode if the ISP
provides you PPPOE interface. Then click Next for next step.

PPPoE

1. Choose WANZ2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WWAN 2

Select one of the following Internet Access types provided by your ISP.
® PPPoE
QO pPTP
O LzTP
O static 1P
O DHeCP

« Back l [ Mext =
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2.

3.

DrayTek

Click PPPoE as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPPoE Client Mode

VAN 2

Enter the user name and password provided by your ISP.
User Name 84005657 @hinet_net
Password seene
Confirm Password senne

[ < Back ] [ MNext =
Available settings are explained as follows:
Item Description
User Name Assign a specific valid user name provided by the ISP.

Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password | Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.
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Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: FPPoE

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel l

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.

PPTP/L2TP

1. Choose WANZ2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet
VAN 2
Select one of the following Internet Access types provided by your ISP,
O PPPoE
: :PPTP
O L2Tp
O static IP
O DHcP

< Back ] [ Mext =
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2.

DrayTek

Click PPTP/L2TP as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPTP Client Mode
WAMN 2

Enter the user name, password, WAN IP configuration and PPTP server IP provided by

your ISP.
User Name

Password

Confirm Password

WaM IP Configuration

5477 aed|
L2222

(2121

0 Obtain an IP address automatically
@ Specify an IP address

IP Address
Subnet Mask

192.168.3.100

255.255.255.0

Gateway 192.168.3.1
Primary DNS
Second DNS
PPTF Server
[ < Back l [ Mext =
Available settings are explained as follows:
Item Description
User Name Assign a specific valid user name provided by the ISP.
Note: The maximum length of the user name you can set is
63 characters.
Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password

Retype the password.

WAN IP
Configuration

Obtain an IP address automatically — the router will get an
IP address automatically from DHCP server.

Specify an IP address — you have to type relational settings
manually.

IP Address - Type the IP address.

Subnet Mask —Type the subnet mask.

Gateway — Type the IP address of the gateway.

Primary DNS —Type in the primary IP address for the router.

Second DNS —Type in secondary IP address for necessity in
the future.

PPTP Server / L2TP
Server

Type the IP address of the server.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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3. Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPTP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.

Static IP

1. Choose WAN?2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

VWAN 2

Select one of the following Internet Access types provided by your ISP,
O PPPoE
Q pPTP
QO L2TP
@ Static IP
O DHCP

< Back ] [ Mext =
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2. Click Static IP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

Static IP Client Mode

VAN 2
Enter the Static IP configuration provided by your ISP.
WAN IP 192.168.3.100
Subnet Mask 205255 2550
Gateway 192.168.3.1
Primary DNS
Secondary DNS (optional)
[ < Back ] [ Next >
Available settings are explained as follows:
Item Description
WAN IP Type the IP address.
Subnet Mask Type the subnet mask.
Gateway Type the IP address of gateway.
Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please type in the IP address information originally provided by your ISP. Then click
Next for next step.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

Finish ] [ Cancel
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4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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DHCP

1. Choose WANZ2 as WAN Interface and click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

VAN 2
Select one of the following Internet Access types provided by your ISP,

O PPPoE
O PPTP
O LaTP
O static IP
& DHCP

[ < Back ] [ Mext = ]

2. Click DHCP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

DHCP Client Mode

WARN 2
If your ISP requires you to enter a specific host name or specific MAC address, please
enter it in.

Host Name {optional)

MAC 00 | -1D | -|AA | -|AB | -|BT | -|BA .:gptignat]

[ < Back ] [ Mext =
Available settings are explained as follows:
Item Description
Host Name Type the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC
address for access authentication. In such cases you need to
enter the MAC address.

Back Click it to return to previous setting page.

Drﬂy TEk 29 Vigor2860 Series User's Guide



Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

3. After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAN Interface: WANZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router,

[ Finish ] [ Cancel ]

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.

Vigor2860 Series User's Guide 30 Dray Tek



2.3.3 For WAN3 (USB)

WANS is dedicated to physical mode in USB. If WAN3 is selected, it is not necessary for you
to type any information for such connection.

1. Choose WAN3 as WAN Interface.

Quick Start Wizard

WAN Interface
WanN Interface: WIANT W
Display Mame:
Physical Mode: USE

(<Back ] [ Nex=- ]

2. Then, click Next for getting the following page.

Cuick Start Wizard

Connect to Internet

WAN 3
Internet Access 334G USE ModemiPFP mode) |+

35145 USE Modem(PPF mode)
3G/4G USB Modem(PPP mode) 4G USHE Moderm(DHCP mode)
SIM PIM code
Modem Initial String ATEFEOVIHTEDZECTS0=0

(Default ATRFEOVIX 120228C150=0)
APM Mame

(C<Back ] ((Next> ]

Available settings are explained as follows:

Item Description

Internet Access Choose one of the selections as the protocol of accessing the
internet.

3G/AG USB Modem SIM Pin code —Type PIN code of the SIM card that will be

(PPP mode) used to access Internet. The maximum length of the pin code
you can set is 15 characters.
Modem Initial String — Such value is used to initialize USB
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modem. Please use the default value. If you have any
question, please contact to your ISP. The maximum length of
the string you can set is 47 characters.

APN Name — APN means Access Point Name which is
provided and required by some ISPs. Type the name and
click Apply.

4G USB Modem
(DHCP mode)

SIM Pin code —Type PIN code of the SIM card that will be
used to access Internet.

Network Mode - Force Vigor router to connect Internet with
the mode specified here. If you choose 4G/3G/2G as network
mode, the router will choose a suitable one according to the
actual wireless signal automatically.

APN Name — APN means Access Point Name which is
provided and required by some ISPs.

3. Then, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAk [nterface:
Physical Mode:
Internet Access:

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router,

WANG
Use
DHCP

[_Finish | [_cancel |

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Cluick Start Wizard Setup OK!

5. Now, you can enjoy surfing on the Internet.
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2.4 Service Activation Wizard

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin
operation, therefore, please type “admin/admin” on Username/Password while Logging
into the web user interface.

Service Activation Wizard is a tool which allows you to use trial version or update the license
of WCF directly without accessing into the server (MyVigor) located on
http://myvigor.draytek.com. For using Web Content Filter Profile, please refer to later section
Web Content Filter Profile for detailed information.

Now, follow the steps listed below to activate WCF feature for your router.

Note: Such function is available only for Admin Mode.

1. Open Service Activation Wizard.

Dashboard
Quick Start Whzard

. Service Activation v_

WVII BIESS VWiZara
Online Status

2. The screen of Service Activation Wizard will be shown as follows. Choose the one you
need and click Next. In this case, we choose to activate free trail edition.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- Web Content Filter
Please choose the edition you need.

[ @ Free trial edition ]
) Formal edition with license key

Free trial edition: it offers a period of trial for you to get acquainted with WCF function.
Formal edition with license key: you can extend the license valid time manually.

Note: If you activate Formal edition with license key first, the free trial edition will
be invalid.
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3. Inthe following page, you can activate the Web content filter services at the same time
or individually. When you finish the selection, please click Next.

Service Activation Wizard

Select the service type that you want to activate

This product provides 30 days of free trial, please choose the item(s) you want to use.

WCF service:

O Web Content Filter (EPjM)
EFjM iz the web content filter based on service cperated in Germany. We recemmend enly users live in
Germany to try the BR{M WCF service. This is a free service without guarantee.

Activation Date :

& Web Content Filter (Commtouch) License

Agreement
Commtouch is the web content filker based on Commtouch operated in the worldwide, There is = 20-day
trial period. After trizal, you can purchase DrayTek's prepared Commtouch Globalview WCF package from
retailing outlets.
Activation Date :
' Web Content Filter (fragFINM) License Activation
Agreement Date :

[ [#]1 have read and accept the above Agreement. (Please check this box). ]

Mote: The activation date is brought out by the server automatically and cannot be changed.

Commtouch is the web content filter based on Commtouch operated in the
worldwide. There is a 30-day trial period. After trial, you can purchase DrayTek's
prepared Commtouch GlobalView WCF package from retailing outlets.

BPjM is WCF for German Speaking users. The fragfINN is whitelist for German
Speaking users. The BPjM is ideal for your family to provide more Internet security
for youngsters.

The fragFINN is designed for protecting kids from inadequate web sites. More info
is available at http://www.draytek.de/jugendschutz .

4.  Setting confirmation page will be displayed as follows, please click Next.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version
Sevice Activated : Web Content Filter { Commtouch )

Please click Back to re-select service type yvou to activate.

) (e )
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5. Wait for a moment till the following page appears.

Service Activation Wizard

Connection Succeeded!

Please check the following item(s) to enable services on your router.

Enable Web Content Filter

When such page appears, you can enable or disable these services for your necessity.
Then, click Finish.

Note: The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

6. Now, the web page will display the service that you have activated according to your
selection(s). The valid time for the free trial of these services is one month.

Service Activation Wizard

Server Enabled!

DrayTek Service Activation

Service Name Start Date Expire Date Status
Web Content filtar 2013-02-18 2013-03-21 Commtouch

Flease check if the license fits with the service provider of vour signature. To ensure
normal operation for your router, update your signature again is recommended

Copyright @ DrayTek Corp. 2l Rights Reasarvad

Later, if you need to extend the license valid time for the same service, you can also use the
Service Activation Wizard again to reach your goal by clicking the radio button of Formal
edition with license key and clicking Next.
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Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- Web Content Filter
Please choose the edition you need.

O Free trial edition
(@ Formal edition with license key

Service Activation Wizard

Select the service type that you want to activate

Please choose the item you want to use.

VUCF service:
@ Web Content Filter (Commtouch) License Agreement

Cemmitouch is the web contsnt filter based on Commtouch cperated in the worldride.

Enter your License key: | | ctivation Date : M
C Web Content Filter (fragFINM) License Agreement

Enter your License key: [ | Activation Date : select

1 have read and accept the above Agreement. (Please check this box).

MNote: The activation date is brought out by the server automatically and cannot be changed.

T-Home IPTV Wizard

T-Home IPTV Wizard Setup OK!
Router is restarting. Please wait for around 10 seconds.
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2.5 Wireless Wizard

The wireless wizard allows you to configure settings specified for a host AP (for home use or
internal use for a company) and specified for a guest AP (for any wireless clients accessing
into Internet).

Follow the steps listed below:
1. Open Wireless Wizard.

Dashboard
uuu:k Start Whzard

[P TR -y T
E.IFI Wik FELLIWEILIWE W W

. Wireless Wizard

T _ A
AN LG

2. The screen of wireless wizard will be shown as follows. This page will be used for internal
users in a company or your home.

Wireless Wizard

Host AP Configuration
Mame: |Dra'y'Tek |
Mode: | Mixed(11b+11g+11n) |
Channel: |Channel 6, 2437MHz |
pass“vord: |aakkkk****aaa |

Note:The host AP configured here will be used for home or internal company use.

Available settings are explained as follows:

Item Description

Name Type the SSID name of this router. The default name is
defined with DratTek.

Mode At present, the router can connect to 11n Only, 11g Only,
Mixed (11b+11g), Mixed (11a+11n), Mixed (11g+11n), and
Mixed (11b+11g+11n) stations simultaneously. Simply
choose Mix (11b+11g+11n) mode.
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Mixed{11b+11g+11n)
11g Only

11n Only (2.4 GHz}
Mixed{11b+11g)
Wixed{11g+11n) L
Mixed{11b+11g+11n) [

Channel Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Password The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
“0x321253abcde...”).

Next Click it to get into the next setting page.

Cancel Exit the wireless wizard without saving any changes.

3. After typing the required information, click Next. The settings in the page limit the
wireless station (guest) accessing into Internet but not being allowed to share the LAN
network and VPN connection.

Wireless Wizard

Guest AP Configuration

& Enable O Disable
Mame: DrayTek_Guest_carrie

Passwaord: REmREEERRRERR

Rate Control: nable Upload30000 kbps Download 20000 kbps

Note: The configured guest AP will not be able to access VPN connections or communicate
with wireless devices connecting to the router's other APs. The guest AP will be
configured to be not able to connect to LAN interfaces also. However if the VLAN
configurations were already made, then the guest AP will be able to connect to LAN ports
belonging in the same VLAN group. This AP interface is by default configured for Internet
access only.

[ =Back | [ MNest=
Available settings are explained as follows:
Item Description
Enable/Disable Click it to enable or disable settings in this page.
Name Type the SSID name of this router. (SSID2)
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Password

The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Rate Control

It controls the data transmission rate through wireless
connection.

Upload — Check Enable and type the transmitting rate for
data upload. Default value is 30,000 kbps.

Download — Type the transmitting rate for data download.
Default value is 30,000 kbps.

Next

Click it to get into the next setting page.

Cancel

Exit the wireless wizard without saving any changes.

4. After typing the required information, click Next.

5. The following page will display the configuration summary for wireless setting.

6. Click Finish to complete the wireless settings configuration.

DrayTek

Wireless Wizard

Configuration Summary

Basic Wireless Settings

Mode:Mixed(11b+11g+11n)
Channel:Channel 6, 2437MHz

Host AP Configurations

Name:DrayTek
Guest AP Configurations

Status:Enabled
Name:DrayTek_Guest_carrie

Rate Control:Enabled
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2.6 Introducing Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

Dashboard
LIUICK S1art wWizara
Service Activation Wizard

Wireless Wizard
Online Status

A web page with default selections will be displayed on the screen. Refer to the following
figure:

Dashboard

® O ® [ v T7z]- Vigor2860n
ACT WANZ QoS g ‘C,f' -L-C-L‘ VDSL2 Security Firewall

: , Y @ - ——_— e
Cii Emiee e
LS o B

; “WEAN Cos i vosuaosi s e e S

ADSL  WAMDGiga)  GigalAHe1

System Information
Model Mame Yigor2860n System Up Time | 67:2:38 System Status
Router Name Current Time 2013 Aug 19 Mon 2:26:2 Dynamic DNS
Firmware Yersion| 3.7.2_RCEb Build Date/Time  |Aug 9 20132 16:20:20 TR-069
DSL Wersion 05-04-08-00-00-06 LaN MaC address| 00-1D-A4-58-B7-50 User Management
IMP2P Block
IPv4 Internet Access Schedule
Line / Mode IP Address MAC Address Up Time SysLog / Mail Alert
WAN1 ADSL f PPPoOE Disconnected 00-10-44-58-B7-51 ao:oo:oo |_[mp—
WAN2 Ethernet f Static IP 172.16.3.130 00-10-524-58-B7-52 67:01:59 mS
WAN3 | USE [/ -—- Disconnecked 00-10-44-58-B7-53 00:00:00 | Firewall Object Setting |
Data Flow Monitor
IPv6 Internet Access
Mode Address Scope Up Time
[_LaN  [RaDVD fDHCPvE |FESO::21D:AAFFFESS:RFS0/64 | Link | |

DSl Connected : Down Stream @ OKbps / Up Stream : OKbps
WA Connected ; 1, CWANT  @WANS WA
7 LAM Connected : 0, LAM 1 LAMNZ2 ,L.QNS LAMNG JLANS LAMNG
1 WLAN | Connected : 0
Connected : 0, USBE 1
LS8 o USE 2
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2.6.1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds.

Dashboard

® © @ *_,/_H_J,_#;CK Vigor2860

ACT WAN2 QoS o D4 VDSL2 Security Firewall

@ © o 1 T j...

USB1 DSL WCF

®
A L |

Rewi  USB2 VPN DoS P el a—

Port Color Explanation
Displayed

Ethernet Port | Black It means such port is disconnected.

(WAN/LAN) Green It means such port is connected (with Giga transmission

rate) physically.

Orange It means such port is connected physically.

VDSL/ADSL | Black It means such port is disconnected.
Green It means such port is connected with VDSL.
Orange It means such port is connected with ADSL.

USB Black It means no USB device is connected.
Green It means a USB device is connected.

LED (left side) | Black It means the router or the function is not working.
Green It means the router or the function is working.

For detailed information about the LED display, refer to 1.2 LED Indicators and
Connectors.

2.6.2 Name with a Link

A name with a link (e.g., Router Name, Current Time, WAN1 and etc.) below means you can
click it to open the configuration page for modification.

System Information

Model Mame Vigor28s0 System Up Time
Router Name Wigor2860- Alpha Current Time
FITTware version beta_0414 Sha e aTsd
DSL Version 05-03-02-08-01-06

IPv4 Internet Access

Line [ Mode IP Address MAC Address
VWAN1 VDSL f Static IP 172.16.2.132 00-1D-A4-AF
WAN2 Ethernet / PPPoE 1.169.137.242 00-1D-AA- AL
WAN3 SB[/ --- Disconnected 00-10-A848- AF
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2.6.3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be

accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions

grouped under Quick Access.

System Status
Dynamic DNS
TR-0G9
User Management
IA/P2P Block
Schedule
SysLog / Mail Alert
LDAP

DIUS
Firewall Object Setting

Data Flow Monitor

The function links of System Status, Dynamic DDNS, TR-069, User Management, IM/P2P
Block, Schedule, Syslog/Mail Alert, LDAP, RADIUS, Firewall Object Setting and Data Flow
Monitor are displayed here. Move your mouse cursor on any one of the links and click on it.

The corresponding setting page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them if

required.
DsL Connected : Down Stream : 101060Kbps / Up Stream : 96772Kbps
AN Connected : 2, @WAN1 W ANZ WAND
1 0 Connected : 2, WLAN1 WLANZ WPLANG LANS LAMS LANG
Connected : 0, UsE 1
Use 0, USE 2

PN Connected =1 Remote Dial-in User /

LAN to LAN

User Mode is OFF now.

Note that there is a plus (2 ) icon located on the left side of VPN/LAN. Click it to review the

VPN connection(s) used presently.

Security
VPN Connected : 1 Remote Dial-in User / LAHN to LAN
Current Page: 1 page Ma.
Name [ User Type | Security Host IP Up Time
V2920 IPsec/3DES 172.16.2.145 0:0:20

User Mode is OFF now.
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2 LaM Connected © 3, (@LANL LAMNZ

LarM3 LarMt LAME LAaMNG
Host ID IP Address MAC
ALPHA-MB 10.28.60.13 1C-4B-Da-02-D7-0R
10.228.60.14 Q0-15-AF-09-FE-F A
10.22.00.11 Q0-50-FF-C9-76-45

Host connected physically to the router via LAN port(s) will be displayed with green circles in

the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC
address indicates that the traffic would be transmitted through LAN port(s) and then the WAN
port. The purpose is to perform the traffic monitor of the host(s).

2.6.4 GUI Map

All the functions the router supports are listed with table clearly in this page. Users can click
the function link to access into the setting page of the function for detailed configuration.
Click the icon on the top of the main screen to display all the functions.

GUI Map —

Dashhoard VPN and Remote

Wizard Access
Guick Start Wizard YEMN ClientWizard
Sendce Activation YEMN Senver Wizard
Wizard Eermote Access Contral
Wireless Wizard PPE General Setup

Online Status IPsec General Setup
Physical Connection IPsec Peer [dentity
Wirtual Witk DpenvPM General Setup

WAN Eemote Dial-in User
General Setup LAM to LAMN
Internet Access WEN TRLIMK
Multi-PYCs Management

LAN Connection Management

YLARN

Load-Balance/Route

User Management

DrayTek

General Setup
Static Route

Bind IP to MAC
LAM Port Mirror
Wieh Partal Setup

Policy

MAT
Port Redirection
DhZ Host
Cpen Ports
Port Trigoering

Firewall

General Setup

Filter Setup
CoS Defense
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Certificate Management
Local Certificate
Trusted CA Cetificate
Ceificate Backup

Central VPN

Management
General Setup
CPE Manadgement
YEM Management
Log & Alert

Wireless LAN
General Setup
Security

Access Control
WP

WhS

Advanced Setting
Wibdhd Confinuration
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2.6.5 Web Console

= N E &

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user

interface.

Click the Web Console icon on the top of the main screen to open the following screen.

p i 8080/ o sole_ him nterne ploze -d
2| 172162132 ]
Type ? for command help
> 2
% Valid commands are:
adsl bpa csm ddns dos exit
internet ip ip6 ipf log mngt
msubnet object port portmaptime prn gos
quit show srv switch sys testmail
upnp vigbrg vlan vpn wWan wol
user nand
>1

%8, @ s - ®R105% -
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2.6.6 Config Backup

= B B

There is one way to store current used settings quickly by clicking the Config Backup icon. It

allows you to backup current settings as a file. Such configuration file can be restored by using
System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen and a pop up dialog will appear.

BRTH X
EEEEERBTEEER?
C!:".I LHF: V3860 20120917 cf
i 48R Microsoft Office Outlook SETE4E » 5 21KE

fE: 172.16.2.132

EEETOIIEEEE

oy Bk BRI aE R TA S AR » BER EREE T
@ ﬁ“@fﬁ%’@ﬁﬂﬁﬂ% AT SIEARE - SF- TR
= sl ® - BitEaEkRE?

Click Save to store the setting.
2.6.7 Logout

MW E o

Logout

Click this icon to exit the web user interface.

2.7 Online Status

onnection
N

2.7.1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN
connection status, ADSL information, and so on.
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Physical Connection for IPv4 Protocol

Online Status

Physical Connection System Uptime: Oday 2:19:41
I1Pv4 IPvG
LAN Status Primary DNS: 2.2.2.2 Secondary DNS: 2.9.4.4
IP Address TX Packets R¥ Packets
192.168.1.1 1631811 1772190
VAN 1 Status == Dial PPPoE
Enable Line Hame Muode Up Time
Yes ADSL PPPao 00:00:00
IP GWIP TX Packets TX Rate(Bps) R¥ Packets R¥ Rate(Bps)

VAN 2 Status

Enable Line Hame Mode Up Time

Yes Ethernet Static IP 2:19:01

IP GWIP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
172.16.3.130 172.16.3.1 873633 7041 776470 619

VVAN 3 Status

Enable Line Hame Mode Up Time Signal
as USE --- 00:00:00 -
IP GWIP TX Packets TX Rate(Bps) R¥ Packets R¥ Rate(Bps)

ADSL Information { ADSL Firmware Version: 05-04-04-04-00-01)
ATR Statistics TH Cells R¥ Cells TX CRC errs R¥ CRC errs

ADSL Status  Mode State Up Speed Cowwn Speed SNR Margin Loop Att.

TRAINIMG 0 0 0 0

Physical Connection for IPv6 Protocol

Online Status
Physical Connection System Uptime: 0:1:18
| 2V § IPvi
LAN Status
IP Address

2001:4D00:FFO0:83E4: 21D AAFF:FEAG: 2568/64 (Global)
FEBO0: 21D:AAFF:FEAG: 2568/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

147 187 34205 19176
WAN2 IPvG Status

Enable Maidle Up Time

Yas AICCL 0:00:48

P Gateway IP

2001:4D00:FFO0:3E4::2/64 (Glabal) s
FESO::4CDO:FFO0: 3E4: 2/54 (Link)

TX Packets RX Packets TX Bytes RX Bytes
186 137 16438 33093

Detailed explanation (for IPv4) is shown below:

Item Description

LAN Status Primary DNS-Displays the primary DNS server address
for WAN interface.

Secondary DNS -Displays the secondary DNS server
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Item Description
address for WAN interface.
IP Address-Displays the IP address of the LAN interface.

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN

interface.
WANI1/WAN2/WAN3 Enable — Yes in red means such interface is available but
Status not enabled. Yes in green means such interface is enabled.

Line — Displays the physical connection (VDSL, ADSL,
Ethernet, or USB) of this interface.

Name — Display the name of the router.

Mode - Displays the type of WAN connection (e.g.,
PPPOE).

Up Time - Displays the total uptime of the interface.
IP - Displays the IP address of the WAN interface.
GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the
WAN interface.

Detailed explanation (for IPv6) is shown below:

Item Description
LAN Status IP Address- Displays the IPv6 address of the LAN
interface..

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the
LAN interface.

WAN IPv6 Status Enable — No in red means such interface is available but
not enabled. Yes in green means such interface is enabled.
No in red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.
Gateway IP - Displays the IP address of the default
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Item Description
gateway.

Note: The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface is not
ready for accessing Internet.

2.7.2 Virtual WAN

Such page displays the virtual WAN connection information.

Virtual WAN are used by TR-069 management, VVolP service and so on.

The field of Application will list the purpose of such WAN connection.

Online Status

Virtual WAHN System Uptime: 3:15:25

WAMN 5 Status
Enable Line Name Mode Up Time Application
Yes Ethernet --- 00:00:00 Management
IP GWIP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
--- --- o 0 o 0

VAN & Status
Enable Line Name Mode Up Time Application
Yes Ethernet --- 00:00:00 Management
1P GWIP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
--- --- 0 0 0 0

WAN 7 Status
Enable Line Name Mode Up Time Application
Yes Ethernet --- 00:00:00 Management
IP GWIP TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
--- --- 0 0 0 0

2.8 Saving Configuration

Each time you click OK on the web page for saving the configuration, you can find messages
showing the system interaction with you.

Ready indicates the system is ready for you to input settings.

Settings Saved means your settings are saved once you click Finish or OK button.
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2.9 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1  Please login the web configuration interface of Vigor router by typing “admin/admin”
as User Name / Password.

DrayTek

Vigdr2860 Series

Username |admin |
Password  |eesed| |
Login
Copyright & 2012 DrayTek Corp. All Rights Reservad

2 Click Support Area>>Production Registration from the home page.

Product Regist

3 A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

UserMarme |james_fae |

Passward |.....o.o |

Auth Code : t X X h (:| d

If vou cannot read the word, elide here

Forgotten password? | Login
Don't have a MyVigor Account 7 Create an account now

I you are hawving difficulty logging in, contact our customer sernvice.
Customer Senice : (38513 587 2727 or
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6

7

The following page will be displayed after you logging in MyVigor. From this page,
please click Add or Product Registration.

Dray ek (T

"
My Information

Welcome, james_fae

Product Last Login Time : 2011-03-16 01:45:03

My Information Last Login From : 172.16.2.180 )

VigorACS Si Current Login Time : 2011-03-16 18:20:31 Regist
'gor Current Login From : 172.16.3.148

VigorPro

Rowehio : Pagehlo : [ﬂ
IPruducl Registration I

Customer Survey

About Us

Your Device List

»
Serial Number/ Device Name
Host ID

When the following page appears, please type in Nickname (for the router) and choose
the right registration date from the popup calendar (it appears when you click on the box
of Registration Date). After adding the basic information for the router, please click
Submit.

About Us My Product Search for this site l:l
Product

My Information Registration Device

VigorACS SI

VigorPro Serial number : 2011031609200201

Product Registration Nickname : * |vig0r2850 |

Customer Survey Registration Date : * | |03-16-2011

Product Rating : { *four opinion so far)
No. of Employees : { In tatal within your company )

Supplier :

|(Where you bought it from )

Date of Purchase : | | mm-dd-yyyy )

Internet Connection : *

[ cable ADSL [ vosL [ Fiber

36 ] WiMAX [ LTE

When the following page appears, your router information has been added to the
database.

Your device has heen successfully added to the database.

Now, you have finished the product registration.
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8  After clicking OK, you will see the following page. Your router has been registered to
myvigor website successfully.

If you have not activated web content filter service by using Service Activation Wizard,
you can activate the service from this step. Please click the serial number link.

s Jo0)

My Information
FRBHEES Welcome, james_fae
Product Last Login Time : 2011-03-16 01:45:09
My Information Last Login From : 172.16.2.180

. Current Login Time : 2011-03-16 18:20:31
VigorACS S| Current Login From : 172.16.3.148

VigorPro Reowho : PageMo :

Customer Survey Your Device List

2011031603200201 vigar 2850 Yigor2gal - 4

9 From the Device’s Service section, click the Trial.

About Us ] i
Product Device Information

My Information Nickname : vigor2850

. Serial : 2011031609200201
VigorACS S| Model : Vigor2850 Series
VigorPro

[ Rename ” Transfer ” Back ]

Customer Survey

m Provider Action Status Expired Date
& weF Commioue o) - :

eriod, please purchase the official package from your local DrayTek dealer/distributor.

BPjM i= the web cortent fitter bazed on service operated in Germany. YWe recommend only users live in Germany to
try the BRM WICE service. This iz a free service without ouarantee.

10 In the following page, check the box of “I have read and accept the above Agreement”.

The system will find out the date for you to activate this version of service. Then, click
Next.

Confirm Message
About Us
Product

My Information User Name : james_fae
VigorACS SI Serial : 2011031609200201
VigorPro Model : Yigor2850

End User License Agreement 5]

PLEALSE READ THIZ SOFTWARE LICENSE AGREEMENT (?LICEN3E?)
CAREFULLY BEFORE DOWNLOADING OF OTHERWISE USING THE SOFTWARE.
BEY DOWNLOADING, INSTALLING OF USING THE JOFTWALRE, ¥OU ARE
AGREEING TO EE BOUND EY THE TERMZ OF THIZ LICEN3E. IF YOU DO
NOT AGEREE TO THE TEEMS OF THIS LICEN3E, YOU ARE NOT AUTHORIZED
TO DOWNLOAD OFR USE THIS SOFTWARE.

1. Scope. g ¥

I | hawe read and accept the abowe Agreement. (Pleaze ched this box).l
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11  When this page appears, click Register.

Apply For A License Number

About Us

oEall =1

Product
My Information Serice Mame:  WCF
VigorACS 5I STEP 2
A Activation Date (MM-DD-v¥Y), |03-18-2011 | [ Register |
Customer Survey
12 Wait for a moment until the following page appears.
DrayTek Service Activation
Service Mame Start Date Expire Date Status
web Content filter 2011-03-28 2011-04-27 Commtouch

Please check if the license fits with the service provider of your signature, To ensure
normal operation for your router, update your signature again is recommended.

13 Click Close.

Vigor2860 Series User’s Guide
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Advanced Configuration

This chapter will guide users to execute web configuration.

1. Open aweb browser on your PC and type http://192.168.1.1. The window will ask for
typing username and password.

2.  Please type “admin/admin” on Username/Password for administration operation.
Now, the Main Screen will appear. Note that different model will have different web pages.

DrayTek

A Dashboard 1

Vigor2860 Series E e

[ >

Dashboard i e ed I Vigor2860n
Quick Start Wizard @ 31. wgu czs b L Gui)(u VDSL2 Security Firewall
Service Activation Wizard o"’:‘ml'm: Q . o

; . ® . g —T—a .
X =l I TIT T 1
P L — | : :
) 3 i s +

actory
Reset WLAN VPN DoS

WAN E VOSLIADSL  WANR(Gigal  GipalAM® 1 i

LAN

h:i:d-ﬁulan:eﬂhule Palicy
Fra— Model Mame Vigor2sain Systermn Up Time | 66:57:38 System Status.

User Management Router Name Current Time 2013 Aug 19 Mon 2:21:1 Dynamic DNS

Objects Sefting Firmware Version | 3.7.3_RC8h Build Date/Time | Aug 9 2013 16:30:20 |TRO69 |
CSM DSL Version 05-04-08-00-00-06 LAN MAC Address| 00-1D-4A-58-B7-50 User Management
Bandwidth Management IM/P2P Block
Applications IPv4 Internet Access Schedule

VPN and Remote Access Line / Mode IP Address MAC Address Up Time SysLoq | Mail Alert
Certificate Management WAN1 | ~DSL/ PPPOE Disconnected 00- 1024 55B7 51 00:00:00 LDAP
5;:‘;:;:':_::’"’99'“9"‘ WAN2 |Ethernet/ StaticlP | 172.16.3.130 | 00-1D-AA58-B7 52 F6:56:50 RADIUS

SoEE WAN3 | USE / — Disconnected 00-1D-AA-58-B7-53 00:00:00 | Firewall Object Setting |
USRB Application Data Flow Monitor

System Maintenance IPVE Internet Access
Diagnostics Mode Address Scope Up Time
External Devices [ tan  [RaDWD /DHCPYA |FEED::2 10 AAFF:FESA:B750/64 [ Link |

DSL Connected : Down Stream : OKbps / Up Stream : Okbps

o D
Product ReqiST Sy WAN | Connected : 1, WANL _@WANZ __WAN3
_. 1A ~ [TDLAN  [connected:D, LAN1 _ LAMZ _ @LANZ  LAN4  LANS U LANG
Admin mode 3 1 WILAN | Connected : 0
Status: Ready e | Connected 0, GUSE 1
0, LuSE 2 v

3.1 WAN

Quick Start Wizard offers user an easy method to quick setup the connection mode for the
router. Moreover, if you want to adjust more settings for different WAN modes, please go to
WAN group.

3.1.1 Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANSs), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255
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What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with significant
ease of use. Meanwhile it provides access control, billing, and type of service according to
user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and
other related information will usually be assigned by your ISP.

Network Connection by 3G USB Modem

For 3G mobile communication through Access Point is popular more and more, Vigor2860
adds the function of 3G network connection for such purpose. By connecting 3G USB Modem
to the USB port of Vigor2860, it can support HSDPA/UMTS/EDGE/GPRS/GSM and the
future 3G standard (HSUPA, etc). Vigor2860n with 3G USB Modem allows you to receive 3G
signals at any place such as your car or certain location holding outdoor activity and share the
bandwidth for using by more people. Users can use four LAN ports on the router to access
Internet. Also, they can access Internet via 802.11n wireless function of Vigor2860n, and
enjoy the powerful firewall, bandwidth management, VPN features of Vigor2860n series.

/A\&A S

4% s

Modem

Internet

« VolP
< Web Surfing
< VPN

Router

After connecting into the router, 3G USB Modem will be regarded as the third WAN port.
However, the original WAN1 and WANZ2 still can be used and Load-Balance can be done in
the router. Besides, 3G USB Modem in WAN3 also can be used as backup device. Therefore,
when WAN1 and WANZ2 are not available, the router will use 3.5G for supporting
automatically. The supported 3G USB Modem will be listed on DrayTek web site. Please visit
www.draytek.com for more detailed information.

Below shows the menu items for WAN.
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3.1.2 General Setup

This section will introduce some general settings of Internet and explain the connection modes
for WAN1, WAN2 and WANS3 in details.

This router supports multiple-WAN function. It allows users to access Internet and combine
the bandwidth of the multiple WANS to speed up the transmission through the network. Each
WAN port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN1, WANZ2 and WAN3
settings.

This webpage allows you to set general setup for WAN1, WAN2 and WANS3 respectively. In
default, WAN?2 is disabled. If you want to enable it, simply click the WAN?2 link and select
Yes in the field of Enable.

WAN >> General Setup

Load Balance Mode: | Auto Weight A
Setup
Physical Line Speed{Kbps) .
Index Enable Mode/Type DownLink/UpLink Active Mode
WAN1 W &DSLS- o/fa Always On
WANZ v Ethernet/auto negotiation n/sao Always On
WAN3 9 LISE/- n/o Always On

Note : The line speed setting of \Wal interface is avaialbe only when According to Line Speed is
selected as the Load Balance Mode,

Available settings are explained as follows:

Item Description

Load Balance Mode This option is available for multiple-WAN for getting
enough bandwidth for each WAN port. If you know the
practical bandwidth for your WAN interface, please choose
the setting of According to Line Speed. Otherwise, please
choose Auto Weigh to let the router reach the best load
balance.

Load Balance Mode: | Auto Weight v

According to Line Speed

Index Click the WAN interface link under Index to access into the
WAN configuration page.

Enable V means such WAN interface is enabled and ready to be
used.
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Physical Mode / Type

Display the physical mode and physical type of such WAN
interface.

Line Speed Display the downstream and upstream rate of such WAN
interface.

Active Mode Display whether such WAN interface is Active device or
backup device.

Backup WAN Display the Backup WAN interface for such WAN when it

is disabled.

\ Note: In default, each WAN port is enabled.

After finished the above settings, click OK to save the settings.

WAN1 with ADSL/VDSL

Vigor router will detect the physical line is connected by ADSL or VDSL2 automatically.
Therefore, this page allows you to configure settings for ADSL and VDSL?2 at one time. That
is, it is not necessary for you to configure different profile settings for ADSL and VDSL?2

respectively.

VAN == General Setup

WAN 1
Enable:

Display Name:
Physical Mode:
D5SL Mode:

Physical Type:

DSL Modem Code:

Line Speed(Kbps):
DownLink
UpLink

WLAM Tag insertion (ADSL):
Tag value:
Priority:

WLAM Tag insertion (VDSL2):
Tag value:
Pricrity:

Active Mode:

Yes v

ADSL
Auto A4

Default v

Disable ¥ (for channel 1)
(0~4095)
(0~7)
Disable v
(0~4095)
(0~7)
Always On ¥ | | oad Balance:

Note : In DSL auto mode, the router will reboot automatically while switching between WVDSLZ and ADSL

lines.

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such interface.

Vigor2860 Series User's Guide
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Physical Mode Display the physical mode of such interface. If VDSL2 is
detected, this field will display “VDSL2”; if ADSL is
detected, it will display “ADSL”.

DSL Mode Specify the physical mode (VDSL or ADSL) for such
router manually.

Physical Type For such interface, no type can be selected.

DSL Modem Code Choose the correct DSL modem code for ensuring the
network connection.

Default w

annexA_5H31a16_ 533011
annexA_ 532816 _533b11
annexA_ 541316540411
annexA_ 542016 _533b11
annexA_H47916 544411
annexA H48006 544401

If you have no idea about the selection, simply choose
Default or contact the dealer for assistance.

Line Speed (Kpbs) If your choose According to Line Speed as the Load
Balance Mode in previous page, please type the line speed
for downloading and uploading for such WAN interface.
The unit is kbps.

VLAN Tag insertion The settings configured in this field are available for ADSL.
(ADSL) Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets
on the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form 0 to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

VLAN Tag insertion The settings configured in this field are available for
(VDSL2) VDSL2.

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets
on the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form 0 to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.
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Active Mode

Choose Always On to make the WAN1 connection being
activated always;

Always Cn »

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
connection status.

Backup Type

If you choose Backup as the Active Mode, Backup Type
will appear. Please specify which WAN will be the Backup
interface.

Active Mode: Backup hd

wal 1 Cwan 2 Clwan 3

Backup Type
{Only if acting as backup for
multiple wWamry:

When any of WAN disconnect — Such backup WAN will
be activated when any master WAN interface disconnects.
When all of selected WAN disconnect — Such backup
WAN will be activated only when all master WAN
interfaces disconnect.

@ when any of selected WaMN disconnect
Cwhen all of selected WaN disconnect

After finished the above settings, click OK to save the settings.

WAN2 with Ethernet
WANZ is fixed with physical mode of Ethernet.

VWAN >> General Setup

VAN 2

Enable:

Display Name:

Physical Mode:

Phyysical Type:

Ling Speed(kbpsl:
DownLink
UpLink

VLAN Tag insertion

Tag value:
Priority:

Active Mode:

o
W
£

Ethernet
Aute negotiation v

Dizable
(0~4095)
(0~7)

Alwayzs On % | |oad Balance:

Hote: 1.The line =peed =etting of WAN interface iz avaialbe only when According to Line Speed is zelected a=

the Load Balance Mode.

2.In DSL auto mode, the router will reboot autoematically while switching between WDSLZ and ADSL lines.
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Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Physical Type

You can change the physical type for WAN2 or choose
Auto negotiation for determined by the system.

Auto negotiation | ¥

Auto negotiation

100 half duplex
100 full duplex
1000 half duplex
1000 full duplex
10000 full duplex

Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.

VLAN Tag insertion

Enable — Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL.

Disable — Disable the function of VLAN with tag.

Tag value — Type the value as the VLAN ID number. The
range is form O to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

Active Mode

Choose Always On to make the WANZ2 connection being
activated always.

Always Cn »

I

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
connection status.

DrayTek
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Backup Type If you choose Backup as the Active Mode, Backup Type
will appear. Please specify which WAN will be treated as
the Backup WAN.

Ective Mode: Backup | %| Load Balance:
Owan 1 wanN 20 wAaN 3

Backup Type & when any of selected WAN disconnect

(Cnly if acting as backup for .

multiple WAaN): ) When all of selected WAN disconnect

When any of selected WAN disconnect — Such backup
WAN will be activated when any master WAN interface
disconnects.

When all of selected WAN disconnect — Such backup
WAN will be activated only when all master WAN
interfaces disconnect.

After finished the above settings, click OK to save the settings.

WAN3 with USB
To use 3G network connection through 3G USB Modem, please configure WANS3 interface.

WAN == General Setup

VAN 3
Enable: Yes ¥

Display Name:

Physical Mode: UsBe
Line Speed(Kbps):
DownlLink
UpLink
Active Mode: Always On % | Load Balance:

Note : 1.The line speed setting of WAN interface is avaialbe only when According to Line Speed is
selected as the Load Balance Mode.

2.In DSL auto mode, the router will reboot automatically while switching between VDSL2 and ADSL lines.

I oK ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode Display the physical mode of such WAN interface.

Line Speed If your choose According to Line Speed as the Load

Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.
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Active Mode Choose Always On to make the WAN3 connection being
activated always.

Always Cn »

I

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in connection
status.

Backup Type If you choose Backup as the Active Mode, Backup Type
will appear. Please specify which WAN will be treated as the
Backup WAN.

Active Mode: +| Load Ealance:
O wan 100 wan 2 T wan 3
Backup Type When any of selected WAN disconnect
(Only if acting as backup for O\ ’ b ' o
multiple WAN]: O when all of selected WAN disconnect

When any of selected WAN disconnect — Such backup
WAN will be activated when any master WAN interface
disconnects.

When all of selected WAN disconnect — Such backup WAN
will be activated only when all master WAN interfaces
disconnect.

After finished the above settings, click OK to save the settings.
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3.1.3 Internet Access

For the router supports multi-WAN function, the users can set different WAN settings (for
WAN1/WAN2/WANS3) for Internet Access. Due to different Physical Mode for WAN
interface, the Access Mode for these connections also varies. Refer to the following figures.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WAN1 ADSL / VDSL2 PFPoE / PPPoA hd Details Page PG
I -

WAN2 Ethernet PoE! PPPoA Details Page |PvE

WANZ USE [;"']E.?f" / Static or Dynamic IP § P

Neote : Only one WAMN can support IPvé.

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode
WAN1 ADSL / VDSL2 PPPoE / PPPoA v| [ Details Page | [IPus]
WANZ Ethernet Static or Dynamic IP hd ’ Details Page ] ’IF'\;B]
Maone
WAN3 USB PPPoE IPv6
Note : Cnly one WAN can support IPv6. Static or Dynamic IP
PPTR/L2TP

WAMN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WAN1 ADSL / VDSLZ  |PPPoE / PPPoA v| [ Details Page |[IPv6]

WANZ Ethernet Static or Dynamic [P b4 [ Details Page l [IF'\;EI]

WAN3 USB MNone hd |Pv6
None

. W V&,
Note : Only one WAN can support IPve 3G/4G USB Modem({PPP mode)

4G USB Madem(DHCP made)

Available settings are explained as follows:

Item Description
Index Display the WAN interface.
Display Name It shows the name of the WAN1/WAN2/WAN3 that

entered in general setup.

Physical Mode It shows the physical connection for
WAN1(ADSL/VDSL2) /IWAN2 (Ethernet) /WAN3 (3G
USB Modem) according to the real network connection.

Access Mode Use the drop down list to choose a proper access mode. The
details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the
settings.
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Details Page This button will open different web page (based on IPv4)
according to the access mode that you choose in WAN
interface.

Note that Details Page will be changed slightly based on
ADSL/VDSL2 physical mode specified on
WAN>>General Setup.

IPv6 This button will open different web page (based on Physical
Mode) to setup IPv6 Internet Access Mode for WAN
interface.

If IPv6 service is active on this WAN interface, the color of
“IPv6” will become green.

Details Page for PPPoE in WANL1 (Physical Mode: VDSL2)

To choose PPPOE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WANL1 page. The following web page will be shown.

WAN == Internet Access

WAN 1
PPPoE Static or Dynamic IP PPTPIL2TP IPv6
@ Enable O Disable PPP/MP Setup
PPP Authentication PAR or CHAP »
ISP Access Setup Idle Timeout second(s)
Usermame IP Address Assignment Method (IPCP)
Password WAM IP Alias
Index(1-15) in Schedule Setup: Fixed IP: O Yes & Mo (Dynamic IP)
== . . s Fixed IP Address
WAHN Connection Detection ® Default MAC Addrass
Mode ARP Detect 4§ ) Specify a MAC Address
Ping IP MAC Address:
TTL:
MTU 1442 (Max:1492)

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

ISP Access Setup Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username — Type in the username provided by ISP in this
field.

Password — Type in the password provided by ISP in this
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field.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU

It means Max Transmit Unit for packet. The default setting
is 1442.

PPP/MP Setup

PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment
Method (IPCP)

Usually ISP dynamically assigns IP address to you each
time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.

p’f WANIIF Alas - Windows Internet Explorer

2] hi /19216811 (&)
VWANT IP Alias { Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
i
2. 0000 O
3 O
4. O
5 O
8. O
7. O
8. O
[ 0K | [ ClearAl | [ Close |

Fixed IP — Click Yes to use this function and type in a
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fixed IP address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
router manually.

Details Page for Static or Dynamic IP in WAN1 (Physical Mode: VDSL2)

MPOA is a specification that enables ATM services to be integrated with existing LANS,
which use either Ethernet, token-ring or TCP/IP protocols. The goal of MPoA is to allow
different LANSs to send packets to each other via an ATM backbone.

To use Static or Dynamic IP as the accessing protocol of the Internet, select Static or
Dynamic IP from the WAN>>Internet Access >>WANL1 page. The following web page will
appear.

WARN == Internet Access

WAN 1

PPPoE

) Enable & Disable

Keep WAN Connection

[ Enable PING to keep alive

PING to the IP

PING Interval

WAN Connection Detection

Mode
Ping IP
TTL:

MTU

RIP Protocol
[ Enable RIP

minute(s)

Static or Dynamic IP PPTPFIL2TP IPv6

WAHN IP Network Settings | VWAN IP Alias

(O Obtain an IP address automatically

Router Name Vigar *
Domain Mame *
* 1 Required for some ISPs

® Specify an IP address
IP Address

ARP Detect Subnet Mask

Gateway IP Address

(® Default MAC Address

{Max:1500) O Specify a MAC Address

MAC Address:

DNS Server IP Address
Primary IP Address 58488

Secondary IP Address 5844

I QK ] [ Cancel

Available settings are explained as follows:

ltem

Description

Enable/Disable

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
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to execute for WAN detection.
Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

RIP Protocol Routing Information Protocol is abbreviated as RIP
(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this

function.

Bridge Mode If you choose Bridged IP as the protocol, you can check
this box to invoke the function. The router will work as a
bridge modem.

WAN IP Network This group allows you to obtain an IP address automatically
Settings and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using. Notice that this
setting is available for WANL1 only. Type the additional
WAN IP address and check the Enable box. Then click OK
to exit the dialog.

p’f WANIIF Alas - Windows Internet Explorer g|§|
)

e 102.168.1.1
WANT IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join HAT IP Fool
L
2. @ 0000 O
3 O
4. O
= O
5 O
7 O
8. O
[ oK | [ClearAl | [ Close |

Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

® Router Name — Type in the router name
provided by ISP.

® Domain Name — Type in the domain name that
you have assigned.

Specify an IP address — Click this radio button to specify
some data.

® |P Address — Type in the private IP address.
® Subnet Mask — Type in the subnet mask.
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® Gateway IP Address — Type in gateway IP
address.

Default MAC Address — Type in MAC address for the
router. You can use Default MAC Address or specify
another MAC address for your necessity.

Specify a MAC Address — Type in the MAC address for
the router manually.

DNS Server IP Address Type in the primary IP address for the router. If necessary,
type in secondary IP address for necessity in the future.

After finishing all the settings here, please click OK to activate them.

Details Page for PPTP/L2TP in WAN1 (Physical Mode: VDSL?2)

To use PPTP/L2TP as the accessing protocol of the internet, please click the PPTP/L2TP tab.
The following web page will be shown.

WAN ==> Internet Access

WAN 1

PFPoE Static or Dynamic IP PPTPIL2TP IPvE

CEnable PPTP O Enable L2TP @ Disable PPP Setup
Server Address PPP Authentication PAP or CHAP v
Specify Gateway IP Address Idle Timeout second(s)

IP Address Assignment Method (IPCP)
WAN IP Alias

ISP Access Setup Fixed IP: O yes @& No (Dynamic IP)
Username Fixed IP Address
Password WAN IP Network Settings
Index(1-15) in Schedule Setup: O oObtain an IP address automatically

— (® Specify an IP address

IP Address
MTU 1442 (Max: 14607 Subnet Mask
[ Ok ] [ Cancel
Available settings are explained as follows:
Item Description
PPTP/L2TP Enable PPTP- Click this radio button to enable a PPTP
client to establish a tunnel to a DSL modem on the WAN
interface.

Enable L2TP - Click this radio button to enable a L2TP
client to establish a tunnel to a DSL modem on the WAN
interface.

Disable — Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address — Specify the gateway IP
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address for DHCP server.

ISP Access Setup Username -Type in the username provided by ISP in this
field.

Password -Type in the password provided by ISP in this
field.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

MTU It means Max Transmit Unit for packet. The default setting
is 1442.

PPP Setup PPP Authentication - Select PAP only or PAP or CHAP
for PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment WAN IP Alias - If you have multiple public IP addresses
Method(IPCP) and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.

f:' WANIIF Alias - Windows Internet Explorer @|§|
&) bt 15216811 =
WANT IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

1.

2. M 0.0.0.0 O

g O

4. O

5. O

6 O

7 O

8. O

[ 0K | [ ClearAl | [ Close |

Fixed IP - Usually ISP dynamically assigns IP address to
you each time you connect to it and request. In some case,
your ISP provides service to always assign you the same IP
address whenever you request. In this case, you can fill in
this IP address in the Fixed IP field. Please contact your ISP
before you want to use this function. Click Yes to use this
function and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Obtain an IP address automatically — Click this button to
Settings obtain the IP address automatically.
Specify an IP address — Click this radio button to specify
some data.
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® |P Address — Type the IP address.
®  Subnet Mask — Type the subnet mask.

After finishing all the settings here, please click OK to activate them.

Details Page for PPPoE/PPPoA in WAN1 (Physical Mode: ADSL)

VWAN => Internet Access

WAN 1
PPPoE [ PPPoA INPoA [ Static or Dynamic IP IPvG
® Enable O Disable ISP Access Setup
Username
lModem Settings (for ADSL only) Password

Multi-PVC channel Channel 1 hd
[lseparate Account for ADSL
WPI 0
PPP Authentication PAP or CHAP |«
WICI 33
) . Idle Timeout second(s)
Encapsulating Type LLC/SHNAP :
VAN IP Alias
Protocol PPPOE v IP Address From ISP _
Fixed IP A Mo (D ic IP)
Modulation Multimode v re © Yes © Mo \Jynamic 7

Fixed IP Address
PPPoE Pass-through
[ For wired LaM & Default MAC Address

[ For wireless LAN O Specify a MAC Address

MAC Address:
WAN Connection Detection

Made ARP Detect Index{1-15) in Schedule Setup:
Ping IP ==
TTL:
MTU 1442 (Max:1482)
[ oK ] [ Cancel

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Modem Settings Set up the DSL parameters required by your ISP. These
(for ADSL only) settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >> Multi

PVCs. Select M-PVCs Channel means no selection will be
chosen.

VPI - Type in the value provided by ISP.

VCI - Type in the value provided by ISP.

Encapsulating Type - Drop down the list to choose the
type provided by ISP.
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Protocol - Drop down the list to choose the one (PPPoE or
PPPoA) provided by ISP.

If you have already used Quick Start Wizard to set the
protocol, then it is not necessary for you to change any
settings in this group.

Modulation —Default setting is Multimode. Choose the one
that fits the requirement of your router.

Modulation Multirmode w

T1.413

. Lite

. OMT
ADSLYG.992.3)
ADSL2 annex M
ADSL24H5.992.5)
ADSLE2+ annex M
MAultirode

PPPoE Pass-through The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoA
protocol is selected, the PPPoE package transmitted by PC
will be transformed into PPPoA package and sent to WAN
server. Thus, the PC can access Internet through such
direction.

For Wired LAN — If you check this box, PCs on the same
network can use another set of PPPoE session (different
with the Host PC) to access into Internet.

For Wireless LAN - It is available for n model. If you
check this box, PCs on the same wireless network can use
another set of PPPoE session (different with the Host PC) to
access into Internet.

Note: To have PPPoA Pass-through, please choose PPPoA
protocol and check the box(es) here. The router will behave
like a modem which only serves the PPPOE client on the
LAN. That’s, the router will offer PPPoA dial-up

connection.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet. The default setting
is 1442.

ISP Access Setup Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username — Type in the username provided by ISP in this
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field.

Password — Type in the password provided by ISP in this
field.

Separate Account for ADSL - In default, WAN1 supports
VDSL2/ADSL and uses the same PPPoE account and
password for connection. If required, you can configure
another account and password for ADSL connection by
checking this box. If it is checked, the system will ask you
to type another group of account and password additionally.
PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address From ISP Usually ISP dynamically assigns IP address to you each
time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.

f:' WANIIF Alias - Windows Intermet Explorex |§|
] hip:4192 1681 1 =
WANT IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join HAT IP Pool

L

2. 0.0.0.0 O

3. O

4. O

5 O

5. O

7. O

8. O

[ oK | [ClearAl | [ Close |

Fixed IP — Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
router manually.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Applications >> Schedule web page and
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you can use the number that you have set in that web page.

After finishing all the settings here, please click OK to activate them.

Details Page for MPoA/Static or Dynamic IP in WAN1 (Physical Mode:
ADSL)

MPOA is a specification that enables ATM services to be integrated with existing LANS,
which use either Ethernet, token-ring or TCP/IP protocols. The goal of MPoA is to allow
different LANSs to send packets to each other via an ATM backbone.

To use MPoA/Static or Dynamic IP as the accessing protocol of the Internet, select MPoA
[/Static or Dynamic IP from the WAN>>Internet Access >>WANL1 page. The following web
page will appear.

WARN == Internet Access

WAN 1
PPPoE / PPPoA MMPoA / Static or Dynamic IP IPv6
(O Enable ® Disable WARN IP Network Settings VWA 1P Alias

O Obtain an IP address automatically
Modem Settings (for ADSL only)

Router Name Wigor *
Multi-PVC channel Channel 2 v 9
Encapsulation Domain Name *
1483 Bridged IP LLC w * : Required for some ISPs
VPI 0 & Specify an IP address
IP Address
VI a8
. - Subnet Mask
Modulation Multimode v

Gateway IP Address
WAN Connection Detection

Mode ARP Detect v @ Default MAC Address
Ping IP (0 Specify a MAC Address
TTL: MAC Address:
MTU 1442 (Max: 1500) DNS Server IP Address
i Primary IP Address 5.6.68
RIP Protocol

Secondary IP Address 5844
[J Enable RIP

Bridge Mode
[0 Enable Bridge Mode

[ OK ] [ Cancel

Available settings are explained as follows:

Item Description

Enable/Disable Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Modem Settings (for Set up the DSL parameters required by your ISP. These
ADSL only) settings configured here are specified for ADSL only.

Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >>Multi PVCs.
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Select M-PVCs Channel means no selection will be
chosen.

Encapsulating - Drop down the list to choose the type
provided by ISP.

VPI - Type in the value provided by ISP.

VCI - Type in the value provided by ISP.

Modulation —Default setting is Multimode. Choose the one
that fits the requirement of your router.

rModulation hultimode w

T1.413

. Lite

. OMT
ADSLYG.992.3)
ADSL2 annex M
ADSL24H15.992.5)
ADSLE2+ annex M

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet. The default setting
is 1492.
RIP Protocol Routing Information Protocol is abbreviated as RIP

(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this
function.

Bridge Mode If you choose Bridged IP as the protocol, you can check
this box to invoke the function. The router will work as a
bridge modem.

WAN IP Network This group allows you to obtain an IP address automatically
Settings and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using. Notice that this
setting is available for WANL1 only. Type the additional
WAN IP address and check the Enable box. Then click OK
to exit the dialog.
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f:' WANIIF Alias - Windows Internet Explorer | '
&) bt 15216811 =
WANT IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

1.

2. M 0.0.0.0 O

g O

4. O

5. O

6 O

7 O

8. O

[ 0K | [ ClearAl | [ Close |

Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

® Router Name — Type in the router name
provided by ISP.

® Domain Name — Type in the domain name that
you have assigned.
Specify an IP address — Click this radio button to specify
some data.
® IP Address — Type in the private IP address.
®  Subnet Mask — Type in the subnet mask.
® Gateway IP Address — Type in gateway IP
address.

Default MAC Address — Type in MAC address for the
router. You can use Default MAC Address or specify
another MAC address for your necessity.

Specify a MAC Address — Type in the MAC address for
the router manually.

DNS Server IP Address Type in the primary IP address for the router. If necessary,
type in secondary IP address for necessity in the future.

After finishing all the settings here, please click OK to activate them.
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Details Page for PPPoE in WAN2

To choose PPPOE as the accessing protocol of the Internet, please select PPPoE from the
WAN3>>Internet Access >>WANZ2 page. The following web page will be shown.

WAN == Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTP/L2TP IPv6
) Enable @ Disable PPP/MP Setup

ISP Access Setup

Username

Password

Index{1-15) in Schedule Setup:

==

WAN Connection Detection

PPP Authentication PAR or CHAP +

Idle Timeout
IP Address Assignment Method (IPCP)
WAN IP Alias

Fixed IP: O Yes & No (Dynamic IP)

second(s)

Fixed IP Address

® Default MAC Address

Mode ARP Detect ¥ O Specify a MAC Address
Ping IP MAC Address:
TTL:

MTU 1442 (Max:1492)

[ oK ] [ Cancel

Available settings are explained as follows:

ltem

Description

Enable/Disable

Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username — Type in the username provided by ISP in this
field.

The maximum length of the user name you can set is 63
characters.

Password — Type in the password provided by ISP in this
field.

The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
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to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet. The default setting
is 1492.

PPP/MP Setup PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment Usually ISP dynamically assigns IP address to you each
Method (IPCP) time you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using. Type the
additional WAN IP address and check the Enable box. Then
click OK to exit the dialog.

p’f WANIIF Alas - Windows Internet Explorer g|§|
2] hin/192.168.1.1 =
WANT IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join HAT IP Pool

L.

2. 0000 O

g8 O

4. O

5 O

6. O

7 O

8. O

[ 0K | [ ClearAl | [ Close |

Fixed IP — Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

Default MAC Address — You can use Default MAC
Address or specify another MAC address by typing on the
boxes of MAC Address for the router.

Specify a MAC Address — Type the MAC address for the
router manually.

After finishing all the settings here, please click OK to activate them.
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Details Page for Static or Dynamic IP in WAN2

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address
to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please click the Static
or Dynamic IP tab. The following web page will be shown.

WAN == Internet Access

VWAN 2
PPPoE Static or Dynamic IP PPTPIL2TP IPvG
@ Enable O Disable VAN IP Network Settings VWAM IP Alias

' Obtain an IP address automatically
Keep WAN Connection

) Router Name *
[ Enable PING to keep alive

PING to the IP Domain Mame *

* 1 Required for some ISPs

PING Interval 0 minute(s) DHCP Client Identifier for some ISP
WAN Connection Detection [ Enable

Maode ARP Detect » Username

Ping 1P Password

TTL: & Specify an IP address

IP Address 172.16.3.130

MTU 1442 | (Max:1500) Subnet Mask 255 255 0.0
RIP Protocol Gateway IP Address 172.16.1.1
O Enable RIP

® Default MAC Address
O Specify a MAC Address

MAC Address:

DMS Server IP Address
Primary IP Address 168.95.11

Secondary IP Address 5.8.44

[ OK ] [ Cancel

Available settings are explained as follows:

Item Description

Enable / Disable Click Enable for activating this function. If you click
Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

Keep WAN Connection Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
Enable PING to keep alive box to activate this function.

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping
alive.
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PING Interval - Enter the interval for the system to
execute the PING operation.

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

MTU It means Max Transmit Unit for packet. The default setting
is 1492.
RIP Protocol Routing Information Protocol is abbreviated as RIP

(RFC1058) specifying how routers exchange routing
tables information. Click Enable RIP for activating this

function.
WAN IP Network This group allows you to obtain an IP address automatically
Settings and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses
and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.

p’f WANIIF Alas - Windows Internet Explorer |E|
2] hin/192.168.1.1 =
WANT IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join HAT IP Pool

L.

2. 0000 O

g8 O

4. O

5 O

6. O

7 O

8. O

[ 0K | [ ClearAl | [ Close |

Obtain an IP address automatically — Click this button to
obtain the IP address automatically if you want to use
Dynamic IP mode.

® Router Name: Type in the router name provided
by ISP.

® Domain Name: Type in the domain name that
you have assigned.

DHCP Client Identifier for some ISP
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® Enable: Check the box to specify username and
password as the DHCP client identifier for some
ISP.

® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum
length of the password you can set is 62
characters.

Specify an IP address — Click this radio button to specify
some data if you want to use Static IP mode.

® IP Address: Type the IP address.
®  Subnet Mask: Type the subnet mask.

® Gateway IP Address: Type the gateway IP
address.

Default MAC Address: Click this radio button to use
default MAC address for the router.

Specify a MAC Address: Some Cable service providers
specify a specific MAC address for access authentication.
In such cases you need to click the Specify a MAC
Address and enter the MAC address in the MAC Address
field.

DNS Server IP Address Type in the primary IP address for the router if you want to
use Static IP mode. If necessary, type in secondary IP
address for necessity in the future.

After finishing all the settings here, please click OK to activate them.

Details Page for PPTP/L2TP in WAN2

To use PPTP/L2TP as the accessing protocol of the internet, please click the PPTP/L2TP tab.
The following web page will be shown.

WAMN == Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTP/L2TP IPv6
(O Enable PPTP (D Enable L2TP & Disable PPP Setup

Server Address PPP Authentication PAP or CHAP

Specify Gateway IP Address Idle Timeout second(s)
IP Address Assignment Method (IPCP)

WARN IP Alias

ISP Access Setup Fixed IP: O Yes & No (Dynamic IP)
Username Fixed IP Address
Password VAN IP Network Settings
Index(1-15) in Schedule Setup: O oObtain an IP address automatically
== ) ) A @ specify an IP address
IP Address
MTU 1442 (Max:1460) Subnet Mask
Ok ] [ Cancel
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Available settings are explained as follows:

Item Description

PPTP/L2TP Enable PPTP- Click this radio button to enable a PPTP
client to establish a tunnel to a DSL modem on the WAN
interface.

Enable L2TP - Click this radio button to enable a L2TP
client to establish a tunnel to a DSL modem on the WAN
interface.

Disable — Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address — Specify the gateway IP
address for DHCP server.

ISP Access Setup Username -Type in the username provided by ISP in this
field. The maximum length of the user name you can set is
63 characters.

Password -Type in the password provided by ISP in this
field. The maximum length of the password you can set is
62 characters.

Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

MTU It means Max Transmit Unit for packet. The default setting
is 1492.

PPP Setup PPP Authentication - Select PAP only or PAP or CHAP
for PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment WAN IP Alias - If you have multiple public IP addresses
Method(IPCP) and would like to utilize them on the WAN interface, please
use WAN IP Alias. You can set up to 8 public IP addresses
other than the current one you are using.
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f:' WANIIF Alaz - Windows Internet Explorer

&) bt 15216811 =

WANT IP Alias ( Multi-NAT )

Index Enable Aux. WAN IP Join NAT IP Pool
1.
2. M 0.0.0.0 O
g O
4. O
5. O
6 O
7 O
8. O

[ 0K | [ ClearAl | [ Close |

Fixed IP - Usually ISP dynamically assigns IP address to
you each time you connect to it and request. In some case,
your ISP provides service to always assign you the same IP
address whenever you request. In this case, you can fill in
this IP address in the Fixed IP field. Please contact your ISP
before you want to use this function. Click Yes to use this
function and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Obtain an IP address automatically — Click this button to
Settings obtain the IP address automatically.
Specify an IP address — Click this radio button to specify
some data.

® |P Address — Type the IP address.
®  Subnet Mask — Type the subnet mask.

After finishing all the settings here, please click OK to activate them.
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Details Page for 3G/4G USB Modem (PPP mode) in WAN3

To use 3G/4G USB Modem (PPP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (PPP mode) for
WANS. The following web page will be shown.

WAHN == Internet Access

VAN 3
3GMG USB Modem({PPP mode)
SIM PIN code

Modem Initial String

APMN Name
Modem Initial String2

Modem Dial String

PPP Username
PPP Password
PPP Authentication

Index(1-15) in Schedule Setup:

=>

VWAN Connection Detection
Maode
Ping IP
TTL:

i

(O Enable @ Disable

(Default: ATRFEOVIX1&D28&C150=0)

(Default: ATDT*99=, COMA:ATDT=777, TD-
SCOMA:ATDT*98%1=)

(Optional)

(Optional)

[

oK ] [ Cancel l [ Default

Available settings are explained as follows:

Item Description

3G /4G USB Modem (PPP | Click Enable for activating this function. If you click

mode) Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

SIM PIN code Type PIN code of the SIM card that will be used to access

Internet.

The maximum length of the PIN code you can set is 15
characters.

Modem Initial String

Such value is used to initialize USB modem. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 47
characters.

APN Name

APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 43
characters.
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Modem Initial String2 The initial string 1 is shared with APN.

In some cases, user may need another initial AT command
to restrict 3G band or do any special settings.

The maximum length of the string you can set is 47

characters.

Modem Dial String Such value is used to dial through USB mode. Please use
the default value. If you have any question, please contact
to your ISP.

The maximum length of the string you can set is 31
characters.

PPP Username Type the PPP username (optional). The maximum length of
the name you can set is 63 characters.

PPP Password Type the PPP password (optional). The maximum length of
the password you can set is 62 characters.

PPP Authentication Select PAP only or PAP or CHAP for PPP.

Index (1-15) in Schedule You can type in four sets of time schedule for your request.
Setup All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

After finishing all the settings here, please click OK to activate them.
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Details Page for 4G USB Modem (DHCP mode) in WAN3

To use 4G USB Modem (DHCP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 4G USB Modem (DHCP mode) for
WANS. The following web page will be shown.

WAHN == Internet Access [.
WAN 3 | Modem Support List |
4G USB Modem(DHCP

mode) @Enable ) Disable

SIM PIN code

Network Mode 4G/AGIEG ¥ | (Default:4G/3G/2G)
APN Hame
MTU 1380 (Default:1380)

LTE software version ---
LTE hardware version ---

[ oK ] [ Cancel

Available settings are explained as follows:

Item Description

4G USB Modem (DHCP Click Enable for activating this function. If you click

mode) Disable, this function will be closed and all the settings that
you adjusted in this page will be invalid.

SIM PIN code Type PIN code of the SIM card that will be used to access
Internet.
The maximum length of the PIN code you can set is 19
characters.

Network Mode Force Vigor router to connect Internet with the mode

specified here. If you choose 4G/3G/2G as network mode,
the router will choose a suitable one according to the actual
wireless signal automatically.

APN Name APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 47

characters.
MTU It means Max Transmit Unit for packet. The default setting is
1380.

Modem Support List It lists all of the modems supported by such router.

o AT 08T T e el A G I - W v Lmbinn! Bxphoce

] (LA ARE

4G Modem Support List

Last updated on 2013-05-13

Standard Brand HModule Status
LTE ZTE ZTE MFB21D ¥

After finishing all the settings here, please click OK to activate them.
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Details Page for IPv6 — Offline in WAN1/WAN2/WAN3
When Offline is selected, the IPv6 connection will be disabled.

WAHN == Internet Access

VAN 1
PPPoE Static or Dynamic IP PPTP IPv6
Internet Access Mode
Connection Type Offline v
[ oK ] [ Cancel ]

Details Page for IPv6 — PPP in WAN1/WAN2

During the procedure of IPv4 PPPOE connection, we can get the IPv6 Link Local Address
between the gateway and Vigor router through IPv6CP. Later, use DHCPv6 or Accept RA to
acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In

addition, PCs under LAN also can have the public IPv6 address for Internet access by means
of the generated prefix.

No need to type any other information for PPP mode.
WAN == Internet Access
WAN 1
PPPoE Static or Dynamic IP PPTP IPv6

Internet Access Mode

Connection Type FPF hd

Note : IPv4 WAN setting should be PPPoE client.

[ oK ] [ Cancel ]

Below shows an example for successful IPv6 connection based on PPP mode.
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Online Status

Physical Connection System Uptime: 0:2:32
1Pvd PG

LAN Status
IP Address

2001:B010:7300:201:2 100 ALFFFEAG: 2568/64 (Glabal)
FEBO:: 210 A5FF:FEAG 2568/54 (Link)

TX Packets RX Packets TX Bytes RX Bytes
7 4 690 328
WAN2 IPvG Status = Drop PPP
Enable Mode Up Time
Yas PPP 0:02:08
P Gateway IP

2001:B010:7300:201: 210 AAFF FEAG: 25647128 (Global) FEBO0::90:1400:242:4D52
FESO:: 1D AAFF:FEAG: 2564/128 (Link)

DNS IP

Z001:B0O00: 1681
2001:B0O00:168::2

TX Packets RX Packets TX Bytes RX Bytes
7 Q S 1126

Note: At present, the IPv6 prefix can be acquired via the PPPoE mode connection which
is available for the areas such as Taiwan (hinet), the Netherlands, Australia and UK.

Details Page for IPv6 — TSPC in WAN1/WAN2/WAN3

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPv6
network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6 prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to IPv6 the Internet.

WAN == Internet Access

WWAN 1
PPPoE Static or Dynamic IP PPTP IPvB

Internet Access Mode

Connection Type TSPC v

T5SPC Configuration

Username
Passwaord
Confirm Password

Tunnel Broker

[ oK ] [ Cancel

Available settings are explained as follows:
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ltem

Description

Username

Type the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

The maximum length of the name you can set is 63
characters.

Password

Type the password assigned with the user name.

The maximum length of the name you can set is 19
characters.

Confirm Password

Type the password again to make the confirmation.

Tunnel Broker

Type the address for the tunnel broker IP, FQDN or an
optional port number.

After finished the above settings, click OK to save the settings.

Details Page for IPv6 — AICCU in WAN1/WAN2/WAN3

WAN == Internet Access

VAN 1

PPPoE

Internet Access Mode

Connection Type AlCCU v

AICCU Cenfiguration

Static or Dynamic IP PPTP IPvG

[ always on
Username

Password

Confirm Password

Tunnel Broker

Subnet Prefix

tic_sixxs net

Note : If "Always On" is not enabled, AICCU connection would only retry three times.

[ oK ] [ Cancel

Available settings are explained as follows:

Item Description

Always On Check this box to keep the network connection always.

Username Type the name obtained from the broker. Please apply new
account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.
The maximum length of the name you can set is 19
characters.

Password Type the password assigned with the user name.

The maximum length of the password you can set is 19
characters.
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Confirm Password Type the password again to make the confirmation.

Tunnel Broker Type the address for the tunnel broker IP, FQDN or an
optional port number.

Subnet Prefix Type the subnet prefix address getting from service
provider.

The maximum length of the prefix you can set is 128
characters.

After finished the above settings, click OK to save the settings.

Details Page for IPv6 — DHCPv6 Client in WAN1/WAN2
DHCPv6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

WAHN == Internet Access

WAN 1

PPPoE Static or Dynamic IP EEE IPvB
Internet Access Mode

Connection Type DHCPwE Client »

DHCPv6 Client Configuration
Identity Association ® Prefix Delegation © MNon-temporary Address
IAID (Identity Association ID) |4230640032

[ 0K ] [ Cancel

Available settings are explained as follows:

Item Description

Identify Association Choose Prefix Delegation or Non-temporary Address as
the identify association.

IAID Type a number as IAID.

After finished the above settings, click OK to save the settings.
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Details Page for IPv6 — Static IPv6 in WAN1/WAN2
This type allows you to setup static IPv6 address for WAN interface.

VAN == Internet Access

WARN 1
PPPoE Static or Dynamic IP PPTP IPv6

Internet Access Mode

Connection Type Static IPv6 v

Static IPv6 Address configuration
IPvH Address / Prefix Length
Add

Current IPv6 Address Table

Index IPvé Rddress/Prefix Length Bcope

Static IPve Gateway configuration
IPv6 Gateway Address

[ oK l [ Cancel

Available settings are explained as follows:

Item Description
Static IPv6 Address IPv6 Address — Type the IPv6 Static IP Address.
configuration Prefix Length — Type the fixed value for prefix length.

Add - Click it to add a new entry.
Delete — Click it to remove an existed entry.

Current IPv6 Address Display current interface IPv6 address.

Table

Static IPv6 Gateway IPv6 Gateway Address - Type your IPv6 gateway address
Configuration here.

After finished the above settings, click OK to save the settings.
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Details Page for IPv6 — 6in4 Static Tunnel in WAN1/WAN2
This type allows you to setup 6in4 Static Tunnel for WAN interface.
Such mode allows the router to access IPv6 network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather
than any cast endpoint. The mode has more reliability.

WAHN == Internet Access ﬂ

WWAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPv6

Internet Access Mode
Connection Type Gind Static Tunnel ¥

6ind Static Tunnel
Remote Endpoint IPv4 Address

6in4 IPv& Address /|64 (default:64)
LAN Routed Prefix /|64 (default:64)
Tunnel TTL 255 (default:255)

0K ] [ Cancel

Available settings are explained as follows:

Item Description

Remote Endpoint IPv4 Type the static IPv4 address for the remote server.
Address

6in4 IPv6 Address Type the static IPv6 address for IPv4 tunnel with the value

for prefix length.

LAN Routed Prefix Type the static IPv6 address for LAN routing with the value
for prefix length.

Tunnel TTL Type the number for the data lifetime in tunnel.

After finished the above settings, click OK to save the settings.
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Below shows an example for successful IPv6 connection based on 6in4 Static Tunnel mode.

Online Status

Physical Connection
IPvd

System Uptime: Oday 0:4:16

LAN Status
IP Address

2001:4DD0:FF00:83E4:21D:AAFF:FE83:11B4/64 (Global)
FEB0::21D:AAFF:FE83:11B4/64 (Link)

FES80::C0A8:651D/128 (Link)
TX Packets RX Packets
3 26

TX Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPvé Status

Enable Mode Up Time

Yes 6ind Static Tunnel  0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) =

TX Bytes RX Bytes
211 2302

Details Page for IPv6 — 6rd in WAN1/WAN2
This type allows you to setup 6rd for WAN interface.

WAN 1

PPPoE Static or Dynamic IP PPTP/L2TP IPv6

Internet Access Mode

Connection Type

6rd Settings
6rd Mode

Static 6rd Settings
IPv4 Border Relay:

IPv4 Mask Length:
6rd Prefix:
6rd Prefix Length:

érd [~]

@ Auto 6rd @ Static 6rd

192.168.101.111
0

2001:E41::

32

[ OK ] [ Cancel

Available settings are explained as follows:

ltem

Description

6rd Mode

Auto 6rd — Retrieve 6rd prefix automatically from 6rd
service provider. The IPv4 WAN must be set as "DHCP".

Static 6rd - Set 6rd options manually.

IPv4 Border Relay

Type the IPv4 addresses of the 6rd Border Relay for a given
6rd domain.

IPv4 Mask Length

Type a number of high-order bits that are identical across
all CE IPv4 addresses within a given 6rd domain.

It may be any value between 0 and 32.
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6rd Prefix Type the 6rd IPv6 address.

6rd Prefix Length Type the IPv6 prefix length for the 6rd IPv6 prefix in

number of bits.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6rd mode.

Online Status

Physical Connectien

System Uptime: Oday 0:8:15

IPv4 IPv6

LAN Status

IP Address

2001:E41:A865:1D00:21D:AAFF:FE83:11B4/64 (Global)

FE80::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

15 113 1354 18040
WAN1 IPv6 Status

Enable Mode Up Time

Yes ord 0:09:06

IP Gateway IP

2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 E=s
(Global)

FE80::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

13 29 967 2620
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3.1.4 Multi-PVCs
This router allows you to create multi-PVCs for different data transferring for using. Simply
go to Internet Access and select Multi-PVCs page.
General

The system allows you to set up to eight channels which are ready for choosing as the first
PVC line that will be used as multi-PVCs.

WAHN == Multi-PVCs

Multi-PVCs

General Advanced
Channel Enable WAN Type VPINVCI VLAN Tag Port-based Bridge
1 Yes ADSL 0/33 None
2 Yes  Ethernet{WANZ) None
3. MNo ADSL 1/43 None Enable P1l P2 /P3| /P4 |IP5| |P6
4. MNo ADSL 1/44 None Enable P1l P2| P32 P4 PS5 PB
5. WANS Mo ADSL 1/45 None Enable P1l P2 /P3| /P4 |P5| |P6
6. WANG No ADSL 1/46 MNone Enable P1l /P2| P2 P4 PS5 PB
1. WAN7Y Mo ADSL 1/47 None Enable P1 P2 P32 P4 PS5 P&
8. Mo ADSL 1/48 MNone Enable P1l P2l IP3L /P4 IP5| IP6

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Channel Display the number of each channel.

Channels 1 and 2 are used by the Internet Access web user
interface and can not be configured here.

Channels 3 ~ 8 are configurable.

Enable Display whether the settings in this channel are enabled
(Yes) or not (No).

WAN Type Displays the physical medium that the channel will use.

VPI/VCI Display the value for VVPI and VCI.

VLAN Tag Displays the VLAN tag value that will be used for the

packets traveling on this channel.

Port-based Bridge The network traffic flowing on each channel will be
identified by the system via their VLAN Tags. Channels
using the same WAN type may not configure the same
VLAN tag value.

Enable - Check this box to enable the port-based bridge
function on this channel.

P1 ~ P6 — Check the box(es) to build bridge connection on
LAN.

Drﬂy TEk 93 Vigor2860 Series User's Guide



Click any index (3, 4 and 8) to get the following web page:

WAHN => Multi-PVCs => Channel 3

Multi-PVC Channel 2: & Enable O Disable

WAN Type : ADSL v

General Settings AT Qo5
WVPI 1 QoS Type UBR |»
VI 43 PCR 0
Protocol PPPoA |+ SCR 0
Encapsulation VC MUK v MBS 0

[Jadd wLAN Header
VLAN Tag

Priority

Bridge mode

JEnable

Service Type |Mormal

Physical Members

Cpr [ p2z [ /P3 [ /P4 [ /PS5 | |P8

[ oK ] [ Cancel

Available settings are explained as follows:

Item Description
Multi-VLAN Channel Enable — Click it to enable the configuration of this
3/4/8 channel.
Disable —Click it to disable the configuration of this
channel.
WAN Type The connections and interfaces created in every channel

may select a specific WAN type to be built upon. In the
Multi-PVCs application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
interface the channel shall use here.

ADSL v
VDSL

Ethernat(\VWANZ)

General Settings VPI - Type in the value provided by your ISP.
VCI - Type in the value provided by your ISP.
Protocol - Select a proper protocol for this channel.

Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that
you choose.

Vigor2860 Series User's Guide 94 Dray Tek



1483 Route [P LLC v
1483 Bridged IP LLC
1483 Route IP LLC
1483 Bridged IP WC-hux

1483 Routed IP WC-Mux(IPoA)
LLC/SMAP 14583 Bridged IP{IPoE)

Add VLAN Header — Check the box to enable the
following two options.

VLAN Tag — Type the value as the VLAN ID number.
Valid settings are in the range from 1 to 4095. The network
traffic flowing on each channel will be identified by the
system via their VLAN Tags. Channels using the same
WAN type may not configure the same VLAN tag value.

Priority — Choose the number to determine the packet
priority for such VLAN. The range is from 0 to 7.

WEMUK

ATM Oo0S QoS Type - Select a proper QoS type for the channel.

Type the values for PCR, SCR and MBS respectively.

Bridge mode Enable - Click it to enable Bridge mode for such channel.

Service Type - Normally, service type is used for the
service of video stream (e.g., IPTV). It can divide the
packets from remote control and from video stream into
different PVC. Such feature is used for specific application.
Please choose Normal as the Service Type.

® Normal — It means that the PVC can accept all
packets.

® IGMP -It means that such PVC can accept IGMP
packets only. Such type just meets a specific
environment on some ISPs. Data and IGMP packets
will be transmitted and received with different PVC.

Physical Members — Group the physical ports by checking
the corresponding check box(es) for applying the bridge
connection.

After finished the above settings, click OK to save the settings.

WAN links for Channel 5, 6 and 7 are provided for router-borne application such as TR-069.
The settings must be applied and obtained from your ISP. For your special request, please
contact with your ISP and then click WAN link of Channel 5, 6 or 7 to configure your router.
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WARN == Multi-PVCs == Channel 5

Multi-PVC Channel 5: & Enable O Disable

WAN Type : ADSL v

General Settings ATM QoS
WVPI 1 QoS Type UBR v
VCI 45 PCR 0
Protocol PPFoA + SCR I
Encapsulation VO MUK |+ MBS 0

[0 Add VLAN Header
VLAN Tag

Priarity

O Open Port-based Bridge Connection for this Channel

Service Type | Mormal +
Physical Members
Op1 P2 P3 P4

PS P&

[] Open WAN Interface for this Channel

WAM Application: |Management |+

WAN Connection Detection
Mode

Ping IP

TTL:

PPPoE/PPPoA Client
ISP Access Setup

ISP Mame
Username
Password
PPP Authentication
Always On
Idle Timeout
IP Address From ISP

ARP Detect »

MPoA (RFC1483/2684)

Obtain an IP address automatically
Router Name *
Domain Mame *
*: Required for some ISPs
Specify an IP address
IP Address
second(s) Subnet Mask

Gateway IP Address

Fixed IP Yes MNo (Dynamic IP) DHS Server IP Address

Fixed IP Address

Primary IP Address

Secondary IP Address

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description
Multi-VLAN Channel Enable — Click it to enable the configuration of this
5/6/7 channel.
Disable —Click it to disable the configuration of this
channel.
WAN Type The connections and interfaces created in every channel

may select a specific WAN type to be built upon. In the
Multi-PVCs application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
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interface the channel shall use here.

ADSL v
VDSL

Ethernet{\WANZ)

General Settings VPI - Type in the value provided by your ISP.
VCI - Type in the value provided by your ISP.
Protocol - Select a proper protocol for this channel.

Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that

you choose.
1483 Route |P LLC v
1433 Bridged IP LLC
1453 Route [P LLC

14583 Bridged 1P %(C-hux

T LD 1483 Fouted [P %C-Mux(FPoA)
LLC/ASNAR 14583 Bridged IP{IPoE)

Add VLAN Header — Check the box to enable the
following two options.

VLAN Tag — Type the value as the VLAN ID number.
Valid settings are in the range from 1 to 4095. The network
traffic flowing on each channel will be identified by the
system via their VLAN Tags. Channels using the same
WAN type may not configure the same VLAN tag value.

Priority — Choose the number to determine the packet
priority for such VLAN. The range is from 0 to 7.

WEMUK

ATM Oo0S QoS Type - Select a proper QoS type for the channel.
UBR  w

Type the values for PCR, SCR and MBS respectively.

Open Port-based Bridge The settings here will create a bridge between the LAN
Connection for this ports selected and the WAN. The WAN interface of the
Channel bridge connection will be built upon the WAN type selected
using the VLAN tag configured.

Service Type - Normally, service type is used for the
service of video stream (e.g., IPTV). It can divide the
packets from remote control and from video stream into
different PVC. Such feature is used for specific application.
Please choose Normal as the Service Type.

® Normal — It means that the PVC can accept all
packets.

® IGMP -It means that such PVC can accept IGMP
packets only. Such type just meets a specific
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environment on some ISPs. Data and IGMP packets
will be transmitted and received with different PVC.

Physical Members — Group the physical ports by checking
the corresponding check box(es) for applying the port-based
bridge connection.

Open WAN Interface for | Check the box to enable relating function.

this Channel WAN Application - Management can be specified for
general management (Web configuration/telnet/ TR069). If
you choose Management, the configuration for this VLAN
will be effective for Web configuration/telnet/TR069.
IPTV - The IPTV configuration will allow the WAN
interface to send IGMP packets to IPTV servers.

WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping
Detect.

Mode — Choose ARP Detect or Ping Detect for the system
to execute for WAN detection.

Ping IP — If you choose Ping Detect as detection mode, you
have to type IP address in this field for pinging.

TTL (Time to Live) — Displays value for your reference.
TTL value is set by telnet command.

PPPoE/PPPOoA Client Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

ISP Name — Type in the name of your ISP.

Username — Type in the username provided by ISP in this
field. The maximum length of the name you can set is 80
characters.

Password — Type in the password provided by ISP in this
field. The maximum length of the password you can set is
48 characters.

PPP Authentication — Select PAP only or PAP or CHAP
for PPP.

Always On — Check it to keep the network connection
always.

Idle Timeout — Set the timeout for breaking down the
Internet after passing through the time without any action.

Fixed IP — Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

MPoA (RFC1483/2684) Obtain an IP address automatically — Click this button to
obtain the IP address automatically.

® Router Name — Type in the router name provided by
ISP.

® Domain Name — Type in the domain name that you
have assigned.

Specify an IP address — Click this radio button to specify

some data.

® |P Address — Type in the private IP address.
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® Subnet Mask — Type in the subnet mask.
® Gateway IP Address — Type in gateway IP address.

DNS Server IP Address - Type in the primary IP address
for the router if you want to use Static IP mode. If
necessary, type in secondary IP address for necessity in the
future.

After finished the above settings, click OK to save the settings and return to previous page.

Advanced

Such configuration is applied to upstream packets. Such information will be provided by ISP.
Please contact with your ISP for detailed information.

WAN == Multi-PVCs

Multi-PVCs
General Advanced

ATM QoS

Channel QoS Type PCR SCR MBS PVC to PVC Binding
1. UBR v 0

2.

3. Disahle +

Note:1.If the parameters in the ATM QoS settings are set to zero,then their default settings will be used.
Also,PCR{max)=ADSL Up Speed /53/8 .

2.Multiple channels may use the same ADSL channel link through the PVC Binding configuration. The PVC
Binding configuration is only supported for channels using ADSL,please make sure the channel that you are
binding to is using ADSL as its WAN type.The binding will work only under PPPoE and MPoA 1483 Bridge
mode.

[ oK ] [ Cancel

Available settings are explained as follows:

Item Description

QoS Type Select a proper QoS type for the channel according to the
information that your ISP provides.

LIBER

PCR It represents Peak Cell Rate. The default setting is “0”.

SCR It represents Sustainable Cell Rate. The value of SCR
must be smaller than PCR.
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MBS It represents Maximum Burst Size. The range of the
value is 10 to 50.

PVC to PVC Binding It allows the PVC channel to use the same ADSL
connection settings of another PVC channel. Please choose

the PVC channel via the drop down list.

After finished the above settings, click OK to save the settings

3.2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

LAN

3.2.1 Basics of LAN

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

Internet

DHCP Server

Public IP Address

Private Subnet
Router IP Address:192.168.1.1

192.168.1.10 192.168.1.11 192.168.1.12 192.168.1.13

In some special case, you may have a public IP subnet from your ISP such as
220.135.240.0/24. This means that you can set up a public subnet or call second subnet that
each host is equipped with a public IP address. As a part of the public subnet, the Vigor router
will serve for IP routing to help hosts in the public subnet to communicate with other public
hosts or servers outside. Therefore, the router should be set as the gateway for public hosts.

Vigor2860 Series User’s Guide 100 Drﬂy T€k



Internet

Public IP Address: m

220.135.240.207

Private Subnet

Router IP Address:192.168.1.1 Public Subnet

ety "o

192.168.1.22 192.168.1.11 220.135.240.210 220.135.240.209

What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules to
forward data from one specified subnet to another specified subnet without the presence of
RIP.

What are Virtual LANs and Rate Control

You can group local hosts by physical ports and create up to 8 virtual LANs. To manage the
communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.

Internet
P1 P2 P3 P4
i O R i -
=l LT T T T T T

192.168.1.11 192.168.1.10 192.168.1.13 192.168.1.12
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3.2.2 General Setup

This page provides you the general settings for LAN. Click LAN to open the LAN settings
page and choose General Setup.

There are six subnets provided by the router which allow users to divide groups into different
subnets (LAN1 — LANG). In addition, different subnets can link for each other by configuring
Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2 — LANG
can be operated under NAT or Route mode. IP Routed Subnet can be operated under Route
mode.

LAN => General Setup

General Setup

Index Status DHCP IP Address
LAN 1 v v 192.168.1.1
LAN 2 192.168.2.1
LAN 2 192.168.3.1
LAN 4 102.168.4.1
LAN 5 192.168.5.1
LAN & 192.168.6.1
IP Routed Subnet O 192.168.0.1

‘r‘ou can configure DHCP options here.

O Force router to use "DNS server IP address" settings specified in
Inter-LAN Routing

Subnet LAN 1 LAN 2 LAN 3 LAN 4 LAN 5 LAN 6
LAN 1

LAN 2
LAN 3
LAN 4
LAN 5
LAN &

Note: LAN 2/3/4/5/6 are available when VLAN is enabled.

Available settings are explained as follows:

Item Description

General Setup Allow to configure settings for each subnet respectively.
Index - Display all of the LAN items.

Status- Basically, LANL1 status is enabled in default.
LAN2 —LANG6 and IP Routed Subnet can be observed by
checking the box of Status.

DHCP- LANL is configured with DHCP in default. If
required, please check the DHCP box for each LAN.

IP Address - Display the IP address for each LAN item.
Such information is set in default and you can not modify it.

Details Page - Click it to access into the setting page. Each
LAN will have different LAN configuration page. Each
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LAN must be configured in different subnet.
IPv6 — Click it to access into the settings page of IPv6.

Advanced DHCP packets can be processed by adding option number
and data information when such function is enabled.

LAN >> General Setup

DHCP Options Status

© Enable @ Disable
Options List

Index Cption Number Lscii/Hex Data

Option Number:
DataType: ®ascii O'Hex (Example of Hex Data Type Input Format:0xff 0x00 0xc0 0xa8)

Mote: Maximum number of custom DHCP option is five.

Enable/Disable — Enable/Disable the function of DHCP
Option. Each DHCP option is composed by an option
number with data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for
DHCP option will be seen in DHCP reply packets.

Option Number — Type a number for such function.

DataType — Choose the type (ASCII or Hex) for the data to
be stored.

Data — Type the content of the data to be processed by the
function of DHCP option.

Data:

Force router to use DNS Force Vigor router to use DNS servers configured in
server IP address ..... LANI/LAN2/LAN3/LAN4/LANS/LANG instead of DNS
servers given by the Internet Access server (PPPoE, PPTP,
L2TP or DHCP server).

Inter-LAN Routing Check the box to link two or more different subnets (LAN
and LAN).

When you finish the configuration, please click OK to save and exit this page.
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Details Page for LAN1 — Ethernet TCP/IP and DHCP Setup

There are two configuration pag
IPv4) and IPv6 Setup. Click the
detailed information.

LAN == General Setup

LAMN 1 Ethernet TCP / IP and DHCP Se

Network Configuration
For NAT Usage

IP Address 19216811

Subnet Mask

RIP Protocol Control Disable *

2552552550

es for LAN1, Ethernet TCP/IP and DHCP Setup (based on
tab for each type and refer to the following explanations for

LAN 1 IPvE Setup
DHCP Server Configuration
®Enable Server O Disable Server

[JEnable Relay Agent

tup

Start IP Address 192.168.1.10
IP Pool Counts 200
Gateway IP Address 192.168.11

Lease Time 86400

[0 auto remove inactive clients

DMNS Server IP Address
Primary IP Address

Secondary IP Address

Available settings are explained as follows:
Item Description

Network Configuration

For NAT Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable - activate the RIP protocol.

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol.
The router by factory default acts a DHCP server for your
network so it automatically dispatch related IP settings to
any local user configured as a DHCP client. It is highly
recommended that you leave the router enabled as a DHCP
server if you do not have a DHCP server for your network.

If you want to use another DHCP server in the network
other than the Vigor Router’s, you can let Relay Agent help
you to redirect the DHCP request to the specified location.
Enable Server - Let the router assign IP address to every
host in the LAN.

Disable Server — Let you manually assign IP address to
every host in the LAN.

Enable Relay Agent —Specify which subnet that DHCP
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server is located the relay agent should redirect the DHCP
request to.

® DHCP Server IP Address — It is available when
Enable Relay Agent is checked. Set the IP address of
the DHCP server you are going to use so the Relay
Agent can help to forward the DHCP request to the
DHCP server.

Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your router is 192.168.1.1, the starting
IP address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same
as the 1st IP address of the router, which means the router is
the default gateway.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Auto remove inactive clients — Check this box to enable
such function.

DNS Server IP Address DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the
user-friendly name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP
address here because your ISP should provide you with
usually more than one DNS Server. If your ISP does not
provide it, the router will automatically apply default DNS
Server IP address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS
server IP address here because your ISP often provides you
more than one DNS Server. If your ISP does not provide it,
the router will automatically apply default secondary DNS
Server IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPvé
LAN Status Primary DNS: 8.8.8.8 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 a 41533

If both the Primary IP and Secondary IP Address fields are
left empty, the router will assign its own IP address to local
users as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
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DSL/Cable) connection.

external DNS server by establishing a WAN (e.g.

When you finish the configuration, please click OK to save and exit this page.

Details Page for LAN1 — IPv6 Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on
IPv4) and IPv6 Setup. Click the tab for each type and refer to the following explanations for
detailed information. Below shows the settings page for IPv6.

LAN == General Setup

LAN 1 Ethernet TCP / IP and DHCP Setup LAN 1 IPv6 Setup

RADVD Cenfiguration
& Enable (O Disable

Advertisement Lifetime | 1800 Seconds (Range : 600 - 9000)

DHCPvE Server Ceonfiguration
(O Enable Server () Disable Server
Start IPv6 Address

End IPv& Address
DNS Server IPv6 Address
Primary DNS Server

Secondary DNS Server

Static IPv6 Address configuration

l [ Delete

IPvH Address / Prefix Length
Add
Current IPv6 Address Table
Index IPv6 Rddress/Prefix Length Scope
1 FEE0::210:AAFF: FEAS :BTEE/ 64 Link

It provides 2 daemons for LAN side IPv6 address configuration. One is RADVD(stateless)
and the other is DHCPVG6 Server (Stateful).

Available settings are explained as follows:

ltem

Description

RADVD Configuration

Enable — Click it to enable RADVD server. The router

advertisement daemon (radvd) sends Router Advertisement
messages, specified by RFC 2461, to a local Ethernet LAN
periodically and when requested by a node sending a Router
Solicitation message. These messages are required for IPv6
stateless auto-configuration.

Disable — Click it to disable RADVD server.
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Advertisement Lifetime - The lifetime associated with the
default router in units of seconds. It's used to control the
lifetime of the prefix. The maximum value corresponds to
18.2 hours. A lifetime of 0 indicates that the router is not a
default router and should not appear on the default router

list.
DHCPv6 Server Enable Server —Click it to enable DHCPv6 server.
Configuration DHCPv6 Server could assign IPv6 address to PC according

to the Start/End IPv6 address configuration.
Disable Server —Click it to disable DHCPv6 server.

Start IPv6 Address / End IPv6 Address —Type the start
and end address for IPv6 server.

DNS Server IPv6 Address | Primary DNS Sever — Type the IPv6 address for Primary
DNS server.

Secondary DNS Server —Type another IPv6 address for
DNS server if required.

Static IPv6 Address IPv6 Address —Type static IPv6 address for LAN.
configuration Prefix Length — Type the fixed value for prefix length.
Add - Click it to add a new entry.

Delete — Click it to remove an existed entry.

Current IPv6 Address Display current used IPv6 addresses.
Table

When you finish the configuration, please click OK to save and exit this page.
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Details Page for LAN2 ~ LANG6

LAN >> General Setup

Lan 2 Ethernet TCP / IP and DHCP Setup

Network Configuration DHCP Server Configuration
OEnable @ Disable @ Enable Server O Disable Server
@ For NAT Usage O For Routing Usage [JEnable Relay agent
IP Address 192.168.2.1 Start IP Address 192.168.2.10
Subnet Mask 255.265.255.0 IP Pool Counts 100
Gateway IP Address 192.168.2.1

O auto remove inactive clients

DNS Server IP Address
Primary IP Address 0.0.0.0

Secondary IP Address 0.0.0.0

Available settings are explained as follows:
Item Description
Network Configuration Enable/Disable - Click Enable to enable such

configuration; click Disable to disable such configuration.

For NAT Usage - Click this radio button to invoke NAT
function.

For Routing Usage - Click this radio button to invoke this
function.

IP Address - Type in private IP address for connecting to a
local private network (Default; 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

DHCP Server DHCP stands for Dynamic Host Configuration Protocol.
Configuration The router by factory default acts a DHCP server for your
network so it automatically dispatch related IP settings to
any local user configured as a DHCP client. It is highly
recommended that you leave the router enabled as a DHCP
server if you do not have a DHCP server for your network.

Enable Server - Let the router assign IP address to every
host in the LAN.

Disable Server — Let you manually assign IP address to
every host in the LAN.

Enable Relay Agent - If you want to use another DHCP
server in the network other than the Vigor Router’s, you can
let Relay Agent help you to redirect the DHCP request to
the specified location.

DHCP Server IP Address — It is available when Enable
Relay Agent is checked. Set the IP address of the DHCP
server you are going to use so the Relay Agent can help to
forward the DHCP request to the DHCP server.
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Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your router is 192.168.1.1, the starting
IP address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same
as the 1st IP address of the router, which means the router is
the default gateway.

Auto remove inactive client — If it is enabled, the system
will terminate the network connection for all the inactive
clients in LAN automatically.

DNS Server IP Address DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the
user-friendly name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP
address here because your ISP should provide you with
usually more than one DNS Server. If your ISP does not
provide it, the router will automatically apply default DNS
Server IP address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS
server IP address here because your ISP often provides you
more than one DNS Server. If your ISP does not provide it,
the router will automatically apply default secondary DNS
Server IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPv6
LAN Status Primary DNS: 8.8.8.8 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 o] 41533

If both the Primary IP and Secondary IP Address fields are
left empty, the router will assign its own IP address to local
users as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g.
DSL/Cable) connection.

When you finish the configuration, please click OK to save and exit this page.

Details Page for IP Routed Subnet

Dray Tek 109 Vigor2860 Series User's Guide



LAN == General Setup

TCP/IP and DHCP Setup for IP Routed Subnet

Network Configuration

DHCP Server Configuration

(O Enable @ Disable Start IP Address
For Routing Usage IP Pool Counts 0 {max. 10)
IP Address 192.165.0.1 ) -
Lease Time 259200 (s)
Subnet Mask 255 255 25510
O use LAN Port P1 P2
Use MAC Address
RIP Protocol Control Disable »

Index  Matched MAC Address given IP Address

MAC Address : .

Available settings are explained as follows:

ltem

Description

Network Configuration

Enable/Disable - Click Enable to enable such
configuration; click Disable to disable such configuration.

For Routing Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable — activate the RIP protocol.
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DHCP Server DHCP stands for Dynamic Host Configuration Protocol.
Configuration The router by factory default acts a DHCP server for your
network so it automatically dispatch related IP settings to
any local user configured as a DHCP client. It is highly
recommended that you leave the router enabled as a DHCP
server if you do not have a DHCP server for your network.

If you want to use another DHCP server in the network
other than the Vigor Router’s, you can let Relay Agent help
you to redirect the DHCP request to the specified location.

Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses. If
the 1st IP address of your router is 192.168.1.1, the starting
IP address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Use LAN Port — Specify an IP for IP Route Subnet. If it is
enabled, DHCP server will assign IP address automatically
for the clients coming from P1 and/or P2. Please check the
box of P1 and P2.

Use MAC Address - Check such box to specify MAC
address.

MAC Address: Enter the MAC Address of the host one by
one and click Add to create a list of hosts to be assigned,
deleted or edited IP address from above pool. Set a list of
MAC Address for 2" DHCP server will help router to
assign the correct IP address of the correct subnet to the
correct host. So those hosts in 2™ subnet won’t get an IP
address belonging to 1* subnet.

Add - Type the MAC address in the boxes and click this
button to add.

Delete — Click it to delete the selected MAC address.
Edit — Click it to edit the selected MAC address.

Cancel — Click it to cancel the job of adding, deleting and
editing.

When you finish the configuration, please click OK to save and exit this page.
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3.2.3 Static Route

Go to LAN to open setting page and choose Static Route. The router offers IPv4 and IPv6 for
you to configure the static route. Both protocols bring different web pages.

Static Route for IPv4

LAMN == Static Route Setup

1Pvd4 IPvE | Setto Factory Default | View Routing Table |
Index Destination Address Status Index Destination Address Status
1. 777 ? 6. 777 ?
2. 77 ? 1. 7?7 ?
3. 777 ? 8. 777 ?
4. 77 ? 9. 7?7 ?
5, 777 ? 10. 777 ?
Status: v --- Active, ¥ --- Inactive, ? --- Empty

Available settings are explained as follows:

Item Description

Index The number (1 to 10) under Index allows you to open next
page to set up static route.

Destination Address Displays the destination address of the static route.

Status Displays the status of the static route.

Set to Factory Default Clear all of the settings and return to factory default
settings.

Viewing Routing Table Displays the routing table for your reference.

Diagnostics >> View Routing Table

Current Running Routing Table IPv6 Routing Table | Refresh |

Hey: C - connected, 5 - stasic, R - RIF, = - defauls, ~ - private ~

192.168.1.0/ 255.255.255.0 directly connected LAN1
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Add Static Routes to Private and Public Networks

Here is an example (based on IPv4) of setting Static Route in Main Router so that user A and
B locating in different subnet can talk to each other via the router. Assuming the Internet
access has been configured and the router works properly:

® use the Main Router to surf the Internet.

® create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

®  create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

®  have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

Internet

Set
Static Route

Router C
192.168.1.1

e

RouterB

192.168.1.2 192.168.1.3
(Gateway:192.168.1.1)

Router A

Private subnet Private subnet
192.168.10.0/24 EQ @211.10.88.0;’24
User A User B

1. Goto LAN page and click General Setup, select 1st Subnet as the RIP Protocol
Control. Then click the OK button.

Note: There are two reasons that we have to apply RIP Protocol Control on 1st
Subnet. The first is that the LAN interface can exchange RIP packets with the
neighboring routers via the 1st subnet (192.168.1.0/24). The second is that those
hosts on the internal private subnets (ex. 192.168.10.0/24) can access the Internet via
the router, and continuously exchange of IP routing information with different
subnets.
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2. Click the LAN >> Static Route and click on the Index Number 1. Check the Enable
box. Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

LAN == Static Route Setup

Index No. 1
Enable
Destination IP Address 192.168.1.10
Subnet Mask 2552552550
Gateway IP Address 192.168.1.2
MNetwork Interface LANT |+
l Ok ] [ Cancel ] [ Delete

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IP Type an IP address as the destination of such static route.

Address

Subnet Mask Type the subnet mask for such static route.

Network Interface Use the drop down list to specify an interface for such static
route.

3. Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be
forwarded to 192.168.1.3. Click OK.

LAN == Static Route Setup

Index No. 2
Enable
Destination IP Address 211.100.88.0
Subnet Mask 2552552550
Gateway IP Address 192.168.1.3
MNetwork Interface LANT (&
oK ] [ Cancel ] [ Delete
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4.  Go to Diagnostics and choose Routing Table to verify current routing table.

Diagneostics == View Routing Table

Current Running Routing Table IPv6 Routing Table | Refresh |
Key: C - connec static, R - RIP, * - default, ~ - private ~
S~ 192.168. 55.255.255.0 via 1%2.168.1.2 LAN1
C~ 18z2.16 55.255.255.0 directly connected
S~ 211.100.88.0/ 255.255.255.0 wvia 192.168.1.3

Static Route for IPv6

You can set up to 40 profiles for IPv6 static route. Click the IPv6 tab to open the following
page:

LAN == Static Route Setup

1Pvd4 IPvG | Setto Factory Default | View IPvE Routing Table |
Index Destination Address Status Index Destination Address Status

1. B ® 11. 10 ¥
2. ::/0 ® 12, B ¥
3 ::/0 ® 13 B ¥
4. B b 14. /0 "
5. B ® 15. 10 ¥
6. ::/0 ® 16. B ¥
i. B % 1i. /0 "
a. B ® 18. /0 ¥
ER ::/0 ® 19. B ¥
10. B b 20. /0 "

< 1-20 ] 21 -40 == Next

Status: v --- Active, x --- Inactive, ? --- Empty

Available settings are explained as follows:
Item Description
Index The number (1 to 40) under Index allows you to open next
page to set up static route.

Destination Address Displays the destination address of the static route.

Status Displays the status of the static route.

Set to Factory Default Clear all of the settings and return to factory default

settings.
Viewing IPv6 Routing Displays the routing table for your reference.
Table

Click any underline of index number to get the following page.
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LAN == Static Route Setup

Index No. 1
[J Enable
Destination IPvée Address / Prefix Len 410
Gateway IPve Address
Network Interface LAN #

[ oK l [ Cancel ] [ Delete

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IPv6 Address | Type the IP address with the prefix length for this entry.

/ Prefix Len

Gateway IPv6 Address Type the gateway address for this entry.

Network Interface Use the drop down list to specify an interface for this static

route.

When you finish the configuration, please click OK to save and exit this page.
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3.2.4 VLAN

With the 6-port Gigabit switch on the LAN side, Vigor router provides extremely high speed
connectivity for the highest speed local data transfer of any server or local PCs. On the
Wireless-equipped models (Vigor2860n/Vigor2860n-plus/VVigor2860Vn-plus), each of the
wireless SSIDs can also be grouped within one of the VLANS.

Tagged VLAN

The tagged VLANS (802.1qg) can mark data with a VLAN identifier. This identifier can be
carried through an onward Ethernet switch to specific ports. The specific VLAN clients can
also pick up this identifier as it is just passed to the LAN. You can set the priorities for
LAN-side QoS. You can assign each of VLANS to each of the different IP subnets that the
router may also be operating, to provide even more isolation. The said functionality is
tag-based multi-subnet.

Port-Based VLAN

Relative to tag-based VLAN which groups clients with an identifier, port-based VLAN uses
physical ports (P1 ~ P6) to separate the clients into different VLAN group.

Virtual LAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port. The multi-subnet can let a small businesses have much better
isolation for multi-occupancy applications. Go to LAN page and select VLAN. The following
page will appear. Click Enable to invoke VLAN function.

LAN =>VLAN Configuration
VLAN Configuration
[¥|Enable
LAN Wireless LAN VLAN Tag

P1 P2 P3 P4 P5 P6 SSID1 SSID2 SSID3 SSID4 Subnet Enable viD Priority
viano [ D OO0 OO O O O O [LaNts L o 0 v
viant O OO0 O 0O 0O 0O ] i O ANt » O o 0w
vianz (1 D O OO0 O O O O [LaNts L o 0 v
vians 1 D O OO0 O O O O [LaNt» O o 0 v
viand [ OO O 0O O 0O il i O jLaNt » O (o 0w
vians 1 D O OO0 O O O O [LaNt» O o 0 v
viane [1 O O OO0 O O O O [LaNt i« L o 0 v
viany O OO0 O 0O O 0O ] ] O LAt » O o 0w

Permit untagged device in P1 to access router

1. Tag based vLAN only applied for L&MN Ports;

2, The checked Wireless LaN SSID will not has YLAN tagging funchion but regarded as joining WVLAMN
group;

3, The set WLAMN 1D (WID) must be unique and not duplicate.

[ ok ] [ clear ] [ cancel |

Note: Settings in this page only applied to LAN port but not WAN port.

Available settings are explained as follows:

Item Description
Enable Click it to enable VLAN configuration.
LAN P1 - P6 — Check the LAN port(s) to group them under the
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selected VLAN.

Wireless LAN SSID1 - SSID4 - Check the SSID boxes to group them
under the selected VLAN.

Subnet Choose one of them to make the selected VLAN mapping
to the specified subnet only. For example, LAN1 is
specified for VLANO. It means that PCs grouped under
VLANO can get the IP address(es) that specified by the
subnet.

Subnet
LAM 1 |

LAN 2
LAN 3
LAN 4
LAN 5
LAN 6

Permit untagged device in | It can help users to communicate with the router still even
P1 to access router though configuring wrong VLAN tag setting. For Vigor
router has one LAN physical port only, it is recommended
to enable the management port (LAN 1) to ensure the data
transmission is unimpeded.

VLAN Tag Enable — Check the box to enable the function of VLAN
with tag.

The router will add specific VLAN number to all packets
on the LAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by LAN.

VID - Type the value as the VLAN ID number. The range
is form 0 to 4095.

Priority — Type the packet priority number for such VLAN.
The range is from 0 to 7.

Note: Leave one VLAN untagged at least to prevent from not connecting to Vigor router
due to unexpected error.

Vigor2860 series features a hugely flexible VLAN system. In its simplest form, each of the
Gigabit LAN ports can be isolated from each other, for example to feed different companies or
departments but keeping their local traffic completely separated.

To add or remove a VLAN, please refer to the following example.

1. If, VLAN 0 is consisted of hosts linked to P1 and P2 and VLAN 1 is consisted of hosts
linked to P3 and P4. VLANO and VLANL1 are configured with different subnets.
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2.  After checking the box to enable VLAN function, you will check the table according to
the needs as shown below. Click OK to save the settings.

LAN == VLAN Configuration
VLAN Configuration
[¥]Enable
LAN Wireless LAN VLAN Tag

P1 P2 P3 P4 P5 P6 SSID1 SSID2 SSID3 SSID4  Subnet Enable VID  Priority
v M M OOOO 8 O O O [Nt O b ] [0
viamt 0 O M OO0 O O O O [Lanze
v OO OMEE O O O O [wNis
v OO0 D0 OO0 O O O O [Lands O po ] [0k
vas 00D OO0 O O O O [wkwsy O o | o
vians O 0O OOO0O O O O O [Nt O b ][0
viane D 0 OO0 OO0 O O O O [eant ] O p | [0
vy OO OO OO0O O O O O [wNts O B | [0

Permit untagged device in P1 to access router

1. Tag based vLAN only applied for LAN Ports;

2, The checked wireless LaM 551D will not has WLAN tagging function but regarded as joining WLAN
group;

3. The set WLAM ID (WID) must be unigue and not duplicate.

[ ok | [ clear | [ Cancel |

The Vigor router also supports up to six private IP subnets on the LAN. Each can be
independent (isolated) or common (able to communicate with each other). This is ideal
for departmental or multi-occupancy applications.
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LAN >> General Setup

General Setup

Index Status DHCP IP Address
LaM 1 Y Y 192.168.1.1 [Details Page | [1PvE]
LAaM 2 ] 192.168.2.1
L& 2 O 192.168.3.1
LAM ] 192.168.4.1
LN 5 O 192.168.5.1
LAM 6 ] 192.168.6.1
IP Routed Subnet O 192.168.0.1
(Advanced JYou can configure DHCP options here,
[IForce router to use "DMS server IP address” settings specified in
Inter-LAN Routing
Subnet LAN 1 LAN 2 LAN 3 LAN 4 LAN 5 LAN 6
LAM 1
LAN 2 O
LAM 3 L ]
LA 4 O O ]
LAM 5 ¥ O L ]
LAM 6 ] | ] | |
120
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3.2.5Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control
in network. When this function is enabled, all the assigned IP and MAC address binding
together cannot be changed. If you modified the binding IP or MAC address, it might cause

DrayTek

you not access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.

LAN == Bind IP to MAC

Bind IP to MAC
O Enable @ Disable O Strict Bind

Add or Update
IP Address

Mac Address

Comment

MNote:  IP-MAC binding presets DHCP Allocations.

ARP Table | Select All | Sort | Refresh | IP Bind List | Select All | Sort |
iTF Lddress Mac Lddress Index IF Lddress Mac Lddress
192.168.1.10 E0-CB-4E-DR-48-79

O show Comment

If you select Strict Bind, unspecified LAN clients cannot access the Internet.
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Available settings are explained as follows:

Item

Description

Enable

Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect
to Internet.

Disable

Click this radio button to disable this function. All the
settings on this page will be invalid.

Strict Bind

Click this radio button to block the connection of the
IP/MAC which is not listed in IP Bind List.

ARP Table

This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can
be selected and added to IP Bind List by clicking Add
below.

Select All

Click this link to select all the items in the ARP table.

Sort

Reorder the table based on the IP address.

Refresh

Refresh the ARP table listed below to obtain the newest
ARP table information.

Add or Update

IP Address - Type the IP address that will be used for the
specified MAC address.

Mac Address - Type the MAC address that is used to
bind with the assigned IP address.

Comment - Type a brief description for the entry.

Show Comment - Check this box to display the comment
on IP Bind List box.

IP Bind List

It displays a list for the IP bind to MAC information.

Add

It allows you to add the one you choose from the ARP table
or the IP/MAC address typed in Add and Edit to the table
of IP Bind List.

Update

It allows you to edit and modify the selected IP address and
MAC address that you create before.

Delete

You can remove any item listed in IP Bind List. Simply
click and select the one, and click Delete. The selected item
will be removed from the IP Bind List.

Note: Before you select Strict Bind, you have to bind one set of IP/MAC address for one
PC. If not, no one of the PCs can access into Internet. And the web user interface of the
router might not be accessed.

When you finish the configuration, click OK to save the settings.
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3.2.6 LAN Port Mirror

LAN port mirror can be applied for the users in LAN. Generally speaking, this function copies
traffic from one or more specific ports to a target port. This mechanism helps manager track
the network errors or abnormal packets transmission without interrupting the flow of data

access the network. By the way, user can apply this function to monitor all traffics which user
needs to check.

There are some advantages supported in this feature. First, it is more economical without other
detecting equipments to be set up. Second, it may be able to view traffic on one or more ports
within a VLAN at the same time. Third, it can transfer all data traffics to be mirrored to one

analyzer connect to the mirroring port. Last, it is more convenient and easy to configure in
user’s interface.

LAN == LAN Port Mirror

LAN Port Mirror

Port Mirror:

(Enable ® Disable

Mirror port:

Cp2 op3 Cpra QOps Ors

Mirrored port:

]=5 Oez Or3 Or4 Oes Ora

Available settings are explained as follows:
Item Description
Port Mirror Check Enable to activate this function. Or, check Disable
to close this function.

Mirror Port Select a port to view traffic sent from mirrored ports.
Mirrored port Select which ports are necessary to be mirrored.

After finishing all the settings here, please click OK to save the configuration.
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3.2.7 Web Portal Setup

This page allows you to configure a profile with specified URL for accessing into or display a
message when a wireless/LAN user connects to Internet through this router. No matter what
the purpose of the wireless/LAN client is, he/she will be forced into the URL configured here
while trying to access into the Internet or the desired web page through this router. That is, a
company which wants to have an advertisement for its products to users can specify the URL

in this page to reach its goal.

LAN => Web Portal Setup

Web Portal Table:

Profile Status Interface
1 Disable None
2 Disable None
3 Disable None
4. Disable None
Each item is explained as follows:
Item Description
Profile Display the number link which allows you to configure the
profile.
Status Display the content (Disable, URL Redirect or Message) of the
profile.
Interface Display the applied interfaced of the profile.
Preview Open a preview window according to the configured settings.

To configure the profile, click any index number link to open the following page.

LAN >=Web Portal Setup

Profile Index: 1

(® Disable

2.4G S5ID

{OMessage

(OURL Redirect

Applied Interfaces

hiitpri

e.g. httpffwewew draytek.com
MWote @ If the User Management application is enabled, it will
overtide the Web Portal settings seen here.

<hlx<font color="red">=Vigor</font>=</hlx<ha> - Reliable
comnectivity</hix»<hs> - Robust firewall protection< hi>
<hZr - Multi-site secure communicatiohs</ ha>

(Max 511 characters)

LAN1 LAN2 LAN3 LAN4 LANS LANG
SSID SsiD2 SSID3 SSID4
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Available settings are explained as follows:

ltem

Description

Disable

Click this button to close this function.

URL Redirect

Any user who wants to access into Internet through this router
will be redirected to the URL specified here first. It is a useful
method for the purpose of advertisement. For example, force
the wireless user(s) in hotel to access into the web page that the
hotel wants the user(s) to visit.

Message

Type words or sentences here. The message will be displayed
on the screen for several seconds when the wireless users
access into the web page through the router.

Applied Interfaces

Check the box(es) representing different interfaces to be
applied by such profile.

The advantage is that each SSID (1/2/3/4) for wireless network
can be applied with different web portal separately.

After finishing all the settings here, please click OK to save the configuration.
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3.3 Load-Balance /Route Policy

Load-Balance / Route Policy (Cisco called it "policy-based routing™) is a feature where a set
of rules or "policies" are defined first. Then, if there comes a packet that matches any one of
the "policies”, it will be directed to the specified interface.

Load-Balance/Route Policy

o

Paolicy Route | Setto Factory Default |
Interface SrcIP SrcIP DestIP DestIP Dest Dest Move Move

Index Enable Protocol Interface Address Start  End Start End Port Port Up Down

Start End

1 | any WANL Down

2 O any WAN1 UP  Down

3 O ay  wanl UP  Down

4 O any WANL UP  Down

3 Ll any WAN1 UP  Down

& O any WANL UP  Down

I O any WANL UP  Down

8 O any WANL UP Down

9 O any  WAN1 UP  Down
10 O any WAMNL UP Down
<= 110 | 11-20 | 21-30 | 3140 | 41-50 == Hext ==

Available settings are explained as follows:

Item Description

Index Click the number of index to access into the configuration
web page.

Enable Check this box to enable this policy.

Protocol Display the protocol used for this policy.

Interface Display the interface to send packets to once the policy is

matched.

Interface Address

Display the WAN IP or WAN IP alias address which is
used as source IP of the outgoing packets.

Src IP Start Displays the IP address for the start of the source IP.
Src IP End Displays the IP address for the end of the source IP.
Dest IP Start Displays the IP address for the start of the destination IP.
Dest IP End Displays the IP address for the end of the destination IP.

Dest Port Start

Displays the IP address for the start of the destination port.

Dest Port End

Displays the IP address for the end of the destination port.

Move UP/Move Down

Use Up or Down link to move the order of the policy.

Click Index 1 to access into the following page for configuring load-balance policy.
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Load-Balance/Route Policy

Index: 1

Enable
Criteria

Protocol
Source IP

Destination IP

Destination Port

Send to If Critieria Matched

Interface

Gateway IP

More Options

Any w

O Any

® Src IP Start Src IP End
O Any

® Dest IP Start Dest IP End

| | ~]
O Any

® Dest Port Start Dest Port End

VAN e

@ Default Gateway

@] Specific Gateway I:I

[ auto Failover To The Other WAN

Packet Forwarding to WAN via

() Force NAT
() Force Routing

OK ] [ Clear ] [ Cancel

Available settings are explained as follows:

ltem

Description

Enable

Check this box to enable this policy.

Protocol

Use the drop-down menu to choose a proper protocol for
the WAN interface.

amy b
TCP

UDP
TCP/UDP
ICMP

Source IP

Any — Any IP can be treated as the source IP.

Src IP Start - Type the source IP start for the specified
WAN interface.

Src IP End - Type the source IP end for the specified
WAN interface. If this field is blank, it means that all the
source IPs inside the LAN will be passed through the WAN
interface.
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Destination IP Any — Any IP can be treated as the destination IP.
Dest IP Start- Type the destination IP start for the
specified WAN interface.

Dest IP End - Type the destination IP end for the specified
WAN interface. If this field is blank, it means that all the
destination IPs will be passed through the WAN interface.

Destination Port Any — Any port number can be treated as the destination
port.

Dest Port Start - Type the destination port start for the
destination IP.

Dest Port End - Type the destination port end for the
destination IP. If this field is blank, it means that all the
destination ports will be passed through the WAN interface.

Send to if criteria Interface — Use the drop down list to choose a WAN or

matched LAN interface or VPN profile. Packets match with the
above criteria will be transferred to the interface chosen
here.

Gateway IP — Specific gateway is used only when you
want to forward the packets to the desired gateway.
Usually, Default Gateway is selected in default.

More options Auto Failover To The Other WAN — Check this button to
lead the data passing through other WAN automatically
when the selected WAN interface is down.

Packet Forwarding to WAN via — Choose Force NAT or
Force Routing.

When you finish the configuration, please click OK to save and exit this page.

Load-Balance/Route Policy 0
Policy Route | Setto Factory Default |
Dest Dest
Index Enable Protocol Interface Interface SrcIP SrcIP DestIP DestIP Port Port Move Move
Address Start End Start End Up Down
Start End
1 TCP WANL --- Down
2 L any WAN1 UP  Down
3 il any WAN1 UP  Down
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3.4 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router, select
the available public port, and then forward it. At the same time, the router shall list an entry in
a table to memorize this address/port-mapping relationship. When the public server response,
the incoming traffic, of course, is destined to the router’s public IP address and the router will
do the inversion based on its table. Therefore, the internal host can communicate with external
host smoothly.

The benefit of the NAT includes:

®  Save cost on applying public IP address and apply efficient usage of IP address.
NAT allows the internal IP addresses of local hosts to be translated into one public IP
address, thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be aware
of any private IP addresses, the NAT function can protect the internal network.

Note: On NAT page, you will see the private IP address defined in RFC-1918. Usually we
use the 192.168.1.0/24 subnet for the router. As stated before, the NAT facility can map one
or more IP addresses and/or service ports into different specified services. In other words,
the NAT function can be achieved by using port mapping methods.

Below shows the menu items for NAT.
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3.4.1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is to
forward all access request with public IP address from external users to the mapping private IP
address/port of the server.

Internet Destined to
220.135.240.207
Port 213

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12  192.168.1.13
Port 21 Port 80

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The
Port Redirection Table provides 20 port-mapping entries for the internal hosts.

MAT == Port Redirection

Port Redirection | Setto Factory Default |
Index Service Name WAN Protocol Public Port Private IP Status
Interface

1. All o1
2. All %
3. All o
4. All %
5. All B
6. All %
1. All 3
8. All b
9. All 30
10. All %

<« 110 | 11-20 Next

Each item is explained as follows:
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ltem

Description

Index

Display the number of the profile.

Service Name

Display the description of the specific network service.

WAN Interface

Display the WAN IP address used by the profile.

Protocol Display the transport layer protocol (TCP or UDP).

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Private IP Display the IP address of the internal host providing the
service.

Status Display if the profile is enabled (v) or not (x).

Press any number under Index to access into next page for configuring port redirection.

NAT == Port Redirection

Index Mo. 1
] Enable
Mode Range |+
Service Name Siﬂt‘h?
Protocol |
WAN IP 1Al
Public Port 0
Private IP ]
Private Port 0

Note: In "Range" Mode the End IP will be calculated automatically once the Public Port and Start IP have
been entered.

[ Ok l [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description
Enable Check this box to enable such port redirection setting.
Mode Two options (Single and Range) are provided here for you

to choose. To set a range for the specific service, select
Range. In Range mode, if the public port (start port and end
port) and the starting IP of private IP had been entered, the
system will calculate and display the ending IP of private IP
automatically.

Service Name

Enter the description of the specific network service.

Protocol

Select the transport layer protocol (TCP or UDP).

WAN IP

Select the WAN IP used for port redirection. There are
eight WAN IP alias that can be selected and used for port
redirection. The default setting is All which means all the
incoming data from any port will be redirected to specified
range of IP address and port.
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Public Port Specify which port can be redirected to the specified
Private IP and Port of the internal host. If you choose
Range as the port redirection mode, you will see two boxes
on this field. Simply type the required number on the first
box. The second one will be assigned automatically later.

Private IP Specify the private IP address of the internal host providing
the service. If you choose Range as the port redirection
mode, you will see two boxes on this field. Type a complete
IP address in the first box (as the starting point) and the
fourth digits in the second box (as the end point).

Private Port Specify the private port number of the service offered by
the internal host.

After finishing all the settings here, please click OK to save the configuration.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web user interface in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you need
to change the router’s http port to any one other than the default port 80 to avoid conflict,
such as 8080. This can be set in the System Maintenance >>Management Setup. You then
will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.

System Maintenance == Management

IPv4 Management Setup IPv6 Management Setup

Router Name carrie2860 Management Port Setup
& User Define Ports O Default Ports

Management Access Control Telnet Port 23 (Default: 23)
Allow management from the Internet HTTE Port a0 (Default: 80)
[ TP server HTTPS Port 443 (Default: 443)
HTTP Server
FTP Port 21 (Default: 21)
HTTPS Server ]
SSH Part 22 (Default: 22)

Telnet Server
O ssH server
Disable PING from the Internet

CVIM Access Control

Ccvm Port 8000 (Default: 8000)
Access List Clcvm ssi port 8443 (Default: 8443)
List P Subnet Mask
1 b
2 v
3 v
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3.4.2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a
single host in the LAN. Regular web surfing and other such Internet activities from other
clients will continue to work without inappropriate interruption. DMZ Host allows a defined
internal user to be totally exposed to the Internet, which usually helps some special
applications such as Netmeeting or Internet Games etc.

Destined to

Internet 220.135.240.207
Protocol: Any
Port: Any

192.168.1.22 DMZ FTP Server Web Server
192.168.1.11 192.168.1.12  192.168.1.13
Port 21 Port 80

The security properties of NAT are somewhat bypassed if you set up DMZ host. We suggest
you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page. You can set different DMZ host for each WAN
interface. Click the WAN tab to switch into the configuration page for that WAN.

NAT == DMZ Host Setup

DMZ Host Setup
WWAN1 WWAN2 WWAN3
WAN 1

Mone hd

Private IP

| |
MAC Address of the True IP DMZ Host [00 ]. [00 . [o0 }oo ]. [o0 ] [o0 ]

Note: When a True-IP DMZ host is turned on, it will force the router's WAM connection to be
always on.
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Available settings are explained as follows:

Item Description

WAN 1 Choose Private IP or Active True IP first.
Mone Active True IP selection is available for WANL1 only.
MNone
Private IP

Active True IP

I.

Private IP Enter the private IP address of the DMZ host, or click Choose
PC to select one.
Choose PC Click this button and then a window will automatically pop

up, as depicted below. The window consists of a list of private
IP addresses of all hosts in your LAN network. Select one
private IP address in the list to be the DMZ host.

A s [2)[0)K)

192.168.1.10
192.168.1.18

When you have selected one private IP from the above dialog,
the IP address will be shown on the following screen. Click
OK to save the setting.

NAT >> DMZ Host Setup

DMZ Host Setup
WAN1 WAN2 WAN3
WAN 1
Private IP K
Private IP 192.168.1.49 {Choose PC
MAC Address of the True IP DMZ Host

Note: When a True-IP DMZ host is turned on, it will force the router's WAN connection to be
always on.

DMZ Host for WAN2 and WANS is slightly different with WANL1. Active True IP selection

is available for WANL1 only.

See the following figure.

NAT == DMZ Host Setup

DMZ Host Setup
WAN1

WARN 2
Enable
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If you previously have set up WAN Alias for PPPoE or Static or Dynamic IP mode in
WANZ interface, you will find them in Aux. WAN IP for your selection.

NAT == DMZ Host Setup

DMZ Hest Setup

VWARN1 WAN2 VWARN3
VAN 2
Index Enable Aux. WAN IP Private IP
1. O
2. 192.168.1.45 0.0.0.0
[ OK | [ Clear

Available settings are explained as follows:

Item Description
Enable Check to enable the DMZ Host function.
Private IP Enter the private IP address of the DMZ host, or click

Choose PC to select one.

Choose PC Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network.
Select one private IP address in the list to be the DMZ host.

2w EIEE

142168.1.10
192168.1.18

When you have selected one private IP from the above
dialog, the IP address will be shown on the following
screen. Click OK to save the setting.

NAT »> DMZ Host Setup

DMZ Host Setup

WAN1 WAN2 WAN3
WAN 2
Index Enable Aux. WAN 1P Private IP
L O R

After finishing all the settings here, please click OK to save the configuration.
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3.4.3 Open Ports
Open Ports allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT == Open Ports

Open Ports Setup | Setto Factory Default |
Index Comment WAN Interface Local IP Address Status
L :
3 :
4. X
5 X
6. %
1. ®
X
9. X
10. ®
<< 110 | 11-20 Next

Available settings are explained as follows:

Item Description

Index Indicate the relative number for the particular entry that you
want to offer service in a local host. You should click the
appropriate index number to edit or clear the corresponding

entry.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface used by such index.

Local IP Address Disp_lay the private IP address of the local host offering the
service.

Status Display the state for the corresponding entry. X or V is to

represent the Inactive or Active state.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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NAT == Open Ports == Edit Open Ports

Index No. 1
Enable Open Ports

Comment P2261

WAN Interface WANT &

Local Computer 192.166.1.48

Protocol Start Port End Port Protocol Start Port End Port
1. TCR v 80 a0 R v 0 0
3| A 0 0 4, |- A 0 0
5. |- v 0 0 g6 |- v 0 0
7. | A 0 0 g  |— A 0 0
9, |- v 0 0 0, |- v 0 0
[ QK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Open Ports Check to enable this entry.

Comment Make a name for the defined network application/service.
WAN Interface Specify the WAN interface that will be used for this entry.
WAN IP Specify the WAN IP address that will be used for this entry.

This setting is available when WAN IP Alias is configured.

Local Computer Enter the private IP address of the local host or click
Choose PC to select one.

Choose PC - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of
the local host in the list.

Protocol Specify the transport layer protocol. It could be TCP, UDP,
or ----- (none) for selection.

Start Port Specify the starting port number of the service offered by
the local host.

End Port Specify the ending port number of the service offered by
the local host.

Dray Tek 137 Vigor2860 Series User's Guide



After finishing all the settings here, please click OK to save the configuration.

NAT == Open Ports

Open Ports Setup | Setto Factory Default |

Index Comment WAN Interface Local IP Address Status
P2z61 WAMN1 192.168.1.49 W

= [ e N
< oM oM oM M o=

3.4.4 Port Triggering
Port Triggering is a variation of open ports function.
The key difference between "open port” and "port triggering” is:

® Once the OK button is clicked and the configuration has taken effect, "open port"
keeps the ports opened forever.

®  Once the OK button is clicked and the configuration has taken effect, "port triggering”
will only attempt to open the ports once the triggering conditions are met.

®  The duration that these ports are opened depends on the type of protocol used. The
"default" durations are shown below and these duration values can be modified via
telnet commands.

TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.

NAT == Port Triggering

Paort Triggering | Setto Factory Default |
Index Comment Triggering Protocol Triggering Port Incoming Protocol Incoming Port Status
1. X
3 X
3. X
4, X
5. b
1. X
a. b
3. X
10. ¥

<= 1410 | 11-20 Next

Available settings are explained as follows:

Item Description
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Comment Display the text which memorizes the application of this

rule.

Triggering Protocol Display the protocol of the triggering packets.

Triggering Port Display the port of the triggering packets.

Incoming Protocol Display the protocol for the incoming data of such
triggering profile.

Incoming Port Display the port for the incoming data of such triggering
profile.

Status Display if the rule is active or de-active.

Click the index number link to open the configuration page.

NAT == Port Triggering

No. 1

Enable
Service User Defined »
Comment
Triggering Protocol TCP hd
Triggering Port a0
Incoming Protocol UDP A
Incoming Port 1024

Note: The Triggering Port and Incoming Port should be input like this :
123-456,777-789 (legal),123-456,789 (legal), but 123-456-789 (illegal).

OK ] [ Clear ] [ Cancel
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Available settings are explained as follows:

Item Description

Enable Check to enable this entry.

Service Choose the predefined service to apply for such trigger
profile.

User Defined

=]

Lser Defined
Real Player
CluickTime
WP

IR

Al Talk
[

PalTalk
BitTorrent

Comment Type the text to memorize the application of this rule.

Triggering Protocol Select the protocol (TCP, UDP or TCP/UDP) for such
triggering profile.

Triggering Port Type the port or port range for such triggering profile.

Incoming Protocol When the triggering packets received, it is expected the
incoming packets will use the selected protocol. Select the
protocol (TCP, UDP or TCP/UDP) for the incoming data of
such triggering profile.

Incoming Port Type the port or port range for the incoming packets.

After finishing all the settings here, please click OK to save the configuration.
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3.5 Firewall

3.5.1 Basics for Firewall

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also

restricts users in the local network from accessing the Internet. Furthermore, it can filter out

specific packets that trigger the router to build an unwanted outgoing connection.

Firewall Facilities
The users on the LAN are provided with secured protection by the following firewall facilities:
®  User-configurable IP filter (Call Filter/ Data Filter).

®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data
®  Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter and
Data Filter.

®  Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter rules.
If legal, the packet will pass. Then the router shall “initiate a call” to build the Internet
connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaining how router will treat incoming traffic
and outgoing traffic respectively.

Call Filter —— Initiate a call
| down pass

l block
Outgoing WAN link —
Traffic status : o
up pass
I—’ Data Filter —— Send packet

to WAN

l block

Drop
packet
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pass -

Send packet | 7= poi Filter «— < LAN Link

to LAN

1 block

Drop
packet

Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header, stateful
inspection builds up a state machine to track each connection traversing all interfaces of the
firewall and makes sure they are valid. The stateful firewall of Vigor router not just examine
the header information also monitor the state of the connection.

Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system's resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based on
the attack signature database. Any malicious packet that might duplicate itself to paralyze the
host in the secure LAN will be strictly blocked and a Syslog message will be sent as warning, if
you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router will
activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. SYN fragment

2. UDP flood attack 10. Fraggle attack

3. ICMP flood attack 11. TCP flag scan

4. Port Scan attack 12. Tear drop attack

5. IP options 13. Ping of Death attack
6. Land attack 14. ICMP fragment

7. Smurf attack 15. Unassigned Numbers
8. Trace route

Below shows the menu items for Firewall.

eral Setup
I Setup
Defense
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3.5.2 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can

enable or disable the Call F
be linked to work in a serial
can configure the Log Flag

ilter or Data Filter. Under some circumstance, your filter set can
manner. So here you assign the Start Filter Set only. Also you
settings, Apply IP filter to VPN incoming packets, and Accept

incoming fragmented UDP packets.

Click Firewall and click General Setup to open the general setup page.

General Setup Page

Such page allows you to enable / disable Call Filter and Data Filter, determine general rule for
filtering the incoming and outgoing data.

Firewall == General Setup

General Setup

General Setup Default Rule
Call Filter ® Enable Start Filter Set | Set¥1 v
) Disable
Data Filter & Enable Start Filter Set | Set#2 +
O Disable

Accept large incoming fragmented UDP or ICMP packets ( for some games, ex. CS )
Enable Strict Security Firewall

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description

Call Filter Check Enable to activate the Call Filter function. Assign a
start filter set for the Call Filter.

Data Filter Check Enable to activate the Data Filter function. Assign a

start filter set for the Data Filter.

Accept large incoming...

Some on-line games (for example: Half Life) will use lots
of fragmented UDP packets to transfer game data.
Instinctively as a secure firewall, Vigor router will reject
these fragmented packets to prevent attack unless you
enable “Accept large incoming fragmented UDP or
ICMP Packets”. By checking this box, you can play these
kinds of on-line games. If security concern is in higher
priority, you cannot enable “Accept large incoming
fragmented UDP or ICMP Packets”.
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Enable Strict Security
Firewall

For the sake of security, the router will execute strict
security checking for data transmission.

Such feature is enabled in default. All the packets, while
transmitting through Vigor router, will be filtered by
firewall. If the firewall system (e.g., content filter server)
does not make any response (pass or block) for these
packets, then the router’s firewall will block the packets
directly.

Default Rule Page

Such page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF,
APP Enforcement, URL Content Filter, for data transmission via Vigor router.

Firewall == General Setup

General Setup

General Setup Default Rule

Actions for default rule:
Application

Filter
Sessions Control

Quality of Service

Load-Balance policy

User Management

APP Enforcement
URL Content Filter

Web Content Filter

Advance Setting
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Pass | ¥

2 /|go000

Mone |
Auto-Select |»

MNone w
Maone ~

MNone w

OoooOoooao

MNone b

OK ] [ Cancel
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Available settings are explained as follows:

Item

Description

Filter

Select Pass or Block for the packets that do not match with
the filter rules.

Filter Pass |»
P :

Sessions Control

The number typed here is the total sessions of the packets
that do not match the filter rule configured in this page. The
default setting is 60000.

Quality of Service

Choose one of the QoS rules to be applied as firewall rule.
For detailed information of setting QoS, please refer to the
related section later.

Mone %

Mare

Load-Balance Policy

Choose the WAN interface for applying Load-Balance
Policy.

Auto-Select w

User Management

Such item is available only when Rule-Based is selected in
User Management>>General Setup. The general firewall
rule will be applied to the user/user group/all users specified
here.

Mone »

Mane

User Object
[Create New User]
User GGraup

[Create New Group]
ALL

Note: When there is no user profile or group profile existed,
Create New User or Create New Group item will appear
for you to click to create a new one.

APP Enforcement

Select an APP Enforcement profile for global IM/P2P
application blocking. If there is no profile for you to select,
please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must
follow the standard configured in the APP Enforcement
profile selected here. For detailed information, refer to the
section of APP Enforcement profile setup. For
troubleshooting needs, you can specify to record information
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for IM/P2P by checking the Log box. It will be sent to
Syslog server. Please refer to section Syslog/Mail Alert for
more detailed information.

URL Content Filter Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with
this router. Please set at least one profile for choosing in
CSM>> URL Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking
the Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

Web Content Filter Select one of the Web Content Filter profile settings
(created in CSM>> Web Content Filter) for applying with
this router. Please set at least one profile for anti-virus in
CSM>> Web Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the
Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

Advance Setting Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

Firewall => General Setup

Advance Setting

Codepage ANSI{1252)-Latin | A
Window size: 65535
Session timeout: 1440 Minute

[ ok | [ Clse |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtaining correct ASCII after decoding data
from URL and enhance the correctness of URL Content
Filter. The default value for this setting is ANSI 1252 Latin
I. If you do not choose any codepage, no decoding job of
URL will be processed. Please use the drop-down list to
choose a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on
the dialog box.
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Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the
performance will be. However, if the network is not stable,
small value will be proper.

Session timeout — Setting timeout for sessions can make
the best utilization of network resources.

After finishing all the settings here, please click OK to save the configuration.
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3.5.3 Filter Setup
Click Firewall and click Filter Setup to open the setup page.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |

Set Comments Set Comments

1. Default Call Filter i.

2. Default Data Filter 8.

3 2

4 10.

=F 1.

6. 12

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the rule.

Firewall == Filter Setup == Edit Filter Set

Filter Set 1

Comments : |Default Call Filter

Filter Rule Active Comments Move Up Move Down
Block NetBios Down
0 up Down
L up Down
L up Down
0 up Down
U up Down
L up

Mext Filter Set |Mone v

[ OK l [ Clear l [ Cancel

Available settings are explained as follows:

Item Description

Filter Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click
the button will open Edit Filter Rule web page. For the
detailed information, refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximum length is
23—character long.

Move Up/Down Use Up or Down link to move the order of the filter rules.

Next Filter Set Set the link to the next filter set to be executed after the

current filter run. Do not make a loop with many filter sets.

To edit Filter Rule, click the Filter Rule index button to enter the Filter Rule setup page.
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Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 1 Rule 1
Check to enable the Filter Rule
Comments: Block MNetBios
Index{1-15) in Schedule Setup:

Clear sessions when schedule ON: [] Enable

Direction: LAN/RTAPN -> VAN v
Source IP: Any
Destination IP: Any
Service Type: TCR/UDP. Port: from 137~139 ta any
Fragments: Dont Care hd
Application Action/Profile Syslog
Filter: Pass Immediately hd ]

Branch to Other Filter Set:

Sessions Control o /(60000 O
MAC Bind IP MNon-Strict O
Quality of Service Mone » O
Load-Balance policy Auto-Select v F
User Management Maone - O
APP Enforcement: Maone b O
URL Content Filter: Maone A4 O
Web Content Filter: Maone b O
Adwvance Setting

[ Ok l [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Check to enable the Filter | Check this box to enable the filter rule.

Rule

Comments Enter filter set comments/description. Maximum length is
14- character long.

Index(1-15) Set PCs on LAN to work at certain time interval only. You
may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The
default setting of this field is blank and the function will
always work.

Clear sessions when Check this box to clear the sessions when the above

schedule ON schedule profiles are applied.

Direction Set the direction of packet flow. It is for Data Filter only.
For the Call Filter, this setting is not available since Call
Filter is only applied to outgoing traffic.
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LAMNRTAPR -2 WAk v
WAN -> LANRTAPR
LANRTAPHN -= LANRTAPN

Note: RT means routing domain for 2nd subnet or other
LAN.

Source/Destination IP

Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.

{= IP Address Edit - Windows Internet Explorer [:”E”E‘
£ b 1921681 1 =)

IP Address Edit
Address Type Any Address v

Start IP Address
End IP Address
Subnet Mask
Invert Selection
IP Group

or |P Object

or IP Object

or IP Object
IPv6 Group

or IPv6 Object
or IPva Object
or IPv6 Object

To set the IP address manually, please choose Any
Address/Single Address/Range Address/Subnet Address
as the Address Type and type them in this dialog. In
addition, if you want to use the IP range from defined
groups or objects, please choose Group and Objects as the
Address Type.

Group and Objects +

Any Address

single Address
Range Address
Subnet Address

From the IP Group drop down list, choose the one that you
want to apply. Or use the IP Object drop down list to
choose the object that you want.

Service Type

Click Edit to access into the following dialog to choose a
suitable service type.
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(j Service Type Edit - Windows Internet Explorer

@] i (193 168,01 (1]
Service Type Edit
Service Type User defined hd
Protocol TCP/UDP |+
Source Port = % [137 ~[139
Destination Port =¥ N1 ~|BA535
Service Group
or Service Object
or Service Object
or Service Object

To set the service type manually, please choose User
defined as the Service Type and type them in this dialog. In
addition, if you want to use the service type from defined
groups or objects, please choose Group and Objects as the
Service Type.

User defined v

ser defined
Graup and Objects

Protocol - Specify the protocol(s) which this filter rule will
apply to.

Source/Destination Port —

(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this service
type.

(1=) — when the first and last value are the same, it
indicates all the ports except the port defined here;
when the first and last values are different, it indicates that
all the ports except the range defined here are available for
this service type.

(>) — the port number greater than this value is available.
(<) — the port number less than this value is available for
this profile.

Service Group/Object - Use the drop down list to choose
the one that you want.

Fragments

Specify the action for fragmented packets. And it is used for
Data Filter only.

Don’t care -No action will be taken towards fragmented
packets.

Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.

Too Short - Apply the rule only to packets that are too short
to contain a complete header.

Filter

Specifies the action to be taken when packets match the rule.

Block Immediately - Packets matching the rule will be
dropped immediately.

Pass Immediately - Packets matching the rule will be
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passed immediately.

Block If No Further Match - A packet matching the rule,
and that does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule,
and that does not match further rules, will be passed
through.

Branch to other Filter Set | If the packet matches the filter rule, the next filter rule will
branch to the specified filter set. Select next filter rule to
branch from the drop-down menu. Be aware that the router
will apply the specified filter rule for ever and will not
return to previous filter rule any more.

Sessions Control The number typed here is the total sessions of the packets
that do not match the filter rule configured in this page. The
default setting is 60000.

MAC Bind IP Strict - Make the MAC address and IP address settings

configured in IP Object for Source IP and Destination IP
be bound for applying such filter rule.

No-Strict - no limitation.

Quiality of Service Choose one of the QoS rules to be applied as firewall rule.
For detailed information of setting QoS, please refer to the
related section later.

Mone

Mare

Load-Balance policy Choose the WAN interface for applying Load-Balance
Policy.
User Management Such item is available only when Rule-Based is selected in

User Management>>General Setup. The general firewall
rule will be applied to the user/user group/all users specified
here.

User Object
[Create Mew User]
User Group

[Create New Group]
ALL

Note: When there is no user profile or group profile existed,
Create New User or Create New Group item will appear
for you to click to create a new one.

APP Enforcement Select an APP Enforcement profile for global IM/P2P
application blocking. If there is no profile for you to select,
please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must
follow the standard configured in the APP Enforcement
profile selected here. For detailed information, refer to the
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section of APP Enforcement profile setup. For
troubleshooting needs, you can specify to record information
for IM/P2P by checking the Log box. It will be sent to
Syslog server. Please refer to section Syslog/Mail Alert for
more detailed information.

URL Content Filter

Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with
this router. Please set at least one profile for choosing in
CSM>> URL Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking
the Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

URL Content Filter

Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with
this router. Please set at least one profile for choosing in
CSM>> URL Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for URL Content Filter by checking
the Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

Web Content Filter

Select one of the Web Content Filter profile settings
(created in CSM>> Web Content Filter) for applying with
this router. Please set at least one profile for anti-virus in
CSM>> Web Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the
Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

Advance Setting

Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

(j hitp:#192.168_1_1/docfipfedradv_him - Windows Internet Explorer
| 192.168.1.1 @]

Firewall == Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1
Advance Setting

Codepage AMSI{1252)-Latin | hs
Window size: 65535

Session timeout: 1440 Minute
DrayTek Banner:

Strict Security Checking
[CJaPP Enforcement

[ ok ] [ Close |

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtaining correct ASCII after decoding data
from URL and enhance the correctness of URL Content
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Filter. The default value for this setting is ANSI 1252 Latin
I. If you do not choose any codepage, no decoding job of
URL will be processed. Please use the drop-down list to
choose a codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on
the dialog box.

Dray Tek P’ Syslog Utility |
— .4

192 1681 1

it AGE.
EM - Traditional Chisese Bygh)
P ke 53 O 51, 3kt 4 Dl 52 OO0 72 0083 32 009 21 Obsn 1 0] 41 D0 41 00 &1 003 41 (00

e

Tavw Codepages

SEEEREEREEERE

SEEHEERYEEEH Y

CE X T

Window size — It determines the size of TCP protocol
(0~65535). The more the value is, the better the
performance will be. However, if the network is not stable,
small value will be proper.

Session timeout—Setting timeout for sessions can make the
best utilization of network resources. However, Queue
timeout is configured for TCP protocol only; session
timeout is configured for the data flow which matched with
the firewall rule.

DrayTek Banner — Please uncheck this box and the

following screen will not be shown for the unreachable web
page. The default setting is Enabled.

The requested Web page has been blocked by Web Content Filter.
Pleazge contact your system administrator for further information.

[Powered by Drayviek]

Strict Security Checking - All the packets, while
transmitting through Vigor router, will be filtered by
firewall settings configured by Vigor router. When the
resource is inadequate, the packets will be blocked if Strict
Security Checking is enabled. If Strict Security Checking is
not enabled, then the packets will pass through the router.
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Example

As stated before, all the traffic will be separated and arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filters and data filters in Filter Setup and even link
them in a serial manner. Each filter set is composed by 7 filter rules, which can be further
defined. After that, in General Setup you may specify one set for call filter and one set for

data filter to execute first.

Firewall »» Genaral Sewp

General Serup

Gunoral Snlup Detault Hube

Call Filtor & Enable Start Filter Set | Solil ¥
O Dusabile

Datas Filter & Enable Start FilterNget | Sel2 =
O Dusalalir

[ Accopt Large nceming fragmented UDP ar IEMP packets

[ Enable Strict Secunty Firewall

Cancel

Fireweall »> Filter Sewp »» Edit Filter Ser

Filter Set 1

Comments : | Defaul ol

@ =
| o
=] o
(7] o

DrayTek

Comments

Block NetBios

| [ clear | [ Cancal |

155

Filter Setup

LIONG™ % Eirwall »> Filter Setup

Cammants
Default Call Filker
Default Data Filter

| 3etto Factory Default

Sat Cammants

10,
1.

Firewall >> Edit Filter Set »> Cdit Filter Rule

Filter Set 1 Rula 1

[ check to enable the Filter fuls

Comments:

Index{1-15) n Scheduly Setup:
Clear sessions when schedule ON:

Direction:
Source 19:

R bination TP:

Fragments:

Application
Fileer:

dranch to Other Eilter Ser:

Sessions Contral
MAC Rind IP

Quality of Service
Load-Balance policy
Usser Manogemsnt
APP Enforcement:
URL Content Filter:
Web Content Filtes :

Advance Satting

(

Block NetBios

] Enable

LAMN/RTIVPN -» WAN »

oy =
Any Edit
TCR/UDP. Part fram 137~139 to any

Don't Care v

ActlonPrafile Syslog
Pass Immedistely » O
o/ [s0000 ]
Hon Sinct | O
Hone rl
Auto-Select ¥ ]
Hone v 0
None L [}
Hene o O
Hune - (=]
[_Ed: |
ok | [ Clear | [ Cancel |
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3.5.4 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/ defense function in
the DoS Defense setup. The DoS Defense functionality is disabled for default.

Click Firewall and click DoS Defense to open the setup page.

Firewall == DoS defense Setup

DoS defense Setup

Enable Dos Defense Select All

[ Enable S¥N flood defense Threshold packets / sec
Timeout sec

[ Enable UDP flood defense Threshold packets / sec
Timeout sec

[ Enable ICMP flood defense Threshold packets / sec
Timeout sec

[ Enable Port Scan detection Threshold packets / sec

[ Block 1P options

[ Block Land

[ Block smurf

[ Block trace route

[ Block s¥YN fragment
[ Block Fraggle Attack

[ Block TCP flag scan

[ Block Tear Drop

[ Block Ping of Death

[ Block 1cMP fragment

[ Block Unassigned Numbers

0K ] [CIear:‘-‘xII] [ Cancel

Available settings are explained as follows:

ltem

Description

Enable Dos Defense

Check the box to activate the DoS Defense Functionality.

Select All

Click this button to select all the items listed below.

Enable SYN flood defense

Check the box to activate the SYN flood defense function.
Once detecting the Threshold of the TCP SYN packets from
the Internet has exceeded the defined value, the Vigor
router will start to randomly discard the subsequent TCP
SYN packets for a period defined in Timeout. The goal for
this is prevent the TCP SYN packets’ attempt to exhaust the
limited-resource of Vigor router.

By default, the threshold and timeout values are set to 50
packets per second and 10 seconds, respectively. That
means, when 50 packets per second received, they will be
regarded as “attack event” and the session will be paused
for 10 seconds.

Enable UDP flood defense

Check the box to activate the UDP flood defense function.
Once detecting the Threshold of the UDP packets from the
Internet has exceeded the defined value, the Vigor router
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will start to randomly discard the subsequent UDP packets
for a period defined in Timeout.

The default setting for threshold and timeout are 150 packets
per second and 10 seconds, respectively. That means, when
150 packets per second received, they will be regarded as
“attack event” and the session will be paused for 10

seconds.
Enable ICMP flood Check the box to activate the ICMP flood defense function.
defense Similar to the UDP flood defense function, once if the

Threshold of ICMP packets from Internet has exceeded the
defined value, the router will discard the ICMP echo
requests coming from the Internet.

The default setting for threshold and timeout are 50 packets
per second and 10 seconds, respectively. That means, when
50 packets per second received, they will be regarded as
“attack event” and the session will be paused for 10

seconds.
Enable PortScan Port Scan attacks the Vigor router by sending lots of packets
detection to many ports in an attempt to find ignorant services would

respond. Check the box to activate the Port Scan detection.
Whenever detecting this malicious exploration behavior by
monitoring the port-scanning Threshold rate, the Vigor
router will send out a warning.

By default, the Vigor router sets the threshold as 150 packets
per second. That means, when 150 packets per second
received, they will be regarded as “attack event”.

Block IP options Check the box to activate the Block IP options function.
The Vigor router will ignore any IP packets with IP option
field in the datagram header. The reason for limitation is IP
option appears to be a vulnerability of the security for the
LAN because it will carry significant information, such as
security, TCC (closed user group) parameters, a series of
Internet addresses, routing messages...etc. An eavesdropper
outside might learn the details of your private networks.

Block Land Check the box to enforce the Vigor router to defense the
Land attacks. The Land attack combines the SYN attack
technology with IP spoofing. A Land attack occurs when an
attacker sends spoofed SYN packets with the identical
source and destination addresses, as well as the port number

to victims.

Block Smurf Check the box to activate the Block Smurf function. The
Vigor router will ignore any broadcasting ICMP echo
request.

Block trace router Check the box to enforce the Vigor router not to forward any

trace route packets.

Block SYN fragment Check the box to activate the Block SYN fragment function.
The Vigor router will drop any packets having SYN flag and
more fragment bit set.

Block Fraggle Attack Check the box to activate the Block fraggle Attack function.
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Any broadcast UDP packets received from the Internet is
blocked.

Activating the DoS/DDoS defense functionality might
block some legal packets. For example, when you activate
the fraggle attack defense, all broadcast UDP packets
coming from the Internet are blocked. Therefore, the RIP
packets from the Internet might be dropped.

Block TCP flag scan Check the box to activate the Block TCP flag scan function.
Any TCP packet with anomaly flag setting is dropped. Those
scanning activities include no flag scan, FIN without ACK
scan, SYN FINscan, Xmas scan and full Xmas scan.

Block Tear Drop Check the box to activate the Block Tear Drop function.
Many machines may crash when receiving ICMP datagrams
(packets) that exceed the maximum length. To avoid this
type of attack, the Vigor router is designed to be capable of
discarding any fragmented ICMP packets with a length
greater than 1024 octets.

Block Ping of Death Check the box to activate the Block Ping of Death function.
This attack involves the perpetrator sending overlapping
packets to the target hosts so that those target hosts will
hang once they re-construct the packets. The Vigor routers
will block any packets realizing this attacking activity.

Block ICMP Fragment Check the box to activate the Block ICMP fragment
function. Any ICMP packets with more fragment bit set are

dropped.
Block Unassigned Check the box to activate the Block Unknown Protocol
Numbers function. Individual IP packet has a protocol field in the

datagram header to indicate the protocol type running over
the upper layer. However, the protocol types greater than 100
are reserved and undefined at this time. Therefore, the router
should have ability to detect and reject this kind of packets.

Warning Messages We provide Syslog function for user to retrieve message
from Vigor router. The user, as a Syslog Server, shall receive
the report sending from Vigor router which is a Syslog
Client.

All the warning messages related to DoS Defense will be
sent to user and user can review it through Syslog daemon.
Look for the keyword DoS in the message, followed by a
name to indicate what kind of attacks is detected.
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System Maintenance >» SysLog / Mail Alert Setup

SysLog / Mail Alert Setup
SysLog Access Setup Mail Alert Setup

[¥lEnable fEnable Send a test e-mail

Syslog Save to: SMTP Server

Syslog Server
[Juss pisk

Router Hame [ ) | v L
Servermp addess | | fewmead I

SMTP Port

Destination Port O Authentication

. User Name
Mail Syslog [JEnable

Enable syslog message: Password
Firewall Log Enable E-Mail Alert:

User Access Log DoS Attack
WAN Log IM-P2P
Router/DSL information VPN LOG
AlertLog Setup
[lenable

AlertLog Port

Note: 1. Mail Syslog cannot be activated unless USB Disk is ticked for "Syslog Save to".
2. Mail Syslog feature sends a Syslog file when its size reaches 1M Bytes.

DrayTek

192.168.1.1 adl| WAl Sha
leslesl e = Gatermr 1P {Fised) T Packets THRake
- S [imieaa [ [ 3
LAN Status
T Pischets B Packals WAN TP (Fixed) U Packnts R fate
[ AT I 3o [TmesE 2558 [ i
FarwallLow | VPH Loz | Drer Access Log | Call Loz | WAN Log | Others | Network Information | Hetwis | Traffc Graph,|
T Hast Hnssage
o | D000 42 Wigas Do em_flooed BlochL0s) 192 468,110,060 -> 1921651 1,23 PR Glkip) ke 20 40 -5 334575
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3.6 User Management

User Management is a security feature which disallows any IP traffic (except DHCP-related
packets) from a particular host until that host has correctly supplied a valid username and
password. Instead of managing with IP address/MAC address, User Management function
manages hosts with user account. Network administrator can give different firewall policies or
rules for different hosts with different User Management accounts. This is more flexible and
convenient for network management. Not only offering the basic checking for Internet access,
User Management also provides additional firewall rules, e.g. CSM checking for protecting

hosts.
% I.‘ Lisa’s notebook
" WLAN_User_Group_A
Tl _ (Password:wug123)
Allen’s PC TS
. Tom's PC = _[.',-f-r-‘
“-{-.,__9. . g 11 @ . David's notebook
P LAN ._:_?‘/

=~ LAN

WLAN_User_Group_B

LAN_User_Group_1 .
- - - (Password:wug456)
(Password:lug123) Nina'sPC

Diana's PC .
- LAN ‘————. Amy's PC
- g 3
- Baad

- L

T Notcontrolled by user Management
LAN_User_Group_2
(Password:lug456) +

Note: Filter rules configured under Firewall usually are applied to the host (the one that
the router installed) only. With user management, the rules can be applied to every user
connected to the router with customized profiles.

Note: If Transparency Mode is selected in Firewall>>General Setup, User
Management cannot be used any more. Please uncheck Transparency Mode first if you
want to utilize user management to handle users in LAN, WAN or WLAN.
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3.6.1 General Setup

General Setup can determine the standard (rule-based or user-based) for the users controlled
by User Management. The mode (standard) selected here will influence the contents of the
filter rule(s) applied to every user.

User Management => General Setup

General Setup

Mode: Rule-Based |«

web authentication: |HTTFPS »

Motice @

1. User Management will refer to active rules in Data Filter as whitelists and blacklists
in user-based firewall mode.

2. Users match the above lists will not be required for authentication.
The firewall rules policy will still valid.

3. Otherwise, authentication required for users not matched the above lists.
The firewall rules designated in the user profile's policy will still valid.

Landing Page (Max 255 characters) Preview| Setto Factory Default |
cript'>
on'</acripta></body>

<body stats=l><script language='

window.location="http://wwi.dray

[ OK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Mode There are two modes offered here for you to choose. Each
mode will bring different filtering effect to the users
involved.

User-Based - If you choose such mode, the router will
apply the filter rules configured in User
Management>>User Profile to the users.

Rule-Based —If you choose such mode, the router will
apply the filter rules configured in Firewall>>General
Setup and Filter Rule to the users.

Web Authentication Choose the protocol for web authentication.

Landing Page Type the information to be displayed on the first web page
when the LAN user accessing into Internet via such router.

After finishing all the settings here, please click OK to save the configuration.
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3.6.2 User Profile

This page allows you to set customized profiles (up to 200) which will be applied for users
controlled under User Management. Simply open User Management>>User Profile.

User Management => User Profile

User Profile Table | Setto Factory Default |
Profile Name Profile Name
1. admin 1i.
2. Dial-In User 18.
3 LaN_User_Group_1 19.
4. WLAMN_User_Group_ A 20.
5 WLAK_User_Group_B 21.
6. 22
I 23.
8. 24,
9. 25.
10. 26.
11. 21.
12 28.
KN 29.
14 30.
15. 31
16. 32,
<< 1-32 | 33-64 | 65-96 | 97128 | 129-160 | 161-192 | 193-200 == Next ==

To set the user profile, please click any index number link to open the following page. Notice
that profile 1 (admin) and profile 2 (Dial-In User) are factory default settings. Profile 2 is
reserved for future use.

User Management ==User Profile

Profile Index 3
Enable this account
User Name
Password

Confirm Password

Idle Timeout 10 min(s) 0:Unlimited
Max User Login 0 0:Unlimited
External Server Authentication Mone | »

Log Mone |«

Pop Browser Tracking Window

Authentication Web Alert Tool Telnst
Landing Page O

Index{1-15) in Schedule Setup:

[ Enable Time Quota 0 min. DU mirn.
[ Enable Data Quota 0 MB v E]D B
Reset quota to default when schaduling time expired
[] Enable Default Time Quota |0 mirn. Default Data Quota [0 B

[ ok ] [ Refresh | [ Clear | [ Cancel |
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Available settings are explained as follows:

Item

Description

Enable this account

Check this box to enable such user profile.

User Name

Type a name for such user profile (e.g.,
LAN_User_Group_1, WLAN_User_Group_A,
WLAN_User_Group_B, etc). When a user tries to access
Internet through this router, an authentication step must be
performed first. The user has to type the User Name
specified here to pass the authentication. When the user
passes the authentication, he/she can access Internet via this
router. However the accessing operation will be restricted
with the conditions configured in this user profile.

The maximum length of the name you can set is 24
characters.

Password

Type a password for such profile (e.g., lug123,
wugl123,wug456, etc). When a user tries to access Internet
through this router, an authentication step must be
performed first. The user has to type the password specified
here to pass the authentication. When the user passes the
authentication, he/she can access Internet via this router
with the limitation configured in this user profile.

The maximum length of the password you can set is 24
characters.

Confirm Password

Type the password again for confirmation.

Idle Timeout

If the user is idle over the limitation of the timer, the
network connection will be stopped for such user. By
default, the Idle Timeout is set to 10 minutes.

Max User Login

Such profile can be used by many users. You can set the
limitation for the number of users accessing Internet with
the conditions of such profile. The default setting is 0 which
means no limitation in the number of users.

Policy

It is available only when User-Based mode selected in
User Management>>General Setup.

Default “

Default
[Create New Palicy]

Default — If you choose such item, the filter rules
pre-configured in Firewall can be adopted for such user
profile.

Create New Policy - If you choose such item, the
following page will be popped up for you to define another
filter rule as a new policy.
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Firewvall >> Edit Filter Set >> Edit Filter Rule

Filter Set1 Rule 2

Comments:
Index(1-13) in Schedule Setup:

Clear sessions when schedule ON: [ Enable

Direction: LANRTAPN = WAN v
Source IP: Any
Cestination IP: Any

Service Tune:

For the detailed configuration, simply refer to
Firewall>>Filter Rule. The firewall filter rules that are not
selected in Firewall>>General>>Default rule can be
available for use in User Management>>User Profile.

External Service The router will authenticate the dial-in user by itself or by
Authentication external service such as LDAP server or Radius server. If
LDAP or Radius is selected here, it is not necessary to
configure the password setting above.

Mone  #

Mone

LDAP |
Fadius

Log Time of login/log out, block/unblock for the user(s) can be
sent to and displayed in Syslog. Please choose any one of
the log items to take down relational records for the user(s).

Pop Browser Tracking If such function is enabled, a pop up window will be
Window displayed on the screen with time remaining for connection
if Idle Timeout is set. However, the system will update the
time periodically to keep the connection always on. Thus,
Idle Timeout will not interrupt the network connection.

Authentication Any user (from LAN side or WLAN side) tries to connect
to Internet via Vigor router must be authenticated by the
router first. There are three ways offered by the router for
the user to choose for authentication.

Web — If it is selected, the use can type the URL of the
router from any browser. Then, a login window will be
popped up and ask the user to type the user name and
password for authentication. If succeed, a Welcome
Message (configured in User Management >> General
Setup) will be displayed. After authentication, the
destination URL (if requested by the user) will be guided
automatically by the router.

Alert Tool — If it is selected, the user can open Alert Tool
and type the user name and password for authentication. A

Vigor2860 Series User's Guide 164 Dray TEk



window with remaining time of connection for such user
will be displayed. Next, the user can access Internet through
any browser on Windows. Note that Alert Tool can be
downloaded from DrayTek web site.

Telnet — If it is selected, the user can use Telnet command
to perform the authentication job.

Landing Page When a user tries to access into the web user interface of
Vigor router series with the user name and password
specified in this profile, he/she will be lead into the web
page configured in Landing Page field in User
Management>>General Setup.

Check this box to enable such function.

Index (1-15) in Schedule You can type in four sets of time schedule for your request.
Setup All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page.

Enable Time Quota Time quota means the total connection time allowed by the
router for the user with such profile. Check the box to
enable the function of time quota. The first box displays the
remaining time of the network connection. The second box
allows to type the number of time (unit is minute) which is
available for the user (using such profile) to access Internet.

— Click this box to set and increase the time quota for
such profile.

. Click this box to decrease the time quota for such
profile.

Note: A dialog will be popped up to notify how many
time remained when a user accesses into Internet
through Vigor router successfully.

7~ Internet Access =13

Michael you are now connected.

Time remaining online:

00:32:41

Time used: 01:12:54.
When the time is up, all the connection jobs including

network, IM, social media, facebook, and etc. will be
terminated.

Enable Data Quota Data Quota means the total amount for data transmission
allowed for the user. The unit is MB/GB.

— Click this box to set and increase the data quota for
such profile.
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. Click this box to decrease the data quota for such

profile.
Reset quota to default Set default time quota and data quota for such profile.
when scheduling time When the scheduling time is up, the router will use the
expired default quota settings automatically.

Enable — Check it to use the default setting for time quota
and data quota.

Default Time Quota — Type the value for the time
manually.

Default Data Quota — Type the value for the data
manually.

After finishing all the settings here, please click OK to save the configuration.
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3.6.3 User Group

This page allows you to bind several user profiles into one group. These groups will be used in
Firewall>>General Setup as part of filter rules.

User Management >> User Group

User Group Table: | Setto Factory Default |
Index Hame Index Hame
1 17.
2 18,
3. 18,
4 20.
5. n,
& 22,
I8 23.
. 2,
ER 25.
10. 26,
1. .
12 28
13, 29,
14, 30.
15, M.
18. 32

Please click any index number link to open the following page.

User Management >> User Group

Profile Index : 1

MName:
Available User Objects Selected User Objects(Max 32 Objects)
1-admin
2-Dial-In User
3-LAN_User_Group_1
AWYLAN_User_Group_A
B-WLAM_User_Group_B
[ Qk ] [ Clear ] [ Cancel
Available settings are explained as follows:
Item Description
Name Type a name for this user group.
Available User Objects You can gather user profiles (objects) from User Profile

page within one user group. All the available user objects
that you have created will be shown in this box. Notice that
user object, Admin and Dial-In User are factory settings.
User defined profiles will be numbered with 3, 4, 5 and so
on.
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Selected Keyword Objects Click button to add the selected user objects in this

box.

After finishing all the settings here, please click OK to save the configuration.

3.6.4 User Online Status

This page displays the user(s) connected to the router and refreshes the connection status in an
interval of several seconds.

User Management >> User Onling Status

Current Time : 07-25 03:52:55 Refresh Seconds: |10 %| page: |1 ¥ | Refresh |

Index Profile =~  IP Address User Last Login Time Expired Time Data Quota Idle Time  Action
1 admin 172.16.2.158 admin 07-24 07:57:01  Unlimited Unlimited Unlimited Block Logout

Total Number : 1

Available settings are explained as follows:

Item Description

Refresh Seconds Use the drop down list to choose the time interval of
refreshing data flow that will be done by the system
automatically.

Refresh Seconds: |10 %

Refresh Click this link to refresh this page manually.

Index Display the number of the data flow.

Profile Display the authority of the account.

IP Address Display the IP address of the device.

User Display the users which connect to Vigor router currently.

You can click the link under the username to open the user
profile setting page for that user.

Last Login Time Display the login time that such user connects to the router
last time.

Expired Time Display the expired time of the network connection for the
user.
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Data Quota Display the quota for data transmission.

Idle Time Display the idle timeout setting for such profile.

Action Block - can prevent specified user accessing into Internet.
Unblock — the user will be blocked.
Logout — the user will be logged out forcefully.

3.7 Objects Settings

For IPs in a range and service ports in a limited range usually will be applied in configuring
router’s settings, therefore we can define them with objects and bind them with groups for
using conveniently. Later, we can select that object/group that can apply it. For example, all
the IPs in the same department can be defined with an IP object (a range of IP address).

3.7.1 IP Object
You can set up to 192 sets of IP Objects with different conditions.

Objects Setting == IP Object

IP Object Profiles: | Setto Factory Default |
Index Name Index Name
1 17.
2. 18.
3. 19.
4 20.
2. 21
6. 22.
A 2.
24,
9. 25.
10. 26.
1. 2.
12 28.
L. 29.
14. 30.
15. 3t
16. 32
<< 132 | 3364 | 6596 | 97-128 | 129160 | 161-192 == Mext

Available settings are explained as follows:
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Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting >> |P Object

Profile Index : 1

Mame: RD Department
Interface: Any w
Address Type: Range Address w

Mac Address:

Start IP Address: 192.168.1.59
End IP Address: 192.168.1.65
Subnet Mask:

Invert Selection: O

[ ok | [ clear | [ cancl

Available settings are explained as follows:

Item Description
Name Type a name for this profile. Maximum 15 characters are
allowed.
Interface Choose a proper interface.
Any v

LANRTAPN
AR

For example, the Direction setting in Edit Filter Rule will
ask you specify IP or IP range for WAN or LAN or any IP
address. If you choose LAN as the Interface here, and
choose LAN as the direction setting in Edit Filter Rule,
then all the IP addresses specified with LAN interface will
be opened for you to choose in Edit Filter Rule page.
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3.

DrayTek

Address Type

Determine the address type for the IP address.
Select Single Address if this object contains one IP address
only.

Select Range Address if this object contains several IPs
within a range.

Select Subnet Address if this object contains one subnet
for IP address.

Select Any Address if this object contains any IP address.
Select Mac Address if this object contains Mac address.

Fange Address

Any Address
|single Address

& e Address
Subnet Address
Mac Address

MAC Address

Type the MAC address of the network card which will be
controlled.

Start IP Address

Type the start IP address for Single Address type.

End IP Address

Type the end IP address if the Range Address type is
selected.

Subnet Mask

Type the subnet mask if the Subnet Address type is
selected.

Invert Selection

If it is checked, all the IP addresses except the ones listed

above will be applied later while it is chosen.

After finishing all the settings here, please click OK to save the configuration. Below is
an example of IP objects settings.

Objects Setting == |P Object

IP Object Profiles:

Index

O o L

Name Index
RD Department 17.
Financial Dept 18,
HE Department 19.
20,
21.
29
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3.7.2 IP Group

This page allows you to bind several IP objects into one IP group.

Objects Setting == IP Group

IP Group Table:

Index Name

[ [ [N | | |B= e b =

=
=

o e . = =1
Lol U ol - Dl

| Setto Factory Default |

Index Name

= =k
ol

=
=

Lo L [l (R (R (R RS (RO (RS [BI[RD[R|R
I i E i o =S B (B L R L el [

Available settings are explained as follows:

Iltem

Description

Set to Factory Default

Clear all profiles.

Index

Display the profile number that you can configure.

Name

Display the name of the group profile.

To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >> IP Group

Profile Index : 1

MName: Administration
Interface: ANy W
Available [P Objects Selected IP Ohjects
1-RO Department
2-Financial Dept
3-HR Department
Ok ] [ Clear ]| [ Cancel
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Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Interface Choose WAN, LAN or Any to display all the available IP

objects with the specified interface.

Available IP Objects | All the available IP objects with the specified interface
chosen above will be shown in this box.

Selected IP Objects Click >> button to add the selected IP objects in this box.

3. After finishing all the settings here, please click OK to save the configuration.
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3.7.3 IPv6 Object

You can set up to 64 sets of IPv6 Objects with different conditions.

Objects Setting == [PvG Object

IPvG Object Profiles:

Index Name

[© | |~ = o B e =

=
=

[ T S T N . N Y
N N T

==

-32 | 33-64 =

| SettoFactory Default |

Index Name

[
il

Lo Lo Lo [ R R R R [RO R [ R o (=
[l Eal L S - e B L= | T E T R LR il L

MNext =

Available settings are explained as follows:

Item

Description

Set to Factory Default

Clear all profiles.

Index

Display the profile number that you can configure.

Name

Display the name of the object profile.

To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >* IPvé Object

Profile Index : 1
Mame:
Address Type:

Mac Address:

Start IP Address:

End IP Address:
Prefix Len:

Invert Selection:
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O

ok | [ clear | [ cancel
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Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Address Type Determine the address type for the IPv6 address.

Select Single Address if this object contains one IPv6
address only.

Select Range Address if this object contains several IPv6s
within a range.

Select Subnet Address if this object contains one subnet
for IPv6 address.

Select Any Address if this object contains any IPv6
address.

Select Mac Address if this object contains Mac address.

Fange Address

Any Address
single Address

Range Address
mubnet Address
hac Address
Mac Address Type the MAC address of the network card which will be
controlled.
Start IP Address Type the start IP address for Single Address type.
End IP Address Type the end IP address if the Range Address type is
selected.
Prefix Len Type the number (e.g., 64) for the prefix length of IPv6
address.
Invert Selection If it is checked, all the IPv6 addresses except the ones listed

above will be applied later while it is chosen.

3. After finishing all the settings, please click OK to save the configuration.
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3.7.4 IPv6 Group
This page allows you to bind several IPv6 objects into one IPv6 group.

Objects Setting == IPvG Group

IPvE Group Table: | Set to Factory Default |
Index Name Index Name
1 i7.
2 18,
3 19,
4. 20.
5 21.
5. 22
1. 23.
8. 24,
9 25,
10. 26.
11. 27,
12, 28,
13. 28,
14, 30.
15, 3.
16 32,

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the group profile.

To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.
2. The configuration page will be shown as follows:

Objects Setting >= IPvG Group

Profile Index : 1

Name:

Available IPv6 Objects Selected IPvG Objects

[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:
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Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Available IPv6 All the available IPv6 objects with the specified interface

Objects chosen above will be shown in this box.

Selected IPv6 Objects | Click >> button to add the selected IPv6 objects in this box.

3. After finishing all the settings, please click OK to save the configuration.

3.7.5 Service Type Object
You can set up to 96 sets of Service Type Objects with different conditions.

Objects Setting »= Service Type Object

Sernvice Type Object Profiles: | Setto Factory Default |
Index Name Index Name
1 ar.
2 12,
3. 19,
4. 20.
5. 21.
i 22,
L 23
8 24.
9 25,
10. 26,
11. 27.
12, 28,
13. 28,
14, 30.
15. 31.
16. 32

Next ==

-
[
[}
w
ca
&
=
=2}
o
=)
=

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting =* Service Type Object Setup

Profile Index : 1

MName WWW

Protocol TCP b

Source Port = %1 ~ 65535

Destination Paort =¥ [ ~ |65535
[ oK ] [ Clear | [ Cancel

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Protocol Specify the protocol(s) which this profile will apply to.

TCP hd

Any
ICWP
GMP

UDP
TCPAJDP
Other

Source/Destination
Port

Source Port and the Destination Port column are available
for TCP/UDP protocol. It can be ignored for other
protocols. The filter rule will filter out any port number.

(=) — when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this profile.

(1=) — when the first and last value are the same, it
indicates all the ports except the port defined here;
when the first and last values are different, it indicates that
all the ports except the range defined here are available for
this service type.

(>) — the port number greater than this value is available.

(<) — the port number less than this value is available for
this profile.
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3.

3.7.6 Service Type Group

Objects Setting >> Service Type Object

Service Type Object Profiles:

Index

ol oAl

Hame Ind
WHWW 17
sIP 1

1t

This page allows you to bind several service types into one group.

Objects Setting >> Service Type Group

Service Type Group Table:
Group

[ | [N @ o [ e |

a | | | |- =
| | (o | |2

=
=1

Name

After finishing all the settings, please click OK to save the configuration.

| Setto Factory Default |

Group H

=% [=k
Ll |

Lo Lo [Ld (RS [RO[RI RS (R [RD RS (RS [RD (RS |
I el = I = b (O S E o U oI el L ]

Available settings are explained as follows:

ame

ltem

Description

Set to Factory Default

Clear all profiles.

Index

Display the profile number that you can configure.

Name

Display the name of the group profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Group column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting »>> Service Type Group Setup

Profile Index : 1

Name: VialP
Available Service Type Objects Selected Service Type Objects
1-www
2-5IP
[ ok | [ clear | [ cancel

Available settings are explained as follows:

Item Description

Name Type a name for this profile. Maximum 15 characters are
allowed.

Available Service All the available service objects that you have added on

Type Objects Objects Setting>>Service Type Object will be shown in
this box.

Selected Service Type | Click >> button to add the selected IP objects in this box.

Objects

3. After finishing all the settings, please click OK to save the configuration.
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3.7.7 Keyword Object

You can set 200 keyword object profiles for choosing as black /white list in CSM >>URL
Web Content Filter Profile.

Objects Setting >»> Keyword Object

Keyword Object Profiles: | Setto Factory Default |
Index Hame Index Hame
1 17.
2 18,
3. 19.
4. 20.
5. 2.
6. 22,
7 23,
8. 2.
5. 25.
10. 26.
n 27
12, 28.
13. 29.
14, 30.
15. 31
16. 32
o 1-32 | 33-64 | 65-96 | 97-128 | 129-160 | 161-192 | 193-200 == Next ==

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >> Keyword Object Setup

Profile Index : 1
MName

Contents

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

[ OK ] [ Clear ] [ Cancel ]

Available settings are explained as follows:

Item Description

Name Type a name for this profile, e.g., game. Maximum 15
characters are allowed.

Contents Type the content for such profile. For example, type
gambling as Contents. When you browse the webpage, the
page with gambling information will be watched out and be
passed/blocked based on the configuration on Firewall
settings.

3. After finishing all the settings, please click OK to save the configuration.
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3.7.8 Keyword Group

This page allows you to bind several keyword objects into one group. The keyword groups set
here will be chosen as black /white list in CSM >>URL /Web Content Filter Profile.

Objects Setting >>» Keyword Group

Keyword Group Table:
Index Name

l© Jeo [N | [0 B o | |

a | | [ = =
S Eol I L il =)

=
[=r]

| Setto Factory Default |
Index Mame

=
[

==
Ll

L3 Lo [Ld R0 (R [RD RS [R R RO (RO [ R [
I El = N L e B 0 LR o S L Erll = |

Available settings are explained as follows:

ltem

Description

Set to Factory Default

Clear all profiles.

Index

Display the profile number that you can configure.

Name

Display the name of the group profile.

To set a new profile, please do the steps listed below:

1. Click the number (e.g., #1) under Index column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting »» Keyword Group Setup

Profile Index : 1

Name:

Available Keyword Objects

Selected Keyword ObjectsiMax 16 Objects)

1-Key-1
2-Key-2

[ ok | [ clear | [ cancal

Available settings are explained as follows:
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Item Description

Name Type a name for this group. Maximum 15 characters are
allowed.

Available Keyword You can gather keyword objects from Keyword Object

Objects page within one keyword group. All the available
Keyword objects that you have created will be shown in
this box.

Selgcted Keyword Click button to add the selected Keyword objects

Objects in this box

3. After finishing all the settings, please click OK to save the configuration.

3.7.9 File Extension Object

This page allows you to set eight profiles which will be applied in CSM>>URL Content
Filter. All the files with the extension names specified in these profiles will be processed
according to the chosen action.

Objects Setting »> File Extension Object

File Extension Object Profiles: | Setto Factory Default |
Profile Name Profile Name
1 5
2 i
3. 7
4, 8.

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Index Display the profile number that you can configure.
Name Display the name of the object profile.
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To set a new profile, please do the steps listed below:
1. Click the number (e.g., #1) under Profile column for configuration in details.

2. The configuration page will be shown as follows:

Objects Setting >> File Extension Object Setup

Profile Index: 1 Profile Name:
Categories File Extensions
Image
Select All O.bmp O.dib  [.gif O.pes O.pg  O.pg2  [.jp2
— [ .pct O .pex [.pic O.pict  O.png [ .tif [ tiff
Video
Select All O .asf O.avi O.mov  Ompe Ompeg O.mpg [O.mp4
— O.qt O .rm Cwmv  O.3gp O.2gpp  O.2gppz [.3g2
Audio
Selact Al [.aac [1.aiff [.au Omp2 Omd4a O.mdp [O.oagg
- [.ra O.ram  [O.wvox O.wav  [O.wma
Clear All
Java
Selact Al [O.class  [O.jad .jar .jav O.ava O.jem O.js
Clear All Dise  Dasp [tk
ActiveX
Seleci Al [ .alx [.apb .axs [J.ocx .olb .ole .t
— [ .viv O .wrm

Comnressinn

Available settings are explained as follows:

Item Description

Profile Name Type a name for this profile. The maximum length of the
name you can set is 7 characters.

3. Type a name for such profile and check all the items of file extension that will be
processed in the router. Finally, click OK to save this profile.
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3.7.10 SMS/Mail Service Object

SMS Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail
Alert Service.

Object Settings >= 515 [ Mail Service Object

SMS Provider Mail Server | Set to Factory Default |
Index Profile Name SMS Provider

1. kotsms.com.tw (TW)
2. kotsms.com.tw (TW)
3. kotsms.com.tw (TW)
4, kotsms.com.tw (TW)
5. kotsms.com.tw (TW)
6. kotsms.com.tw (TW)
7. kotsms.com.tw (TW)
8. kotsms.com.tw (TW)
8. Custom 1

10 Custom 2

Each item is explained as follows:

Item Description

Set to Factory Default Clegr all of the settings and return to factory default
settings.

Index Display the profile number that you can configure.

Profile Display the name for such SMS profile.

SMS Provider Display the service provider which offers SMS service.

To set a new profile, please do the steps listed below:

1. Click the SMS Provider tab, and click the number (e.g., #1) under Index column for
configuration in details.

Object Settings == 5MS [ Mail Service Object

SMS Provider Mail Server
Index Profile Name
1.
2
3.
4.
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2. The configuration page will be shown as follows:

Object Settings == SM5 / Mail Service Object

Profile Index: 1

Profile Name Line_down

Service Provider kaotsms. com.tw (TW) “

Username line1

Password sane

Quota 10

Sending Interval 3 (seconds)
[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Profile Name Type a name for such SMS profile. The maximum length of
the name you can set is 31 characters.

Service Provider Use the drop down list to specify the service provider which
offers SMS service.

Username Type a user name that the sender can use to register to
selected SMS provider.

The maximum length of the name you can set is 31
characters.

Password Type a password that the sender can use to register to
selected SMS provider.

The maximum length of the password you can set is 31
characters.

Quota Type the number of the credit that you purchase from the
service provider chosen above.

Note that one credit equals to one SMS text message on the
standard route.

Sending Interval To avoid quota being exhausted soon, type time interval for
sending the SMS.

3. After finishing all the settings here, please click OK to save the configuration.

Object Settings >> SMS5 | Mail Service Object

SMS Provider IMail Server | Setto Factory Default |
Index Profile Name SMS Provider
Line_down kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)

ol [

lrotams com twe (TWH
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Customized SMS Service

Vigor router offers several SMS service provider to offer the SMS service. However, if your
service provider cannot be found from the service provider list, simply use Index 9 and Index
10 to make customized SMS service. The profile name for Index 9 and Index 10 are fixed.

Object Settings => 515 | Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)
kotsms.com.tw (TW)

(= -l e B L

Custom 1

=
=

Custom 2

You can click the number (e.g., #9) under Index column for configuration in details.

Object Settings > SMS [ Mail Service Object
Profile Index: 9

Profile Mame

Service Provider

Please contact with vour SMS provide to get the exact URL String

eq:bulksms.vsms.net; 5567 /eapi/submission/send_sms/2/2.07username= = stxtlUsers =
&password===xtPwds£z&msisdn====txtDest= s =&message=s==tutMsg===
Username
Password
Quota 10
Sending Interval 3 (seconds)
[ 0K ] [ Clear ] [ Cancel
Available settings are explained as follows:
Item Description
Profile Name Display the name of this profile. It cannot be modified.
Service Provider Type the website of the service provider.

Type the URL string in the box under the filed of Service
Provider. You have to contact your SMS provider to obtain
the exact URL string.
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Username Type a user name that the sender can use to register to
selected SMS provider.

The maximum length of the name you can set is 31
characters.

Password Type a password that the sender can use to register to
selected SMS provider.

The maximum length of the password you can set is 31

characters.

Quota Type the total number of the messages that the router will
send out.

Sending Interval Type the shortest time interval for the system to send SMS.

After finishing all the settings here, please click OK to save the configuration.

Mail Service Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail
Alert Service.

Object Settings = SMS5 [ Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name
1.
2
3.
4.
5,
6.
1.
8.
g,
10

Each item is explained as follows:

Item Description

Set to Factory Default Clear all of the settings and return to factory default
settings.

Index Display the profile number that you can configure.

Profile Display the name for such mail server profile.
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To set a new profile, please do the steps listed below:

1. Click the Mail Server tab, and click the number (e.g., #1) under Index column for
configuration in details.

Ohject Settings == 5M5 [/ Mail Service Object

SM35 Provider Mail 5erver

Index

Ll D

2. The configuration page will be shown as follows:

Object Settings == SIS / Mail Service Object

Profile Index: 1

Profile Mame ail_Motify
SMTP Server 192.165.1.98
SMTP Port 25

Sender Address carrie_ni@draytek.com
‘[ use ssL
Authentication

Username John
Password sene
Sending Interval 0 (seconds)
[ Ok ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Profile Name Type a name for such mail service profile. The maximum
length of the name you can set is 31 characters.

SMTP Server Type the IP address of the mail server. The maximum
length of the name you can set is 63 characters.

SMTP Port Type the port number for SMTP server.

Sender Address Type the e-mail address of the sender.

Use SSL Check this box to use port 465 for SMTP server for some

e-mail server uses https as the transmission method.

Authentication The mail server must be authenticated with the correct
username and password to have the right of sending
message out. Check the box to enable the function.

Username — Type a name for authentication. The
maximum length of the name you can set is 31 characters.

Password — Type a password for authentication. The
maximum length of the password you can set is 31
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characters.

Sending Interval Define the interval for the system to send the SMS out.

3. After finishing all the settings here, please click OK to save the configuration.

Object Settings >> 5MS [ Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name
1. Mail_Motify

2
3.7.11 Notification Object

This page allows you to set ten profiles which will be applied in Application>>SMS/Mail
Alert Service.

You can set an object with different monitoring situation.

Object Settings >= Notification Object

| Setto Factory Default |

Index Profile Name Settings

[ B L A L

To set a new profile, please do the steps listed below:

1. Open Object Setting>>Notification Object, and click the number (e.g., #1) under Index
column for configuration in details.

Ohject Settings == Notification Object

Index Profile Name

o L
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2. The configuration page will be shown as follows:

Object Settings >*> Notification Object

Profile Index: 1

Profile Name Motify_attack
Category Status
VAN Disconnected Reconnected
VPN Tunnel Disconnected Reconnected
Temperature Alert O out of Range
[ oK ] [ Clear | [ Cancel

Available settings are explained as follows:

Item Description

Profile Name Type a name for such notification profile. The maximum
length of the name you can set is 15 characters.

Category Display the types that will be monitored.

Status Display the status for the category. You can check the box

you want to be monitored.

3. After finishing all the settings here, please click OK to save the configuration.

Object Settings »» Notification Object

| Setto Factory Default |

Index Profile Name Settings
MNotify_attack WAN VPN

o o=
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3.8 CSM Profile

Content Security Management (CSM)

CSM is an abbreviation of Content Security Management which is used to control IM/P2P
usage, filter the web content and URL content to reach a goal of security management.

APP Enforcement Filter

As the popularity of all kinds of instant messenger application arises, communication cannot
become much easier. Nevertheless, while some industry may leverage this as a great tool to
connect with their customers, some industry may take reserve attitude in order to reduce
employee misusage during office hour or prevent unknown security leak. It is similar situation
for corporation towards peer-to-peer applications since file-sharing can be convenient but
insecure at the same time. To address these needs, we provide CSM functionality.

URL Content Filter

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy
firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable objects,
such as ActiveX, Java Applet, compressed files, and other executable files. Once downloading
these types of files from websites, you may risk bringing threat to your system. For example, an
ActiveX control object is usually used for providing interactive web feature. If malicious code
hides inside, it may occupy user’s system.

Web Content Filter

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in your
trust against the hazards. With Web filtering service of the Vigor router, you can protect your
business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or chat
rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories of
website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be checked
against our server database. This database is updated as frequent as daily by a global team of
Internet researchers. The server will look up the URL and return a category to your router. Your
Vigor router will then decide whether to allow access to this site according to the categories you
have selected. Please note that this action will not introduce any delay in your Web surfing
because each of multiple load balanced database servers can handle millions of requests for
categorization.

\ Note: The priority of URL Content Filter is higher than Web Content Filter.
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3.8.1 APP Enforcement Profile

You can define policy profiles for IM (Instant Messenger)/P2P (Peer to Peer)/Protocol/Misc
application. This page allows you to set 32 profiles for different requirements. The APP
Enforcement Profile will be applied in Default Rule of Firewall>>General Setup for
filtering.

CSM == APP Enforcement Profile

APP Enforcement Profile Table: | Setto Factory Default |
Profile Name Profile Name
1. 17.
2 18.
3 18.
4. 20.
5. 2.
6. 22
1. 23,
- 24,
8 25,
10. 26.
. 27,
12, 28,
13. 29,
14, 30.
15 3.
16 32,

Available settings are explained as follows:

Item Description
Set to Factory Default Clear all profiles.
Profile Display the number of the profile which allows you to click

to set different policy.

Name Display the name of the APP Enforcement Profile.

Click the number under Index column for settings in detail.

There are four tabs IM, P2P, Protocol and Misc displayed on this page. Each tab will bring out
different items that you can choose to disallow people using.
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Below shows the items which are categorized under Protocol.

C &M == APF Enforcement Profile

Frofile Index : 1 Prafilz Nams

M FIF
[ Sskctal  J[ ClarA |
Oons OFTe
OnNNTE Opoez
OssH OSSLTLS
Ooracle OFastgresqL

Protocol Misc
Protocol
OnTTE O1map
Osme OsmTe
OTELMET OmssglL
OsSvbass Ocoez

Available settings are explained as follows:

OIrRC
Osnme
OMySQL
O Infermix

ltem

Description

Profile Name

the name you can set is 15 characters.

Type a name for the CSM profile. The maximum length of

Select All

Click it to choose all of the items in this page.

Clear All

Uncheck all the selected boxes.

The profiles configured here can be applied in the Firewall>>General Setup and
Firewall>>Filter Setup pages as the standard for the host(s) to follow.

Below shows the items which are categorized under IM.

C5M == APP Enforcement Profile

Profile Index : 1 Profile Name:

EEE

Clzar All

Activity / Application
Login
Message
File Transfer
Game
Conference(Video/Voice)

Other Activities

Oalms/7 Oqg/Tm
OGeooglechat O xFire
Ognext O roco/PP3ss
OLava-Lava Or1cuz
Omobilemsn OeziduHi

Protocol Misc
Advanced Management
MSH YahooM AIM(== v5.3)
O ¥ il
[m] O O
O O O
O O
[m] O O
O O

IM Application

Oichat [1zbber/GoogleTalk
OzaduGadu Oealtalle
Oareschat O Alivew

Oispg Ouc

OFeticn

Web IM [ ¥ = more than one address)

elessenger WebMSH meebo® eBuddy ILovelll®
o b ICQ Java® ICQ Flash® cowy* Ihaha* gethlessenger
WebIM URLs
e I Unitive* Wablet mablbert MSH2GO* Keollld
MessengerFx® MessengerAdictos WebYahoolld
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WVolP

Oskype Okubae
OGizme Osir/rTe

OTelTel OTeamSpeszk
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The items categorized under P2P -----

CSM == APP Enforcement Profile

Profile Index : 1

I

Profile Name:

p2pP

[ selectan

Clear All

Protocol

[Jsoulseek
[JeDonkey
[JFastTrack
[JopenFT
[enutella
[ opennap
[eitTorrent

CIxunlei
Cares

[Ovagaa
[Jezpeer

Protocol Misc

SoulSeek

eDonkey, eMule, Shareaza
Kazah, BearShare, iMesh
KCeasy, FilePipe

Applications

BearShare, Limewire, Shareaza, Foxy, KCeasy

Lopster, XMNap, WinLop
BitTorrent, BitSpirit, BitComet

Other P2P Applications

[Ippass
[Orande

The items categorized under Misc -----

C5M => APP Enforcement Profile

Profile Index : 1

ma

Profile Name:

P2P

[ Sclect All ][

Clear All

]

Osocksa/s
Osoftether
Cring Tunnel
OFreeu

Omms
OFeiian
DScpCaEt
OFlashvideo

Cwne
OTeamviewer

Opctnywhere

OHTTE Upload
Omyotherbrive

OrGrHat
COms TEREDO
OTinywen

O skeyfire

OrTsP
Ouuses
OubLivex
OsilverLight

Or=dmin
OGeoarek
OTimbuktu

Orinet safeBox
DMCZ',-

Protocol Misc

Tunneling
OHTTP Proxy
O Wujie/UltraSurf
OrealTunnel

Streaming
OTvants
Onsklayer
OTvurlayer
Oslingbo:x

Remote Control
Ospytnywhers
OremeteCentreolPro

OwindawsliveSync

Web HD
Oms skeyDrive
Oeoxnet

oK Cancel

3.8.2 URL Content Filter Profile

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Croco
CJHuntmine

O7er
OHamachi
DD',-naDaEE

Oepstream
OpcasT
Omyses
Ogvoon

OshowtdyBe
DCrczchcp
Osharedview

OGoos Uploader
OofficeLive

[ Clubbox
Okuwo

Ownn
OHTTP Tunnel
Oultraven

OepTv
O1vkes
Oicost

DchMeIn
OwindowsrDP

O ADrive

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy

firewall inspects packets based on the fields of TCP/IP headers only.

Vigor2860 Series User's Guide

196

DrayTek



On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable objects,
such as ActiveX, Java Applet, compressed files, and other executable files. Once downloading
these types of files from websites, you may risk bringing threat to your system. For example, an
ActiveX control object is usually used for providing interactive web feature. If malicious code
hides inside, it may occupy user’s system.

For example, if you add key words such as “sex”, Vigor router will limit web access to web
sites or web pages such as “www.sex.com”, "www.backdoor.net/images/sex/p_386.html”. Or
you may simply specify the full or partial URL such as “www.sex.com” or “sex.com”.

Also the Vigor router will discard any request that tries to retrieve the malicious code.
Click CSM and click URL Content Filter Profile to open the profile setting page.

CSM == URL Content Filter Profile Qj
URL Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name

1 N

2. 6.

3. 1

a. 8.
Administration Message (Max 255 characters) Default Message

Filter.«<p>Please
information.</center></body

Each item is explained as follows:

Item Description

Set to Factory Default Clear all profiles.

Profile Display the number of the profile which allows you to click
to set different policy.

Name Display the name of the URL Content Filter Profile.

Administration Message | You can type the message manually for your necessity.
Default Message - You can type the message manually for
your necessity or click this button to get the default message
which will be displayed on the field of Administration
Message.

You can set eight profiles as URL content filter. Simply click the index number under Profile
to open the following web page.
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C5M == URL Content Filter Profile

Profile Index: 1
Profile Hame:

Priority: Both : Pass v  Log Mane s

1.URL Access Control

[JEnable URL Access Control [prevent web access from IP address
Action: Group/Object Selections
2\Web Feature
[JEnable Restrict Web Feature
Action:

Ocookie OpProxy [CUpload File Extension Profile: | Mone %

[ OK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Profile Name Type a name for the CSM profile. The maximum length of
the name you can set is 15 characters.

Priority It determines the action that this router will apply.

Both: Pass — The router will let all the packages that match
with the conditions specified in URL Access Control and
Web Feature below passing through. When you choose this
setting, both configuration set in this page for URL Access
Control and Web Feature will be inactive.

Both:Block —The router will block all the packages that
match with the conditions specified in URL Access Control
and Web Feature below. When you choose this setting, both
configuration set in this page for URL Access Control and
Web Feature will be inactive.

Either: URL Access Control First — When all the
packages matching with the conditions specified in URL
Access Control and Web Feature below, such function can
determine the priority for the actions executed. For this one,
the router will process the packages with the conditions set
below for URL first, then Web feature second.

Either: Web Feature First —~When all the packages
matching with the conditions specified in URL Access
Control and Web Feature below, such function can
determine the priority for the actions executed. For this one,
the router will process the packages with the conditions set
below for web feature first, then URL second.
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Both : Pass A

‘Biath © Pass
Both : Block
Either : URL Access Control First
Either : Web Feature First

Log

None — There is no log file will be recorded for this profile.
Pass — Only the log about Pass will be recorded in Syslog.
Block — Only the log about Block will be recorded in
Syslog.

All — All the actions (Pass and Block) will be recorded in
Syslog.

URL Access Control

Enable URL Access Control - Check the box to activate
URL Access Control. Note that the priority for URL
Access Control is higher than Restrict Web Feature. If
the web content match the setting set in URL Access
Control, the router will execute the action specified in this
field and ignore the action specified under Restrict Web
Feature.

Prevent web access from IP address - Check the box to
deny any web surfing activity using IP address, such as
http://202.6.3.2. The reason for this is to prevent someone
dodges the URL Access Control. You must clear your
browser cache first so that the URL content filtering facility
operates properly on a web page that you visited before.

Action — This setting is available only when Either : URL
Access Control First or Either : Web Feature First is
selected. Pass - Allow accessing into the corresponding
webpage with the keywords listed on the box below.

Block - Restrict accessing into the corresponding webpage
with the keywords listed on the box below.
If the web pages do not match with the keyword set here, it
will be processed with reverse action.

action:

Elock

Group/Object Selections — The Vigor router provides
several frames for users to define keywords and each frame
supports multiple keywords. The keyword could be a noun,
a partial noun, or a complete URL string. Multiple
keywords within a frame are separated by space, comma, or
semicolon. In addition, the maximal length of each frame is
32-character long. After specifying keywords, the Vigor
router will decline the connection request to the website
whose URL string matched to any user-defined keyword. It
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should be noticed that the more simplified the blocking
keyword list is, the more efficiently the Vigor router
performs.

Object/Group Edit

Keyword Object None | »
aor Keyword Object Mong  w
aor Keyword Object Mang %
or Keyword Object Mang %
or Keyword Object Mone  w
or Keyword Object Mone  w
or Keyword Object Mone  w
or Keyword Object Mone
or Keyword Group Mone |«
or Keyword Group Mone w
or Keyword Group Mone v
or Keyword Group None | »
or Keyword Group None (v
or Keyword Group Mane »
or Keyword Group Mone
or Keyword Group Mone
[ oK ] [ Close |

Web Feature

Enable Restrict Web Feature - Check this box to make
the keyword being blocked or passed.

Action - This setting is available only when Either: URL
Access Control First or Either: Web Feature Firs is
selected. Pass allows accessing into the corresponding
webpage with the keywords listed on the box below.

Pass - Allow accessing into the corresponding webpage
with the keywords listed on the box below.

Block - Restrict accessing into the corresponding webpage
with the keywords listed on the box below.

If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

Cookie - Check the box to filter out the cookie transmission
from inside to outside world to protect the local user's
privacy.

Proxy - Check the box to reject any proxy transmission. To
control efficiently the limited-bandwidth usage, it will be of
great value to provide the blocking mechanism that filters
out the multimedia files downloading from web pages.

Upload — Check the box to block the file upload by way of
web page.

File Extension Profile — Choose one of the profiles that
you configured in Object Setting>> File Extension
Objects previously for passing or blocking the file
downloading.
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File Extension Profile: |Mone hd

Mone

1-image

After finishing all the settings, please click OK to save the configuration.

3.8.3 Web Content Filter Profile

There are three ways to activate WCF on vigor router, using Service Activation Wizard, by
means of CSM>>Web Content Filter Profile or via System Maintenance>>Activation.

Service Activation Wizard allows you to use trial version or update the license of WCF
directly without accessing into the server (MyVigor) located on http://myvigor.draytek.com.

However, if you use the Web Content Filter Profile page to activate WCF feature, it is
necessary for you to access into the server (MyVigor) located on http://myvigor.draytek.com.
Therefore, you need to register an account on http://myvigor.draytek.com for using
corresponding service. Please refer to section of creating MyVigor account.

Note: If you have used Service Activation Wizard to activate WCF service, you can skip
this section.

WCF adopts the mechanism developed and offered by certain service provider (e.g., DrayTek).
No matter activating WCF feature or getting a new license for web content filter, you have to
click Activate to satisfy your request. Be aware that service provider matching with Vigor
router currently offers a period of time for trial version for users to experiment. If you want to
purchase a formal edition, simply contact with the channel partner or your dealer.

Click CSM and click Web Content Filter Profile to open the profile setting page. The default
setting for Setup Query Server /Setup Test Server is auto-selected. You can choose another
server for your necessity by clicking Find more to open http://myvigor.draytek.com for
searching another qualified and suitable one.
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C5M == Web Content Filter Profile

Web-Filter License
[Status:MNot Activated]

Setup Query Server

Setup Test Server

VWeb Content Filter Profile Table:

auto-selected

auto-selected

Activate

Find more

Find more

| Setto Factory Default |

Profile Name Profile Name

1. Default 5.

2 8.

3 I

4. &
Administration Message (Max 255 characters) Cefault Message Cache @ |L1+L2 Cache »
<body><centers><bri><br><br><p>The requested Web page <br> from %3IF% <br>toc 3URL: <br>that
is cetegorized with %CL% <br>has been blocked by %RNAME: Webk Content Filter.<p>Flease
contact your system administrator for further informaticn.</center></body>

Legend:
%SIP% - SourcelP , %DIP% - Destination 1P, %URL% - URL
%CL% - Category , %RNAME® - Router Name
Available settings are explained as follows:
Item Description
Activate Click it to access into MyVigor for activating WCF service.

Setup Query Server

It is recommended for you to use the default setting,
auto-selected. You need to specify a server for categorize
searching when you type URL in browser based on the web
content filter profile.

Setup Test Server

It is recommended for you to use the default setting,
auto-selected.

Find more

Click it to open http://myvigor.draytek.com for searching
another qualified and suitable server.

Test a site to verify
whether it is categorized

Click this link to do the verification.

Set to Factory Default

Click this link to retrieve the factory settings.

Default Message

You can type the message manually for your necessity or
click this button to get the default message which will be
displayed on the field of Administration Message.
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Cache

None — the router will check the URL that the user wants to
access via WCF precisely, however, the processing rate is
normal. Such item can provide the most accurate URL
matching.

L1 — the router will check the URL that the user wants to
access via WCF. If the URL has been accessed previously,
it will be stored for a short time (about 1 second) in the
router to be accessed quickly if required. Such item can
provide accurate URL matching with faster rate.

L2 — the router will check the URL that the user wants to
access via WCF. If the data has been accessed previously,
the IP addresses of source and destination I1Ds will be
memorized for a short time (about 1 second) in the router.
When the user tries to access the same destination 1D, the
router will check it by comparing the record stored. If it
matches, the page will be retrieved quickly. Such item can

provide URL matching with the fastest rate.

L1+L2 Cache — the router will check the URL with fast
processing rate combining the feature of L1 and L2.

Eight profiles are provided here as Web content filters. Simply click the index number under
Profile to open the following web page. The items listed in Categories will be changed
according to the different service providers. If you have and activate another web content filter
license, the items will be changed simultaneously. All of the configuration made for web
content filter will be deleted automatically. Therefore, please backup your data before you
change the web content filter license.

DrayTek

C5M == \Web Content Filter Profile

Profile Index: 1

Profile Name:

Black/\White List

ClEnable
Action:
Block |»

Action: [ Block »
Groups
Child Protection

Default

Group/Object Selections

Categories

[<] Alcohal & Tobacco
Hate & Intolerance
Porn & Sexually

[F crhanl rhestinA

COnews

OPolitics
[CJRestaurants & Dining
[General

O image sharing

Criminal Activity
[#1llegal Drug
[l violence

[l cav EAraFAR

O Mon-profits & NGOs
[CIReal Estate

[ shopping

] Cults

I Metwaork Errors

[Private 1P Addresses [JUncategorised Sites
ok ] [ cancel
203

Laog: |Block »

Gambling
Mudity
[¥]weapons

Tasteless

Clpersonal Sites
[ Religion

[ Translators

[] Greeting cards
[rarked Domains
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Available settings are explained as follows:

Item Description

Profile Name Type a name for the CSM profile. The maximum length of
the name you can set is 15 characters.

Black/White List Enable — Activate white/black list function for such profile.
Group/Object Selections — Click Edit to choose the group
or object profile as the content of white/black list.

Pass - allow accessing into the corresponding webpage
with the characters listed on Group/Obiject Selections. If
the web pages do not match with the specified feature set
here, they will be processed with the categories listed on the
box below.

Block - restrict accessing into the corresponding webpage
with the characters listed on Group/Object Selections.

If the web pages do not match with the specified feature set
here, they will be processed with the categories listed on the
box below.

Action Pass - allow accessing into the corresponding webpage with
the categories listed on the box below.

Block - restrict accessing into the corresponding webpage
with the categories listed on the box below.

If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

Log None — There is no log file will be recorded for this profile.
Pass — Only the log about Pass will be recorded in Syslog.
Block — Only the log about Block will be recorded in
Syslog.
All — All the actions (Pass and Block) will be recorded in
Syslog.

Block %

Mone
Pass

All

After finishing all the settings, please click OK to save the configuration.
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3.8.4 DNS Filter

The DNS Filter monitors DNS queries on UDP port 53 and will pass the DNS query
information to the WCF to help with categorizing HTTPS URL's.

Note: For DNS filter must use the WCF service profile to filter the packets, therefore WCF
license must be activated first. Otherwise, DNS filter does not have any effect on packets.

CSM == DNS Filter

DNS Filter
DNS Filter ClEenable
Syslog Mone
Service MNone hd
Cache Time(hour) 1 %

[ oK ] [ Cancel

Available settings are explained as follows:

Item Description
DNS Filter Check Enable to enable such feature.
Syslog The filtering result can be recorded according to the setting

selected for Syslog.

None — There is no log file will be recorded for this profile.
Pass — Only the log about Pass will be recorded in Syslog.
Block — Only the log about Block will be recorded in

Syslog.
All — All the actions (Pass and Block) will be recorded in
Syslog.
Block &
Mone
Fass
All
Service Set the filtering conditions. Specify one of the WCF
profiles as Service.
Mone h

WCF-1 Default
Choose the WCF profiles to apply DNS filter.

Cache Time (hour) Set the time for DNS query.

After finishing all the settings, please click OK to save the configuration.
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3.8.5 APPE Support List

Such page lists all the information (name, version and note) about IM, P2P, Protocol and

others applications that Vigor router supports for APPE function.

CSM == APPE Support List

This charts lists out the APP Enforcement supported by Vigor routers.
Last update on 2013-05-06

1} P2P
APP Type APP Name
AIM

AIM

Alivww
Ares
BaiduHi
Fetion
GaduGadu Protocol
Google Chat

ICQ

ICuz2

Jabber
Protocol/Google
Talk

Vigor2860 Series User's Guide

Version
5.9
68/7

2008
2.0.9
37378
2010

8.0.6

PROTOCOL

Only block Login. If users have already logged in, AIM

services can not be blocked.

In ICQA, if Videos are blocked, Voices will be blocked at
the same time. In ICQ5 or former versions, Videos and

Voices can be blocked separately.
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3.9 Bandwidth Management

Below shows the menu items for Bandwidth Management.

ions Limit
width Limit
ity of Service

3.9.1 Sessions Limit

A PC with private IP address can access to the Internet via NAT router. The router will
generate the records of NAT sessions for such connection. The P2P (Peer to Peer) applications
(e.g., BitTorrent) always need many sessions for procession and also they will occupy over
resources which might result in important accesses impacted. To solve the problem, you can
use limit session to limit the session procession for specified Hosts.

In the Bandwidth Management menu, click Sessions Limit to open the web page.

Bandwidth Management >> Sessions Limit

Sessions Limit
© Enable @ Disable

Default Max Sessions: 100

Limitation List

Index Start IF End IE Max Sessions

Specific Limitation
Start IP: End IP:

Maximum Sessions:
44

Administration Message (Max 256 characters) Default Message ]

Time Schedule

Index(1-15) in Schedule Setup: ,
Note: Action and Idle Timeout settings will be ignored.

To activate the function of limit session, simply click Enable and set the default session limit.

Available settings are explained as follows:

Item Description

Session Limit Enable - Click this button to activate the function of limit
session.
Disable - Click this button to close the function of limit
session.
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Default session limit - Defines the default session number
used for each computer in LAN.

Limitation List Displays a list of specific limitations that you set on this
web page.
Specific Limitation Start IP- Defines the start IP address for limit session.

End IP - Defines the end IP address for limit session.

Maximum Sessions - Defines the available session number
for each host in the specific range of IP addresses. If you do
not set the session number in this field, the system will use
the default session limit for the specific limitation you set
for each index.

Add - Adds the specific session limitation onto the list
above.

Edit - Allows you to edit the settings for the selected
limitation.

Delete - Remove the selected settings existing on the
limitation list.

Administration Message Type the words which will be displayed when reaches the
maximum number of Internet sessions permitted.

Default Message - Click this button to apply the default
message offered by the router.

Time Schedule Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.

After finishing all the settings, please click OK to save the configuration.
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3.9.2 Bandwidth Limit

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of
bandwidth and affect the applications for other programs. Please use Limit Bandwidth to make
the bandwidth usage more efficient.

In the Bandwidth Management menu, click Bandwidth Limit to open the web page.

Bandwidth Management => Bandwidth Limit

Bandwidth Limit

) Enable IP Routed Subnet & Disable
Default T¥ Limit: 2000 Kbps %| Default RX Limit: (8000 Kbps |+

[ Allow auto adjustment to make the best utilization of available bandwidth.

Limitation List

Index Start IF End IF TX limit PBX limit 3Shared

Specific Limitation
Start IP: End IF:

@ Each CsShared TX Limit: Kbps %] RX Limit: Kbps |+
[ Smart Bandwicth Limit
For any LAN IP Mot in Limitation List, when session number exceeds [1000
TH Limit ;| 200 Kbps %) R¥ Limit ; |00 Khbps |+

MNote : For TE/R¥, a setting of "0" means unlimited bandwidth.

Time Schedule

Index(1-15) in Schedule Setup: ’ ,
Mote: Action and Idle Timeout settings will be ignored.

To activate the function of limit bandwidth, simply click Enable and set the default upstream
and downstream limit.

Available settings are explained as follows:

Item Description
Bandwidth Limit Enable - Click this button to activate the function of limit
bandwidth.

IP Routed Subnet - Check this box to apply the
bandwidth limit to the second subnet specified in
LAN>>General Setup.

Disable - Click this button to close the function of limit
bandwidth.

Default TX limit - Define the default speed of the upstream
for each computer in LAN.

Default RX limit - Define the default speed of the
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downstream for each computer in LAN.

Allow auto adjustment---.- Check this box to make the
best utilization of available bandwidth.

Limitation List Display a list of specific limitations that you set on this web
page.
Specific Limitation Start IP - Define the start IP address for limit bandwidth.

End IP - Define the end IP address for limit bandwidth.

Each /Shared - Select Each to make each IP within the
range of Start IP and End IP having the same speed defined
in TX limit and RX limit fields; select Shared to make all
the IPs within the range of Start IP and End IP share the
speed defined in TX limit and RX limit fields.

TX limit - Define the limitation for the speed of the
upstream. If you do not set the limit in this field, the system
will use the default speed for the specific limitation you set
for each index.

RX limit - Define the limitation for the speed of the
downstream. If you do not set the limit in this field, the
system will use the default speed for the specific limitation
you set for each index.

Add - Add the specific speed limitation onto the list above.

Edit - Allow you to edit the settings for the selected
limitation.

Delete - Remove the selected settings existing on the
limitation list.

Smart Bandwidth Limit Check this box to have the bandwidth limit determined by
the system automatically.

TX limit - Define the limitation for the speed of the
upstream. If you do not set the limit in this field, the system
will use the default speed for the specific limitation you set
for each index.

RX limit - Define the limitation for the speed of the
downstream. If you do not set the limit in this field, the
system will use the default speed for the specific limitation
you set for each index.

Time Schedule Index (1-15) in Schedule Setup - You can type in four sets
of time schedule for your request. All the schedules can be
set previously in Application >> Schedule web page and
you can use the number that you have set in that web page.
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3.9.3 Quality of Service

Deploying QoS (Quality of Service) management to guarantee that all applications receive the
service levels required and sufficient bandwidth to meet performance expectations is indeed
one important aspect of modern enterprise network.

One reason for QoS is that numerous TCP-based applications tend to continually increase their
transmission rate and consume all available bandwidth, which is called TCP slow start. If
other applications are not protected by QoS, it will detract much from their performance in the
overcrowded network. This is especially essential to those are low tolerant of loss, delay or
jitter (delay variation).

Another reason is due to congestions at network intersections where speeds of interconnected
circuits mismatch or traffic aggregates, packets will queue up and traffic can be throttled back
to a lower speed. If there’s no defined priority to specify which packets should be discarded
(or in another term “dropped”) from an overflowing queue, packets of sensitive applications
mentioned above might be the ones to drop off. How this will affect application performance?

There are two components within Primary configuration of QoS deployment:

® Classification: Identifying low-latency or crucial applications and marking them for
high-priority service level enforcement throughout the network.

® Scheduling: Based on classification of service level to assign packets to queues and
associated service types

The basic QoS implementation in Vigor routers is to classify and schedule packets based on
the service type information in the IP header. For instance, to ensure the connection with the
headquarter, a teleworker may enforce an index of QoS Control to reserve bandwidth for
HTTPS connection while using lots of application at the same time.

One more larger-scale implementation of QoS network is to apply DSCP (Differentiated
Service Code Point) and IP Precedence disciplines at Layer 3. Compared with legacy IP
Precedence that uses Type of Service (ToS) field in the IP header to define 8 service classes,
DSCP is a successor creating 64 classes possible with backward IP Precedence compatibility.
In a QoS-enabled network, or Differentiated Service (DiffServ or DS) framework, a DS
domain owner should sign a Service License Agreement (SLA) with other DS domain owners
to define the service level provided toward traffic from different domains. Then each DS node
in these domains will perform the priority treatment. This is called per-hop-behavior (PHB).
The definition of PHB includes Expedited Forwarding (EF), Assured Forwarding (AF), and
Best Effort (BE). AF defines the four classes of delivery (or forwarding) classes and three
levels of drop precedence in each class.

Vigor routers as edge routers of DS domain shall check the marked DSCP value in the IP
header of bypassing traffic, thus to allocate certain amount of resource execute appropriate
policing, classification or scheduling. The core routers in the backbone will do the same
checking before executing treatments in order to ensure service-level consistency throughout
the whole QoS-enabled network.

& -
@ AF class 2 SLA
(medium drop)

Private Network DS domain 1 DS domain 2
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However, each node may take different attitude toward packets with high priority marking
since it may bind with the business deal of SLA among different DS domain owners. It’s not
easy to achieve deterministic and consistent high-priority QoS traffic throughout the whole
network with merely Vigor router’s effort.

In the Bandwidth Management menu, click Quality of Service to open the web page.

Bandwidth Management == Quality of Service

General Setup | Setto Factory Default |
Class Class Class upP Online
Index Status Bandwidth Direction 1 2 3 Others Bandwidth Statistics
Control
WAN1 Disable --Kbps/--Kbps 25% 25% 25% 25% Inactive Status  Setup
WAN2Z Disable 100000Kbps/100000Kbps 23% 25% 25% 23% Inactive Status  Setup
WAN3 Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status  Setup
Class Rule
Index Name Rule Service Type
Class 1 Edit
Class 2 Edit Edit
Class 3 Edit
Available settings are explained as follows:
Item Description
General Setup Index - Display the WAN interface number that you can edit.

Status - Display if the WAN interface is available for such
function or not.

Bandwidth - Display the inbound and outbound bandwidth
setting for the WAN interface.

Direction - Display which direction that such function will
influence.

Class 1/Class2/Class 3/Others - Display the bandwidth
percentage for each class.
UDP Bandwidth Control - Display the UDP bandwidth
control is enabled or not.

Online Statistics - Display an online statistics for quality of
service for your reference

Setup - Allow to configure general QoS setting for WAN
interface.

Class Rule Index - Display the class number that you can edit.
Name - Display the name of the class.

Rule - Allow to configure detailed settings for the selected
Class.

Service Type - Allow to configure detailed settings for the
service type.

Enable the First Priority | When this feature is enabled, the VVoIP SIP/UDP packets will
for VoIP SIP/RTP be sent with highest priority.

SIP UDP Port - Set a port number used for SIP.
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This page displays the QoS settings result of the WAN interface. Click the Setup link to
access into next page for the general setup of WAN interface. As to class rule, simply click the
Edit link to access into next for configuration.

You can configure general setup for the WAN interface, edit the Class Rule, and edit the
Service Type for the Class Rule for your request.
Online Statistics

Display an online statistics for quality of service for your reference. This feature is available
only when the Quality of Service for WAN interface is enabled.

Bandwidth Management == Quality of Service

WAN2 Cnline Statistics Refresh Interval: |8 % seconds Refresh
Indax Diraction Class Name Reserved-bandwidth Ratio Outbound Throughput (Bytes/sac)
1 ouT VolP - o
2 ouT 25% a
2 ouT 25% o
4 ouT 25% a
S ouT Others 25% o
Outbound Status
ValF
Cthers)

General Setup for WAN Interface

When you click Setup, you can configure the bandwidth ratio for QoS of the WAN interface.
There are four queues allowed for QoS control. The first three (Class 1 to Class 3) class rules
can be adjusted for your necessity. Yet, the last one is reserved for the packets which are not
suitable for the user-defined class rules.

Bandwidth Management »= Quality of Service

VVANZ General Setup
nable the QoS Control [OUT  +

WAN Inbound Bandwidth 100000 | Kbps
WAN Outbound Bandwidth 100000 |Kbps
Index Class Name Reserved_bandwidth Ratio
Class 1 25 L
Class 2 95 o,
Class 3 25 L
Others %
[ Enable UDP Bandwidth Control Limited_bandwidth Ratio %

[ outbound TCP ACK Prioritize

oK ] [ Clear ] [ Cancel
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Available settings are explained as follows:

Item Description

Enable the QoS Control The factory default for this setting is checked.

Please also define which traffic the QoS Control settings
will apply to.

IN- apply to incoming traffic only.
OUT-apply to outgoing traffic only.
BOTH- apply to both incoming and outgoing traffic.

Check this box and click OK, then click Setup link again.
You will see the Online Statistics link appearing on this

page.
WAN Inbound It allows you to set the connecting rate of data input for
Bandwidth WAN2/WANS3. For example, if your ADSL supports 1M of

downstream and 256K upstream, please set 1000kbps for
this box. The default value is 10000kbps.

WAN Outbound It allows you to set the connecting rate of data output for
Bandwidth WAN2/WANS3. For example, if your ADSL supports 1M of
downstream and 256K upstream, please set 256kbps for this
box. The default value is 10000kbps.

Reserved Bandwidth It is reserved for the group index in the form of ratio of
Ratio reserved bandwidth to upstream speed and reserved
bandwidth to downstream speed.

Enable UDP Bandwidth Check this and set the limited bandwidth ratio on the right
Control field. This is a protection of TCP application traffic since
UDP application traffic such as streaming video will
exhaust lots of bandwidth.

Outbound TCP ACK The difference in bandwidth between download and upload
Prioritize are great in ADSL2+ environment. For the download speed
might be impacted by the uploading TCP ACK, you can
check this box to push ACK of upload faster to speed the
network traffic.

Limited_bandwidth Ratio | The ratio typed here is reserved for limited bandwidth of
UDP application.

Note: The rate of outbound/inbound must be smaller than the real bandwidth to ensure
correct calculation of QoS. It is suggested to set the bandwidth value for inbound/outbound
as 80% - 85% of physical network speed provided by ISP to maximize the QoS
performance.
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Edit the Class Rule for QoS

1. The first three (Class 1 to Class 3) class rules can be adjusted for your necessity. To add,
edit or delete the class rule, please click the Edit link of that one.

Bandwidth Management == Quality of Service

General Setup | Setto Factory Default |

Index Status Bandwidth Direction Class Clgss Clgss Others Barll-llj[:'\l;;dth Sgl';i“s?i‘?:s
Control

WAN1 Disable --Kbps/--Kbps 25% 25% 25% 25% Inactive Status Setup
WANZ Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status  Setup
WAN3 Disable 100000Kbps/100000Kbps 25% 25% 253% 25% Inactive Status  Setup
Class Rule

Index Name Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 2 Edit

2. After you click the Edit link, you will see the following page. Now you can define the
name for that Class. In this case, “Test” is used as the name of Class Index #1.

Bandwidth Management »> Quality of Service

Class Index #1

Name |Test [0 Tag packets as: | Default ~

NO Status Local Address Remote Address DiffServ CodePoint
1 Empty = =

Service Type

[Add | [ Edit | [Delete |

[ oK ] [ Cancel ]

3. For adding a new rule, click Add to open the following page.

Bandwidth Management == Quality of Service

Rule Edit
ACT
Ethernet Type ® 1pvd O 1PVE
Local Address
Remote Address
DiffServ CodePoint ANY v
Service Type ~-Predefined-- hd

Note: Please choose/setup the Service Type first.

Ok ] [ Cancel

Dray Tek 215 Vigor2860 Series User's Guide



Available settings are explained as follows:

Item Description

ACT Check this box to invoke these settings.

Ethernet Type Please specify which protocol (IPv4 or IPv6) will be used
for this rule.

Local Address Click the Edit button to set the local IP address (on LAN)
for the rule.

Remote Address Click the Edit button to set the remote IP address (on

LAN/WAN) for the rule.

3 hitp:#/192_168.1_1/oc/QosIpEdt him - Microsoft Internet Explorer

Address Type Subnet Address v
Start IP address 0.0.00

End IP Address

Subnet Mask 0.00.0

Address Type — Determine the address type for the source
address.

For Single Address, you have to fill in Start IP address.
For Range Address, you have to fill in Start IP address and
End IP address.

For Subnet Address, you have to fill in Start IP address
and Subnet Mask.

DiffServ CodePoint All the packets of data will be divided with different levels
and will be processed according to the level type by the
system. Please assign one of the levels of the data for
processing with QoS control.

Service Type It determines the service type of the data for processing
with QoS control. It can also be edited. You can choose the
predefined service type from the Service Type drop down
list. Those types are predefined in factory. Simply choose
the one that you want for using by current QoS.

4.  After finishing all the settings here, please click OK to save the configuration.
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By the way, you can set up to 20 rules for one Class. If you want to edit an existed rule, please
select the radio button of that one and click Edit to open the rule edit page for modification.

Bandwidth Management == Quality of Service

Class Index #1

Name |Test|

[0 Tag packets as: | Default v
NO Status Local Address Remote Address DiffServ CodePoint Service Type
10 Active Any Any ANY ANY
20O Active 192.168.1.12 192,168.1.56 ANY ANY

[ Add | [Edit | [Delete]

[ Ok ] [ Cancel ]

Edit the Service Type for Class Rule

1. Toadd a new service type, edit or delete an existed service type, please click the Edit
link under Service Type field.

Bandwidth Management == Quality of Service

General Setup | Set to Factory Default |

Class Class Class upbp Online
Index Status Bandwidth Direction Others Bandwidth i
2 3 Statistics
Control
WAMN1 Disable --Kbps/--Kbps 25% 25% 25% 25% Inactive Status  Setup
WAMNZ Enable 100000Kbps/100000Kbps Outbound 25% 25% 25%  25% Inactive Status  Setup
WAMN3 Disable 100000Kbps/100000Kbps 25% 25% 25%  25% Inactive Status  Setup
Class Rule
Index Name Rule Service Type
Class 1 Test Edit
Class 2 Edit Edit
Class 3 Edit
2. After you click the Edit link, you will see the following page.
Bandwidth Management => Quality of Service
User Defined Service Type
NO Name Protocol Port
1 Empty - -

[ Add | [ Edit | [Delete]

Cancel

Dray Tek 217 Vigor2860 Series User's Guide



3. For adding a new service type, click Add to open the following page.

Bandwidth Management == Quality of Service

Service Type Edit

Service Name

Service Type

TCP v

Port Configuration

Type

® single O Range

Port Mumber 0

[ Ok ] [ Cancel

Available settings are explained as follows:

ltem

Description

Service Name

Type in a new service for your request. The maximum
length of the name you can set is 11 characters.

Service Type

Choose the type (TCP, UDP or TCP/UDP or other) for the
new service.

Port Configuration

Type - Click Single or Range as the Type. If you select
Range, you have to type in the starting port number and the
end porting number on the boxes below.

Port Number — Type in the starting port number and the
end porting number here if you choose Range as the type.

5. After finishing all the settings here, please click OK to save the configuration.

By the way, you can set up to 10 service types. If you want to edit/delete an existed service
type, please select the radio button of that one and click Edit/Edit for modification.
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3.10 Applications

Below shows the menu items for Applications.

Applications

3.10.1 Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the
registered domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the
DDNS service providers. The router provides up to three accounts from three different DDNS
service providers. Basically, Vigor routers are compatible with the DDNS services supplied by
most popular DDNS service providers such as www.dyndns.org, www.no-ip.com,
www.dtdns.com, www.changeip.com, www.dynamic- nameserver.com. You should visit
their websites to register your own domain name for the router.

Enable the Function and Add a Dynamic DNS Account

1.

DrayTek

Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

In the DDNS setup menu, check Enable Dynamic DNS Setup.

Applications == Dynamic DNS Setup

Dynamic DNS Setup | Setto Factory Default |
nable Dynamic DNS Setup ViewLog | [ _Force Update |
Auto-Update interval 14400 Min(s) (1~14400)
Accounts:
Index WAN Interface Domain Name Active
1. WAN1 First i
2. WAN1 First X
3. WAN1 First X
[ ok | [ cClearal

Available settings are explained as follows:

Item Description
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Enable Dynamic

Check this box to enable DDNS function.

DNS Setup

Set to Factory Clear all profiles and recover to factory settings.
Default

View Log Display DDNS log status.

Force Update

Force the router updates its information to DDNS server.

Auto-Update
interval

Set the time for the router to perform auto update for DDNS
service.

Index

Click the number below Index to access into the setting
page of DDNS setup to set account(s).

WAN Interface

Display the WAN interface used.

Domain Name

Display the domain name that you set on the setting page of
DDNS setup.

Active

Display if this account is active or inactive.

3. Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, type the registered hostname:
hostname and domain name suffix: dyndns.org in the Domain Name block. The
following two blocks should be typed your account Login Name: test and Password: test.

Applications => Dynamic DNS Setup == Dynamic DNS Account Setup

Index : 1

Enable Dynamic DNS Account

WAN Interface
Service Provider
Service Type
Domain Name
Login Name
Password

O wildcards
[ Backup MX

Mail Extender

Determine Real
WARN TP

VWAMT First »
dyndns.org (www.dyndns.org) w
Dynamic
chronic6653 dyndns.org R
chronic6653 (max. 64 characters)
sesssssenne (max. 23 characters)
Internet IP ks

[ ok ] [ Clear | [ cCancel |

Available settings are explained as follows:

Item

Description

Enable Dynamic
DNS Account

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).
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WAN Interface WANIL/WAN2/WANS3 First - While connecting, the router
will use WANL/WAN2/WAN3 as the first channel for such
account. If WAN1/WAN2/WANS fails, the router will use
another WAN interface instead.

WANI1/WAN2/WAN3 Only - While connecting, the router
will use WAN1/WAN2/WANS as the only channel for such
account.

WANT First »

AN First
WANT Only
WANZ First
WANZ Only
WWANT First

WYARNT Only
Service Provider Select the service provider for the DDNS account.
Service Type Select a service type (Dynamic, Custom or Static). If you

choose Custom, you can modify the domain that is chosen
in the Domain Name field.

Domain Name Type in one domain name that you applied previously. Use
the drop down list to choose the desired domain.

Login Name Type in the login name that you set for applying domain.

Password Type in the password that you set for applying domain.

Wildcard and The Wildcard and Backup MX (Mail Exchange) features

Backup MX are not supported for all Dynamic DNS providers. You

could get more detailed information from their websites.

Mail Extender If the mail server is defined with another name, please type
the name in this area. Such mail server will be used as
backup mail exchange.

Determine Real If a Vigor router is installed behind any NAT router, you
WAN IP can enable such function to locate the real WAN IP.
When the WAN IP used by Vigor router is private IP, this
function can detect the public IP used by the NAT router
and use the detected IP address for DDNS update.

There are two methods offered for you to choose:

Internet IP |
WAR TP

Internet IP I
I

WAN IP - If it is selected and the WAN IP of Vigor router
is private, DDNS update will take place right away.

Internet IP — If it is selected and the WAN IP of Vigor
router is private, it will be converted to public IP before
DDNS update takes place.

4. Click OK button to activate the settings. You will see your setting has been saved.

Disable the Function and Clear all Dynamic DNS Accounts
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In the DDNS setup menu, uncheck Enable Dynamic DNS Setup, and push Clear All button
to disable the function and clear all accounts from the router.

Delete a Dynamic DNS Account

In the DDNS setup menu, click the Index number you want to delete and then push Clear All
button to delete the account.

3.10.2 Schedule

The Vigor router has a built-in real time clock which can update itself manually or
automatically by means of Network Time Protocols (NTP). As a result, you can not only
schedule the router to dialup to the Internet at a specified time, but also restrict Internet access
to certain hours so that users can connect to the Internet only during certain hours, say,
business hours. The schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set up
time. You can inquiry an NTP server (a time server) on the Internet to synchronize the router’s
clock. This method can only be applied when the WAN connection has been built up.

Applications => Schedule

Schedule: | Setto Factory Default |
Index Status Index Status

1. X 9. X
2. x 10. b
3. X 11. X
4. ® 12. X
5. x 13. b
6. ® 14. ¥
1. ® 15. ¥
a. x

Status: v --- Active, x --- Inactive

Available settings are explained as follows:

Item Description
Set to Factory Default Clear all profiles and recover to factory settings.
Index Click the number below Index to access into the setting

page of schedule.

Status Display if this schedule setting is active or inactive.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN
and Remote Access >> LAN-to-LAN settings.

To add a schedule:
1.  Click any index, say Index No. 1.

2. The detailed settings of the call schedule with index 1 are shown below.
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3.

Applications >> Schedule

Index No. 1

Enable Schedule Setup
Start Date (yyyy-mm-dd) 200001 w11 (v
Start Time (hh:mm} 0 %0 =
Duration Time (hh:mm) 0 w0 =
Action Force On v
Idle Timeout minute(s).(max. 255, 0 for default)
How Often
O Once

@ Weekdays
[ sun Mon Tue Wed Thu Fri [ sat

[ oK ] [ Clear ] [ Cancel ]

Available settings are explained as follows:

Item Description

Enable Schedule Check to enable the schedule.

Setup

Start Date Specify the starting date of the schedule.

(yyyy-mm-dd)

Start Time (hh:mm) | Specify the starting time of the schedule.

Duration Time Specify the duration (or period) for the schedule.
(hh:mm)
Action Specify which action Call Schedule should apply during the

period of the schedule.
Force On -Force the connection to be always on.
Force Down -Force the connection to be always down.

Enable Dial-On-Demand -Specify the connection to be
dial-on-demand and the value of idle timeout should be
specified in Idle Timeout field.

Disable Dial-On-Demand -Specify the connection to be up
when it has traffic on the line. Once there is no traffic over
idle timeout, the connection will be down and never up
again during the schedule.

Idle Timeout Specify the duration (or period) for the schedule.

How often -Specify how often the schedule will be applied
Once -The schedule will be applied just once

Weekdays -Specify which days in one week should
perform the schedule.

Click OK button to save the settings.

Example

Suppose you want to control the PPPOE Internet access connection to be always on (Force On)
from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).

DrayTek
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. 10 2 10 z
Hour: E | 3 e l[ 5
5

(Force On) ? 5 7

Mon - Sun 9:00 am to 6:00 pm

Make sure the PPPoE connection and Time Setup is working properly.
Configure the PPPoE always on from 9:00 to 18:00 for whole week.
Configure the Force Down from 18:00 to next day 9:00 for whole week.

Ll

Assign these two profiles to the PPPoE Internet access profile. Now, the PPPoE Internet
connection will follow the schedule order to perform Force On or Force Down action

according to the time plan that has been pre-defined in the schedule profiles.

3.10.3 RADIUS

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating and
authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Applications >= RADIUS

RADIUS Setup

Server IP Address

Destination Port 15812

Shared Secret

Confirm Shared Secret

[ QK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Enable Check to enable RADIUS client feature.

Server IP Address Enter the IP address of RADIUS server

Destination Port The UDP port number that the RADIUS server is using.
The default value is 1812, based on RFC 2138.

Shared Secret The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.
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Confirm Shared Secret Re-type the Shared Secret for confirmation.

After finished the above settings, click OK button to save the settings.

3.10.4 LDAP /Active Directory Setup

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in
TCP/IP network. It defines the methods to access distributing directory server by clients, work
on directory and share the information in the directory by clients. The LDAP standard is
established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service without
the complexity of other directory service protocols. For LDAP is defined to perform , inquire
and modify the information within the directory, and acquire the data in the directory securely,
therefore users can apply LDAP to search or list the directory object, inquire or manage the
active directory.

General Setup
This page allows you to enable the function and specify general settings for LDAP server.

Applications >> Active Directory (LDAP

Active Directory [LDAP | Set to Factory Default |

Active Directory /

SELETL =BT LDAP Profiles

Clenable
Bind Type
Server Address
Destination Port

IJse 55L

Regular DN

Regular Password

QK ] [ Cancel

After configuring the LDAP profiles they will be listed in the VPN and Remote Access == PPP

General Setup menu. If you wish to use them for VPN authentication then tick the checkbox on
that page.
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Available settings are explained as follows:

Item Description
Enable Check to enable such function.
Bind Type There are three types of bind type supported.

Simple Mode |#
Simple Mode
Ananymous
Fegular Mode

Simple Mode - Just simply do the bind authentication without
any search action.

Anonymous — Perform a search action first with Anonymous
account then do the bind authentication.

Regular Mode- Mostly it is the same with anonymous mode.
The different is that, the server will firstly check if you have
the search authority.

For the regular mode, you’ll need to type in the Regular DN
and Regular Password.

Server Address Enter the IP address of LDAP server.

Destination Port Type a port number as the destination port for LDAP server.

Use SSL Check the box to use the port number specified for SSL.

Regular DN Type this setting if Regular Mode is selected as Bind Type.

Regular Password Specify a password if Regular Mode is selected as Bind
Type.

After finished the above settings, click OK button to save the settings.
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Profiles

You can configure eight AD/LDAP profiles. These profiles would be used with User
Management for different purposes in management.

Applications »» Active Directory /LDAP

Active Directory ILDAP | Setto Factory Default |
Active Directory /
EELETLEELT LDAP Profilos.
Index Name Distinguished Name
1.
2
3.
4.
o
6.
T.
8.

After configuring the LDAP profiles they will be listed in the VPN and Remote Access == PPP

General Setup menu. If you wish to use them for VPN authentication then tick the checkbox on
that page.

Click any index number link to open the following page.
Applications >> Active Directory /LDAP>>Server Profiles

Index No. 1
Marne Vpn
Common Mame Identifier uid
Base Distinguished Mame on=People de=ms, de=dmyek dr=oom @z
sdditional Filter gldMurnhber=500

Mote: Please type in your additional filter for BaseDM search request.,
For example,

13 For OpenlDAP: {gidhumber=5007

2% Faor AD: (msNPaAllowDialin=TRUE)

Group Distinguished Mame cr=pm cn= o do=ros, de=drviek de=comn @
[ 0K | | Comeal |

Available settings are explained as follows:

Item Description

Name Type a name for such profile. The length of the use name is
limited to 19 characters.

Common Name Type or edit the common name identifier for the LDAP server.

Identifier The common name identifier for most LDAP server is “cn”.
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Base Distinguished Type or edit the distinguished name used to look up entries on
Name / Group the LDAP server.

Distinguished Name Sometimes, you may forget the Distinguished Name since it’s

too long. Then you may click the 1%L button to list all the
account information on the AD/LDAP Server to assist you
finish the setup.

Additional Filter This is an optional setting.

After finished the above settings, click OK to save and exit this page. A new profile has been
created.

For detailed information about LDAP application, refer to section 4.7 How to Implement the
AD/LDAP Authentication for User Management?
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3.10.5 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPNnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router. It is more
reliable than requiring a router to work out by itself which ports need to be opened. Further,
the user does not have to manually set up port mappings or a DMZ. UPnP is available on
Windows XP and the router provide the associated support for MSN Messenger to allow full
use of the voice, video and messaging features.

Applications »= UPnP

Enable UPNP Service Default WAMN |

O Enable Connection contral Service

] Enable Connection Status Service

Mote: If yvou intend running UPNP service inside your LAN, you should check the appropriate service
above to allow control, as well as the appropriate UPNP settings.

[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.

Default WAN It is used to specify the WAN interface for applying such
function.

Diefault VAR | »
Default WARM

WAk
VA2
A3

After setting Enable UPNP Service setting, an icon of IP Broadband Connection on Router
on Windows XP/Network Connections will appear. The connection status and control status
will be able to be activated. The NAT Traversal of UPnP enables the multimedia features of
your applications to operate. This has to manually set up port mappings or use other similar
methods. The screenshots below show examples of this facility.
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Address !@ Metwark Cannections

"R IP Broadband Connection on Router Status E”El

e s Broadband

”_\. Network Tasks - General |
! i hinet
E Create a new cannection "y Dlgsunnected
ﬁ Setup a home or small B AN Miniport (PPPOE) Interhiet Gateway
office network, Chabys: Connected
. | Dialim Duration: 00:19:08
&y
See Also G __,_:.;\‘ i Speed: 100.0 Mbpz
3 L Disconnected
1) Metwark Traubleshooter = L DrayTek 150K FFF -
Internet Internet Gateway My Camputer
Other Places A Internet Gateway ' | ‘:—-! ..---E I
G Contral Panel I 1P Broadband Connection on —
; L Routs
iig My Mebwork Places E::h‘leerd Packate:
5 My Documents Senk 404 734
i My Computer Received: 1115 EEE
LAN or High-Speed Internet
[ Properties | [ Disable
Detail cl Local Area Connection
i @“ Enabled
T T, Retek RTLEL39/B10x Fanily .,
System Folder =

The UPNP facility on the router enables UPnP aware applications such as MSN Messenger to
discover what are behind a NAT router. The application will also learn the external IP address
and configure port mappings on the router. Subsequently, such a facility forwards packets from
the external ports of the router to the internal ports used by the application.

2 <7}

“G‘eneral“l Services |
Connect to the Intermet using: Select the services running on your network that Intermet users can
ACCEE.
| % IF Broadband Connection on Fouter | s -]
[ Ftp Example

mzhmsgr [192.168.29.11:13135) 60654 LUDP
mzhmsgr (192.168.29.11:7824] 13261 UDP

This connection allows pou to connect to the [ntemet through a msnmear [192.168.29,11:8799) 63231 TCP
zhared connection on another computer.

Show icon in notification area when connected Add. Edit . I Hidlile 1
ok | [ Cancel | [ ok [ cance |

The reminder as regards concern about Firewall and UPnP

Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working
properly. This is because these applications will block the accessing ability of some network
ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You should

consider carefully these risks before activating the UPnP function.

»  Some Microsoft operating systems have found out the UPnP weaknesses and hence
you need to ensure that you have applied the latest service packs and patches.

»  Non-privileged users can control some router functions, including removing and
adding port mappings.
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The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.

3.10.6 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups.

Applications == IGMP

IGMP

] Enable IGMP Proxy VVAMT »
IGMP Proxy is to act as a multicast proxy for hosts on the LAN side. Enable IGMP Proxy, if you
will access any multicast group. But this function take no affect when Bridge Mode is enabled.
O Enable IGMP Snooping
Enable IGMP Snooping, multicast traffic is only forwarded to ports that have members of that group.
Disable IGMP snooping, multicast traffic is treated in the same manner as broadcast traffic.

0K ] [ Cancel
| Refresh |
Working Multicast Groups
Index Group ID P1 P2 P3 P4 P5 PG
Available settings are explained as follows:
Item Description
Enable IGMP Proxy Check this box to enable this function. The application of

multicast will be executed through WAN port. In addition,
such function is available in NAT mode.

WANT [»
HVAMNZ 5

WA
PvC i

Enable IGMP Snooping Check this box to enable this function. Multicast traffic will
be forwarded to ports that have members of that group.
Disabling IGMP snooping will make multicast traffic
treated in the same manner as broadcast traffic.

Refresh Click this link to renew the working multicast group status.

Group ID This field displays the ID port for the multicast group. The
available range for IGMP starts from 224.0.0.0 to
239.255.255.254.

P1 to P6 It indicates the LAN port used for the multicast group.

After finishing all the settings here, please click OK to save the configuration.
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3.10.7 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up
a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the
way, WOL function must be set as “Enable” on the BIOS setting.

Application == Wake on LAN

Wake on LAN

Note: Wake on LAN integrates with Bind IP to MAC function, only binded PCs can
wake up through IP.

Wake by: MAC Address +

IP Address:

MAC Address: N i . N .
Result

Available settings are explained as follows:

Item Description

Wake by Two types provide for you to wake up the bound IP. If you
choose Wake by MAC Address, you have to type the
correct MAC address of the host in MAC Address boxes. If
you choose Wake by IP Address, you have to choose the
correct IP address.

Wake by

IP Address The IP addresses that have been configured in
Firewall>>Bind IP to MAC will be shown in this drop
down list. Choose the IP address from the drop down list
that you want to wake up.

MAC Address Type any one of the MAC address of the bound PCs.

Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.

Vigor2860 Series User's Guide 232 Dray TEk



Application == Wake on LAN

Wake on LAN

Note: Wake on LAN integrates with Bind IP to MAC function, only binded PCs can
wake up through IP.

Wake by: MAC Address «

IP Address:

MAC Address: A A A A i
Result

Send command to client done.

3.10.8 SMS / Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a message
to user’s mobile or e-mail box through specified service provider to assist the user knowing
the real-time abnormal situations.

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to
different conditions.
SMS Provider

This page allows you to specify SMS provider, who will get the SMS, what the content is and
when the SMS will be sent.

Application == SMS [ Mail Alert Service

SMS Provider Mail Server | Set to Factory Default |
Index SMS Provider Recipient Hotify Profile Schedulei1-15)
1- Line_down | % 1- Notify_attack

2 O

30

4 [

5 [

6 O

70O

8 O

s O

10 O

[ OK ] [ Cancel

Available settings are explained as follows:

Item Description

Index Check the box to enable such profile.

SMS Provider Use the drop down list to choose SMS service provider.
You can click SMS Provider link to define the SMS server.
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Recipient Type the name of the one who will receive the SMS.

Notify Use the drop down list to choose a message profile. The
recipient will get the content stated in the message profile.

You can click the Notify Profile link to define the content

of the SMS.

Schedule Type the schedule number that the SMS will be sent out.
You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.

Mail Server

This page allows you to specify Mail Server profile, who will get the notification e-mail, what
the content is and when the message will be sent.

Application == SMS J/ Mail Alert Service

SMS Provider Mail Server | Setto Factory Default |

Index Mail Service Recipient Notify Profile Schedulef1-15)
1 1 - Mail_Notify |+ 1- Notify_attack

[ oK ] [ Cancel

Available settings are explained as follows:

Item Description
Index Check the box to enable such profile.
Mail Service Use the drop down list to choose mail service provider.

You can click Mail Service link to define the mail server.

Recipient Type the e-mail address of the one who will receive the
notification message.

Notify Use the drop down list to choose a message profile. The
recipient will get the content stated in the message profile.

You can click the Notify Profile link to define the content
of the mail message.
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Schedule Type the schedule number that the notification will be sent
out.

You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.

3.10.9 Bonjour

Bonjour is a service discovery protocol which is a built-in service in Mac OS X; for Windows
or Linux platform, there are correspondent software to enable this function for free.

Usually, users have to configure the router or personal computers to use above services.
Sometimes, the configuration (e.g., IP settings, port number) is complicated and not easy to
complete. The purpose of Bonjour is to decrease the settings configuration (e.g., IP setting). If
the host and user’s computer have the plug-in bonjour driver install, they can utilize the
service offered by the router by clicking the router name icon. In short, what the Clients/users
need to know is the name of the router only.

To enable the Bonjour service, click Application>>Bonjour to open the following page.
Check the box(es) of the server service(s) that you want to share to the LAN clients.

Applications >» Bonjour

Bonjour Setup

Enable Bonjour Service
HTTP Server
Telnet Server
FTP Server
S5H Server
LPR Printer Server

OoOoOoooO

[ OK ] [ Cancel ]

Below shows an example for applying the bonjour feature that Vigor router can be used as the
FTP server.

1. Here, we use Firefox and DNSSD to discover the service in such case. Therefore, just
ensure the Bonjour client program and DNSSD for Firefox have been installed on the
computer.

File Edit View History Bockmarks Tools Help
| @Mogzilla Firefox Start Page | £ Browser * | £ Browser * | i Browser
€ B3 | @ chrome:fdnzsdicontent orowser html
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2. Open the web browse, Firefox. If Bonjour and DNSSD have been installed, you can open
the web page (DNSSD) and see the following results.

chrome:fdnzsdioontent/browser. hitml

DNSSD for Firefox
Browser Configuration Options Diagnostic Infarmation

Interface Name Type

2 DS1010Fus _http_tcp

2 DS1010Pus(WebDAY) _http._tcp

2 HP Laserlet 1300 _ipp._tep.

2 tctgeng-virtual-machine {b _udisks-zsh._tep
2 tetseng-virtuak-machine [00:0c:29:78:he:24] _warkstation._tcp
2 tormkao-desktop [00:0c29:26:09:5d] _workstation._top.

Domain

local

local.

local.

local

local

local.

¢ |[|B- Google

Service Info

Select a service on the left to view
further details.

3. Open System Maintenance>>Management. Type a name (e.g., Dray_2925) as the
Router Name and click OK.

System Maintenance => Management

IPv4 Management Setup

Router Name

Wigor Router |

Management Access Control Telnet Port
Allow management from the Internet HTTP Port
FTP Server HTTPS Part
HTTP Server
FTP Port
HTTPS Server
S5H Port

Telnet Server

SSH Server

Disable PING from the Internet

Access List

List IP Subnet Mask
| | | ]
2| | | ]
2| | | ]

IPvE Management Setup

Management Port Setup
& User Define Ports

(O Default Ports

(Default: 23)
(Default: 80}
(Default: 443)
(Default: 21)
(Default: 22)

4. Next, open Applications>>Bonjour. Check the service that you want to use via Bonjour.

Applications = Bonjour

Bonjour Setup

Vigor2860 Series User's Guide

Enable Bonjour Service

REERE

HTTP Server
Telnet Server
FTP Server
SSH Server
LPR Printer Server
OK ] [ Cancel
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5. Open the DNSSD page again. The available items will be changed as the follows. It means

the Vigor router (based on Bonjour protocol) is ready to be used as a printer server, FTP
server, SSH Server, Telnet Server, and HTTP Server.

@ chrome://dnssd/content/broviser. html c||B- Google
DNSSD for Firefox
Browser Configuration Options Diagnostic Information
Interface Name Type Domain Service Info
2 DS1010Pus _http._tcp. local Select a service on the left to view
further details.
2 DS1010Pus(WebDAY) _http._tcp. local
2 HP LaserJet 1300 _ipp._tcp local
2 Wigor Router _ftp._tep. local
2 Wigar Router _http._tocp. local
2 “igor Router _printer._tcp. local
2 “igor Router _ssh._tcp local
2 “igor Router _telnet._tep local
0
2 tetseng-virtual-machine h) _udisks-ssh__tcp local
2 tetseng-virtual-machine [00:0c:29:78:bo:24] _warkstation._tcp. local
2 tornkac-desktop [00:0c:29:26:02:54] _warkstation._tcp local

6. Now, any page or document can be printed out through Vigor router (installed with a

DrayTek

printer).
Prinker
Mame Microsoft XPS Document Writer Properties... ]
SkatLs Auko HP Laserdek 1200 Series PCL on RD-EC
Buko Microsoft XPS Document riker on RD-KC
Type futo Microsoft %P3 Docurnent Writer on TIM-PC
Lacation YWigar Router
Carnmmerkt
[ Print ta File
Prink range Copies
() all pages Mumber of copies EI
O Pages |1 |
3 3 Collate
Selection |_I|£|] |_I|£|] )
Qptions. ., [ K ] [ Cancel ] [ Help
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3.11 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses links
across shared or public networks like the Internet. In short, by VPN technology, you can send
data between two computers across a shared or public network in a manner that emulates the
properties of a point-to-point private link.

Below shows the menu items for VPN and Remote Access.

Management
n Management

3.11.1 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

1. Open VPN and Remote Access>>VPN Client Wizard. The following page will appear.

VPN and Remote Access == VPN Client Wizard

Choose VPN Establishment Environment

LAM-to-LAN VPN Client Mode Selection: Route Mode |+
Please choose a LANM-to-LAN Profile: | [Index] [Status] [MName] -

Note:For a typical LAN-to-LAN tunnel, please select Route Mode.
If the remote network is expecting only a single client or ip and is not configured to route the
subnet and then select NAT mode.
If in doubt then select Route Mode

Available settings are explained as follows:
Item Description
LAN-to-LAN Client | Choose the client mode.
Mode Selection Route Mode/NAT Mode — If the remote network only
allows you to dial in with single IP, please choose this
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mode, otherwise please choose Route Mode.
Route Mode +

Please choose a There are 32 VPN profiles for users to set.
LAN-to-LAN Profile [Index] [Status] [Hame] ~
1 il

= L
2 x 277
I —
777
277
777
777
777
777
277
777
777
277
777
777
777
777
277
777
777
277
777
777
777
777
277
777
777
277~

Wob obd bbb b b b g b b g bD bd b b i b P b b i i M

4

5

E

7

8

9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29

2. When you finish the mode and profile selection, please click Next to open the following
page.

VPN and Remote Access == VPN Client Wizard

VPN Connection Setting

Security ranking (1 is the highest; 5 is the lowest) Throughput ranking (1 is the highest; 5 is the lowest)
1. L2TP over IPsec 1. PPTP (Mone Encryption)
2. IPsec 2. L2TP
3. PPTP (Encryption) 3. IPsec
4, L2TP 4. L2TP over IPsec
5. PPTP {None Encryption) 5. PPTP (Encryption)

Select VPN Type: | PPTP (Encryption) v
PPTP (Mone Encryption)
PPTP (Encryption
IPsec
L2TP

L2ZTP over IPsec (MNice to Have)
L2TP over IPsec (Must)

< Back ] [ Mext =
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In this page, you have to select suitable VPN type for the VPN client profile. There are
six types provided here. Different type will lead to different configuration page. After
making the choices for the client profile, please click Next. You will see different

configurations based on the selection(s) you made.

Note: The following descriptions for VPN Type are based on the Route Mode
specified in LAN-to-LAN Client Mode Selection.

® When you choose PPTP (None Encryption) or PPTP (Encryption), you will see the

following graphic:
VPN and Remote Access == VPN Client Wizard

VPN Client PPFTP Encryption Settings
Profile Name
VPN Dial-0Out Through
O Always on

Server IP/Host Name for VPN
(e.g. draytek.com or 123.45.67.89)

Username
Password
Remote Metwork IP

Remote Metwork Mask
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777

WANT First w

draytek.com
marketing
L1212 1]

192.168.1.6

255.255.255.0

< Back ] [ MNext =

Cancel
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When you choose IPsec, you will see the following graphic:

VPN and Remote Access == VPN Client Wizard

VPH Client IPsec Settings

Profile Name
WPN Dial-0Out Through

O always on

Server IP/Host Name for VPN
(e.g. draytek.com or 123.45.67.89)

IKE Authentication Method
® Pre-Shared Key
Confirm Pre-Shared Key
O Digital Signature (X.509)
Peer ID
Local ID
Alternative Subject Name First
O subject Name First
Local Certificate

IPsec Securily Melhod
® Medium (AH)
O High (ESP)
Remote Metwork IP

Remote Network Mask

[722

[WaNT First

=]
5
o

[0.0.0.0

|255 255 255 0

[ < Back ] [ Mext = ]

When you choose L2TP, you will see the following graphic:

VPH and Remote Access == VPN Client Wizard

Finish Cancel

VPN Client L2TP Settings

Profile Mame
WPN Dial-0Out Through

0 always on

Server IP/Host Mame for VPN
(e.g. draytek.com or 123.45.67.89)

Username
Password
Remote Metwork IP

Remote Network Mask

227

[WANT First

72

[0.0.00

|255 255 255 0

241

[ < Back ] [ Mext =

Finish Cancel
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® When you choose L2TP over IPsec (Nice to Have) or L2TP over IPsec (Must), you
will see the following graphic:

VPN and Remote Access => VPN Client Wizard

VPN Client L2TP over IPsec (Nice to Have) Settings

Profile Name VPM-2
VPN Dial-Out Through VAN First hd
O always on

Server IP/Host Name for VPN
(e.g. draytek.com or 123.45.67.89)

IKE Authentication Method
® pre-shared Key senene
Confirm Pre-Shared Key ssnene
O Digital Signature (¥.509)
Peer ID
Local ID
Alternative Subject Name First
O Subject Name First
Local Certificate
IPsec Security Method
® Medium (AH)

O High (ESP)

Username 79

Password

Remote Metwork IP 0.0.0.0

Remote Network Mask 285255 2550

[ < Back ] [ Mext =
Available settings are explained as follows:
Item Description
Profile Name Type a name for such profile. The length of the file is
limited to 10 characters.
VPN Dial-Out Use the drop down menu to choose a proper WAN interface
Through for this profile. This setting is useful for dial-out only.
WAMN1 First A

WVANT Only
WVWANZ First
WVWANZ Only
VWAMT Only: Backup WANZ
VWAMNZ Only: Backup WAN1
WVWANS First
WVWANZ Only

WANL1 First/ WAN2 First/ WANS3 First - While
connecting, the router will use WAN1/WAN2/WAN3 as
the first channel for VPN connection. If
WANI1/WAN2/WANS3 fails, the router will use another
WAN interface instead.

WAN1 Only /WAN2 Only/WAN 3 Only- While
connecting, the router will use WAN1/WAN2/WAN3 as
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the only channel for VPN connection.

WANL1 Only: Backup WAN2/WAN2 Only: Backup
WANL1 - While connecting, the router will use
WANZ1/WANS2 as the only channel for VPN connection. If
WANI1/WANS2 fails, the router will use backup
WAN2/backup WANL interface instead.

Always On Check to enable router always keep VPN connection.

Pre-Shared Key IKE Authentication Method usually applies to those are
remote dial-in user or node (LAN to LAN) which uses
dynamic IP address and IPsec-related VPN connections
such as L2TP over IPsec and IPsec tunnel.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key-Confirm the pre-shared key.

Digital Signature Click Digital Signature to invoke this function. Use the
(X.509) drop down list to choose one of the certificates for using.
You have to configure one certificate at least previously in
Certificate Management >> Local Certificate. Otherwise,
the setting you choose here will not be effective.

Peer ID — Choose the peer ID selection from the drop down
list.

Local ID — Choose Alternative Subject Name First or
Subject Name First.

IPsec Security Medium - Authentication Header (AH) means data will be
Method authenticated, but not be encrypted. By default, this option
is active.

High - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the use name is limited to 11 characters.

Password This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.

The length of the password is limited to 11 characters.

Remote Network IP Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network Please type the network mask (according to the real location
Mask of the remote host) for building VPN connection.
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3. After finishing the configuration, please click Next. The confirmation page will be shown
as follows. If there is no problem, you can click one of the radio buttons listed on the page
and click Finish to execute the next action.

VPN and Remote Access == VPN Client Wizard

Please confirm your settings

LAN- to-LAM Index: 20

Profile Name: VPN-2

VPN Connection Type: LZTP over IPsec (Mice to Have)
VPN Dial-0Out Through: WANL First

Always on: No

Server IP/Host Name: 172.15.3.8

IKE Authentication Method: Pre-Shared Key

IPsec Security Method: AH-SHA1

Remote Network IP: 0.0.0.0

Remote Network Mask: 255.255.255.0

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings and
proceed to the following action:

® Go to the VPN Connection Management.
O Do another VPN Client Wizard setup.
O view more detailed configurations.

Finish ] [ Cancel

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote

Connection Access>>Connection Management for viewing VPN

Management Connection status.

Do another VPN Click this radio button to set another profile of VPN Server

Server Wizard Setup | through VPN Server Wizard.

View more detailed Click this radio button to access VPN and Remote

configuration Access>>LAN to LAN for viewing detailed configuration.
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3.11.2 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set
the LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

1. Open VPN and Remote Access>>VPN Server Wizard. The following page will appear.

VPN and Remote Access == VPN Server Wizard
Choose VPN Establishment Environment
VPN Server Mode Selection: Remote Dial-in User (Telewarker) A

Please choose a LAN-to-LAN Profile:

Please choose a Dial-in User Accounts: 2 X 777 v
Allowed Dial-in Type:
O ppTP

IPsec
O LzTP with IPsec Policy

Available settings are explained as follows:

Item Description

VPN Server Mode Choose the direction for the VPN server.

Selection Site to Site VPN - To set a LAN-to-LAN profile
automatically, please choose Site to Site VPN.

Remote Dial-in User —You can manage remote access by
maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection.

Site to Site VPN (L&N to-Lan) W

Remnte D|al in User (Telewaorker)

Please choose a This item is available when you choose Site to Site VPN
LAN-to-LAN Profile | (LAN-to-LAN) as VPN server mode. There are 32 VPN
profiles for users to set.
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Please choose a
Dial-in User
Accounts

This item is available when you choose Remote Dial-in
User (Teleworker) as VPN server mode. There are 32 VPN

tunnels for users to set.

Allowed Dial-in Type

This item is available after you choose any one of dial-in
user account profiles. Next, you have to select suitable
dial-in type for the VPN server profile. There are several
types provided here (similar to VPN Client Wizard).

PPTP

[PSec
L2TP with IPSec Policy |Mone

‘Mone

Mice to Have
hust

Different Dial-in Type will lead to different configuration

page. In addition, adjustable items for each dial-in type will
be changed according to the VPN Server Mode (Site to Site
VPN and Remote Dial-in User) selected.

2. After making the choices for the server profile, please click Next. You will see different

configurations based on the selection you made.

Here we take the examples of choosing Remote-Dial-in User as the VPN Server Mode.
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®  When you check PPTP, you will see the following graphic:

VPN and Remote Access == VPN Server Wizard

VPN Authentication Setting
PPTP / L2TP / L2TP over IPsec Authentication

Username |'?'?'? |
Password | |
Authentication Type | Local User Database hd |

|

Peer IP/VPN Client I |

(o) (o)

® When you check PPTP & IPsec & L2TP (three types) or PPTP&IPsec (two types) or
L2TP with Policy (Nice to Have/Must), you will see the following graphic:

VPN and Remote Access => VPN Server Wizard

VPN Authentication Setting
PPTP / L2TP / L2TP over IPsec Authentication

Username |??? |
Password | |
Authentication Type | Local User Database hd |

IPsec / L2TP over IPsec Authentication
Pre-Shared Key | |

Confirm Pre-Shared Key | |

[ Digital Signature (X.509)
Peer ID

Peer IP/VPN Client 1P | |

Peer ID | |

<Back | [ MNext>
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® When you check IPsec, you will see the following graphic:

VPN and Remote Access => /PN Server Wizard

VPN Authentication Setting

IPsec / L2TP over IPsec Authentication

Pre-Shared Key

Confirm Pre-Shared Key

Digital Signature (X.509)

Peer ID
Peer IP/VPN Client IP

Peer ID

Mone A

[ < Back ] [ Mext =

Cancel

Available settings are explained as follows:

Item Description

Profile Name Type a name for such profile. The length of the file is
limited to 10 characters.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.
The length of the name is limited to 11 characters.

Password This field is used to authenticate for connection when you

select PPTP or L2TP with or without IPsec policy above.
The length of the name is limited to 11 characters.

Pre-Shared Key

For IPsec/L2TP IPsec authentication, you have to type a
pre-shared key.

The length of the name is limited to 64 characters.

Confirm Pre-Shared
Key

Type the pre-shared key again for confirmation.

Digital Signature
(X.509)

Check the box of Digital Signature to invoke this function.

Use the drop down list to choose one of the certificates for
using. You have to configure one certificate at least
previously in Certificate Management >> Local
Certificate. Otherwise, the setting you choose here will not
be effective.

Peer IP/VPN Client
IP

Type the WAN IP address or VPN client IP address for the
remote client.

Peer ID

Type the ID name for the remote client. The length of the
name is limited to 47 characters.
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Remote Network IP Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network Please type the network mask (according to the real location
Mask of the remote host) for building VPN connection.

3. After finishing the configuration, please click Next. The confirmation page will be shown
as follows. If there is no problem, you can click one of the radio buttons listed on the page
and click Finish to execute the next action.

VPN and Remote Access => /PN Server Wizard

Please Confirm Your Settings

VPN Environment: Remote Access VPN (Host-to-LAN)
Index: 2

Username: ??77?

Authentication Type: Local User Database

Allowed Service: IPsec

Peer IP/WPN Client IP: 192,168.1.100

Peer ID: David

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings and
proceed to the following action:

® Go to the VPN Connection Management.
O Do another VPN Server Wizard setup.
© view more detailed configurations,

Finish ] [ Cancel

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.

Do another VPN Click this radio button to set another profile of VPN Server

Server Wizard Setup | through VPN Server Wizard.

View more detailed Click this radio button to access VPN and Remote
configuration Access>>LAN to LAN for viewing detailed configuration.
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3.11.3 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through,
as well as the appropriate NAT settings, such as DMZ or open port.

VPN and Remote Access >> Remote Access Control Setup

Remote Access Control Setup

Enable PPTP WPN Service
Enable IPSec VPN Service
Enable L2TP WPN Service
Enable SS5L VPN Service

EEEEHE

Enable OpenvPN Service

Note: If you intend running a VPN server inside your LAM, you should uncheck the appropriate protocol
above to allow pass-through, as well as the appropriate NAT settings.

QK ] [ Clear ] [ Cancel

After finishing all the settings here, please click OK to save the configuration.

3.11.4 PPP General Setup

This submenu only applies to PPP-related VPN connections, such as PPTP, L2TP, L2TP over
IPsec.

VPN and Remote Access == PPP General Setup

PPP General Setup
PPP/MP Protocol LDAP Server Profiles for PPP Authentication

Dial-In PPP PPTP LDAP Profile
Authentication PAP or CHAP | &

Dial-In PPP Encryption : >
(MPPE) Optional MPPE hd
Mutual Authentication (PAPT O ves @ No
Username
Passwaord
IP Address Assignment for Dial-In Users
(When DHCP Disable set)
Assigned IP start LamM 1 (192.168.1.200
LAN 2
LAM 2
LAN 4
LAN 5
LAM &
Available settings are explained as follows:
Item Description
Dial-In PPP PAP Only - elect this option to force the router to
Authentication authenticate dial-in users with the PAP protocol.
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PAP or CHAP - Selecting this option means the router will
attempt to authenticate dial-in users with the CHAP
protocol first. If the dial-in user does not support this
protocol, it will fall back to use the PAP protocol for
authentication.

Dial-In PPP Encryption
(MPPE)

Optional MPPE - This option represents that the MPPE
encryption method will be optionally employed in the
router for the remote dial-in user. If the remote dial-in user
does not support the MPPE encryption algorithm, the router
will transmit “no MPPE encrypted packets”. Otherwise, the
MPPE encryption scheme will be used to encrypt the data.

Ciptional MPPE hd

Require MPPE(40/128 bit)
Maximur MPPE(128 bit)

Require MPPE (40/128bits) - Selecting this option will
force the router to encrypt packets by using the MPPE
encryption algorithm. In addition, the remote dial-in user
will use 40-bit to perform encryption prior to using 128-bit
for encryption. In other words, if 128-bit MPPE encryption
method is not available, then 40-bit encryption scheme will
be applied to encrypt the data.

Maximum MPPE - This option indicates that the router

will use the MPPE encryption scheme with maximum bits
(128-hit) to encrypt the data.

Mutual Authentication
(PAP)

The Mutual Authentication function is mainly used to
communicate with other routers or clients who need
bi-directional authentication in order to provide stronger
security, for example, Cisco routers. So you should enable
this function when your peer router requires mutual
authentication. You should further specify the User Name
and Password of the mutual authentication peer.

The length of the name/password is limited to 23/19
characters.

Assigned IP Start

Enter a start IP address for the dial-in PPP connection. You
should choose an IP address from the local private network.
For example, if the local private network is
192.168.1.0/255.255.255.0, you could choose
192.168.1.200 as the Start IP Address.

You can configure up to four start IP addresses for LAN1 ~
LANS.

LDAP Server Profiles for
PPP Authentication

Configured LDAP profiles will be listed under such item.
Simply check the one you want to enable the PPP
authentication by LDAP server profiles.

However, if there is no profile listed, simply click the link
of PPTP LDAP Profile to create/add some new LDAP
profiles you want.

For detailed information about LDAP application, refer to
section 4.7 How to Implement the AD/LDAP
Authentication for User Management?
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3.11.5 IPsec General Setup
In IPsec General Setup, there are two major parts of configuration.
There are two phases of IPsec.

»  Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using either a Pre-Shared Key or Digital Signature (x.509). The peer that
starts the negotiation proposes all its policies to the remote peer and then remote peer
tries to find a highest-priority match with its policies. Eventually to set up a secure tunnel
for IKE Phase 2.

»  Phase 2: negotiation IPsec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPsec, Transport and Tunnel. The Transport
mode will add the AH/ESP payload and use original IP header to encapsulate the data payload
only. It can just apply to local packet, e.g., L2TP over IPsec. The Tunnel mode will not only
add the AH/ESP payload but also use a new IP header (Tunneled IP header) to encapsulate the
whole original IP packet.

Authentication Header (AH) provides data authentication and integrity for IP packets passed
between VPN peers. This is achieved by a keyed one-way hash function to the packet to create
a message digest. This digest will be put in the AH and transmitted along with packets. On the
receiving side, the peer will perform the same one-way hash on the packet and compare the
value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data confidentiality
and protection with optional authentication and replay detection service.

VPN and Remote Access == IPsec General Setup

VPN IKE/IPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN.

IKE Authentication Method
Certificate for Dial-in Mone
Pre-Shared Key
Pre-Shared Key

Confirm Pre-Shared Key
IPsec Security Method
Medium (AH)
Data will be authentic, but will not be encrypted.

High (ESP) DES 3DES  [YlaEs
Data will be encrypted and authentic.

[ OK ] [ Cancel

Available settings are explained as follows:

Item Description

IKE Authentication This usually applies to those are remote dial-in user or node

Method (LAN-to-LAN) which uses dynamic IP address and
IPsec-related VPN connections such as L2TP over IPsec
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and IPsec tunnel. There are two methods offered by Vigor
router for you to authenticate the incoming data coming
from remote dial-in user, Certificate (X.509) and
Pre-Shared Key.

Certificate for Dial-in —Choose one of the local certificates
from the drop down list.

Pre-Shared Key- Specify a key for IKE authentication.

Confirm Pre-Shared Key- Retype the characters to
confirm the pre-shared key.

Note: Any packets from the remote dial-in user which does
not match the rule defined in VPN and Remote
Access>>Remote Dial-In User will be applied with the
method specified here.

IPsec Security Method Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High (ESP) - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

After finishing all the settings here, please click OK to save the configuration.
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3.11.6 IPsec Peer Identity

To use digital certificate for peer authentication in either LAN-to-LAN connection or Remote
User Dial-In connection, here you may edit a table of peer certificate for selection. As shown
below, the router provides 32 entries of digital certificates for peer dial-in users.

VPN and Remote Access == |Psec Peer Identity

X509 Peer ID Accounts: | Setto Factory Default |
Index Name Status Index Name Status
1. 777 X 17. 777 X
2. 277 X 18. 277 X
3. 27?7 X 19. 27?7 X
4. 777 X 20. 777 X
5. 277 X 21. 227 X
6. 27?7 X 22 27?7 X
7. 277 X 23. 2772 X
8. 77 X 24, 727 X
9. 7277 X 25. 727 X
10. 77 X 26. 77 X
E 277 i i 272 X
12. 77 X 28. 727 X
13. 277 X 29, 277 %
14. 777 ¥ 30. 777 ¥
15. 277 X 1. 227 X
E 777 X i 777 X

Available settings are explained as follows:

Item Description
Set to Factory Default Click it to clear all indexes.
Index Click the number below Index to access into the setting

page of IPsec Peer Identity.

Name Display the profile name of that index.

Click each index to edit one peer digital certificate. There are three security levels of digital
signature authentication: Fill each necessary field to authenticate the remote peer. The
following explanation will guide you to fill all the necessary fields.
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VPN and Remote Access => IPsec Peer ldentity

Profile Index : 1
Profile Name 797

Ol Enable this account
O Accept Any Peer ID

O Accept Subject Alternative Name
Type IP Address v
P

Domain Mame

E-Mail

(O Accept Subject Name
Country (C)

State (ST)

Location (L)
Orginization (O}
Orginization Unit {OU)
Common Name (CN)

Email (E)

[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Profile Name Type the name of the profile. The maximum length of the
name you can set is 32 characters.

Enable this account Check it to enable such account profile.

Accept Any Peer ID Click to accept any peer regardless of its identity.

Accept Subject Click to check one specific field of digital signature to

Alternative Name accept the peer with matching value. The field can be IP

Address, Domain, or E-mail Address. The box under the
Type will appear according to the type you select and ask
you to fill in corresponding setting.

Accept Subject Name Click to check the specific fields of digital signature to
accept the peer with matching value. The field includes
Country (C), State (ST), Location (L), Organization (O),
Organization Unit (OU), Common Name (CN), and
Email (E).

After finishing all the settings here, please click OK to save the configuration.
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3.11.7 OpenVPN General Setup

OpenVPN is a comprehensive SSL VPN software that combines OpenVPN server functions,
enterprise management mechanism, simplified OpenVVPN Connect User Interface and
OpenVPN Client software package. It can work on Windows, Linux OS, and Macintosh
operating system.

OpenVPN Access Server offers a wide range of configurations for remote access to private
cloud network resources and/or internal network.

Note: Vigor2860 will support up to 10 simultaneous dial-in OpenVPN tunnels.

In general, there are two advantages of OpenVPN:
® OpenVPN can be operated on different systems such as Windows, Linux, and MacOS.

® Based on the standard protocol of SSL encryption, OpenVVPN can provide you with a
scalable client/server mode, permitting multi-clients to connect to a single OpenVPN
Server process over a single TCP or UDP port.

VPN and Remote Access > OpenVPN General Setup

OpenVPN General Setup

Port 1194
Cipher Algorithm AES128
HMAC Algorithm SHA1T  +
Certificate Authentication [l

Note: OpenVPN on vigor only support UDP protocol and TUN device interface currently. So please setup
corresponding configurations on the client side.

Available settings are explained as follows:
Item Description
Port Usually, the default UDP port number for OpenVPN is
1194,
Cipher Algorithm Two encryptions are supported, AES128 and AES256.
AES128 |
AES128
AESZ56
MONE
HMAC Algorithm The HMAC algorithm only supports SHA1/SHA256.
SHAT w
SHA1
SHAZ56
MOMNE
Certificate Authentication | If certificate authentication is required for OpenVPN,
simply check the box to apply the trusted CA certificate and
local certificate for OpenVPN tunnel.
Certificate authentication can offer more secure VPN tunnel
between the client and the router.

After finishing all the settings here, please click OK to save the configuration.
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For more detailed information, refer to section 4.2 How to establish OpenVPN - host to
LAN tunnels(authenticated without CA) via SmartVPN Client?.

3.11.8 Remote Dial-in User

You can manage remote access by maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection. You may set parameters including specified
connection peer ID, connection type (VPN connection - including PPTP, IPsec Tunnel, and
L2TP by itself or over IPsec) and corresponding security methods, etc.

The router provides 32 access accounts for dial-in users. Besides, you can extend the user
accounts to the RADIUS server through the built-in RADIUS client function. The following
figure shows the summary table.

VPN and Remote Access »» Remote Dial-in User 1

Remote Access User Accounts:

Index User Active
1. 777 F
2 777 O
3. 777 O
4, 277 [
5 777 ¥
6. 777 O
7 777 F
8 777 O
9. 777 F
10. 277 O
11. 777 ¥
1z 777 L
13. 777 Ll
14. 777 O
15. 777 ¥
16. 2727 F

| Setto Factory Default |

Status Index User Active Status
17. 299 F
18, 777 O
19, 777 O
20, 777 O
21, 777 O
22, 777 O
23, 777 i
24, 777 O
25. 297 F
26, 777 O
27. 777 [F]
28. 777 O
29. 777 [
30. 777 O
. 777 O
32, 777 O

Note: User Accounts need to be added into User Group to enable SSL Portal Login.

[ ok | [ cancel

Available settings are explained as follows:

ltem

Description

Set to Factory Default

Click to clear all indexes.

Index Click the number below Index to access into the setting
page of Remote Dial-in User.

User Display the username for the specific dial-in user of the
LAN-to-LAN profile. The symbol ??7? represents that the
profile is empty.

Active Check the box to activate such profile.

Status Display the access state of the specific dial-in user. The

symbol V and X represent the specific dial-in user to be
active and inactive, respectively.
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Click each index to edit one remote user profile. Each Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide you to fill all the necessary fields.

VPN and Remote Access »> Remote Dial-in User

Index No. 1
User account and Authentication Username 297
[ Enable this account
Password
Idle Timeout 300 second(s)
v O Enable Mobile One-Time Passwords(mOTP)
Allowed Dial-In Type PIN Code
PPTP Secret
IPsec Tunnel o
IKE Authentication Method
L2TP with IPsec Policy | Mone ~

Pre-Shared Key
SSL Tunnel

OpenVPN Tunnel o ) i
[ Digital Signature(X.509)
[] specify Remote Node

Remote Client IP

IPsec Security Method

or Peer ID Medium(AH)
Metbios Naming Packet @® Pass O Block High(ESP) DES ] 3DES 1 AES
Multicast via VPN O Pass & Block Local ID (optional)

(for some IGMP,IP-Camera,DHCP Relay..etc.)

Subnet
LAR 1 |»

[ assign Static IP Address

[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description
User account and Enable this account - Check the box to enable this
Authentication function.

Idle Timeout- If the dial-in user is idle over the limitation
of the timer, the router will drop this connection. By
default, the Idle Timeout is set to 300 seconds.

Allowed Dial-In Type PPTP - Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.

IPsec Tunnel - Allow the remote dial-in user to make an
IPsec VPN connection through Internet.

L2TP with IPsec Policy - Allow the remote dial-in user to
make a L2TP VPN connection through the Internet. You
can select to use L2TP alone or with IPsec. Select from
below:

® None - Do not apply the IPsec policy. Accordingly,
the VPN connection employed the L2TP without
IPsec policy can be viewed as one pure L2TP
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connection.

® Nice to Have - Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the dial-in
VPN connection becomes one pure L2TP
connection.

®  Must -Specify the IPsec policy to be definitely
applied on the L2TP connection.

SSL Tunnel — Allow the remote dial-in user to make an
SSL VPN connection through Internet.

OpenVPN Tunnel - Allow the remote dial-in user to make
an OpenVPN connection through Internet.

Specify Remote Node -You can specify the IP address of
the remote dial-in user, ISDN number or peer ID (used in
IKE aggressive mode).

Uncheck the checkbox means the connection type you
select above will apply the authentication methods and
security methods in the general settings.

Netbios Naming Packet -
® Pass - Click it to have an inquiry for data

transmission between the hosts located on both sides
of VPN Tunnel while connecting.

® Block — When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting,
such function can block data transmission of Netbios
Naming Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast
packets via VPN connection.

® Pass — Click this button to let multicast packets pass
through the router.

® Block — This is default setting. Click this button to let
multicast packets be blocked by the router.

User Name - This field is applicable when you select PPTP
or L2TP with or without IPsec policy above. The length of
the name is limited to 23 characters.

Password - This field is applicable when you select PPTP
or L2TP with or without IPsec policy above. The length of
the password is limited to 19 characters.

Enable Mobile One-Time Passwords (mOTP) - Check
this box to make the authentication with mOTP function.

PIN Code - Type the code for authentication (e.g, 1234).
Secret — Use the 32 digit-secret number generated by
mOTP in the mobile phone (e.g., e759bb6f0e94c7ab4feb).
Subnet Chose one of the subnet selections for such VPN profile.

Assign Static IP Address — Please type a static IP address
for the subnet you specified.

IKE Authentication This group of fields is applicable for IPsec Tunnels and
Method L2TP with IPsec Policy when you specify the IP address of
the remote node. The only exception is Digital Signature
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(X.509) can be set when you select IPsec tunnel either with
or without specify the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to

invoke this function and type in the required characters
(1-63) as the pre-shared key.

Digital Signature (X.509) — Check the box of Digital
Signature to invoke this function and Select one predefined
Profiles set in the VPN and Remote Access >>IPsec Peer
Identity.

IPsec Security Method This group of fields is a must for IPsec Tunnels and L2TP
with IPsec Policy when you specify the remote node. Check
the Medium, DES, 3DES or AES hox as the security
method.

Medium-Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is invoked. You can uncheck it to disable it.

High-Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

Local ID (Optional)- Specify a local ID to be used for
Dial-in setting in the LAN-to-LAN Profile setup. This item
is optional and can be used only in IKE aggressive mode.

After finishing all the settings here, please click OK to save the configuration.

3.11.9 LAN to LAN

Here you can manage LAN-to-LAN connections by maintaining a table of connection profiles.
You may set parameters including specified connection direction (dial-in or dial-out),
connection peer ID, connection type (VPN connection - including PPTP, IPsec Tunnel, and
L2TP by itself or over IPsec) and corresponding security methods, etc.

The router supports up to 32 VPN tunnels simultaneously. The following figure shows the
summary table.

The following figure shows the summary table according to the item (All/Trunk) selected for
View.
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VPN and Remote Access >» LAN to LAN I.(’

LAMN-to-LAMN Profiles: | SettoFactory Default |

View| @Al | O Trunk

Index MName Active Status Index Name Active Status
1 777 F 17. 277 O
2. 777 O 18, 777 O
3 777 F 19. 277 O
4. 777 O 20, 777 O
5 277 O 21 277 O
[ 777 O 22, 777 O
T 272 O 23 TEE O
g 297 0 24, 277 n
8. 772 O 2. O
10. 277 F - 26, 277 | -
1. 277 F1 — 27. 277 n L
12, 777 O 28 777 O
13. 277 F o 29, 277 Fl .
a4, 777 O 30, 777 O
15, 777 O 31 277 O
E 277 D o 3_ 77 D -

The following shows profiles joined into VPN Load Balance and VPN Backup mechanism.

VPN and Remote Access == LAN to LAN

LAN-to-LAN Profiles:
View: Al & Trunk

Name Activate Members Status
Loadbalani v VPN-2 Offline
Connection Offline

HEHHM:This Dial-out profile has already joined for WPN Load Balance Mechanism]
XK This Dial-out profile has already joined for VPN Backup Mechanism]

If there is no profile joined yet, this page will be shown as follows:

VPN and Remote Access == LAN to LAN

LAN-to-LAN Profiles:
View: O All I(E)Trunk

Name Activate Members Status

OK ] [ Cancel

CHOOThis Dial-out profile has already joined for VPN Load Balance Mechanism]
[ This Dial-out profile has already joined for VPN Backup Mechanism]
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Available settings are explained as follows:

Item

Description

View

All — Click it to display the LAN to LAN profiles.
Trunk - Click it to display the Trunk profiles.

Set to Factory Default

Click to clear all indexes.

Name Indicate the name of the LAN-to-LAN profile. The
symbol ??? represents that the profile is empty.
Active V — means the profile has been enabled.
X —mans the profile has not been enabled.
Status Indicate the status of individual profiles. The symbol V and

X represent the profile to be active and inactive,
respectively.

To edit each profile:

1.  Click each index to edit each profile and you will get the following page. Each
LAN-to-LAN profile includes 4 subgroups. If the fields gray out, it means you may leave
it untouched. The following explanations will guide you to fill all the necessary fields.

For the web page is too long, we divide the page into several sections for explanation.

VPN and Remote Access == LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name

Enable this profile

VPN Dial-0ut Through| WANT First

Metbios Naming Packet
Multicast via VPN

Call Direction O Both @ pial-out O Dial-in

[ always on
Idle Timeout 300 second(s)
4 [ Enable PING to keep alive
O Block PING to the IP

@ Block

(for some IGMP,IP-Camera,DHCP Relay..etc.)

2. Dial-Out Settings

Type of Server | am calling

@ ppTP
O 1Psec Tunnel

O L2TP with IPsec Policy

Server IP/Host Name for VPN,

Username 7

Password

PPP Authentication PAP/CHAP
V] Compression ® on O off

IKE Authentication Method

(such as draytek.com or 123.45.67.89)
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Pre-Shared Key

Digital Signature(X.509)
Peer ID
Local ID
Alternative Subject Name First
O subject Name First

Local Certificate

IPsec Security Method
Medium{AH)
High(ESP)

Advanced

Index(1-15) in Schedule Setup:
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Available settings are explained as follows:

ltem

Description

Common Settings

Profile Name — Specify a name for the profile of the
LAN-to-LAN connection.

Enable this profile - Check here to activate this profile.

VPN Dial-Out Through - Use the drop down menu to
choose a proper WAN interface for this profile. This setting
is useful for dial-out only.

A VWANT First w
RWAN1First
TWART Only
WARNZ First
VWAMZ Only
TWANT Only: Backup WAN2
VWARZ Only: Backup WANT
o VYAMN3 First
WARN3 Only

® WANI First/ WAN2 First/ WAN3 First - While
connecting, the router will use WAN1/WAN2/WAN3
as the first channel for VPN connection. If
WANI1/WAN2/WANS3 fails, the router will use
another WAN interface instead.
WANL1 Only /WAN2 Only/WAN 3 Only- While
connecting, the router will use WAN1/WAN2/WAN3
as the only channel for VPN connection.
WANL1 Only: Backup WAN2/WAN2 Only: Backup
WANL1 - While connecting, the router will use
WANI1/WAN?2 as the only channel for VPN
connection. If WAN1/WANZ2 fails, the router will use
backup WAN2/backup WANL interface instead.

Netbios Naming Packet

® Pass — click it to have an inquiry for data transmission
between the hosts located on both sides of VPN
Tunnel while connecting.

® Block — When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting,
such function can block data transmission of Netbios
Naming Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast
packets via VPN connection.

®  Pass — Click this button to let multicast packets pass
through the router.

® Block — This is default setting. Click this button to let
multicast packets be blocked by the router.

Call Direction - Specify the allowed call direction of this
LAN-to-LAN profile.

® Both:-initiator/responder
® Dial-Out- initiator only
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® Dial-In- responder only.

Always On-Check to enable router always keep VPN
connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the router will
drop the connection.

Enable PING to keep alive - This function is to help the
router to determine the status of IPsec VPN connection,
especially useful in the case of abnormal VPN IPsec tunnel
disruption. For details, please refer to the note below.
Check to enable the transmission of PING packets to a
specified IP address.

Enable PING to keep alive is used to handle abnormal
IPsec VPN connection disruption. It will help to provide the
state of a VPN connection for router’s judgment of redial.
Normally, if any one of VPN peers wants to disconnect the
connection, it should follow a serial of packet exchange
procedure to inform each other. However, if the remote peer
disconnect without notice, Vigor router will by no where to
know this situation. To resolve this dilemma, by
continuously sending PING packets to the remote host, the
Vigor router can know the true existence of this VPN
connection and react accordingly. This is independent of
DPD (dead peer detection).

PING to the IP - Enter the IP address of the remote host
that located at the other-end of the VPN tunnel.

Dial-Out Settings Type of Server | am calling - PPTP - Build a PPTP VPN
connection to the server through the Internet. You should
set the identity like User Name and Password below for the
authentication of remote server.

IPsec Tunnel - Build an IPsec VPN connection to the
server through Internet.

L2TP with IPsec Policy - Build a L2TP VPN connection
through the Internet. You can select to use L2TP alone or
with IPsec. Select from below:

® None: Do not apply the IPsec policy. Accordingly, the
VPN connection employed the L2TP without IPsec
policy can be viewed as one pure L2TP connection.

® Nice to Have: Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the dial-out
VPN connection becomes one pure L2TP connection.

Must: Specify the IPsec policy to be definitely applied on
the L2TP connection.

User Name - This field is applicable when you select,
PPTP or L2TP with or without IPsec policy above. The
length of the name is limited to 49 characters.

Password - This field is applicable when you select PPTP
or L2TP with or without IPsec policy above. The length of
the password is limited to 15 characters.

PPP Authentication - This field is applicable when you
select, PPTP or L2TP with or without IPsec policy above.
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PAP/CHAP is the most common selection due to wild
compatibility.

VJ compression - This field is applicable when you select
PPTP or L2TP with or without IPsec policy above. VJ
Compression is used for TCP/IP protocol header
compression. Normally set to Yes to improve bandwidth
utilization.

IKE Authentication Method - This group of fields is

applicable for IPsec Tunnels and L2TP with IPsec Policy.

® Pre-Shared Key - Input 1-63 characters as pre-shared
key.

® Digital Signature (X.509) - Select one predefined
Profiles set in the VPN and Remote Access >>IPsec
Peer Identity.

Peer ID - Select one of the predefined Profiles set in
VPN and Remote Access >>1Psec Peer Identity.

Local ID - Specify a local ID (Alternative Subject
Name First or Subject Name First) to be used for
Dial-in setting in the LAN-to-LAN Profile setup. This
item is optional and can be used only in IKE
aggressive mode.

® | ocal Certificate — Select one of the profiles set in
Certificate Management>>Local Certificate.

IPsec Security Method - This group of fields is a must for

IPsec Tunnels and L2TP with IPsec Policy.

® Medium AH (Authentication Header) means data
will be authenticated, but not be encrypted. By default,
this option is active.

® High (ESP-Encapsulating Security Payload)- means
payload (data) will be encrypted and authenticated.
Select from below:

® DES without Authentication -Use DES encryption
algorithm and not apply any authentication scheme.

® DES with Authentication-Use DES encryption
algorithm and apply MD5 or SHA-1 authentication
algorithm.

® 3DES without Authentication-Use triple DES
encryption algorithm and not apply any authentication
scheme.

® 3DES with Authentication-Use triple DES
encryption algorithm and apply MD5 or SHA-1
authentication algorithm.

® AES without Authentication-Use AES encryption
algorithm and not apply any authentication scheme.

®  AES with Authentication-Use AES encryption
algorithm and apply MD5 or SHA-1 authentication
algorithm.

Advanced - Specify mode, proposal and key life of each
IKE phase, Gateway, etc.

The window of advance setup is shown as below:
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IKE advanced sentiags

« The propesals schde DES

Note: If you select “Auta” i TKE phase | propasal, the roster will send th orsads i megotiser wit the remob: sr _
MDS_(G2GS), AES256_SHA_(G2GS), AES296_SHA_G14

(MDSSHA)_G1, 3DES_MDS_G1, 3DES_MDS_G2, 3DES_[MDF SHA)

[ak]

IKE phase 1 mode -Select from Main mode and
Aggressive mode. The ultimate outcome is to exchange
security proposals to create a protected secure channel.
Main mode is more secure than Aggressive mode since
more exchanges are done in a secure channel to set up the
IPsec session. However, the Aggressive mode is faster. The
default value in Vigor router is Main mode.

® |KE phase 1 proposal-To propose the local available
authentication schemes and encryption algorithms to
the VPN peers, and get its feedback to find a match.
Two combinations are available for Aggressive mode
and nine for Main mode. We suggest you select the
combination that covers the most schemes.

® IKE phase 2 proposal-To propose the local available
algorithms to the VPN peers, and get its feedback to
find a match. Three combinations are available for
both modes. We suggest you select the combination
that covers the most algorithms.

® IKE phase 1 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
28800 seconds. You may specify a value in between
900 and 86400 seconds.

® |KE phase 2 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
3600 seconds. You may specify a value in between
600 and 86400 seconds.

® Perfect Forward Secret (PFS)-The IKE Phase 1 key
will be reused to avoid the computation complexity in
phase 2. The default value is inactive this function.

Local ID-In Aggressive mode, Local ID is on behalf
of the IP address while identity authenticating with
remote VPN server. The length of the ID is limited to
47 characters.

Index(1-15) - Set the wireless LAN to work at certain time
interval only. You may choose up to 4 schedules out of the
15 schedules pre-defined in Applications >> Schedule
setup. The default setting of this field is blank and the
function will always work.
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3. Dialn Settings
Allowed Dial-In Type
PPTP
IPsec Tunnel
L2TP with IPsec Palicy | MNone v

[ specify Remote VPN Gateway
Peer VPN Server IP

or Peer ID

4., GRE over IPsec Settings

[ Enable IPsec Dial-Out function GRE over IPsec
My GRE IP

O Logical Traffic

5. TCP/IP Network Settings
My WAN IP

Remote Gateway IP
Remote Netwark IP
Remote Network Mask
Local Metwork IP

Local Metwork Mask

=3
-3
-3

Username
Password(Max 11 char)

@ on O Off

V1 Compression

IKE Authentication Method
Fre-Shared Key

[ Digital Signature(x.509)

Local ID
& Alternative Subject Name First
 Subject Name First

IPsec Security Method
Medium{aH)

High(ESP]) DES 3DES | AES

Peer GRE IP

RIP Direction

From first subnet to remote network, you have to
do

Disahle w

Route |w

Change default route to this VPN tunnel { Only
single WAN supports this )

Lok J|

Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Dial-In Settings

below.

Allowed Dial-In Type - Determine the dial-in connection
with different types.

® PPTP - Allow the remote dial-in user to make a PPTP
VPN connection through the Internet. You should set
the User Name and Password of remote dial-in user

® IPsec Tunnel- Allow the remote dial-in user to trigger
an IPsec VPN connection through Internet.

® L2TP with IPsec Policy - Allow the remote dial-in
user to make a L2TP VPN connection through the
Internet. You can select to use L2TP alone or with
IPsec. Select from below:

B None - Do not apply the IPsec policy.
Accordingly, the VPN connection employed the
L2TP without IPsec policy can be viewed as one
pure L2TP connection.

B Nice to Have - Apply the IPsec policy first, if it
is applicable during negotiation. Otherwise, the
dial-in VPN connection becomes one pure L2TP
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connection.

B Must - Specify the IPsec policy to be definitely
applied on the L2TP connection.

Specify Remote VPN Gateway - You can specify the IP
address of the remote dial-in user or peer ID (should be the
same with the ID setting in dial-in type) by checking the
box. Also, you should further specify the corresponding
security methods on the right side.

If you uncheck the checkbox, the connection type you
select above will apply the authentication methods and
security methods in the general settings.

User Name - This field is applicable when you select PPTP
or L2TP with or without IPsec policy above. The length of
the name is limited to 11 characters.

Password - This field is applicable when you select PPTP
or L2TP with or without IPsec policy above. The length of
the password is limited to 11 characters.

VJ Compression - VJ Compression is used for TCP/IP
protocol header compression. This field is applicable when
you select PPTP or L2TP with or without IPsec policy
above.

IKE Authentication Method - This group of fields is
applicable for IPsec Tunnels and L2TP with IPsec Policy
when you specify the IP address of the remote node. The
only exception is Digital Signature (X.509) can be set when
you select IPsec tunnel either with or without specify the IP
address of the remote node.

® Pre-Shared Key - Check the box of Pre-Shared Key
to invoke this function and type in the required
characters (1-63) as the pre-shared key.

® Digital Signature (X.509) —Check the box of Digital
Signature to invoke this function and select one
predefined Profiles set in the VPN and Remote
Access >>IPsec Peer Identity.

B Local ID - Specify which one will be inspected
first.

B Alternative Subject Name First — The
alternative subject name (configured in
Certificate Management>>Local Certificate)
will be inspected first.

B Subject Name First — The subject name
(configured in Certificate
Management>>L ocal Certificate) will be
inspected first.

IPsec Security Method - This group of fields is a must for
IPsec Tunnels and L2TP with IPsec Policy when you
specify the remote node.

® Medium- Authentication Header (AH) means data
will be authenticated, but not be encrypted. By default,
this option is active.

® High- Encapsulating Security Payload (ESP) means
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payload (data) will be encrypted and authenticated.
You may select encryption algorithm from Data
Encryption Standard (DES), Triple DES (3DES), and

AES.
GRE over IPsec Enable IPsec Dial-Out function GRE over IPsec: Check
Settings this box to verify data and transmit data in encryption with

GRE over IPsec packet after configuring IPsec Dial-Out
setting. Both ends must match for each other by setting
same virtual IP address for communication.

Logical Traffic: Such technique comes from RFC2890.
Define logical traffic for data transmission between both
sides of VPN tunnel by using the characteristic of GRE.
Even hacker can decipher IPsec encryption, he/she still
cannot ask LAN site to do data transmission with any
information. Such function can ensure the data transmitted
on VPN tunnel is really sent out from both sides. This is an
optional function. However, if one side wants to use it, the
peer must enable it, too.

My GRE IP: Type the virtual IP for router itself for

verified by peer.
Peer GRE IP: Type the virtual IP of peer host for verified
by router.
TCP/IP Network My WAN IP —This field is only applicable when you select
Settings PPTP or L2TP with or without IPsec policy above. The

default value is 0.0.0.0, which means the Vigor router will
get a PPP IP address from the remote router during the
IPCP negotiation phase. If the PPP IP address is fixed by
remote side, specify the fixed IP address here. Do not
change the default value if you do not select PPTP or L2TP.

Remote Gateway IP - This field is only applicable when
you select PPTP or L2TP with or without IPsec policy
above. The default value is 0.0.0.0, which means the Vigor
router will get a remote Gateway PPP IP address from the
remote router during the IPCP negotiation phase. If the PPP
IP address is fixed by remote side, specify the fixed IP
address here. Do not change the default value if you do not
select PPTP or L2TP.

Remote Network IP/ Remote Network Mask - Add a
static route to direct all traffic destined to this Remote
Network IP Address/Remote Network Mask through the
VPN connection. For IPsec, this is the destination clients
IDs of phase 2 quick mode.

Local Network IP / Local Network Mask - Display the
local network IP and mask for TCP / IP configuration. You
can modify the settings if required.

More - Add a static route to direct all traffic destined to
more Remote Network IP Addresses/ Remote Network
Mask through the VPN connection. This is usually used
when you find there are several subnets behind the remote
VPN router.
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ﬁ LAN-to-L AN Profile - Windows Intermet Explorer

e 19216811 b

Profile Index :1

Remaote Network

Netwaork IP

MNetmask

255.255.255.255132 %

[JCreate Phase2 SA for each subnet.(IPsec)

[ ok ] [ clse |

RIP Direction - The option specifies the direction of RIP
(Routing Information Protocol) packets. You can
enable/disable one of direction here. Herein, we provide
four options: TX/RX Both, TX Only, RX Only, and
Disable.

From first subnet to remote network, you have to

do - If the remote network only allows you to dial in with
single IP, please choose NAT, otherwise choose Route.

Change default route to this VPN tunnel - Check this box
to change the default route with this VPN tunnel.

2. After finishing all the settings here, please click OK to save the configuration.
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3.11.10 VPN TRUNK Management

VPN trunk includes four features - VPN Backup, VPN load balance, GRE over IPsec, and
Binding tunnel policy.

Features of VPN TRUNK — VPN Backup Mechanism

VPN TRUNK Management is a backup mechanism which can set multiple VPN tunnels as
backup tunnel. It can assure the network connection not to be cut off due to network
environment blocked by any reason.

> VPN TRUNK-VPN Backup mechanism can judge abnormal situation for the
environment of VPN server and correct it to complete the backup of VPN Tunnel in
real-time.

» VPN TRUNK-VPN Backup mechanism is compliant with all WAN modes
(single/multi)

»  Dial-out connection types contain IPsec, PPTP, L2TP, L2TP over IPsec and ISDN
(depends on hardware specification)

»  The web page is simple to understand and easy to configure
»  Filly compliant with VPN Server LAN Sit Single/Multi Network

»  Mail Alert support, please refer to System Maintenance >> SysL.og / Mail Alert for
detailed configuration

»  Syslog support, please refer to System Maintenance >> SysLog / Mail Alert for
detailed configuration

»  Specific ERD (Environment Recovery Detection) mechanism which can be operated by
using Telnet command

VPN TRUNK-VPN Backup mechanism profile will be activated when initial connection
of single VPN tunnel is off-line. Before setting VPN TRUNK -VPN Backup mechanism
backup profile, please configure at least two sets of LAN-to-LAN profiles (with fully
configured dial-out settings) first, otherwise you will not have selections for grouping
Memberl and Member2.

Features of VPN TRUNK — VPN Load Balance Mechanism

VPN Load Balance Mechanism can set multiple VPN tunnels for using as traffic load balance
tunnel. It can assist users to do effective load sharing for multiple VPN tunnels according to
real line bandwidth. Moreover, it offers three types of algorithms for load balancing and
binding tunnel policy mechanism to let the administrator manage the network more flexibly.

»  Three types of load sharing algorithm offered, Round Robin, Weighted Round Robin and
Fastest

»  Binding Tunnel Policy mechanism allows users to encrypt the data in transmission or
specified service function in transmission and define specified VPN Tunnel for having
effective bandwidth management

»  Dial-out connection types contain IPsec, PPTP, L2TP, L2TP over IPsec and GRE over
IPsec

»  The web page is simple to understand and easy to configure

»  The TCP Session transmitted by using VPN TRUNK-VPN Load Balance mechanism
will not be lost due to one of VPN Tunnels disconnected. Users do not need to reconnect
with setting TCP/UDP Service Port again. The VPN Load Balance function can keep the
transmission for internal data on tunnel stably
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VPH and Remote Access == VPN TRUNK Management q_’

Backup Profile List

| Setto Factory Default |

Note: [Active:NO] The LAN-to-LAN Profile is disabled or under Dial-In{Call Direction) at present.

Ho. Status Name

Advanced w

Load Balance Profile List

Memberl (Zctive) Iype

Hemberd (Active) Iype

| Setto Factory Default |

Note: [Active:MNO] The LAN-to-LAN Profile is disabled or under Dial-In{Call Direction) at present.

Ho. Stactus Name Memberl (Zctive) Type Member? (Zctive) Type
-
General Setup
Status & Enable O Disable
Profile Name
Memberl select & LAN-to-L2N Dial-Out profile.
Member2 a LAN-to-LAN Dial-Out profile.
Active Mode @ Backup O Load Balance

[ Add | [ Update | [Delete|

Available settings are explained as follows:

ltem

Description

Backup Profile List

Set to Factory Default - Click to clear all VPN
TRUNK-VPN Backup mechanism profile.

No — The order of VPN TRUNK-VPN Backup mechanism
profile.

Status - “v” means such profile is enabled; “x” means such
profile is disabled.

Name - Display the name of VPN TRUNK-VPN Backup
mechanism profile.

Memberl - Display the dial-out profile selected from the
Memberl drop down list below.

Active - “Yes” means normal condition. "No” means the
state might be disabled or that profile currently is set with
Dial-in mode (for call direction) in LAN-to-LAN.

Type - Display the connection type for that profile, such as
IPsec, PPTP, L2TP, L2TP over IPsec (NICE), L2TP over
IPsec(MUST) and so on.

Member2 - Display the dial-out profile selected from the
Member2 drop down list below.
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Advanced — This button is available only when LAN to
LAN profile (or more) is created.

{= ¥PH Backup Advance Settings - Windows Internet Explorer

&) /192168 1.1 (=]
VPN Backup Advance Settings
Profile Name: Backupl
ERD Made: ® Normal

O Resume (Member 1 first)
Detail Information:
Enviromment Recovers Detection(ERD) Status: Hormal Mode

< >

Detailed information for this dialog, see later section -
Advanced Load Balance and Backup.

Load Balance Profile List | Set to Factory Default - Click to clear all VPN
TRUNK-VPN Load Balance mechanism profile.

No - The order of VPN TRUNK-VPN Load Balance
mechanism profile.

Status - “v” means such profile is enabled; ”x” means such
profile is disabled.

Name - Display the name of VPN TRUNK-VPN Load
Balance mechanism profile.

Memberl - Display the dial-out profile selected from the
Member1 drop down list below.

Active - “Yes” means normal condition. "No” means the
state might be disabled or that profile currently is set with
Dial-in mode (for call direction) in LAN-to-LAN.

Type - Display the connection type for that profile, such as
IPsec, PPTP, L2TP, L2TP over IPsec (NICE), L2TP over
IPsec(MUST) and so on.

Member?2 - Display the dial-out profile selected from the
Member2 drop down list below.

Advanced — This button is only available when there is one
or more profiles created in this page.
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{= ¥PH Load Balance Advance Settings - Windows Internet Explorer

&) it /1921681 1 [=]

VPN Load Balance Advance Settings
Profile Hame: Loadbalanl
Load Balance Algorithm: ® Round Robin
O Weighted Round Robin
® Auto Weighted
© According to Speed Ratio {Member1:Member2): |50:50 ¥

VPN Load Balance Policy
®Edit O Insert after

Tunnel Bind Table Index: (1~64)

Active: Active v

Binding Dial Out Profile: 20 =

Src IP Start: 0000 End: |255 255 255 255
Dest IP Start: 0000 End: |255 255 255 255
Dest Port Start: End:

Protocol: ANY v

Detailed information for this dialog, see later section -
Advanced Load Balance and Backup.

General Setup Status- After choosing one of the profile listed above,
please click Enable to activate this profile. If you click
Disable, the selected or current used VPN
TRUNK-Backup/Load Balance mechanism profile will not
have any effect for VPN tunnel.

Profile Name- Type a name for VPN TRUNK profile.

Each profile can group two VPN connections set in
LAN-to-LAN. The saved VPN profiles in LAN-to-LAN
will be shown on Memberl and Member?2 fields. The length
of the name is limited to 11 characters.

Member 1/Member?2 - Display the selection for
LAN-to-LAN dial-out profiles (configured in VPN and
Remote Access >> LAN-to-LAN) for you to choose for
grouping under certain VPN TRUNK-VPN Backup/Load
Balance mechanism profile.

®  No - Index number of LAN-to-LAN dial-out profile.

® Name - Profile name of LAN-to-LAN dial-out profile.

® Connection Type - Connection type of LAN-to-LAN
dial-out profile.

® VPN ServerlIP (Private Network) - VPN Server IP
of LAN-to-LAN dial-out profiles.

Active Mode - Display available mode for you to choose.

Choose Backup or Load Balance for your router.

Add - Add and save new profile to the backup profile list.
The corresponding members (LAN-to-LAN profiles)
grouped in such new VPN TRUNK - VPN Backup
mechanism profile will be locked. The profiles in
LAN-to-LAN will be displayed in red. VPN TRUNK -
VPN Load Balance mechanism profile will be locked. The
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profiles in LAN-to-LAN will be displayed in blue.

Update - Click this button to save the changes to the Status
(Enable or Disable), profile name, memberl or member2.
Delete - Click this button to delete the selected VPN
TRUNK profile. The corresponding members
(LAN-to-LAN profiles) grouped in the deleted VPN
TRUNK profile will be released and that profiles in
LAN-to-LAN will be displayed in black.

Time for activating VPN TRUNK — VPN Backup mechanism profile

VPN TRUNK - VPN Backup mechanism will be activated automatically after the initial
connection of single VPN Tunnel off-line. The content in Member1/2 within VPN TRUNK —
VPN Backup mechanism backup profile is similar to dial-out profile configured in
LAN-to-LAN web page. VPN TRUNK - VPN Backup mechanism backup profile will
process and handle everything unless it is off-line once it is activated.

Time for activating VPN TRUNK - VPN Load Balance mechanism profile

After finishing the connection for one tunnel, the other tunnel will dial out automatically
within two seconds. Therefore, you can choose any one of members under VPN Load Balance
for dialing out.

Time for activating VPN TRUNK -Dial-out when VPN Load Balance
Disconnected

For there is one Tunnel created and connected successfully, to keep the load balance effect
between two tunnels, auto-dial will be executed within two seconds.

To close two tunnels of load balance after connecting, please click Disable for Status in
General Setup field.

How can you set a VPN TRUNK-VPN Backup/Load Balance mechanism
profile?

1. Firstof all, go to VPN and Remote Access>>L AN-to-LAN. Set two or more
LAN-to-LAN profiles first that will be used for Memberl and Member2. If you do not set
enough LAN-to-LAN profiles, you cannot operate VPN TRUNK — VPN Backup /Load
Balance mechanism profile management well.

2. Access into VPN and Remote Access>>VPN TRUNK Management.

3. Set one group of VPN TRUNK - VPN Backup/Load Balance mechanism backup profile
by choosing Enable radio button; type a name for such profile (e.g., 071023); choose one
of the LAN-to-LAN profiles from Memberl drop down list; choose one of the
LAN-to-LAN profiles from Member2 drop down list; and click Add at last.

General Setup

Status & Enable C Disable

Profile Name  |071023

Memberl IPlease choose the combination that you want.

el <]

Member2 lPlease choose the combination that you want

Please choose the combination that vou want

Attribute Mode

Ho. <Name:> ¢<Connection-Type> <VPH ServerIP(Private Hetwork):
1 To-4 PlaceIPSec 192.168.2.25(20.20.20.0)
2 To-B Site IPSec 192.168.2.26(20.20.21.0)

Add Edit Delete
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Take a look for LAN-to-LAN profiles. Index 1 is chosen as Member1; index 2 is chosen

as Member2. For such reason, LAN-to-LAN profiles of 1 and 2 will be expressed in red
to indicate that they are fixed. If you delete the VPN TRUNK - VPN Backup/Load
Balance mechanism profile, the selected LAN-to-LAN profiles will be released and

expressed in black.

LAN-to-LAN Profiles:

View: @ All O Trunk

Index Name Active
1. To-A Place v
2. To-B Site W
3 To-C Place Y
4. To-D Site W

Status
offline
offline
offline

offline

How can you set a GRE over IPsec profile?

1. Please goto LAN to LAN to set a profile with IPsec.

2. If the router will be used as the VPN Server (i.e., with virtual address 192.168.50.200).
Please type 192.168.50.200 in the field of My GRE IP. Type IP address (192.168.50.100)
of the client in the field of Peer GRE IP. See the following graphic for an example.

| |High(ESP) DES -~ 3DES - AES |
4. Gre over IPsec Settings

[ Enable IPser Dial-Oigimmetmm=afE—m—e——e

[ Logical Traffic My GRE IP |192.168.50.200 Peer GRE IP |192.16%.50.100

5. TCPAP Network Settings

My WaN TP nonao RIP Direction Disable w
ﬁemc:te Gateway IP 192166 1.1 tF;DET;first subnet to remate network, you have
Remate Metwark IP 192.168.1.0 P———

Remaote MNetwoaork Mask 2552552550

Local Metwork IP 192.168.25.1 Change default route to this YPN tunnel {

Only single WaMN supports this )
\Local MNetwork Mask 2552552550
Moare
3.

Later, on peer side (as VPN Client): please type 192.168.50.100 in the field of My GRE

IP and type IP address of the server (192.168.50.200) in the field of Peer GRE IP.

|RIgniEar) LeEa ol ) LEo

4. Gre over IPsec Settings
—

Enable IPsec Dia}f‘uf function GEE over [P=er

LI Logical Trathc
5. TCPP Network Settings

My GRE IP |192.168.50.100

Peer GRE 1P |152.168.50.200

My WA TP 0.0.00

Remote Gateway IP 192.168.25.1

(Remote Network 1P |102.168.25.0

Remote Network Mask |2552552550

Local Metwork IP 192.168.1.1

tou:al Metwork Mask 24552552550
More

RIP Direction Disable

From first subnet to remote network, you have
to do

b

Foute w

Change default route to this PN tunnel {
Only single Wak supports this )
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Advanced Load Balance and Backup

After setting profiles for load balance, you can choose any one of them and click Advance for
more detailed configuration. The windows for advanced load balance and backup are different.
Refer to the following explanation:

Advanced Load Balance

ﬂ; YPN Load Balance Advance Settings - Windows Internet Explorer |Z||§|fg|
] hitn /192.168.1.1

VPN Load Balance Advance Settings

Profile Hame: Loadbalanl
Load Balance Algorithm: ® Round Robin

(O Weighted Round Robin
® Auto Weighted

O According to Speed Ratio (Member1:Member2]:

VPN Load Balance Policy
®Eedit O lInsert after

(1~64)

|

Tunnel Bind Table Index:

Active: Active | ¥
Binding Dial Out Profile: 20 »

Src IP Start:
Dest IP Start:

[==T Y ]
[=T N =
=T =]
(=T ]
m

3

O

[\
o ||
||
P || P
o ||
o || o
B | B
||
[EaE ]
P3| R
o ||
||

Dest Port Start:

Protocol: |f-‘~.r‘l"r’ "| | |

[ oK | [ Close

Detail Information

[VPN Load Balance Profile name: Loadbalanl ]
[Algorithm: Round Robin ]

< 4

Available settings are explained as follows:

Item Description

Profile Name List the load balance profile name.

Load Balance Algorithm Round Robin — Based on packet base, both tunnels will
send the packet alternatively. Such method can reach the
balance of packet transmission with fixed rate.

Weighted Round Robin —Such method can reach the
balance of packet transmission with flexible rate. It can be
divided into Auto Weighted and According to Speed Ratio.
Auto Weighted can detect the device speed
(10Mbps/100Mbps) and switch with fixed value ratio (3:7)
for packet transmission. If the transmission rate for packets
on both sides of the tunnels is the same, the value of Auto
Weighted should be 5.5. According to Speed Ratio allows
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user to adjust suitable rate manually. There are 100 groups
of rate ratio for Memberl:Member2 (range from 1:99 to
99:1).

VPN Load Balance Policy | Below shows the algorithm for Load Balance.

Edit — Click this radio button for assign a blank table for
configuring Binding Tunnel.

Insert after — Click this radio button to adding a new
binding tunnel table.

Tunnel Bind Table Index- 128 Binding tunnel tables are
provided by this device. Specify the number of the tunnel
for such Load Balance profile.

Active — In-active/Delete can delete this binding tunnel
table. Active can activate this binding tunnel table.

Binding Dial Out Index — Specify connection type for
transmission by choosing the index (LAN to LAN Profile
Index) for such binding tunnel table.

Scr IP Start /End- Specify source IP addresses as starting
point and ending point.

Dest IP Start/End — Specify destination IP addresses as
starting point and ending point.

Dest Port Start /End- Specify destination service port as
starting point and ending point.

Protocol — Any means when the source IP, destination IP,
destination port and fragment conditions match with the
settings specified here, such binding tunnel table can be
established for TCP Service Port/UDP Service
Port/ICMP/IGMP specified here.

TCP means when the source IP, destination IP, destination
port and fragment conditions match with the settings
specified here and TCP Service Port also fits the number
here, such binding tunnel table can be established. UDP
means when the source IP, destination IP, destination port
and fragment conditions match with the settings specified
here and UDP Service Port also fits the number here, such
binding tunnel table can be established. TCP/UPD means
when the source IP, destination IP, destination port and
fragment conditions match with the settings specified here
and TCP/UDP Service Port also fits the number here, such
binding tunnel table can be established. ICMP means when
the source IP, destination IP, destination port and fragment
conditions match with the settings specified here and ICMP
Service Port also fits the number here, such binding tunnel
table can be established. IGMP means when the source IP,
destination IP, destination port and fragment conditions
match with the settings specified here and IGMP Service
Port also fits the number here, such binding tunnel table can
be established. Other means when the source IP,
destination IP, destination port and fragment conditions
match with the settings specified here with different TCP
Service Port/UDP Service Port/ICMP/IGMP, such binding
tunnel table can be established.
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Detail Information This field will display detailed information for Binding
Tunnel Policy. Below shows a successful binding tunnel
policy for load balance:

2) ¥PN Load Balance Advance Settings - Mozilla Firefox
| @ 192.168. 1 ocivpnalh.him \
VPN Load Balance Advance Settings T
Profile Name: 1
Load Balance Algorithm: ® Round Robin
O wweighted Round Robin
® puto Weighted
O.&ccordlng to Speed Ratio (Memberl:Memberz):
VPN Load Balance Policy
@edit  Olnsert after
Tunnel Bind Table Index: :l {1~64)
Active: Aotive v
Binding Dial Cut Profile: El
Src 1P Start: 0000 End: 255255255355
Dest IP Start: 0000 End: 255255255255
Dest Port Start: End:
Protocal:
l Set QK
OK Close
Detail Information
[¥EN Load Balance Profile name: 1 ] fad
[Algorithm: Round Robin ]
ﬁu.l —--> Tunnel Bind Tahle Idnex :1 \ |
Binding Dial Out Index = 1
Binding protocol = ANY Protocol
Binding §rg IF = 192.188.10.24 ~ 255.255.255.255
Binding Dsp IF = 192.188.1.20 ~ 255.255,255.255
Einding Dst Porc =1 ~ B5535
< = -
Note : To configure a successful binding tunnel, you
have to:
Type Binding Src IP range (Start and End) and Binding Des
IP range (Start and End). Choose TCP/UDP, IGMP/ICMP
or Other as Binding Protocol.

Detailed Settings for Advanced Backup

/= YEN Backup Advance Settings - Windows Intermet Explorer

e 192.168.1.1

VPN Backup Advance Settings
Profile Name: Backupl
ERD Mode: & Mormal
() Resume (Member 1 first)
Detail Information:

Environment Recovers Detection(ERD) Status: Hormal Mode

OK | [ Close

< e

Available settings are explained as follows:
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Item Description

Profile Name List the backup profile name.

ERD Mode ERD means “Environment Recovers Detection”.
Normal — choose this mode to make all dial-out VPN
TRUNK backup profiles being activated alternatively.
Resume — when VPN connection breaks down or

disconnects, Member 1 will be the top priority for the
system to do VPN connection.

Detail Information This field will display detailed information for Environment
Recovers Detection.

3.11.11 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out
Tool and clicking Dial button.

VPN and Remote Access »> Connection Mlanagement

Dial-out Tool Refresh Seconds : | 10
General Mode: 4
Backup Mode: 4
Load Balance Mode: | ( Loadbalani ) 172.16.3.8 v

VPN Connection Status
Current Page: 1 Page Mo.

Tx Rate Rx Rx Rate
(Bps) Pkts (Bps)

xxxxxxxx @ Data is encrypted.

ook Data isn't encrypted.

VPN Type Remote IP Virtual Network Tx Pkts UpTime

Available settings are explained as follows:

Item Description

Dial-out Tool General Mode - This filed displays the profile configured
in LAN-to-LAN (with Index number and VPN Server IP
address). The VPN connection built by General Mode does
not support VPN backup function.

Refresh Seconds :

Gondrsl Made: )| Alfa ) 192.168.0.26 3

Dl
Backup Mode: LA ) 132.100.1.¢5 E Dial
O |

Bentley ) 192.168.0.27
Load Balance Mode: ([ Auwdi} 192.168.0.28 Diad
BMW )} 152.168.0.2%
Buick ) 192.168.0.30
Cadillac ) 192.168.0.31
Chrysler ) 192.168.0.32
Citroen ) 192.168.0.33
Daihatsu ) 192.166.0.34
Ferrarl ) 192.168.0.35
Fiat ) 192.168.0.36 =|

Page Mn.l

Backup Mode - This filed displays the profile name saved
in VPN TRUNK Management (with Index number and
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VPN Server IP address). The VPN connection built by
Backup Mode supports VPN backup function.

General Mode: | ( Alfa) 192.168.0.26 =] oial |
{VpnBackup 192.168.2.103 j Dial

D

p ) 192.168.2.103

Load Balance Mode: B0 Backup )|192.168.2.203

Dial - Click this button to execute dial out function.

Refresh Seconds - Choose the time for refresh the dial
information among 5, 10, and 30.

Refresh - Click this button to refresh the whole connection
status.

3.12 Certificate Management

A digital certificate works as an electronic 1D, which is issued by a certification authority
(CA). It contains information such as your name, a serial number, expiration dates etc., and the
digital signature of the certificate-issuing authority so that a recipient can verify that the
certificate is real. Here Vigor router support digital certificates conforming to standard X.509.

Any entity wants to utilize digital certificates should first request a certificate issued by a CA
server. It should also retrieve certificates of other trusted CA servers so it can authenticate the
peer with certificates issued by those trusted CA servers.

Here you can manage generate and manage the local digital certificates, and set trusted CA
certificates. Remember to adjust the time of Vigor router before using the certificate so that
you can get the correct valid period of certificate.

Below shows the menu items for Certificate Management.

al Certificate
ed CA Centificate
ficate Backup

3.12.1 Local Certificate

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify

Delete

View
=]

Wiew Delete

[ GENERATE | [ IMPORT | [ REFRESH |

Available settings are explained as follows:

Item Description
Generate Click this button to open Generate Certificate Request
window.
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Type in all the information that the window requests. Then
click Generate again.

Import Click this button to import a saved file as the certification
information.

Refresh Click this button to refresh the information listed below.

View Click this button to view the detailed settings for certificate
request.

Delete Click this button to delete selected name with certification
information.

GENERATE

Click this button to open Generate Certificate Signing Request window. Type in all the
information that the window request such as certifcate name (used for identifying different
certificate), subject alternative name type and relational settings for subject name. Then click
GENERATE again.

Certificate Management => Local Certificate

Generate Certificate Signing Request

Certificate Name

Subject Alternative Name

Type IP Address hd
IP

Subject Name
Country (C)
State (ST)
Location (L)
COrganization (O]
Organization Unit {OU}

Common Name (CN)

Email (E}
Key Type
Key Size 1024 Bit
Note: Please be noted that “Common Name” must be configured with rotuer’s WAN IP or
domain name.
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After clicking GENERATE, the generated information will be displayed on the window
below:

Certificate Management >> Local Certificate

X509 Local Certificate Configuration

Name Subject Status Modify
SErver JC=TW/ST=Hsinchu/L=Hsinchu/0... Regquesting

GENERATE | [ IMPORT | [ REFRESH |

IMPORT

Vigor router allows you to generate a certificate request and submit it the CA server, then
import it as “Local Certificate”. If you have already gotten a certificate from a third party, you
may import it directly. The supported types are PKCS12 Certificate and Certificate with a
private key.

Click this button to import a saved file as the certification information. There are three types
of local certificate supported by Vigor router.

Certificate Management == Local Certificate

Impeort X509 Local Certificate

Upload Local Certificate
Select a local certificate file.

Certificate file:

Click Import to upload the local certificate.

[ Import ] [ Cancel

Upload PKCS12 Certificate
Select a PKCS12 file.

PKCS12 file:
Password:

Click Import to upload the PKCS12 file.

Imiport ] [ Cancel

Upload Certificate and Private Key
Select a certificate file and a matchable Private Key.

Certificate file:
ey fil:
Password:

Click Import to upload the local certificate and private key.

[ Import ] [ Cancel ]

Available settings are explained as follows:

Item Description

Upload Local Certificate | It allows users to import the certificate which is generated by
vigor router and signed by CA server.

If you have done well in certificate generation, the Status of
the certificate will be shown as “OK?”.
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Import X509 Local Certificate

Congratulation!
Local Certificate has been imported successfully.

please click | Back | to view the certificate.

X509 Local Certificate Configuration
Name Subject Status Modify
draytekdemo /O=Draytek/OU=Draytek Sales/... oK |V|ew| Delete

| View J Delete

|M [Delete
[__GENERATE | [ IMPORT | [ REFRESH |
Upload PKCS12 It allows users to import the certificate whose extensions are
Certificate usually .pfx or .p12. And these certificates usually

need passwords.

Note: PKCS12 is a standard for storing private keys and
certificates securely. It is used in (among other things)
Netscape and Microsoft Internet Explorer with their import and
export options.

Upload Certificate and It is useful when users have separated certificates and private
Private Key keys. And the password is needed if the private key is
encrypted.

REFRESH

Click this button to refresh the information listed below.

View

Click this button to view the detailed settings for certificate request.

3 hitp:/1192 168.1 1 - Certificate Signing Request Information - Microzoft Intexnet Explorer

Certificate Information

Certificate Name : SErVer

Issuer :
C=TW, ST=Hsinchu, L=Hsinchu, O=Draytek, OU=MKT, CN=DT,

Subject : emailaddress=support@draytek.com

Subject Alternative Name :
Yalid Frarm ¢

Walid To ¢

PEM Format Content @ |_____ EEGIN CERTIFICATE REQUEST--——- ~

MITEwzCCASwCAQLwgY INCeAJBgNVEAYTALRENRAWDgYDVWOOIEwdIc: lIuTahl1MRAW
Dg¥DVOOHEwAIcE luYah1MRAWDgYDVOOKEwdEcmF SAGVE MowwC g T DVOQLEWNIGE 1 0%
CEAJBgNVEANTARKRUNS IwIAYIJEoZ IThveHAQKEF W edXBwh3 JOQGRyTE10EWsuYzot
MIGEHAOGCSgGS Ib3DOEBAQUAAGGNAD CEiQKEEBgQChOagdDL?ETjwGouCSHYPuglIa
Ra/ua3cCid I +VoknkSFRYEUZ SP Tult avvPEHE 1M2 cHDLEUT hQnXMAGh TuWsn3u
K4+2rW0Np2 IFpbnd? TogmOIBETx2 6101 IK?wT/ YW ¥x IgR/ CHhdpsgM0r GiK2N9=sGVr
uZ/ T+ Zk7 GaQuefQIDAQARCAAWD OV I Ko Z ThweMAQEFBQADYE AR 1 iNMne =HEd:
EOT+KtPJaRyoZVEoS YT JxulrbValhwTxONgHCyA1 / DLMWE IQTJFP25Tz94Ddon
yC1lrbh+ 206 IseTeE7OGINEYYOlub e hHRYRAN I ZRTNOQYOICREcVIHEX X A pnXWNE
IaMe0IwsZ/ 1Z/+BhlnYXzFO8uilI=s{Y=

Close

Note: You have to copy the certificate request information from above window. Next,
access your CA server and enter the page of certificate request, copy the information into
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it and submit a request. A new certificate will be issued to you by the CA server. You can
save it.

Delete

Click this button to remove the selected certificate.

3.12.2 Trusted CA Certificate
Trusted CA certificate lists three sets of trusted CA certificate.

Certificate Management >> Trusted CA Certificate

X509 Trusted CA Certificate Configuration

Name Subject Status Modify
Trusted CA-1 === ===
Trusted CA-2 --- ---
Trusted CA-3 === =e=

[ IMPORT | [ REFRESH |

To import a pre-saved trusted CA certificate, please click IMPORT to open the following
window. Use Browse... to find out the saved text file. Then click Import. The one you

imported will be listed on the Trusted CA Certificate window. Then click Import to use the
pre-saved file.

Certificate Management >> Trusted CA Certificate

Import X509 Trusted CA Certificate

Select a trusted CA certificate file,

Click Import to upload the certification.
Import ] [ Cancel ]

For viewing each trusted CA certificate, click View to open the certificate detail information

window. If you want to delete a CA certificate, choose the one and click Delete to remove all
the certificate information.
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& % Certificate Information - Windows Internet Explorer

g hip /19216811 =
e

Certificate Detail Information

Certificate Name: Trusted CA-1

Issuer:

Subject:

Subject Alternative Name:

Valid From:
Valid To:

| €

[MGET
< 1>

3.12.3 Certificate Backup

Local certificate and Trusted CA certificate for this router can be saved within one file. Please
click Backup on the following screen to save them. If you want to set encryption password for
these certificates, please type characters in both fields of Encrypt password and Retype
password.

Also, you can use Restore to retrieve these two settings to the router whenever you want.
Certificate Management >> Certificate Backup

Certificate Backup / Restoration
Backup

Encrypt password: | |

Confirm password: | |

Click to download certificates to your local PC as a file.

Restoration
Select a backup file to restore.

| | Browse.

Decrypt password: | |

Click to upload the file.
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3.13 Central VPN Management

Vigor2860 can build virtual private network (VPN) between itself and any other TR-069 CPE
by the function of central VPN management. In addition, it can be treated as a server (called
CVM server) which can manage TR-069 CPE for periodical firmware upgrade, configuration
backup and restoring configuration.

Note: Such menu can manage the CPE connected through WAN only.

3.13.1 General Setup

This page is used to configure settings which will be used by the clients to register to such

Vigor router.

CVM == General Setup

General Settings:

O cvm Part:

] c¥Mm SSL Port:
Username:
Password:

Polling Interval:

Wal IP for Remote
Connection:

8000
5443

4acs

E00 Seconds

WYANT ¥/

Mote:

1.Either one of the Port checkbox MUST be checked to enable the CWVM service!
2.Please type "http://<CVM Address=:< CVM Port=/ACSServer/service/ACSServiet” or

"https:/i< CVM Address=>:< C\VM SSL Port>/ACSServer/service/ACSServiet”
in CPE's ACS Server URL according to your Port settings.

VPN Settings
IPsec Mode: Aggressive mod (v
Security Method: ESP A
Encryption Type: AES A
Local Subnet: /

Available settings are explained as follows:

ltem

Description

General Settings

CVM Port

Check the box to enable the port setting.
Type the port number in the box.

CVM SSL Port

Check the box to enable the port setting.
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Type the port number in the box.

Username Type a username which will be used by any CPE tried to
connect to Vigor router.

Password Type the password for the user.

Polling Interval Type the time value (unit is second). The range is from 60 ~
86400.

WAN IP for Remote For Vigor router can managed only the client from WAN

Connection interface, therefore you have to specify which interface will be

used for such function. If you choose MANUALLY, you have
to specify WAN IP address.

VAN v
gWANT
WWANZ
Ry
VPN Settings
IPsec Mode Choose Aggressive or Main as the IPsec Mode.
Security Method Choose one of the following methods (AH or ESP) for the

security of data transmission. For example, choose AH to
specify the IPsec protocol for the Authentication Header
protocol. The data will be authenticated but not be encrypted.

Encryption Type Choose one of the selections as the encryption type.

Local Subnet Type the IP address and subnet mask of local host.

After finishing all the settings here, please click OK to save the configuration.

3.13.2 CPE Management
All the CPEs managed by Vigor2860 series can be seen with icons from this page
Before using such feature, make sure the CVM port has been enabled and configured properly.
For detailed information, return to section 3.12.1.
3.13.2.1 Managed Device List
This page allows you to manage the CPEs connected to Vigor2860 series.
® Page without CPE connected

CVM == CPE Management >> Managed Devices List

Managed Devices List CPE Maintenance Google Map Refresh

Managed Devices List

Edit | [ Delete

Unmanaged Devices List

IP Address Mac Address Device Model Description Name Location

Add
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Page with CPE connected

Managed Devices List

CPE Maintenance

Google Map Refresh

Managed Devices List

Kate_local...
192.168.30.12

&

Unmanaged Devices List

| Edit | [ Dekt

| IP Address Mac Address Device Model Description Name Location

Add

Available settings are explained as follows:

ltem

Description

Managed Devices List

This area displays device icons (up to 8) for the CPE managed
by Vigor2860 series.
Edit — To modify the name and location of specific CPE, click

the one you want and click the Edit button. A pop up window
will appear. Simply change the name and/or location manually.

EEX

) Device Information - Mozilla Firefox
192.168.1.1/oc/cpelnfo htm

System Maintenance >> Edit Device Information

Model Hame  Vigor2850
Device Name  00507F7DSDO0
Mame  |Kate_local V2850
Manufacturer DrayTek
JUI 00S07F
Product Class  Vigor

00S07F7D2D0O0
No. 26, Fu Road, HS Ci

Mac Address
Laocation
P 192.168.30.12
Port 8069
LUEDL fowmfCRM html
DrayTek Wigor Router
104
3.6.3
211801_A Annex_A

Dascription

Delete — To disconnect the management of any CPE, click the
CPE icon you want and click the Delete button.

Unmanaged Devices List

Any device (CPE) which follows the standard of TR-069 can
be configured and can be detected by Vigor2860 series
automatically.

Only eight remote devices can be managed by Vigor2860 at
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one time. Therefore, other remote devices detected by
Vigor2860 series might be displayed in such field.

Add - Move the selected device from Unmanaged Devices
List to Managed Devices List.

IP Address — Display the IP address of the remote device.

Mac Address — Display the MAC address of the remote
device.

Device Model — Display the model name of the remote device.

Description Name — Display the additional description of the
remote device.

Location — Display the location of the remote device.

Refresh

Click it to refresh current web page.

3.13.2.2 CPE Maintenance

This area displays all the profiles which are created for applying to the managed device.
This page can help administrator to do maintenance jobs like firmware upgrade, configuration

backup/restore and etc.

CVM == CPE Management >> CPE Maintenance

Managed Devices List CPE Maintenance Google Map Refresh
Maintenance Profile List | Set to Factory Default |
Index Profile Name Device MName Action File/Path Schedule
L 0]
2 0
3 ] (] s oo
4, 0 i I oy
5. 0 |p
. 0P
L 0]
8. ] (] s oo
USB Disk Status: MNo Disk Connected
File Explorer
Note: If you want to use CPE Maintenance feature, you'll have to plug in a USB Disk!

Available settings are explained as follows:

ltem

Description

Set to Factory Default

Click to clear all indexes.

Index Display the number of the profile that you can edit.

Profile Name Display the name of the maintenance profile.

Device Name Display the name of the managed CPE that the maintenance
profile will apply to.

Action Display the action that managed CPE shall accept.
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File/Path Display the location of the file you want to save, restore or
upgrade for CPE.

Schedule Display the schedule profiles selected for such profile.

Now The action will be performed for the selected CPE

immediately.

How to add a new Maintenance Profile

Follow the steps below to create a new maintenance profile.

1.  Click any index number link, e.g., Index 1.

CVM == CPE Management >> CPE Maintena

Managed Devices List CPE Mainte:
Maintenance Profile List
Index Profile Name Devi
1.
2.
3.

2. The Maintenance dialog appears.

Central VPN Management >> CPE Management >> Maintanance Profile

Profile Name:
[¥] Enable
Device Name!
Aaction Type:
File/Path:

Index in Schedule:

Note: Action and Idle Timeout settings will be ignored.

2850

00507F7DOD00

Config Restore
Firmware Upgrade

Available parameters are listed as follows:

Item Description

Profile Name Type the name of the maintenance profile.

Enable Check it to enable such profile.

Device Name The drop down list will display all the devices detected by
Vigor2860 series. Choose the one which will be applied with
such new created profile.

Action There are three actions for you to choose for such profile.
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Config Backup il

Config Backup
Config Hestore
Firrmware Upgrade

Config Backup — It means such profile will be used for
configuration backup of the selected CPE.

Config Restore — It means such profile will be used for
restoring the configuration of the selected CPE.

Note: When restoring configuration to a CPE, make
sure the configuration file you selected was backuped
from this CPE before. Because restoring from another
device's configuration file may cause serious problem
(e.g., Both devices have different ISP
username/password. Restoring configuration from one
CPE to the other will cause Internet connection not
being online).

Firmware Upgrade — It means such profile will be used for
firmware upgrade.

File/Path Click Select to locate the file you want to save, restore or
upgrade for CPE.

Index in Schedule Vigor2860 series will perform the specified action to the
selected CPE based on the schedule configured here.

Specify one or two schedule profiles (represented by
number) here.

3. Enter all the settings and click OK.
4. A new maintenance profile has been created.

CVM >> CPE Management >> CPE Maintenance

Managed Devices List CPE Maintenance Google Map Refresh
Maintenance Profile List | Set to Factory Default |
Profile . . .
Index Name Device Name Action File/Path Schedule
1 V2850  00S07F7D9D00 Config Backup
2.
3
"
6.
7.
8
USB Disk Status: USE Disk Connected
File Explorer
Note: If you want to use CPE Maintenance feature, you'll have to plug in a USB Disk!
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3.13.2.3 Google Map

To display the location of the managed CPE with a bird’s eye view, open Central VPN
Management>>CPE Management and click the tab of Google Map.

DrayTek

DrdyTEk Vigor2860 Series

Service Activation Wizard
Dnline Status

User Management
Dbjects Setting
CSM
Bandwidth Management
Applications

PN and Remote Access
ICertificate Management
ICentral VPN Managemeant

CPE Management

55L VPN

USB Application
Systern Maintenance
Diagnostics

External Devices
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3.13.3 VPN Management

An easy and quick method is offered to configure VPN settings for building VPN connection
automatically between Vigor2860 series (treated as VPN server) and other Vigor router
(treated as CPE device, i.e., VPN client).

®  Page without CPE connected
CWM == VPN Management

VPN Management

FFTP | [ IPsec | [ Advanced
CPE VPN Connection List
, - - Tx Tx Rate R Rx Rate Up
VPN Type Remote IP Virtual Metwork: Phts (Bps) Plets (Bps) Time
® Page with CPE connected
CVM == VPN Management
VPN Management
\,'/--*’ ’ Display Screen
Kate_local... Kate_local...
192.168.30,12 192,168.30.13
@ '
| PPTP | [ IPsec | | Advanced |
CPE VPN Connection List
virtual Tx Tx R Rx Up
VPN Type Remote IP MNetwork Pkts Rate(Bps) Pkts Rate(Bps) Time

Available parameters are listed as follows:

ltem

Description

VPN Management

Display Screen

Once the device is managed (controlled) by Vigor2860 series,
it will be displayed on such screen automatically. If not, refer
to sections “4.15 How to manage the CPE (router) through
Vigor2860?” for more detailed information.

PPTP

To build a quick VPN connection with PPTP, simply click the
managed CPE displayed on the Display Screen first and then
click such button. If the connection is built successfully,
related information will be displayed on CPE VPN Connection
List.

[epre | [ 1Psec | [ Advenced |

CPE VPN Connection List

wirtual
Netwark

% Tx Rx Rx Up

VPN Pkts Rate(Bps) Pkts Rate(Bps) Time

Type Remote IP

92.168,30.12
peTP/MppE 19216830 12
v

[ P 192.168.50.1/24 3805 el 1088 0:40:30
(cum_7DS0D00) ia WANZ

IPsec

To build a quick VPN connection with IPsec, simply click the
managed CPE displayed on the Display Screen first and then
click such button. If the connection is built successfully,
related information will be displayed on CPE VPN Connection
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List.

[ et | [ IPec | [ Advanced |

CPE VPN Connection List

Wirtual Tw T Ry Rx Up

VPN Type Remote IP Network Pkts Rate(Bps) Pkts Rate(Bps) Time
i IPsec Tunnel 192.168.30.12
{com_7D9pon) IDES-SHAL via WANZ 192,168.50.1/24 28 2 37 3 0:13:%
cvm_7D900 sth via WAN2

Advanced To build a VPN connection with detailed configuration (such
as PPP authentication and VVJ compression), click Advanced.
) Mozilla Firefox @@@
192.168.1 1/docikvmVpnd htm
Device: 00507F7DAD00 »
Dial Type: PFTP v
PPP authentication: PAFunly -
V] Compression: O

Specify the remote CPE from the Device drop down list; select
PPTP or IPsec as the Dial Type; choose PAP only or PAP or
CHAP as PPP authentication; enable (ON) or disable (OFF) VJ
Compression; then click OK to build the VPN connection

CPE VPN Connection List

VPN Display the name of the LAN-to-LAN profile.

It is generated automatically when you click the
PPTP/IPsec/Advanced button to build the VPN connection
between Vigor2860 and remote CPE.

Type Display the dial-in type and the authentication method.
Remote IP Display the IP address of the remote CPE and the interface.
Virtual Network Display the IP address and subnet mask of Vigor2860 series.
Tx Pkts Display the number of the transmitted packets.

Tx Rate(Bps) Display the number of the transmitted rate.

Rx Pkts Display the number of the received packets.

Rx Rate(Bps) Display the number of the received rate.

UP Time Display the connection time of such VPN.

3.13.4 Log & Alert
This page offers brief information to identify the CPE connected to Vigor2860 series.

CVIM > CVIA Log

Log Alert
Refresh | Clear |
Display Mode |Always record the new event
Device Name Description Name time & date Action Type Message

Available settings are explained as follows:
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ltem

Description

Display Mode

Choose the mode you want to display the related information
on the following table.

Always record the new event |¥
Stop record when fulls

waws record the new event

Stop record when fulls — when the capacity of CVM log is
full, the system will stop recording.

Always record the new event — only the newest events will be
recorded by the system.

Device Name

Display the name of the managed CPE.

Description Name

Display the brief explanation for the managed CPE.

Time & date Display the time and date that the managed CPE scanned by
Vigor2860 series.

Action Type Display the action that Vigor2860 series will perform for the
managed CPE.

Message Display the information for each event.

The Alert page offers brief information to identify the CPE connected to Vigor2860 series.
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3.14 Wireless LAN

This function is used for “n” models only.

3.14.1 Basic Concepts

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor “n” model, a.k.a. Vigor wireless router, is
designed for maximum flexibility and efficiency of a small office/home. Any authorized staff
can bring a built-in WLAN client PDA or notebook into a meeting room for conference
without laying a clot of LAN cable or drilling holes everywhere. Wireless LAN enables high
mobility so WLAN users can simultaneously access all LAN facilities just like on a wired
LAN as well as Internet access.

The Vigor wireless routers are equipped with a wireless LAN interface compliant with the
standard IEEE 802.11n draft 2 protocol. To boost its performance further, the Vigor Router is
also loaded with advanced wireless technology to lift up data rate up to 300 Mbps*. Hence,
you can finally smoothly enjoy stream music and video.

Note: * The actual data throughput will vary according to the network conditions and
environmental factors, including volume of network traffic, network overhead and
building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an Access
Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will share the
same Internet connection via Vigor wireless router. The General Settings will set up the
information of this wireless network, including its SSID as identification, located channel etc.

Internet

SSID: Draytek
Channel: &
Mode: WEP only

192.168.1.2 192.168.1.1

Multiple SSIDs

Vigor router supports four SSID settings for wireless connections. Each SSID can be defined
with different name and download/upload rate for selecting by stations connected to the router
wirelessly.
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Security Overview

Real-time Hardware Encryption: Vigor Router is equipped with a hardware AES encryption
engine so it can apply the highest protection to your data without influencing user experience.

Complete Security Standard Selection: To ensure the security and privacy of your wireless
communication, we provide several prevailing standards on market.

WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA (Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies AES.
The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very flexible
and can support multiple secure connections with both WEP and WPA at the same time.

Separate the Wireless and the Wired LAN- WLAN Isolation enables you to isolate your
wireless LAN from wired LAN for either quarantine or limit access reasons. To isolate means
neither of the parties can access each other. To elaborate an example for business use, you
may set up a wireless LAN for visitors only so they can connect to Internet without hassle of
the confidential information leakage. For a more flexible deployment, you may add filters of
MAC addresses to isolate users’ access from wired LAN.

Manage Wireless Stations - Station List will display all the station in your wireless network
and the status of their connection.

Below shows the menu items for Wireless LAN.

Vigor2860 Series User's Guide 298 Dray Te’(



3.14.2 General Setup

By clicking the General Settings, a new web page will appear so that you could configure the
SSID and the wireless channel. Please refer to the following figure for more information.

General Setting { IEEE 802.11)
Enable Wireless LAN

Mode : Mixed(11b+11g+11n)
Channel: Channel §, 2437MHz
Enable Hide SSID SSID Isolate Member Isolate VPN
1 [ DrayTek O O
2 O
3 O
4 0O
MNote:

Enabling the Isolate Member configuration will forbid the wireless clients associated to
the same S5ID from connecting to each other.

The isolate VPN configuration will isolate the wireless traffic from VPN connections and
thus, wireless clients will not be able to access the VPN network under this setting.

Rate Contral

Enable Upload Download
SSID 1 | kbps kbps
SSID 2 | kbps kbps
SSID 2 O kbps kbps
SSID 4 | kbps kbps

Hote:
Configurable upload and download rates are from 100 to 50,000(kbps).

Associated Schedule Profiles:

Hote:

Only schedule profiles that have the action "Force Down” are applied to the WLAN, all
other actions are ignored.Valid settings are profile indexes 1 to 15.

[ OK ] [ Cancel

Available settings are explained as follows:

Item Description
Enable Wireless LAN Check the box to enable wireless function.
Mode At present, the router can connect to 11g Only, 11n

Only(2.4 GHz), Mixed (11b+11g), Mixed (11g+11n), and
Mixed (11b+11g+11n) stations simultaneously. Simply
choose Mixed (11b+11g+11n) mode.

Mixed{11h+11g+11n} v
11g Only

11n Only (2.4 GHz)
Mixed{11b+11g)
MWixed({11g+11n) i
Mixedi{11a+11n 5 GHz)

Mixed(11b+11g+11n
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Channel Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Channel 6, 2437MHz |+

Auto

Channel 1, 2412I\Hz
Channel 2, 2417WIHz
Channel 3, 24221\Hz
Channel 4, 2427Hz
Channel 5, 2432\Hz
Channel 7, 244211Hz
Channel 3, 2447Hz
Channel 9, 2452\Hz
Channel 10, 2457MHz
Channel 11, 2462MHz L
Channel 12, 2467MHz I
Channel 13, 2472MHz

Hide SSID Check it to prevent from wireless sniffing and make it
harder for unauthorized clients or STAS to join your
wireless LAN. Depending on the wireless utility, the user
may only see the information except SSID or just cannot
see any thing about Vigor wireless router while site
surveying. The system allows you to set four sets of SSID
for different usage. In default, the first set of SSID will be
enabled. You can hide it for your necessity.

SSID Means the identification of the wireless LAN. SSID can be
any text numbers or various special characters.

Isolate Member —Check this box to make the wireless clients
(stations) with the same SSID not accessing for each other.

VPN - Check this box to make the wireless clients
(stations) with different VPN not accessing for each other.

Rate Control It controls the data transmission rate through wireless
connection.

Upload — Check Enable and type the transmitting rate for
data upload. Default value is 30,000 kbps.

Download — Type the transmitting rate for data download.
Default value is 30,000 kbps.

Schedule Set the wireless LAN to work at certain time interval only.
You may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The
default setting of this field is blank and the function will
always work.

After finishing all the settings here, please click OK to save the configuration.
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3.14.3 Security

This page allows you to set security with different modes for SSID 1, 2, 3 and 4 respectively.
After configuring the correct settings, please click OK to save and invoke it.

The password (PSK) of default security mode is provided and stated on the label pasted on the
bottom of the router. For the wireless client who wants to access into Internet through such
router, please input the default PSK value for connection.

By clicking the Security Settings, a new web page will appear so that you could configure the

settings of WPA and WEP.
55D 1 53D 2 551D 3 551D 4
Mode: | WEP/802.1x Only v
WPA
Encryption Mode: TKIP for WPA/AES for WPAZ

Pre-Shared Key(PSK): | |

Type 8~63 ASCII character or 64 Hexadecimal digits leading by "0x", for example
"cfgs01a2..." or "0x655abcd....".

WEP
Encryption Mode: G4-Bit
Key 1. | |
Key 2 : | |
Key 3 : | |
Key 4 | |
Mote:

Please configure the RADIUS Server if 802.1x is used.

Far 64 bit WEP key configurations, please insert 5 ASCII characters or 10 Hexadecimal
digits leading by "0x". Examples are "AB312" or "0x4142333132".

Faor 128 bit WEP key configurations, please insert 13 ASCII characters or 26 Hexadecimal
digits leading by "0x".

[ oK ] [ Cancel

Available settings are explained as follows:

Item Description

Mode There are several modes provided for you to choose.
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WEP/BOZ 1% Only

WRAMBDZ 13 Only
WRAZANZ2 13 Only

i e d(WRAPWPAZAB0Z. 13 only)
WRAPSHK

{WPAZ/PEK

tlied WYPAHWPRAZP SR

Note: You should also set RADIUS Server simultaneously
if 802.1x mode is selected.

Disable - Turn off the encryption mechanism.
WEP-Accepts only WEP clients and the encryption key
should be entered in WEP Key.

WEP/802.1x Only - Accepts only WEP clients and the
encryption key is obtained dynamically from RADIUS
server with 802.1X protocol.

WPA/802.1x Only- Accepts only WPA clients and the
encryption key is obtained dynamically from RADIUS
server with 802.1X protocol.

WPAZ2/802.1x Only- Accepts only WPAZ2 clients and the
encryption key is obtained dynamically from RADIUS
server with 802.1X protocol.

Mixed (WPA+WPA2/802.1x only) - Accepts WPA and
WPAZ2 clients simultaneously and the encryption key is
obtained dynamically from RADIUS server with 802.1X
protocol.

WPA/PSK-Accepts only WPA clients and the encryption
key should be entered in PSK.

WPA2/PSK-Accepts only WPA2 clients and the
encryption key should be entered in PSK.

Mixed (WPA+ WPA2)/PSK - Accepts WPA and WPA2
clients simultaneously and the encryption key should be
entered in PSK.

WPA The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication. Either 8~63 ASCII characters, such
as 012345678(or 64 Hexadecimal digits leading by 0x, such
as "0x321253abcde...").

Type - Select from Mixed (WPA+WPA2) or WPAZ2 only.
Pre-Shared Key (PSK) - Either 8~63 ASCII characters,
such as 012345678..(or 64 Hexadecimal digits leading by
0x, such as "0x321253abcde...").

WEP 64-Bit - For 64 bits WEP key, either 5 ASCII characters,
such as 12345 (or 10 hexadecimal digitals leading by 0x,
such as 0x4142434445.)
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128-Bit - For 128 bits WEP key, either 13 ASCI|I
characters, such as ABCDEFGHIJKLM (or 26 hexadecimal
digits leading by 0x, such as
0x4142434445464748494A4B4CA4AD).

Encryption Mode: B4-Bit v

All wireless devices must support the same WEP encryption
bit size and have the same key. Four keys can be entered
here, but only one key can be selected at a time. The keys
can be entered in ASCII or Hexadecimal. Check the key
you wish to use.

After finishing all the settings here, please click OK to save the configuration.

3.14.4 Access Control

In the Access Control, the router may restrict wireless access to certain wireless clients only
by locking their MAC address into a black or white list. The user may block wireless clients
by inserting their MAC addresses into a black list, or only let them be able to connect by
inserting their MAC addresses into a white list.

In the Access Control web page, users may configure the white/black list modes used by
each SSID and the MAC addresses applied to their lists.

Access Control
Enable Mac Address Filter [0 ssip1 [ ssioz
[ ssio 2 [ ssio 4

IMAC Address Filter
Index Attribute MAC Address Apply SSID

Client's MAC Address : : : : :
Apply 5SID: 0 ssip1 O ssipz [ ssip3 [0 SSID 4
Attribute : [ s: Isolate the station from LAN
[ Add | [ Delete | [ Edit | [ cancel |

[ ok ] [ clearan |

Available settings are explained as follows:

Item Description
Enable Mac Address Select to enable the MAC Address filter for wireless LAN
Filter identified with SSID 1 to 4 respectively. All the clients

(expressed by MAC addresses) listed in the box can be
grouped under different wireless LAN. For example, they
can be grouped under SSID 1 and SSID 2 at the same time
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if you check SSID 1 and SSID 2.

MAC Address Filter Display all MAC addresses that are edited before.
Client’s MAC Address Manually enter the MAC address of wireless client.
Apply SSID After entering the client’s MAC address, check the box of

the SSIDs desired to insert this MAC address into their
access control list.

Attribute s: Isolate the station from LAN - select to isolate the
wireless connection of the wireless client of the MAC
address from LAN.

Add Add a new MAC address into the list.
Delete Delete the selected MAC address in the list.
Edit Edit the selected MAC address in the list.
Cancel Give up the access control set up.

OK Click it to save the access control list.
Clear All Clean all entries in the MAC address list.

After finishing all the settings here, please click OK to save the configuration.

3.14.5 WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point (vigor router) with the encryption of WPA and

WPAZ2.
Internet
Wireless
|_I_| Card Irjstalled
P ~ Connection via WPS P //

|\ AP Router __,"-------"-"""'f\ Station |-

Encryption (WPA/WPAZ2)
PIN Code

-~ . //
Set SSID and @

\ Note: Such function is available for the wireless station with WPS supported.

It is the simplest way to build connection between wireless network clients and vigor router.
Users do not need to select any encryption mode and type any long encryption passphrase to
setup a wireless client every time. He/she only needs to press a button on wireless client, and
WPS will connect for client and router automatically.

There are two methods to do network connection through WPS between AP and Stations:
pressing the Start PBC button or using PIN Code.
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®  On the side of Vigor 2850 series which served as an AP, press WPS button once on the
front panel of the router or click Start PBC on web configuration interface. On the side
of a station with network card installed, press Start PBC button of network card.

AP Router
WLAN Card

lce\e

WEB Interface Button on AP ROuter

® [f you want to use PIN code, you have to know the PIN code specified in wireless client.
Then provide the PIN code of the wireless client you wish to connect to the vigor router.

PIN Code

AP Router

WLAN Card

e WY M (e

PIN Code of Station

WEB Interface

p oy

For WPS is supported in WPA-PSK or WPA2-PSK mode, if you do not choose such mode in
Wireless LAN>>Security, you will see the following message box.

Microzoft Internet Explorer

L E TWEE only supports in WEASMWELZ-PRE Mode.
L]

Please click OK and go back Wireless LAN>>Security to choose WPA-PSK or WPA2-PSK
mode and access WPS again.
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Below shows Wireless LAN>>WPS web page:

[¥]Enable WPS

Wi-Fi Protected Setup Information

WPS Status Configured
SSID DrayTek_2850_130
Authentication Mode Mixed{WPA+WPAZ)/PSK

Device Configure

Configure via Push Button Start PBC
Configure via Client PinCode Start PIMN

Mote: WPS can help vour wireless client automatically connect to the Access point.
: WPS is Disabled.
: WPS is Enabled.
» Waiting for WPS requests from wireless clients.

Available settings are explained as follows:

Item Description
Enable WPS Check this box to enable WPS setting.
WPS Status Display related system information for WPS. If the wireless

security (encryption) function of the router is properly
configured, you can see ‘Configured’ message here.

SSID Display the SSID1 of the router. WPS is supported by
SSID1 only.

Authentication Mode Display current authentication mode of the router. Only
WPA2/PSK and WPA/PSK support WPS.

Configure via Push Click Start PBC to invoke Push-Button style WPS setup

Button procedure. The router will wait for WPS requests from

wireless clients about two minutes. The WPS LED on the
router will blink fast when WPS is in progress. It will return
to normal condition after two minutes. (You need to setup
WPS within two minutes)

Configure via Client Please input the PIN code specified in wireless client you
PinCode wish to connect, and click Start PIN button. The WPS
LED on the router will blink fast when WPS is in progress.
It will return to normal condition after two minutes. (You
need to setup WPS within two minutes)
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3.14.6 WDS

WDS means Wireless Distribution System. It is a protocol for connecting two access points
(AP) wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANSs through the air.
®  Extend the coverage range of a WLAN.

To meet the above requirement, two WDS modes are implemented in Vigor router. One is
Bridge, the other is Repeater. Below shows the function of WDS-bridge interface:

LAN3

L8 &

LAN1 LAN2

The application for the WDS-Repeater mode is depicted as below:

Host with Host with _ Hostwith
bridge Interface 1 repeater Interface bridge Interface 2

s - -
- - -
------
----------
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The major difference between these two modes is that: while in Repeater mode, the packets
received from one peer AP can be repeated to another peer AP through WDS links. Yet in
Bridge mode, packets received from a WDS link will only be forwarded to local wired or
wireless hosts. In other words, only Repeater mode can do WDS-to-WDS packet forwarding.

In the following examples, hosts connected to Bridge 1 or 3 can communicate with hosts
connected to Bridge 2 through WDS links. However, hosts connected to Bridge 1 CANNOT
communicate with hosts connected to Bridge 3 through Bridge 2.

-
=

-
-
- -

Host with Host with Host with

bridge Interface 1 bridge Interface 2

Click WDS from Wireless LAN menu. The following page will be shown.

WDS Settings
Mode: Bridge v

Security:
@ Disable © WEP © Pre-shared Key

WEP:

Use the same WEP key set in Security Settings.

Pre-shared Key:
Type:
WPA WPAZ2
Key | |
Hote: WPA and WPA2 are not compatible with
DrayTek WPA.

Type 8~63 ASCII characters or 64 hexadecimal

digits leading by "0x", for example "cfgs01a2...”

or "0x655abcd....".

bridge Interface 3

| SettoFactory Default |

Bridge

Enable Peer MAC Address
E 11
g —_—
L

Mote: Disable unusead links to get better

performance.

Repeater
Enable Peer MAC Addess

Access Point Function:
@ Enable O Disable

Status:
[ send "Hello” message to peers.

Note: The status is valid only when the peer also

supports this function.

[ oK

| [ Cancel |

Available settings are explained as follows:
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Item Description

Mode Choose the mode for WDS setting. Disable mode will not
invoke any WDS setting. Bridge mode is designed to fulfill
the first type of application. Repeater mode is for the
second one.

Digable

Security There are three types for security, Disable, WEP and
Pre-shared key. The setting you choose here will make the
following WEP or Pre-shared key field valid or not. Choose
one of the types for the router.

WEP Check this box to use the same key set in Security Settings
page. If you did not set any key in Security Settings page,
this check box will be dimmed.

Pre-shared Key Type — There are some types for you to choose. WPA and
WPAZ2 are used for WDS devices (e.9.2920n wireless

router, you can set the encryption mode as WPA or WPA2
to establish your WDS system between AP and the router.

Key - Type 8 ~ 63 ASCII characters or 64 hexadecimal
digits leading by “0x”.

Bridge If you choose Bridge as the connecting mode, please type in
the peer MAC address in these fields. Four peer MAC
addresses are allowed to be entered in this page at one time.
Yet please disable the unused link to get better
performance. If you want to invoke the peer MAC address,
remember to check Enable box in the front of the MAC
address after typing.

Repeater If you choose Repeater as the connecting mode, please type
in the peer MAC address in these fields. Four peer MAC
addresses are allowed to be entered in this page at one time.
Similarly, if you want to invoke the peer MAC address,
remember to check Enable box in the front of the MAC
address after typing.

Access Point Function Click Enable to make this router serving as an access point;
click Disable to cancel this function.

Status It allows user to send “hello” message to peers. Yet, it is
valid only when the peer also supports this function.

After finishing all the settings here, please click OK to save the configuration.
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3.14.7 Advanced Setting

This page allows users to set advanced settings such as operation mode, channel bandwidth,
guard interval, and aggregation MSDU for wireless data transmission.

HT Physical Mode

Operation Mode & Mixed Mode & Green Field
Channel Bandwidth O 20 & 20/40

Guard Interval O long @ auto

Aggregation MSDU(A-MSDU) < Disable & Enable

Long Preamble & Disable © Enable

Packet-OVERDRIVE™™ Tx Burst & Disable & Enable

Available settings are explained as follows:
Item Description
Operation Mode Mixed Mode - the router can transmit data with the ways

supported in both 802.11a/b/g and 802.11n standards.
However, the entire wireless transmission will be slowed
down if 802.11g or 802.11b wireless client is connected.

Green Field - to get the highest throughput, please choose
such mode. Such mode can make the data transmission
happening between 11n systems only. In addition, it does
not have protection mechanism to avoid the conflict with
neighboring devices of 802.11a/b/g.

Channel Bandwidth 20- the router will use 20Mhz for data transmission and
receiving between the AP and the stations.

20/40 — the router will use 20Mhz or 40Mhz for data
transmission and receiving according to the station
capability. Such channel can increase the performance for
data transit.

Guard Interval It is to assure the safety of propagation delays and
reflections for the sensitive digital data. If you choose auto
as guard interval, the AP router will choose short guard
interval (increasing the wireless performance) or long guard
interval for data transmit based on the station capability.

Aggregation MSDU Aggregation MSDU can combine frames with different

sizes. It is used for improving MAC layer’s performance
for some brand’s clients. The default setting is Enable.

Long Preamble This option is to define the length of the sync field in an
802.11 packet. Most modern wireless network uses short
preamble with 56 bit sync field instead of long preamble
with 128 bit sync field. However, some original 11b
wireless network devices only support long preamble. Click
Enable to use Long Preamble if needed to communicate
with this kind of devices.

Packet-OVERDRIVE This feature can enhance the performance in data
transmission about 40%* more (by checking Tx Burst). It
is active only when both sides of Access Point and Station
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(in wireless client) invoke this function at the same time.
That is, the wireless client must support this feature and
invoke the function, too.

Note: Vigor N61 wireless adapter supports this function.
Therefore, you can use and install it into your PC for
matching with Packet-OVERDRIVE (refer to the following
picture of Vigor N61 wireless utility window, choose
Enable for TXBURST on the tab of Option).

Yigor N6l 802.11n Wireless USB Adapier Diility

Configuration | Status About
General Setting Advance Setting
Auto Jmnch when Windows start up [ Disable Radio
[ Remember mini status position Fragmentation Threshold : 2348
[ 220t hide mini status RTS Threshold : 2347
[ Set mmini status always on top Frequency © 802 11hég/n - 240GH
] Enable IP Setting and Proxy Setting in Profile idhoe Chanmel. 1 v
[[]Group Roaming Ad-hoe Power Save Mode Disable hd
T Buust : Disable

WLAN type to conmect

(%) Infrastrocture and Adhoc network

O Infrastroctore network only

() ad-hoe netwark onky
[ &utomatically connect to non-preferred networks

_OK -_Cam:el
Tx Burst : Dizmble o

Note: * means the real transmission rate depends on the
environment of the network.

After finishing all the settings here, please click OK to save the configuration.
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3.14.8 WMM Configuration

WMM is an abbreviation of Wi-Fi Multimedia. It defines the priority levels for four access
categories derived from 802.1d (prioritization tabs). The categories are designed with specific
types of traffic, voice, video, best effort and low priority data. There are four accessing
categories - AC_BE , AC_BK, AC VIl and AC_VO for WMM.

APSD (automatic power-save delivery) is an enhancement over the power-save mechanisms
supported by Wi-Fi networks. It allows devices to take more time in sleeping state and
consume less power to improve the performance by minimizing transmission latency.

WM Configuration
WMM Capable
APSD Capable

VNN Parameters of Access Point

| Setto Factory Default |
& Enable O Disable
(O Enable ® Disable

Aifsn CWMin CWMax Txop ACM AckPolicy
AC_BE 3 4 B 0 O O
AC_BK 7 4 10 0 O O
AC_VI 1 E 4 94 O O
AC_VO 1 2 3 47 F F
WM Parameters of Station
Aifsn CWMin CWMax Txop ACM
AC_BE E 4 10 0 O
AC_BK 7 4 10 0 O
AC_VI 2 3 4 94 O
AC_VO 2 2 3 47 O
Available settings are explained as follows:
Item Description
WMM Capable To apply WMM parameters for wireless data transmission,

please click the Enable radio button.

APSD Capable

The default setting is Disable.

Aifsn

It controls how long the client waits for each data
transmission. Please specify the value ranging from 1 to 15.
Such parameter will influence the time delay for WMM
accessing categories. For the service of voice or video
image, please set small value for AC_VI and AC_VO
categories For the service of e-mail or web browsing, please
set large value for AC_BE and AC_BK categories.

CWMin/CWMax

CWMin means contention Window-Min and CWMax
means contention Window-Max. Please specify the value
ranging from 1 to 15. Be aware that CWMax value must be
greater than CWMuin or equals to CWMin value. Both
values will influence the time delay for WMM accessing
categories. The difference between AC_VI and AC_VO
categories must be smaller; however, the difference
between AC_BE and AC_BK categories must be greater.
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Txop It means transmission opportunity. For WMM categories of
AC_VIand AC_VO that need higher priorities in data
transmission, please set greater value for them to get
highest transmission opportunity. Specify the value ranging
from 0 to 65535.

ACM It is an abbreviation of Admission control Mandatory. It can
restrict stations from using specific category class if it is
checked.

Note: Vigor2920 provides standard WMM configuration in
the web page. If you want to modify the parameters, please
refer to the Wi-Fi WMM standard specification.

AckPolicy “Uncheck” (default value) the box means the AP router will
answer the response request while transmitting WMM
packets through wireless connection. It can assure that the
peer must receive the WMM packets.

“Check” the box means the AP router will not answer any
response request for the transmitting packets. It will have
better performance with lower reliability.

After finishing all the settings here, please click OK to save the configuration.
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3.14.9 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood.
Based on the scanning result, users will know which channel is clean for usage. Also, it can be

used to fac
5 seconds)

ilitate finding an AP for a WDS link. Notice that during the scanning process (about
, o client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP

which is in

the same channel of this router can be found. Please click Scan to discover all the

connected APs.

Access Poin

t List
BSSID Channel SSID

Scan

Neote: During the scanning process (~5 seconds), no station is allowed to connect
with the router.

See Statistics.

Add to WDS Settings :

AP's MAC address

® Bridge O Repeater

Available settings are explained as follows:

ltem

Description

Scan

It is used to discover all the connected AP. The results will
be shown on the box above this button.

Statistics

It displays the statistics for the channels used by APs.

Wireless LAN == Site Survey Statistics

Recommended channels for usage:12345678910111213

AP number v.s. Channel

112137456 789101112 13 14

Channel

Cancel

Add to

If you want the found AP applying the WDS settings,
please type in the AP’s MAC address on the bottom of the
page and click Bridge or Repeater. Next, click Add to.
Later, the MAC address of the AP will be added to Bridge
or Repeater field of WDS settings page.
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3.14.10 Station List

Station List provides the knowledge of connecting wireless clients now along with its status
code. There is a code summary below for explanation. For convenient Access Control, you
can select a WLAN station and click Add to Access Control below.

Station List

Status MAC Address Associated with

Status Codes :

: Connected, Mo encryption.

: Connected, WEP.

: Connected, WPA,

: Connected, WPAZ,

: Blocked by Access Control.

: Connecting.

: Fail to pass WPA/PSK authentication.

MZ@ETMO

Note: After a station connects to the router successfully, it may be turned
off without notice. In that case, it will still be on the list until the
connection expires.

Add to Access Control :

Client's MAC address

Add
Available settings are explained as follows:
Item Description
Refresh Click this button to refresh the status of station list.
Add Click this button to add current typed MAC address into
Access Control.
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3.15 SSL VPN

An SSL VPN (Secure Sockets Layer virtual private network) is a form of VPN that can be
used with a standard Web browser.

There are two benefits that SSL VPN provides:

» Itis not necessary for users to preinstall VPN client software for executing SSL VPN
connection.

»  There are less restrictions for the data encrypted through SSL VPN in comparing with
traditional VPN.

al Setup
b Proxy
pplication
ccount
roup
User Status

3.15.1 General Setup
This page determines the general configuration for SSL VPN Server and SSL Tunnel.

S5L VPN == General Setup

SSL VPN General Setup
Port 443 (Default: 443)
Server Certificate self-signed +

Encryption Key Algorithm
CHigh - AES(128 bits) and 3DES
@ Default - RC4(128 bits)
CLow - DES

Note: The settings will act on all SSL applications.

[ OK ] [ Cancel

Available settings are explained as follows:

Item Description

Port Such port is set for SSL VPN server. It will not affect the
HTTPS Port configuration set in System
Maintenance>>Management. In general, the default setting is
443.

Server Certificate When the client does not set any certificate, default certificate
will be used for HTTPS and SSL VPN server. Choose any one
of the user-defined certificates from the drop down list if users
set several certificates previously. Otherwise, choose
Self-signed to use the router’s built-in default certificate. The
default certificate can be used in SSL VPN server and HTTPS
Web Proxy.
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Encryption Key Choose the encryption level for the data connection in SSL
Algorithm VPN server.

After finishing all the settings here, please click OK to save the configuration.

3.15.2 SSL Web Proxy
SSL Web Proxy will allow the remote users to access the internal web sites over SSL.

SSL VPN == 55L Web Proxy

S5L Web Proxy Servers Profiles: | Setto Factory Default |
Index Name URL Active
1. ®
2. ®
3. 3
4. X
5. X
6. %

1. %
8. b
10 %

Each item is explained as follows:

Item Description

Name Display the name of the profile that you create.

URL Display the URL.

Active Display current status (active or inactive) of such profile.

Click number link under Index filed to set detailed configuration.

S5L VPH => 55L Web Proxy

Profile Index : 1
Mame
LRL

Host IP Address

Access Method Disable b
Note: URL format must be entered as http:;'g;i“recl Port Redirection ///Domain_name/directory where

Domain_name is a FQDN.

[ OK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

Name Type name of the profile. The length of the name is limited to
15 characters.
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URL Type the address (function variation or IP address) or path of
the proxy server.

Host IP Address If you type function variation as URL, you have to type
corresponding IP address in this filed. Such field must match
with URL setting.

Access Method There are three modes for you to choose.

Disable — the profile will be inactive. If you choose Disable,
all the web proxy profile appeared under VPN remote dial-in
web page will disappear.

Secured Port Redirection — such technique applies private
port mapping to random WAN port. There are two restrictions
for proxy web server for such selection: 1) it is only used for
WAN to LAN access, the web server must be configured
behind vigor router; 2) web server gateway must be indicated
to vigor router. In addition, users must execute “Connect”
manually in SSL Client Portal page.

SSL - if you choose such selection, web proxy over SSL will
be applied for VPN.

After finishing all the settings here, please click OK to save the configuration.

3.15.3 SSL Application

It provides a secure and flexible solution for network resources, including VNC (Virtual
Network Computer) /RDP (Remote Desktop Protocol) /SAMBA, to any remote user with
access to Internet and a web browser.

SSL VPN == SSL Application

SSL Applications Profiles: | Setto Factory Default |
Index Name Host Address Service Active
L :

2. X
3. X
4. X
5. X
6. X
1. X
8. X
9. %
10. X

Each item is explained as follows:

Item Description

Name Display the application name of the profile that you create.

Host Address Display the IP address for VNC/RDP or SAMBA path.

Service Display the type of the service selected, e.g.,
VNC/RDP/SAMBA.

Active Disip:)_llay current status (active or inactive) of the selected
profile.
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To create a new SSL application profile:

1. Click number link under Index filed to set detailed configuration.

S5L VPN == 551 Application

S5L Applications Profiles:

Index Name

Ea R i

Ho:

2. The following page will appear.

DrayTek

SSLVPN »> 5SL Application

Profile Index : 1
[ Enable Application Service
Application Name
Application
IP Address
Port
Idle Timeout

Scaling

Virual Metwoark Computing (VNC) | v
—Flease Select—

Virtual Network Computing (WNC)
Remote Deskiop Protocol (ROP)
Samba Application

U SECONAs)

100%

[ oK Clear

|

| [ Cancel

Available settings are explained as follows:

Iltem

Description

Enable Application
Server

Check the box to enable such profile.

Application Name

Type a name for such application. The length of the name is
limited to 23 characters.

Application

There are three types offered for you to create an
application profile.

—Flease Select-—-- L
—Please Select—

Virtual Metwark Computing (WMNC]
{Remote Desktop Protocol (RODF)
|Zamba Application

Virtual Network Computing (VNC) — It allows you to
access and control a remote PC through VNC protocol.

Remote Desktop Protocol (RDP) — It allows you to access
and control a remote PC through RDP protocol.
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Samba Application — It allows you to access and control a
remote PC through Samba service.

IP Address If you choose VNC or RDP, you have to type the IP address
for this protocol.

Port If you choose VNC or RDP, you have to specify the port
used for this protocol. The default setting is 5900.

Idle Timeout If you choose VNC, you have to specify the time for
disconnecting the SSL VPN tunnel.

Scaling If you choose VNC, you have to choose the percentage
(100%, 80%, 60%) for such application.

Screen Size If you choose RDP, you have to choose the screen size for

such application.

Samba Path If you choose Samba, you have to specify the path of the
Samba service.

Enter the required information.
4. After finished the above settings, click OK to save the configuration.

55L VPN == 55L Application

SSL Applications Profiles: | Setto Factory Default |
Index Name Host Address Service Active
1. VNC_1 192.168.1.51:5900 VNC |
2. X
3. ®
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3.15.4 User Account

With SSL VPN, Vigor2860 series let teleworkers have convenient and simple remote access to
central site VPN. The teleworkers do not need to install any VPN software manually. From
regular web browser, you can establish VPN connection back to your main office even in a
guest network or web cafe. The SSL technology is the same as the encryption that you use for
secure web sites such as your online bank. The SSL VPN can be operated in either full tunnel
mode or proxy mode. Now, Vigor2860 series allows up to 16 simultaneous incoming users.

For SSL VPN, identity authentication and power management are implemented through
deploying user accounts. Therefore, the user account for SSL VPN must be set together with
remote dial-in user web page. Such menu item will guide to access into VPN and Remote
Access>>Remote Dial-in user.

S5L VPN == Remote Dial-in User

Remote Access User Accounts: | Setto Factory Default |
Index User Active Status Index User Active Status
1. ??? | === 7. ??? | ===
2. 277 O - 18. 277 O -
3. 277 il - 19. 277 il -
4. 777 O - 20. 777 O -
5. 777 ¥ 21 277 ¥
6. 777 O 22. 277 O
i 277 O 23. 27?7 O
8. 277 D R 24. 777 D —
9. 2772 D === 25, 277 D —_—
10. 277 D R 26. 277 D —
11. 277 il 21. 277 il
12, ??? [} --- 28. ??? [} ---
13. 2727 O === 29. 277 O oo
14. ?7? [} --- 30, ?7? [} ---
15. ?7? | === . ?7? | ===
16. 277 O - 32 277 O -

Note: User Accounts need to be added into User Group to enable SSL Portal Login.

[ OK ] [ Cancel ]

Click each index to edit one remote user profile.
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SSL VPN == Remote Dial-in User

Index No. 1
User account and Authentication
[ Enable this account

=~
=
=

Username

Password{Max 19 char)

Idle Timeout 300 second(s) _ _ -
) [ Enable Mobile One-Time Passwords(mOTP)
Allowed Dial-In Type PIN Code
PPTP Secret

IPsec Tunnel
IKE Authentication Method

L2TP with IPsec Policy |Mone v
4 Pre-Shared Key

SSL Tunnel

CpenVPN Tunnel
[ Digital Signature{X.509)
[ specify Remote Mode

Remote Client IP

IPsec Security Method

or Peer ID Medium{AH)
Metbios Naming Packet & Pass O Block High({ESP) DES 3DES AES
Multicast via VPN O Pass @ Block Local ID {optional)

(for some IGMP,IP-Camera,DHCP Relay..etc.)

Subnet
LAN 1 »

[ Assign Static IP Address

[ oK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description
User account and Enable this account - Check the box to enable this function.
Authentication Idle Timeout- If the dial-in user is idle over the limitation of

the timer, the router will drop this connection. By default, the
Idle Timeout is set to 300 seconds.

Allowed Dial-In Type PPTP - Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User Name
and Password of remote dial-in user below.

IPSec Tunnel - Allow the remote dial-in user to make an
IPSec VPN connection through Internet.

L2TP with 1PSec Policy - Allow the remote dial-in user to
make a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPSec. Select from below:

® None - Do not apply the IPSec policy. Accordingly, the
VPN connection employed the L2TP without IPSec
policy can be viewed as one pure L2TP connection.

® Nice to Have - Apply the IPSec policy first, if it is
applicable during negotiation. Otherwise, the dial-in VPN
connection becomes one pure L2TP connection.
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ltem

Description

®  Must -Specify the IPSec policy to be definitely applied
on the L2TP connection.

SSL Tunnel - It allows the remote dial-in user to make an SSL
VPN Tunnel connection through Internet, suitable for the
application through network accessing (e.g.,
PPTP/L2TP/IPSec)

If you check this box, the function of SSL Tunnel for this
account will be activated immediately.

OpenVPN Tunnel - Allow the remote dial-in user to make an
OpenVPN connection through Internet.

Specify Remote Node - Check the checkbox to specify the IP

address of the remote dial-in user, ISDN number or peer ID

(used in IKE aggressive mode). If you uncheck the checkbox,

the connection type you select above will apply the

authentication methods and security methods in the general

settings.

Netbios Naming Packet

® Pass — Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

® Block — When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast

packets via VPN connection.

®  Pass — Click this button to let multicast packets pass
through the router.

® Block — This is default setting. Click this button to let
multicast packets be blocked by the router.

Subnet

Chose one of the subnet selections for such VPN profile.
LAMN 1 |+

LAMN 2

LAM 3

LAMN 4

o2

Assign Static IP Address — Please type a static IP address for
the subnet you specified.

User Name

This field is applicable when you select PPTP or L2TP with or
without IPSec policy above.

Password

This field is applicable when you select PPTP or L2TP with or
without IPSec policy above.

Enable Mobile
One-Time Passwords
(mOTP)

Check this box to make the authentication with mOTP
function.

PIN Code — Type the code for authentication (e.g, 1234).
Secret — Use the 32 digit-secret number generated by mOTP in
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Item Description
the mobile phone (e.g., €759bb6f0e94c7ab4afeb).

IKE Authentication This group of fields is applicable for IPSec Tunnels and L2TP
Method with IPSec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPSec tunnel either with or without
specify the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to invoke
this function and type in the required characters (1-63) as the
pre-shared key.

Digital Signature (X.509) — Check the box of Digital
Signature to invoke this function and Select one predefined
Profiles set in the VPN and Remote Access >>1PSec Peer
Identity.

IPSec Security Method This group of fields is a must for IPSec Tunnels and L2TP
with IPSec Policy when you specify the remote node. Check
the Medium, DES, 3DES or AES box as the security method.
Medium-Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
invoked. You can uncheck it to disable it.

High-Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

Local ID - Specify a local ID to be used for Dial-in setting in
the LAN-to-LAN Profile setup. This item is optional and can
be used only in IKE aggressive mode.

After finishing all the settings here, please click OK to save the configuration.
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3.15.5 User Group

There are 10 user group profiles which can be created for authentication by LDAP server.
Such profiles will be used by applications such as User Management, VPN and etc.

S5L VPN == User Group

S5L User Group Profiles: | Setto Factory Default |
Index Name Status
1. X
2. X
3. X
4. X
5. X
6. X
1. X
8. X
9. X
10 X

Each item is explained as follows:

Item Description

Set to Factory Default Click to clear all indexes.

Index Display the number of the client which connecting to FTP
server.
Name Display the name of the group profile.

Click any index number link to open the following page for detailed configuration.

SSL VPN == User Group

Index No. 1
Enable

Group Name |SSL_group1
Access Authority

[ ssL web Proxy [ ssL Application

Authentication Methods

[ Local User DataBase

Available User Accounts Selected User Accounts

(2]

[] raDIUS
[ LpaP / Active Directory

oK ] [ Clear ] [ Cancel
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Available settings are explained as follows:

Item Description
Enable Check this box to enable such profile.
Group Name Type a name for such profile. The length of the name is

limited to 23 characters.

Access Authority Specify the authority for such profile.

At present, Vigor router allows you to create SSL Web Proxy
and SSL Application profiles used for SSL VPN. The
available profiles will be displayed here for you to select.

Access Authority
SSL Web Proxy SsL application
OssL_wp_1 came_app

Authentication Methods | It can determine the authentication method used for such
profile.

Local User DataBase — The system will do the
authentication by using the user defined account profiles (in
VPN and Remote Access>>Remote Dial-In User). The
enabled profiles will be listed in the Available User Account
on the left box. To add a profile into a group, simply choose
the one from the left box and click the >> button. It will be
displayed in the Selected User Account on the right box. For
detailed information about configuring the profile setting,
refer to Objects Setting>>1P Group.

RADIUS - The RADIUS server will do the authentication by
using the username and password

LDAP / Active Directory - If it is checked, the LDAP / AD
server will do the authentication by using the username,
password, information stated on the selected profiles.

If the above three options are enabled, the system will do the
authentication based on them in sequence.

After finishing all the settings here, please click OK to save the configuration.
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3.15.6 Online User Status

If you have finished the configuration of SSL Web Proxy (server), users can find out
corresponding settings when they access into Draytek SSL VPN portal interface.

Frowide SSLWFN
Home S5L Web Proxy SSLTunnel [ logout ]
INFO :
Main Page:

& -

& ET;I,(; i? 1.42) You have successfully logged in!
Welclumé 1':0 DrayTek You are given the following privileges:
SEL YR = SS| Web Proxy

= SSL Tunnel
Timeout after § minutes.
[Reset)

Copyright @ 2006, DrayTek Corp. &ll Rights Reserved,

Next, users can open SSL VPN>> Online Status to view logging status of SSL VPN.

SSL VPN == Online User Status

Refresh Seconds ; |5«

Active User Host IP Time out{seconis) Action
Kate 102,168.30.14 299

Available settings are explained as follows:

Item Description

Active User Display current user who visit SSL VPN server.

Host IP Display the IP address for the host.

Time out Display the time remaining for logging out.

Action You can click Drop to drop certain login user from the router's
SSL Portal Ul.
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3.16 USB Application

USB storage disk connected on Vigor router can be regarded as a server. By way of Vigor
router, clients on LAN can access, write and read data stored in USB storage disk with
different applications. After setting the configuration in USB Application, you can type the IP
address of the Vigor router and username/password created in USB Application>>USB User
Management on the client software. Then, the client can use the FTP site (USB storage disk)
or share the Samba service through Vigor router.

3.16.1 USB General Settings

This page will determine the number of concurrent FTP connection, default charset for FTP
server and enable Samba service. At present, the Vigor router can support USB storage disk
with formats of FAT16 and FAT32 only. Therefore, before connecting the USB storage disk
into the Vigor router, please make sure the memory format for the USB storage disk is FAT16
or FAT32. It is recommended for you to use FAT32 for viewing the filename completely
(FAT16 cannot support long filename).

USB Application == USB General Settings

USBE General Settings

General Settings

Simultaneous FTP Connections {Maximum 5

Default Charset | English hd

Samba Service Settings(Network Neighborhood)
O Enable @ Disable
Access Mode

LAN Only LAN And WAN
NetBios Name Service

Workgroup Mame | |

Host Name | |

Note: 1. If Charset is set to "English”, only English long file name is supported.
2. Multi-session ftp download will be banned by Router FTP server. If your ftp client have multi-
connection mechanism, such as FileZilla, you may limit client connections setting to 1 to get better
performance.
3. A workgroup name must not be the same as the host name. The workgroup name and the host
name can have as many as 15 characters and a host name can have as many as 23 characters , but

both cannot contain any of the following: . ; : " <=+ =/ 7.
Available settings are explained as follows:
Item Description
General Settings Simultaneous FTP Connections - This field is used to

specify the quantity of the FTP sessions. The router allows
up to 6 FTP sessions connecting to USB storage disk at one
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time.

Default Charset - At present, Vigor router supports four
types of character sets. Default Charset is for English based
file name.

English v

Chneae(SimpIej
Chinese(Traditional)

Serrman
Samba Service Settings Click Enable to invoke samba service via the router.
Access Mode LAN Only — Users coming from internet cannot connect to

the samba server of the router.

LAN And WAN - Both LAN and WAN users can
access samba server of the router.

NetBios Name Service For the NetBios service of USB storage disk, you have to
specify a workgroup name and a host name. A workgroup
name must not be the same as the host name. The
workgroup name can have as many as 15 characters and the
host name can have as many as 23 characters. Both them
cannot contain any of the following--- ; : " <>*+=\| 2.

Workgroup Name — Type a name for the workgroup.
Host Name — Type the host name for the router.

After finishing all the settings here, please click OK to save the configuration.

3.16.2 USB User Management

This page allows you to set profiles for FTP/Samba users. Any user who wants to access into
the USB storage disk must type the same username and password configured in this page.
Before adding or modifying settings in this page, please insert a USB storage disk first.
Otherwise, an error message will appear to warn you.

USB Application == USB User Management

USB User Management | Setto Factory Default |
Index Username Home Folder Index Username Home Folder
1 9.
2 10.
3 n.
4 12
5. 13.
3 1.
I 15.
8. 16.

Click index number to access into configuration page.
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USB Application => USB User Management

Profile Index: 1
FTP/Samba User O Enable @ Disable
Usernams
Password (Maximum 11 Characters)

Confirm Password

Home Folder =
Access Rule
File [Oread [Owrite [Delete
Directory Oiist [Ocreate ClRemove
Mote: The folder name can only contain the following characters: 4-Z 3-20-9 3% '-_ @ ~ "~ 1 {1/ and
space.
[ OK ] [ Clear ] [ Cancel

Available settings are explained as follows:

Item Description

FTP/Samba User Enable — Click this button to activate this profile (account)
for FTP service or Samba User service. Later, the user can
use the username specified in this page to login into FTP
server.

Disable — Click this button to disable such profile.

Username Type the username for FTP/Samba users for accessing into
FTP server (USB storage disk). Be aware that users cannot
access into USB storage disk in anonymity. Later, you can
open FTP client software and type the username specified

here for accessing into USB storage disk. The length of the
name is limited to 11 characters.

Note: “Admin” could not be typed here as username, for
the word is specified for accessing into web pages of Vigor
router only. Also, it is reserved for FTP firmware upgrade
usage.

Note: FTP Passive mode is not supported by Vigor Router.
Please disable the mode on the FTP client.

Password Type the password for FTP/Samba users for accessing FTP
server. Later, you can open FTP client software and type

the password specified here for accessing into USB storage
disk. The length of the password is limited to 11 characters.

Confirm Password Type the password again to make confirmation.

Home Folder It determines the folder for the client to access into.

The user can enter a directory name in this field. Then, after
clicking OK, the router will create the specific/new folder
in the USB storage disk. In addition, if the user types “/”
here, he/she can access into all of the disk folders and files
in USB storage disk.

Note: When write protect status for the USB storage disk is
ON, you cannot type any new folder name in this field.
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Only “/” can be used in such case.

You can click =7 to open the following dialog to add any
new folder which can be specified as the Home Folder.

B Wbty 071681 5o Mipwserfoldes him - Mierosoft Internet Explorer

USB User Management

Choose Folder

| Folder Nama |

nnnnnn

Note: The folder name can only contain the folowing characters: A-2 a-2 0-9 8% ' = _ @~ "1 () and
space, Only 11 characters are allowed

Access Rule It determines the authority for such profile. Any user, who
uses such profile for accessing into USB storage disk, must
follow the rule specified here.

File — Check the items (Read, Write and Delete) for such
profile.

Directory —Check the items (List, Create and Remove) for
such profile.

Before you click OK, you have to insert a USB storage disk into the USB interface of the
Vigor router. Otherwise, you cannot save the configuration.

3.16.3 File Explorer
File Explorer offers an easy way for users to view and manage the content of USB storage disk
connected on Vigor router.

USB Application == File Explorer

File Explorer
+4 + = Current Path: /

| | Name Size Delete Rename

1 Upload File

Select 2 file:
| (=

Upload

Note: The folder can not be deleted when it is not empty.

Available settings are explained as follows:

Item Description
+4 Click this icon to refresh files list.
Refresh
+ Click this icon to return to the upper directory.
Back
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=Y Click this icon to add a new folder.

Create
Current Path Display current folder.
Upload Click this button to upload the selected file to the USB

storage disk. The uploaded file in the USB diskette can be
shared for other user through FTP.

3.16.4 USB Disk Status

This page is to monitor the status for the users who accessing into FTP or Samba server (USB
storage disk) via the Vigor router. If you want to remove the storage disk from USB port in
router, please click Disconnect USB Disk first. And then, remove the USB storage disk later.

This page is to monitor the status for the users who accessing into FTP or Samba server (USB
storage disk) via the Vigor router. In addition, the status of the USB modem or USB printer
connecting to Vigor router can be checked from such page. If you want to remove the storage
disk from USB port in router, please click Disconnect USB Disk first. And then, remove the
USB storage disk later.

USB Application == USB Device Status

Disk Modem Printer | Refresh |
USB Mass Storage Device Status

Connection Status: Mo Disk Connected
Disk Capacity: 0 MB
Free Capacity: 0 MB  Refresh

USB Disk Users Connected

Index Service IP Address(Port) Username

Note: If the write protect switch of USB disk is turned on, the USBE disk is in READ-ONLY mode. No data can
be written to it.

Available settings are explained as follows:

Item Description

Connection Status If there is no USB storage disk connected to Vigor router,
“No Disk Connected” will be shown here.

Disk Capacity It displays the total capacity of the USB storage disk.

Free Capacity It displays the free space of the USB storage disk. Click
Refresh at any time to get new status for free capacity.

Index It displays the number of the client which connecting to
FTP server.

IP Address It displays the IP address of the user’s host which
connecting to the FTP server.

Username It displays the username that user uses to login to the FTP
server.

When you insert USB storage disk into the Vigor router, the system will start to find out such
device within several seconds.
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3.16.5 Temperature Sensor
A USB Thermometer can be attached to Vigor router to monitor the environmental
temperature. If the temperature is higher the upper limit or lower than the lower limit, an alert
would be sent out for notification.
Temperature Sensor Settings

USB Application == Temperature Sensor Setting

Temperature Sensor Settings Temperature Chart
Display Settings
Temperature Calibration 0.00
Temperature Unit @® celsius O Fahrenheit

Alarm Settings
[0 Enable syslog Alarm

Upper temperature limit 30.00

Lower temperature limit 15.00

Available settings are explained as follows:

Item Description

Display Settings Temperature Calibration - Type a value used for
correcting the temperature error.

Temperature Unit - Choose the display unit of the
temperature. There are two types for you to choose.

Alarm Settings Enable Syslog Alarm - The temperature log will be
recorded on Syslog if it is enabled.

Upper temperature limit/Lower temperature limit -
Type the upper limit and lower limit for the system to send
out temperature alert.
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Temperature Chart

Below shows an example of temperature graph:

USB Application == USB Temper Record

Temperature Sensor Settings

Temperature Chart

Refresh Min{s): |1 % | Refresh |

23.0

22.5

22.0

21.5

Calsius

21.0

20.5

20.0

09:37

11:37

17:37 19:37

21:37 23:37

01:37 03:37 05:37 07:37 09:3

Current Temperature: 20,94
Average Temperature: 22.03
Maximum Temperature: 22.69
Minimum temperature: 20.56

3.16.6 Modem Support List

Such page provides the information about the brand name and model name of the USB
modems which are supported by Vigor router.

USB Application == Modem Support List

The following compatibility tests listed above Vigor router models with USB modems / mobiles.
If it is confirmed as the latest and still does not work, please contact support@draytek.com

3.5G LTE
Brand Module Status
Aiko Aiko 830 hd
BandRich Bandluxe C170 N
BandRich Bandluxe C270 Y
BandRich Bandluxe C321 Y
BandRich Bandluxe C331 N
BandRich Bandluxe C502 N
Huawei Huawei E169u N
Huawei Huawei E220 N
Huawei Huawei E398 Y
Sony Ericsson Sony Ericsson MD300 Y
Vodafone Vodafone K3765-Z Y
Vodafone Vodafone K4505 Y
ZTE ZTE MF626 hd
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3.17 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
System Status, TR-069, Administrator Password, User Password, Login Page Greeting,
Configuration Backup, Syslog /Mail Alert, Time and Date, Management, Reboot System,
Firmware Upgrade and Activation.

Below shows the menu items for System Maintenance.

3.17.1 System Status

System Maintenance

The System Status provides basic network settings of Vigor router. It includes LAN and
WAN interface information. Also, you could get the current running firmware version or
firmware related information from this presentation.

System Status
Model Name :Vigor2860n
Firmware Version :3.7.3_RC8h
Build Date/Time Aug 9 2013 16:30:20
LAN
MAC Address IP Address  Subnet Mask DHCP Server DMNS
LAaM1 00-1D-A8-38-B7-30 192,168.1.1 255.2535.2535.0 Yes 2888
LAMZ 00-10-A08-28-B7-50 19216821 255.255.255.0 Yes 2888
LAMNZ 00-1D-A0-38-B7-30 192,168.2.1 255.2535.2535.0 Yes 2888
LAk 00-10-28-58-B7-50  192.168.4.1 255.255.255.0 Yes g.8.88
LAMNS 00-1D-A08-38-B7-30 192,168,531 255.2535.2535.0 Yes 2888
LAakG 00-10-28-58-B7-50  192.168.6.1 255.255.255.0 Yes g.8.88
IP Routed Subnet 00-1D-AA8-58-B7-50 192.168.0.1 255.255.255.0 Yes 2,888
Wireless LAN
MAC Address Frequency Domain Firmw are Yersion S5ID
00-10-A8-558-B7-50 ELrope 25.0.11 DrayTek
WAN
Link Status MAC Address Connection  IP Address Default Gateway
WoAM1 Disconnected  00-10-88-58-B7-51 FPPOE -— -—
WANZ Connected 00-10-48-558-B7-52 Static IP 172.16.3.130 172.16.3.1
WAME Disconnected  00-10-88-58-B7-53 -—- -—- -—-
IPvG
Address Scope  Internet Access Mode
Lam  FEBO:: 210 AMFF FESS: B7S0/64 Link -—

Available settings are explained as follows:
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Item Description

Model Name Display the model name of the router.
Firmware Version Display the firmware version of the router.
Build Date/Time Display the date and time of the current firmware build.
LAN MAC Address
- Display the MAC address of the LAN Interface.
IP Address

- Display the IP address of the LAN interface.

Subnet Mask

- Display the subnet mask address of the LAN interface.
DHCP Server

- Display the current status of DHCP server of the LAN
interface

DNS
- Display the assigned IP address of the primary DNS.

WAN Link Status

- Display current connection status.

MAC Address

- Display the MAC address of the WAN Interface.
Connection

- Display the connection type.

IP Address

- Display the IP address of the WAN interface.

Default Gateway

- Display the assigned IP address of the default gateway.

IPv6 Address - Display the IPv6 address for LAN.

Scope - Display the scope of IPv6 address. For example,
IPv6 Link Local could only be used for direct IPv6 link. It
can't be used for IPv6 internet.

Internet Access Mode — Display the connection mode
chosen for accessing into Internet.
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3.17.2 TR-069

This device supports TR-069 standard. It is very convenient for an administrator to manage a
TR-069 device through an Auto Configuration Server, e.g., VigorACS.

System Maintenance »> TR-069 Setting

ACS and CPE Settings

ACS Server On Internet

ACS Server
URL
Username

Password

CPE Client
) Enable & Disable
LIRL
Port
Username
Password
Periodic Inform Settings
O Disable
® Enable
Interval Time 900 second(s)

STUN Settings

&) Disable
) Enable
Server Address
Server Port
Minimum Keep Alive Period second(s)
Maximum Keep Alive Period second(s)
Available settings are explained as follows:
Item Description
ACS Server On Choose the interface for the router connecting to ACS
server.
ACS Server URL/Username/Password — Such data must be typed

according to the ACS (Auto Configuration Server) you
want to link. Please refer to Auto Configuration Server
user’s manual for detailed information.

CPE Client Such information is useful for Auto Configuration Server.
Enable/Disable — Allow/Deny the CPE Client to connect
with Auto Configuration Server.

Port — Sometimes, port conflict might be occurred. To
solve such problem, you might change port number for
CPE.

Periodic Inform Settings | The default setting is Enable. Please set interval time or
schedule time for the router to send notification to CPE. Or
click Disable to close the mechanism of notification.
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STUN Settings The default is Disable. If you click Enable, please type the
relational settings listed below:

Server IP — Type the IP address of the STUN server.
Server Port — Type the port number of the STUN server.

Minimum Keep Alive Period — If STUN is enabled, the
CPE must send binding request to the server for the purpose
of maintaining the binding in the Gateway. Please type a
number as the minimum period. The default setting is “60
seconds”.

Maximum Keep Alive Period — If STUN is enabled, the
CPE must send binding request to the server for the purpose
of maintaining the binding in the Gateway. Please type a
number as the maximum period. A value of “-1” indicates
that no maximum period is specified.

3.17.3 Administrator Password

This page allows you to set new password.

System Maintenance *=> Administrator Password Setup

Administrator Password

Cld Password

New Password

Confirm Password

Enable Admin Login From Wan
MNote:Password can contain only 3-z &-Z20-9, ;. "< =*+=\ |2 @="1()
Administrator Local User

O Local user
Local User List

Specific User

User Name:

Password: Confirm Password:

Administrator LDAP Setting

O Enable LDAP/AD login for Admin users
LDAP Server Profiles
LDAP Profile Setup

Mote: Please select 'Admin' from group select box on login UL
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Available settings are explained as follows:

Item Description

Administrator Password | Old Password - Type in the old password. The factory
default setting for password is “admin”.

New Password -Type in new password in this field. The
length of the password is limited to 23 characters.
Confirm Password -Type in the new password again.

Enable Admin Login From Wan — The default setting is
enabled. It can ensure any user accessing into web user
interface of Vigor router through Internet by
username/password of “admin/admin”.

Administrator Local User | The administrator can login web user interface of Vigor
router to modify all of the settings to fit the requirements.
This feature allows other user in LAN who can access into
the web user interface with the same privilege of the
administrator.

Local User — Check the box to enable the local user
configuration.

Local User List — It displays the username of the local
user.

User Name — Give a user name for the local user.
Password — Type the password for the local user.
Confirm Password — Type the password again for
confirmation.

Add — After typing the user name and password above,
simply click it to create a new local user. The new one will
be shown on the Local User List immediately.

Edit — If the username listed on the box above is not
satisfied, simply click the username and modify it on the
field of User Name. Later, click Edit to update the
information.

Delete — If the local user listed on the box above is not
satisfied, simply click the username and click Delete to

remove it.
Administrator LDAP Enable LDAP/AD login for Admin users — If it is
Setting enabled, any user can access into the web user interface of

Vigor router through the LDAP server authentication.

LDAP Server Profiles — Available profiles will be
displayed here under the link of LDAP Profile Setup.

LDAP Profile Setup — It allows you to create a new LDAP
profile.

When you click OK, the login window will appear. Please use the new password to access
into the web user interface again.
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3.17.4 User Password
This page allows you to set new password for user operation.

System Maintenance >> User Password

[ Enable User Mode for simple web configuration
User Password | Setto Factory Default |

Password

Confirm Password

MNote: 1.Password can containonly a-z A-Z0-9,;: . "<=*+=|?7@="!1(])
2.Password can't be only *.Example:"™" or "*' or "=** iz illegal, but '123*' or '"*45' is OK.

Available settings are explained as follows:

Item Description

Enable User Mode for After checking this box, you can access into the web user
simple web configuration | interface with the password typed here for simple web
configuration.

The settings on simple web user interface will be different
with full web user interface accessed by using the
administrator password.

Password Type in new password in this field. The length of the
password is limited to 31 characters.

Confirm Password Type in the new password again.

Set to Factory Default Click to return to the factory default setting.

When you click OK, the login window will appear. Please use the new password to access
into the web user interface again.

Below shows an example for accessing into User Operation with User Password.
1. Open System Maintenance>>User Password.

2. Check the box of Enable User Mode for simple web configuration to enable user mode
operation. Type a new password in the field of New Password and click OK.

System Maintenance >> User Password

Enable User Mode for simple web configuration

User Password | Setto Factory Default |
Password oy
Confirm Password Iy
Note: 1.Password can containonly a-z A-Z0-9, ;. "<=>" +=\|7@="1()
2.Password can't be only *.Example:"™' or "*' gr "***! ig jllegal, but '123*' or '*45' is OK.
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3. The following screen will appear. Simply click OK.

System Maintenance >> User Password

Active Configuration

Password , T

4. Log out Vigor router web user interface by clicking the Logout button.

= W E o

5. The following window will be open to ask for username and password. Type the new user
password in the filed of Password and click Login.

DrayTek il -tiell IRy

Username | |

Password |nnn |
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6. The main screen with User Mode will be shown as follows.

D T k T — . . S
rayie Vigor2860 Series Pt e
~
Auto Logout ¥ || IR | Dashboard
Dashboard N = —
Quick Start Wizard D D ® :;.';‘—,—:;-/—A ek Vigor2860n-plus
Online Status ACT WANZ 008 I bﬂf VDSL2 Security Firewall
EEm— 00 Wirelews LAN = =
el oorrwes () ) @ -ﬁ — gl — - = =T e = - =
i e=—1 I TIBIrT1
Load-Balance/Route Policy Factory .2 ﬂ " zm 3
Reset -
NAT =~ 246G 56 DoS use VDSUADSL  WAN2(Gigs)  GigalAN 1 2 3 4 s
Applications
Central VPN Management =
Wireless LAN (2.4 GHz) -~ [Wduick
Wireless L‘_‘N (> GHz) Model Name Vigor2860n+ System Up Time 95:19:37 Systen
g?utem’:!amtenance Router Name Current Time 2013 Aug 2 Fri 5:33:12 Dynan
L Firmware Version | 3.7.3_RC7 Build Date/Time | Jul 26 2013 12:35:35 LDAP
DSL Version 05-04-08-00-00-06 LAN MAC Address 00-1D-AA-58-B7-50
IPv4 Internet Access
Line / Mode IP Address MAC Address Up Time
WAN1 WDSLZ / PPPOE Disconnected 00-1D-AA-58-B7-51 00:00:00
WAN2 Ethernet / Static IP 172.16.3.130 00-1D-AA-58-B7-52 95:18:57
WAN3 UsSB f --- Disconnected 00-1D-AA-58-B7-53 00:00:00 N
All Rights Reserved.
IPv6 Internet Access
Mode Address Scope Up Time
LAN | RADVD / DHCPvE | FEBO::21D:AAFF:FES8:B750/64 | Link [ |
e interface |
Status: Settings Saved z fHEYIACE | 5 v
i

Settings to be configured in User Mode will be less than settings in Admin Mode. Only
basic configuration settings will be available in User Mode.

| Note: Setting in User Mode can be configured as same as in Admin Mode. |

3.17.5 Login Page Greeting

When you want to access into the web user interface of Vigor router, the system will ask you
to offer username and password first. At that moment, the background of the web page is
blank and no heading will be displayed on the Login window. This page allows you to specify
login URL and the heading on the Login window if you have such requirement.

System Maintenance >> Login Page Greeting

Login Page Greeting

[ Enable
Login Page Title Router Lagin | (31 char max.)
Welcome Message and Bulletin (Max 511 characters) Preview| Setto Factory Default |

<hl»<b><font color=red>Welcome Message</font></b3</hl><p>This welcome
mezssage is displaved in the Login page of the router. Eeplace this text
With vour own message. </ /pr<olr<li>The welcome message can ke written in
HTML =0 lists such as this one can be created </li»<li>0Other markup tags
such as p, font or img can ke used</lisx</ol>

Examples of Welcome Message and Bulletin:
<hl=<b=<font color=red:=Welcome Message</font=</b=</hl=
<p=Message</p>

[ QK H Cancel ]

Available settings are explained as follows:
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Item Description

Enable Check this box to enable the login customization function.
Login Page Title Type a brief description (e.g., Welcome to DrayTek) which
will be shown on the heading of the login dialog.
Welcome Message and Type words or sentences here. It will be displayed for
Bulletin bulletin message. In addition, it can be displayed on the

login dialog at the bottom.
Note that do not type URL redirect link here.

Preview Click it to display the preview of the login window based
on the settings on this web page.

Set to Factory Default Click to return to the factory default setting.

Below shows an example of login customization with the information typed in Login
Description and Bulletin.

f" Yigor Login Page - Windows Internet Explorer

£ 192.168.1.1 Gt
A

Just for Carrie

Username | |

Password [ |

Group v

Welcome Message
This welcome message is displaved in the Login page of the router. Replace this text with vour own message.

1. The welcome message can be written in HTML so lists such as this one can be created
2. Other markup tags such as p, font or img can be used
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3.17.6 Configuration Backup

Backup the Configuration
Follow the steps below to backup your configuration.

1. Go to System Maintenance >> Configuration Backup. The following windows will be
popped-up, as shown below.

System Maintenance >» Configuration Backup

Configuration Backup ! Restoration

Restoration
Select a configuration file.
| |Browse]
Click Restore to upload the file.
Backup
Click Backup to download current running configurations as a file.
[ Backup | [ cancel |

2. Click Backup button to get into the following dialog. Click Save button to open another
dialog for saving configuration as a file.

File Download

o } You are downloading the File:
-

config.cfag from 192.168.1.1

“wiould you like to open the file or zave it to your computer?

[ Open ] [ Save ] [ Cancel ] [ kare [nfo

Always azk before opening thiz tppe of file

3. In Save As dialog, the default filename is config.cfg. You could give it another name by

yourself.
Save As |E”X|
Save im: |@ Desktop V| O & B -

R BMy Docurnents
@ ﬂ My Computer

My Recent ﬁMy Mebwoark Flaces

Documents | [@8IRvs-coM Lite

@ |

Desktop () M Snap300
| TeleDanmark,

[ Tools

’0‘ config

v2k2_232_eonfig_1

My Documents | =
e v2ke_250_config_1

ty Computer

—

File name: |c:0nfig V| [ Save ]

Fdy Metwork, Save as type: |Configulation file: v| [ Cancel J
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4.  Click Save button, the configuration will download automatically to your computer as a
file named config.cfg.

The above example is using Windows platform for demonstrating examples. The Mac or
Linux platform will appear different windows, but the backup function is still available.

Note: Backup for Certification must be done independently. The Configuration Backup
does not include information of Certificate.

Restore Configuration

1. Go to System Maintenance >> Configuration Backup. The following windows will be
popped-up, as shown below.

System Maintenance == Configuration Backup

Configuration Backup ! Restoration
Restoration
Select a configuration file.

Click Restore to upload the file.

Backup
Click Backup to download current running configurations as a file.

[ Backup ] [ Cancel ]

2.  Click Browse button to choose the correct configuration file for uploading to the router.

3. Click Restore button and wait for few seconds, the following picture will tell you that

DrayTek

the restoration procedure is successful.
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3.17.7 Syslog/Mail Alert

SysLog function is provided for users to monitor router. There is no bother to directly get into
the Web user interface of the router or borrow debug equipments.

System Maintenance => SysLog / Mail Alert Setup

SysLog [ Mail Alert Setup
SysLog Access Setup

[JEnable
Syslog Save to:

Mail Alert Setup
ClEnable
SMTP Server

Syslog Server
USE Disk

Router Name

SMTP Port
Mail To

Server IP Address Return-Path

Destination Port 514 Use SSL
. Authentication
Mail Syslog Enable
Enable syslog message: User Name
Firewall Log Password
User Access Log Enable E-Mail Alert:
WAN Log DoS Attack
Router/DSL information IM-P2P
AlertLog Setup VPN LOG
Enable
AlertLog Port 514

Note: 1. Mail Syslog cannot be activated unless USB Disk is ticked for "Syslog Save to".
2. Mail Syslog feature sends a Syslog file when its size reaches 1M Bytes.
3. We only support secured smtp connection on port 465.

[ oK | [ Clear

Available settings are explained as follows:

Item Description

SysLog Access Setup Enable - Check Enable to activate function of syslog.

Syslog Save to — Check Syslog Server to save the log to
Syslog server.

Check USB Disk to save the log to the attached USB
storage disk.

Router Name Display the name for such router configured in System
Maintenance>>Management.

If there is no name here, simply lick the link to access into
System Maintenance>>Management to set the router
name.

Server IP Address -The IP address of the Syslog server.
Destination Port - Assign a port for the Syslog protocol.

Mail Syslog — Check the box to recode the mail event on
Syslog.

Enable syslog message - Check the box listed on this web
page to send the corresponding message of firewall, VPN,
User Access, Call, WAN, Router/DSL information to
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Syslog.

AlertLog Setup Check Enable to activate function of alert log.

AlertLog Port - Type the port number for alert log. The
default setting is 514.

Mail Alert Setup Check Enable to activate function of mail alert.

Send a test e-mail - Make a simple test for the e-mail
address specified in this page. Please assign the mail
address first and click this button to execute a test for verify
the mail address is available or not.

SMTP Server/SMTP Port - The IP address/Port number
of the SMTP server.

Mail To - Assign a mail address for sending mails out.

Return-Path - Assign a path for receiving the mail from
outside.

Use SSL - Check this box to use port 465 for SMTP server
for some e-mail server uses https as the transmission
method.

Authentication - Check this box to activate this function
while using e-mail application.

User Name - Type the user name for authentication.
Password - Type the password for authentication.

Enable E-mail Alert - Check the box to send alert message
to the e-mail box while the router detecting the item(s) you
specify here.

Click OK to save these settings.

For viewing the Syslog, please do the following:
1. Just set your monitor PC’s IP address in the field of Server IP Address

2. Install the Router Tools in the Utility within provided CD. After installation, click on the
Router Tools>>Syslog from program menu.

f@ Router Tool: V3.5, W About Router Tools
ﬁ Finmware Tpgrade Ttility
i3 Uninstall Router Tools ¥3.5.1
@] Visit DrayrTek Web Site

3. From the Syslog screen, select the router you want to monitor. Be reminded that in
Network Information, select the network adapter used to connect to the router.
Otherwise, you won’t succeed in retrieving information from the router.
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{3 T E !-!l!

DrayTek
=iz [z pls]

Log Filter

| Firewal ||_

Keyword
Apply k0!

Syslog Utility

172.16.3.130 7 WA Information
it T Rate R¥ Rate

v

Tool Setup | Telnet Read-ont Sstup || Codepage Information | Recovervl Network Information | et State |

Syskem|

| A

Hosk Name I cartie-0c7ch251

NIC Description |Atheros ARG1Z1fARE113/AREL L4 PCI-E Ethernet Controller - Packet Schedub v |
MIC Infarmation ©n Line Routers

MAC Address [[E0-Co-4E-Da-43-73 IP Address | Mask MAC

IP &ddress 192.168.1.10 - 192.168.1.5 255.255.25...  00-50-7F-CD-0.

Subnet Mask I 255.255.255.0

DS Servers 0844
8888

Defaul: Geteway 192,168.1.5
DHCP Server I 192.168.1.5

Lease Obtained Tue Aug 27 00:04:10
2013

Lease Expires Fri Aug 30 00:04:10
2013
Refresh

|~
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3.17.8 Time and Date
It allows you to specify where the time of the router should be inquired from.

System Maintenance => Time and Date

Time Information

Current System Time 2013 Aug 2Fri5 - 35 - 21

Time Setup
O Use Browser Time

@ Use Internet Time

Time Server pool.ntp.org
Priority Auto v
Time Zone (GMT} Greenwich Mean Time - Dublin hd
Enable Daylight Saving |
Automatically Update Interval 30 min v
[ oK ] [ Cancel

Available settings are explained as follows:

Item Description
Current System Time Click Inquire Time to get the current time.
Use Browser Time Select this option to use the browser time from the remote
administrator PC host as router’s system time.
Use Internet Time Select to inquire time information from Time Server on the
Internet using assigned protocol.
Time Server Type the IP address of the time server.
Priority Choose Auto or IPv6 First as the priority.
Auto h
IPvE First
Time Zone Select the time zone where the router is located.

Enable Daylight Saving Check the box to enable the daylight saving. Such feature is
available for certain area.

Automatically Update Select a time interval for updating from the NTP server.
Interval

Click OK to save these settings.
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3.17.9 SNMP
This page allows you to configure settings for SNMP and SNMPV3 services.

The SNMPv3 is more secure than SNMP through the encryption method (support AES and
DES) and authentication method (support MD5 and SHA) for the management needs.

Applications => SNIP

SNMP Setup

é‘..:EnabIe SMNMP Agent
Get Community public
Set Community private
Manager Host IP(IPv4)
Manager Host IP{IPva)
Trap Community public
Motification Host IP{IPv4)
Motification Host IP{IPveE)
Trap Timeout 10

[JEnable SNMPWV2 Agent
USM User
Auth Algorithm
Auth Password
Privacy Algorithm

Privacy Password

[ Ok ] [ Cancel

Available settings are explained as follows:

Item Description
Enable SNMP Agent Check it to enable this function.
Get Community Set the name for getting community by typing a proper

character. The default setting is public.
The maximum length of the text is limited to 23 characters.

Set Community Set community by typing a proper name. The default setting
is private.
The maximum length of the text is limited to 23 characters.

Manager Host IP (IPv4) Set one host as the manager to execute SNMP function.
Please type in IPv4 address to specify certain host.

Manager Host IP (IPv6) Set one host as the manager to execute SNMP function.
Please type in IPv6 address to specify certain host.

Trap Community Set trap community by typing a proper name. The default
setting is public.
The maximum length of the text is limited to 23 characters.

Notification Host IP Set the IPv4 address of the host that will receive the trap
(1Pv4) community.
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Notification Host IP Set the IPv6 address of the host that will receive the trap

(1Pv6) community.

Trap Timeout The default setting is 10 seconds.
Enable SNMPV3 Agent Check it to enable this function.

USM User USM means user-based security mode.

Type a username which will be used for authentication. The
maximum length of the text is limited to 23 characters.

Auth Algorithm Choose one of the encryption methods listed below as the
authentication algorithm.

Mo Auth |+

MD
SHA

Auth Password Type a password for authentication. The maximum length
of the text is limited to 23 characters.

Privacy Algorithm Choose one of the methods listed below as the privacy
algorithm.

Mo Priv v

DES
AES

Privacy Password Type a password for privacy. The maximum length of the
text is limited to 23 characters.

Click OK to save these settings.
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3.17.10 Management

This page allows you to manage the settings for access control, access list, port setup, and
SNMP setup. For example, as to management access control, the port number is used to
send/receive SIP message for building a session.

The management pages for IPv4 and IPv6 protocols are different.

For IPv4

System Maintenance == Management

IPvd4 Management Setup IPv6 Management Setup

Router Name Management Port Setup
& User Define Ports O Default Ports

Management Access Control Telnet Port 23 (Default: 23}
[ allow management from the Internet HTTP Port a0 (Default: 80}
FTP Server HTTPS Port 443 (Default: 443)
HTTP Server
FTP Port 21 (Default: 21)
HTTPS Server !
SSH Port 22 (Default: 22)

Telnet Server
SSH Server
Disable PING from the Internet

CVM Access Control

Ccvm port 8000 (Default: 8000)
Access List Ocvm ssL Part 8443 (Default: 8443)
List P Subnet Mask
1 “
2 L
3 v
Available settings are explained as follows:
Item Description
Router Name Type in the router name provided by ISP.
Management Access Allow management from the Internet - Enable the
Control checkbox to allow system administrators to login from the

Internet. There are several servers provided by the system to
allow you managing the router from Internet. Check the
box(es) to specify.

Disable PING from the Internet - Check the checkbox to
reject all PING packets from the Internet. For security issue,
this function is enabled by default.

Access List You could specify that the system administrator can only
login from a specific host or network defined in the list. A
maximum of three IPs/subnet masks is allowed.

List IP - Indicate an IP address allowed to login to the
router.

Subnet Mask - Represent a subnet mask allowed to login to
the router.

Management Port Setup User Define Ports - Check to specify user-defined port
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numbers for the Telnet, HTTP and FTP servers.

Default Ports - Check to use standard port numbers for the
Telnet and HTTP servers.

CVM Access Control CVM Port - Check the box to enable such port setting.
CVM SSL Port — Check the box to enable such port
setting.

After finished the above settings, click OK to save the configuration.

For IPv6

System Maintenance >> Management

IPv4 Management Setup IPvE Management Setup

Management Access Control
Allow management from the Internet

[ Telnet Server { Part : 23)
O] HTTP Server ( Port : 80)
[ Enable PING from the Internet

Access List

List IPva Address / Prefix Length

1. /128
2. /128
3. /128

Mote : Telnet / Http server port is the same as IPv4.

Available settings are explained as follows:

Item Description
Management Access Allow management from the Internet - Enable the
Control checkbox to allow system administrators to login from the

Internet. There are several servers provided by the system
to allow you managing the router from Internet. Check the
box(es) to specify.

Enable PING from the Internet - Check the checkbox
to enable all PING packets from the Internet. For security
issue, this function is disabled by default.

Access List You could specify that the system administrator can only
login from a specific host or network defined in the list. A
maximum of three IPs/subnet masks is allowed.

IPv6 Address /Prefix Length- Indicate the IP address(es)
allowed to login to the router.

After finished the above settings, click OK to save the configuration.
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3.17.11 Reboot System

The Web user interface may be used to restart your router. Click Reboot System from System
Maintenance to open the following page.

System Maintenance >> Reboot System

Reboot System

Do you want to reboot your router ?

& Using current configuration
O Using factory default configuration

Rehoot Mow

Auto Reboot Time Schedule

Index(1-15) in Schedule Setup:

Mote: Action and Idle Timeout settings will be ignored.

[ OK ] [ Cancel ]

Index (1-15) in Schedule Setup - You can type in four sets of time schedule for performing
system reboot. All the schedules can be set previously in Applications >> Schedule web page
and you can use the number that you have set in that web page.

If you want to reboot the router using the current configuration, check Using current
configuration and click Reboot Now. To reset the router settings to default values, check
Using factory default configuration and click Reboot Now. The router will take 5 seconds

to reboot the system.

Note: When the system pops up Reboot System web page after you configure web settings,
please click Reboot Now to reboot your router for ensuring normal operation and
preventing unexpected errors of the router in the future.
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3.17.12 Firmware Upgrade

Before upgrading your router firmware, you need to install the Router Tools. The Firmware
Upgrade Utility is included in the tools. The following web page will guide you to upgrade
firmware by using an example. Note that this example is running over Windows OS
(Operating System).

Download the newest firmware from DrayTek's web site or FTP site. The DrayTek web site is
www.DrayTek.com (or local DrayTek's web site) and FTP site is ftp.DrayTek.com.
Click System Maintenance>> Firmware Upgrade to launch the Firmware Upgrade Utility.

System Maintenance >> Firmware Upgrade

Web Firmware Upgrade
Select a firmware file.

RiEeE | FBIEEE
Click Upgrade to upload the file.

TFTP Firmware Upgrade from LAN
Current Firmware Version: 3.7.3_RC8b

Firmware Upgrade Procedures:

Click "OK" to start the TFTP server.

Open the Firmware Upgrade Utility or other 3-party TFTP client software.

Check that the firmware filename is correct.

Click "Upgrade" on the Firmware Upgrade Utility to start the upgrade.

&fter the upgrade is compelete, the TFTP server will automatically stop running.

i) QTN

Do you want to upgrade firmware ?

Click OK. The following screen will appear. Please execute the firmware upgrade utility first.

System Maintenance == Firmware Upgrade

ﬁTI—‘I’P server is running. Please execute a Firmware Upagrade Utility
software to upgrade router's firmware. This server will be closed by
itself when the firmware upgrading finished.

For the detailed information about firmware update, please go to Chapter 5.
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3.17.13 Activation

There are three ways to activate WCF on vigor router, using Service Activation Wizard, by
means of CSM>>Web Content Filter Profile or via System Maintenance>>Activation.

After you have finished the setting profiles for WCF (refer to Web Content Filter Profile), it
is the time to activate the mechanism for your computer.

Click System Maintenance>>Activation to open the following page for accessing
http://myvigor.draytek.com.

System Maintenance »> Activation Activate via interface : | auto-selected

Web-Filter License Activate
[Status:Mot Activated]

Authentication Message

Note: If vou want to use email alert or syslog, please configure the SysLog/Mail Alert Setup page.
If vou change the service provider, the configuration of the function will be reset

[ ok | [ cancel

Available settings are explained as follows:

Item Description

Activate via Interface Choose WAN interface used by such device for activating
Web Content Filter.

Activate via interface ;| auto-selected |+

WAN 1
WAN 2

Activate The Activate link brings you accessing into
www.vigorpro.com to finish the activation of the account
and the router.

Authentication Message As for authentication information of web filter, the process
of authenticating will be displayed on this field for your
reference.
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Below shows the successful activation of Web Content Filter:

System Maintenance *»> Activation

Activate via interface : | auto-selected «

Web-Filter License Activate
[Status:Commtouch] [Start Date:2011-03-28 Expire Date:2011-04-27]
Authentication Message

WehFilter,
01 00:00:24

Activation authenticate fail, contact with supportfdravtek.com, 2C

Hote: If you want to use email alert or syslog, please configure the SysLoo/Mail Alert Setup page.

If you change the service provider, the configuration of the function will be reset.

[ oK ] [ Cancel ]

3.18 Diagnostics

DrayTek

Diagnostic Tools provide a useful way to view or diagnose the status of your Vigor router.
Below shows the menu items for Diagnostics.

Diagnostics
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3.18.1 Dial-out Triggering

Click Diagnostics and click Dial-out Triggering to open the web page. The internet
connection (e.g., PPPOE) is triggered by a package sending from the source IP address.

Diagnostics »> Dial-out Triggering
Dial-out Triggered Packet Header | Refresh |

HEX Format:
00 00 00 00 00 00-00 00 00 00 00 00-00 00

00 00 00 00 00 00 00 00-00 00 0000 00 00 00 00
00 000000 0000 0000-0000 000000000000
00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00-00 00 0000 00 00 00 00
00 000000 0000 0000-0000 000000000000

Decoded Format:

0.0.0.0 -» 0.0.0.0
Pralen 0 (0)

Available settings are explained as follows:

Item Description

Decoded Format It shows the source IP address (local), destination IP
(remote) address, the protocol and length of the package.

Refresh Click it to reload the page.
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3.18.2 Routing Table
Click Diagnostics and click Routing Table to open the web page.

Diagnostics => View Routing Table

Current Running Routing Table IPwG Routing Table | Refresh |
Key: C - connected, 5 i 1 ~ — private 5
C 1%2.148.1.0/ LAN1
W
Diagnostics == View Routing Table
Current Running Routing Table IP¥G Routing Table | Refresh |
Destination Interface Flags Metric Next Hop
LN U 238
LAN U 258
< ¥
Available settings are explained as follows:
Item Description
Refresh Click it to reload the page.
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3.18.3 ARP Cache Table

Click Diagnostics and click ARP Cache Table to view the content of the ARP (Address
Resolution Protocol) cache held in the router. The table shows a mapping between an Ethernet
hardware address (MAC Address) and an IP address.

Diagnostics == View ARP Cache Table

Ethernet ARP Cache Table | Clear | Refresh |
IF Lddress Interface o
192.168.1.5 LAN1
192. LAN1

-

Available settings are explained as follows:

Item Description

Refresh Click it to reload the page.

3.18.4 IPv6 Neighbour Table

The table shows a mapping between an Ethernet hardware address (MAC Address) and an
IPv6 address. This information is helpful in diagnosing network problems, such as IP address
conflicts, etc.

Click Diagnostics and click 1Pv6 Neighbour Table to open the web page.

Diagnostics >> View IPvG Neighbour Table

IPvE Neighbour Table | Refresh |
|IPvE Rddress Mac Lddress Interface
|FF02: : LEN

|FFO2: : LAN

|FEBOD: 1:n44E LEN

|FFOZ: LEN

|z 12 LAN

|FE :25 LAN
|FF02::1 T.AN
|FFo2::1 S22
|FFoz::1:2 Ussz

|FE8D: :3CR7T AN

|FFPO2: LAN

< >

Available settings are explained as follows:

Item Description
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Refresh Click it to reload the page.

3.18.5 DHCP Table

The facility provides information on IP address assignments. This information is helpful in
diagnosing network problems, such as IP address conflicts, etc.

Click Diagnostics and click DHCP Table to open the web page.

Diagnostics == View DHCP Assigned IP Addresses

DHCP IP Assignment Table DHCPvE IP Assignment Table | Refresh |
LAN1 : 1%2.168.1.1/255.255.255.0, DHCE server: QIff 5
i

Diagnostics >= View DHCP Assigned IP Addresses

OHCP IP Assignment Table DHCPvE IP Assignment Table | Refresh |
DHCPwve server binding client:
Index IFvEd Address MAT Rddress Legsed Time

Available settings are explained as follows:

Item Description

Index It displays the connection item number.

IP Address It displays the IP address assigned by this router for
specified PC.

MAC Address It displays the MAC address for the specified PC that
DHCP assigned IP address for it.

Leased Time It displays the leased time of the specified PC.
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HOST ID It displays the host ID name of the specified PC.

Refresh Click it to reload the page.

3.18.6 NAT Sessions Table
Click Diagnostics and click NAT Sessions Table to open the list page.

Diagnostics == NAT Sessions Table

MAT Active Sessions Table | Refresh |
________________________________________________________________________ A
Private IP :Port #Pseudo Port Feer IP :Port Interface
192.1658.1.11 24591 52078 Z4.9.935.189 443 WAN1
192.1658.1.11 24853 52080 Z07.46.25.2 =1n] WAN1
19z2.165.1.10 3079 52665 Z207.46.5.10 =] WAN1
~

Available settings are explained as follows:

Item Description

Private IP:Port It indicates the source IP address and port of local PC.

#Pseudo Port It indicates the temporary port of the router used for NAT.

Peer IP:Port It indicates the destination IP address and port of remote
host.

Interface It displays the representing number for different interface.

Refresh Click it to reload the page.
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3.18.7 Ping Diagnosis

Click Diagnostics and click Ping Diagnosis to pen the web page.

Diagnostics >> Ping Diagnosis

Ping Diagnosis

@IPva O IPVA

Mote: If you want to ping a LAN PC or you don't want to specify which WAN to
ping through, please select "Unspecified”.

Ping through: | Unspecified

Ping to:

Result

Diagnostics =» Ping Diagn

Ping Diagnosis

O IPV4 @ IPVE

Fing IPva Address:

Result

Host/IP |+ IP Address:
Host/IP
e
Gateway 1 | Clear |
Gateway 2
Gateway 3
05is
| Clear |

Available settings are explained as follows:

Item

Description

IPV4 /IPV6

Choose the interface for such function.

Ping through

Use the drop down list to choose the WAN interface that
you want to ping through or choose Unspecified to be
determined by the router automatically.

Ping to Use the drop down list to choose the destination that you
want to ping.
IP Address Type the IP address of the Host/IP that you want to ping.

Ping IPv6 Address

Type the IPv6 address that you want to ping.

DrayTek
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Run Click this button to start the ping work. The result will be
displayed on the screen.

Clear Click this link to remove the result on the window.

3.18.8 Data Flow Monitor

This page displays the running procedure for the IP address monitored and refreshes the data
in an interval of several seconds. The IP address listed here is configured in Bandwidth
Management. You have to enable IP bandwidth limit and IP session limit before invoke Data
Flow Monitor. If not, a notification dialog box will appear to remind you enabling it.

Bandwidth Management »> Sessions Limit

Sessions Limit

. EEnabIe ) Disable
Default Max Sessions: (100

Limitation List

Index Start IE End IF

Click Diagnostics and click Data Flow Monitor to open the web page. You can click IP
Address, TX rate, RX rate or Session link for arranging the data display.

Diagnostics »> Data Flow Monitor

Enable Data Flow Monitor

Refresh Seconds: |10 ¥| page: |1 ¥ | Refresh |
Index IP Address TX rate(Kbps) BX rate{Kbps) ~  Sessions Action APP QoS
192.168.1.10_CARRIE- §
1 0C7CRIE51 34 1 138 Block |Mone v
Current/ Peak [ Current / Peak / Current /
Speed Speed Peak
WWAN1 172.16.3.130 40 / 2476 / Auto 9/ 4022 / Auto 138
WAN2 --- 0/ 0/ Auto 0/ 0/ Auto 0
VWAN3 --- 0/ 0/ Auto 0/ 0/ Auto 0
Total 4n /2476 / Auto 8/ 4022 / Auto 138,/ RAF

Note: 1. Click "Block" to prevent specified PC from surfing Internet for 5 minutes.
2. The IP blocked by the router will be shown in red, and the session column will display the
remaining time that the specified IP will be blocked.
3. (Kbps): shared bandwidth
+ : residual bandwidth used
Current/Peak are average.

Vigor2860 Series User's Guide 364 Dray Te’(



Available settings are explained as follows:

Item Description

Enable Data Flow Check this box to enable this function.

Monitor

Refresh Seconds Use the drop down list to choose the time interval of

refreshing data flow that will be done by the system
automatically.

Refresh Seconds: |10 ¥

Refresh Click this link to refresh this page manually.

Index Display the number of the data flow.

IP Address Display the IP address of the monitored device.

TX rate (kbps) Display the transmission speed of the monitored device.
RX rate (kbps) Display the receiving speed of the monitored device.
Sessions Display the session number that you specified in Limit

Session web page.

Action Block - can prevent specified PC accessing into Internet
within 5 minutes.

Page: |1 ¥ | Refresh |
Sessions Action APP QoS
1 Block |Mone L

Unblock — the device with the IP address will be blocked in
five minutes. The remaining time will be shown on the
session column.

Page: 1w | Refreshl

Sessions Action APP QoS
blocked / 222 Unblock |Mone | »

Current /Peak/Speed Current means current transmission rate and receiving rate
for WAN interface.

Peak means the highest peak value detected by the router in
data transmission.

Speed means line speed specified in WAN>>General
Setup. If you do not specify any rate at that page, here will
display Auto for instead.
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3.18.9 Traffic Graph

Click Diagnostics and click Traffic Graph to pen the web page. Choose
WAN1/WAN2/WAN3 Bandwidth, Sessions, daily or weekly for viewing different traffic

graph. Click Reset to zero the accumulated RX/TX (received and transmitted) data of WAN.
Click Refresh to renew the graph at any time.

Diagnostics »= Traffic Graph

Show Chart: | WAN1 Bandwidth |v| |Daily  » Refresh Min(s): |1+ | Refresh |
WAN1 Bandwidth
WANZ Bandwidth
WAN3 Bandwidth

Sessions

WAN1 total TX: 0 Bytes ,RX: 0 Bytes
WANZ total T¥: 0 Bytes ,R¥: 0 Bytes
WAN3 total TX: 0 Bytes RX: O Bytes

The horizontal axis represents time. Yet the vertical axis has different meanings. For
WANI1/WAN2/WAN3Bandwidth chart, the numbers displayed on vertical axis represent the
numbers of the transmitted and received packets in the past.

For Sessions chart, the numbers displayed on vertical axis represent the numbers of the NAT
sessions during the past.
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3.18.10 Trace Route

Click Diagnostics and click Trace Route to open the web page. This page allows you to trace
the routes from router to the host. Simply type the IP address of the host in the box and click
Run. The result of route trace will be shown on the screen.

Diagnostics »> Trace Route

Trace Route

@IPVe OIPVE

Trace through: Unspecified «
Praotacal: ICMP »
Host / IP Address:

Result | Clear |
or
Diagnostics == Trace Route
Trace Route
O1PV4 [ QIPVE
Trace Host / IP Address:
Result | Clear |

Available settings are explained as follows:

Item Description

IPv4 [ 1IPv6 Click one of them to display corresponding information for
it.

Trace through Use the drop down list to choose the interface that you want
to ping through.

Dray Tek 367 Vigor2860 Series User's Guide



Protocol Use the drop down list to choose the protocol that you want
to ping through.

Host/IP Address It indicates the IP address of the host.

Trace Host/IP Address It indicates the IPv6 address of the host.

Run Click this button to start route tracing work.

Clear Click this link to remove the result on the window.

3.18.11 Web Firewall Syslog

Such page provides real-time syslog and displays the information on the screen.

For Web Syslog

This page displays the time and message for User/Firewall/call/WAN/VPN settings. You can
check Enable Web Syslog, specify the type of Syslog and choose the display mode you want.
Later, the event of Syslog with specified type will be shown for your reference.

Diagnostics == Syslog Explorer

Web Syslog USB Syslog
[0 Enable Web Syslog Export | Refresh | Clear |
Syslog Type | User ¥ Display Mode | Stop record when fulls v
Time Message

Available settings are explained as follows:

Item Description

Enable Web Syslog Check this box to enable the function of Web Syslog.

Syslog Type Use the drop down list to specify a type of Syslog to be
displayed.

Export Click this link to save the data as a file.
Refresh Click this link to refresh this page manually.
Clear Click this link to clear information on this page.
Display Mode There are two modes for you to choose.
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Stop record when fulls w

Always record the new event

Stop record when fulls — when the capacity of syslog is
full, the system will stop recording.

Always record the new event — only the newest events
will be recorded by the system.

Time

Display the time of the event occurred.

Message

Display the information for each event.

For USB Syslog
This page displays the syslog recorded on the USB storage disk.

Diagnostics => Syslog Explorer

Web Syslog

USB Syslog

Note:The syslog will show while the saved syslog file size is over 1MB.

Faolder:

n/a File: n/a

Page: n/a Log Type: n/a

Time Log Type Message

Available settings are explained as follows:

Item Description

Time Display the time of the event occurred.
Log Type Display the type of the record.
Message Display the information for each event.

3.18.12 TSPC Status
IPv6 TSPC status web page could help you to diagnose the connection status of TSPC.

If TSPC has configured properly, the router will display the following page when the user
connects to tunnel broker successfully.

Diagnestics == IPv6 TSPC Status

WAN1 WAN2

WAN3 | Refresh |

TSPC Enabled

TSPC Connection Status
Local Endpoint w4 Address :
Local Endpoint vb Address :
Router DNS name :

Remote Endpoint vi Address :
Remote Endpoint v6 Address :

114.44. 54,220

2001:05c0:1400: 000k 0000: 0000; 0000: 10b9
38886666 . broker. freenets. net

81.171.72.11

2001:05cd: 1400: 000k 000: 0000: 0000: 10kE

DrayTek

Tspc Prefix : 2001:05c0:1502:0d00: 0000: 0000: 0000: 0000
Tspc Prefixlen : =1
Tunnel Broker : amsterdam. freeneta. net
Tunnel Status : Connected
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Available settings are explained as follows:

Item Description

Refresh Click this link to refresh this page manually.

3.19 External Devices

Vigor router can be used to connect with many types of external devices. In order to control or
manage the external devices conveniently, open External Devices to make detailed
configuration.

-XIE Al L -
ices

3.19.1 All Devices

External Device => All Devices

External Device Auto Discovery
External Devices Connected

Below shows available devices that connected externally:

For security reason:

If vou have changed the administrator password on External Device, please click the Account button to
retype new username and password. Otherwise, the router will be unable to monitor the External
Device device properly. Click the Clear button to Clear the off-line information and account information.

Available settings are explained as follows:
Item Description
External Device Auto Check this box to detect the external device automatically
Discovery and display on this page.

From this web page, check the box of External Device Auto Discovery. Later, all the
available devices will be displayed in this page with icons and corresponding information.
You can change the device name if required or remove the information for off-line device
whenever you want.
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External Device == All Devices

External Device Auto Discovery
External Devices Connected

Below shows available devices that connected externally:
Online Wigor3900, Connection Uptirme:00:00;16

IP Address:196.17 5,140
Online Wigor29a0, Connection Uptirne:00:00:16

IP Address:196.17.5.164
Online WigorlPPBX 3510, Connection Uptime:00:00:16

IP Address:196.17.3.1
Online Wigor23820 Series, Connection Uptime:00:00: 16

IP Address:196.17.3.193
Online WigorlPPBE 3510, Connection Uptime:00:00:16

IP Address:196.17.3.160

YAAPRPOEN Carias Infelalal=lsaislaniaizlsal=danainin ;]

When you finished the configuration, click OK to save it.

\ Note: Only DrayTek products can be detected by this function. |

3.19.2 Access Point Devices

Vigor2860 can be treated as a server, named APM server, which manages access point devices.
Basically, Vigor2860 can manage up to 5 devices (Access Point, treated as a client) at one
time.

The access point shall be registered to Vigor2860 first. Then the Status page will display the
registered access point automatically when this page is open. This page is very convenient for
the network administrator to control or modify the managed access point at any time.

Status

The status page can display related information of the registered client such as device name, IP
address, SSID, encryption, channel, the number of the wireless clients, firmware version of the
access point, the accessing password about the managed access point.

External Device > Access Point Devices

Status WLAN Prafile
| Clear | Refresh |
1 |APBOD_ODSOPFCCOSEC | 102.168.86.12 X
2 [APBO0_DDSOTFCOIETE 192.168.86.13 X
Mote:

Green : Online  Red . Offine  Grey : Hidden SSID

Available settings are explained as follows:

Item Description

Index Click the index number link to open the detailed
configuration page for the selected entry.

Clear Click it to remove all the settings modified in this page.
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Refresh Click it to refresh current page.

Index Click the number index to open the settings page of the
device.

Device Name Display the name of the device.

IP Address Display the IP address of the device.

SSID Display the SSID configure by the device.

Encryption Display the encryption method used by the device.

Ch. (Channel) Display the channel used by the device.

WL Client Display the number of the host (wireless client) connecting
to such AP device.

Version Display firmware version used by the device.

Password Click the button to review /edit the username and password

of the device.
" 7 192.168.1.1/Moclapdeviceauth htm - Google Chr—

192.168.1 1docipdeviceauth htm
Username admin
Password R

WLAN Profile

This page can be used to configure five different WLAN profiles which can be applied to the
connected AP devices. The WLAN profile can be used for connected Vigor Access Point only.

External Device »> Access Point Devices

Status WLAN Profile
| Setto Factory Default |
Default DrayTek-LAN-A WPA+WPAZ/PSK Enable MNone MNone

Oooooao

Cancel

Available settings are explained as follows:

Item Description

Set to Factory Default Clear all of the settings and return to factory default
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settings.

Profile Name Display the name of the profile scanned by Vigor router.
Main SSID Display the SSID used by the Vigor router.
Security Display the mode used by the Vigor router.
Multi-SSID Display if the multi-SSID function is enabled or not.
WLAN ACL Display the access control (None, White List, or Black List)
configured for such profile.
Rate Control Display if the function of rate control is enabled or not.
Clone It will pop up a window for you to copy the parameter
settings from a profile to another profile.
Original Profile Name Default
Renamed as
Select Profile Index 1-{Mone)
[ clear | [ cancel | [ Apply |

Original Profile Name — Display the original profile name
of the selected index.

Select Profile Index — Choose the index number of the
profile that you want to clone from.

Renamed as — When a profile index is selected, the original
name will be displayed in the box first. You can change it
by typing a new name.

Edit It allows you to modify the detailed settings for each
WLAN profile.

Cancel It can cancel the settings you just made on this page.

Apply To Device The WLAN profile can be applied to specified Device (AP

device) if it is required. Simply check the box on the left
side of the WLAN profile you want, and then click the
Apply To Device button. The following dialog box will
appear.

) Mozilla Firefox E] @

192.168.86.1idocfwlapply him

Existing Device Selected Device

1-APA00_00S07RCCOREC
2-APB00_00S0TRCOIETS

Existing Device — This field will display the access point
connected to Vigor2860 and worked well.

Selected Device — This field will display the access point
which will be applied with the WLAN profile.

Choose one of the devices from the Existing Device and
click to move it to the right field of Selected Device.
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Then click Apply. The selected device now will be applied
with the selected WLAN profile.

To edit a WALN profile, follow the step listed below:
1. Check the box of the entry that you want to edit. Then, click the Edit button.

Default DrayTek-LAM-4 WRAHWPAZ

OO0O0&FO

[ clone | [ Edt | [

2. The following page will appear. All the wireless connection related to Vigor Access Point
(e.g., AP800) will be shown as follows.

External Device >> Access Point Devices

WLAN Profile Edit

Profile Name

Administrator

Password

2nd Subnet (O Enable  ®Disable
Mode Mixed(11g+11n) A
Channel 24 TMHzZ (Channel 2y W
WM (JEnable  ®Disable
Tx Power 100%

[ Cancel | [ Medt |

Available settings are explained as follows:

Item Description

Device Setting Profile Name — Type a name for such profile.

Administrator — Type the username for such profile. It will
be used for the clients trying to connect to the access point.

Password — Type a password for such profile. It will be
used for the clients trying to connect to the access point.

2" Subnet — Click Enable to enable the second subnet.

WLAN General Mode - Specify a connection mode for wireless network.
Setting Channel - Specify a channel for the wirelss connection.

WMM - To apply WMM parameters for wireless data
transmission, please click the Enable radio button.

Tx Power - The default setting is the maximum (100%).

Lower down the value may degrade range and throughput
of wireless.
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3. Type the required information and click Next to open next page. You can configure the

DrayTek

Cancel

Cancel the setting configured on this page.

Next Access into the next setting page.

settings for SSID1, SSID2, SSID3 and SSID4 respectively.

External Device >> Access Point Devices

SSID1 SSID2 SSID3 SsID4
Active Enahle Disahle
SSID DrayTek Lan-4 v | [JHide 551D
VLAN ] [(0:untag)
Isolate OFrom Lan [ From member

Security Setting

Disahle v
Set up BADIUS Server if 202.1% is enabled,
WPA
WPRA Algorithms TKIP AES TKIP/AES
Pass Phrase
Encryption key Renewal Interval 0 Seconds
PME Cache Period 0 Miniutes
Pre-Authentication Enahle Disahle
WEP
Setup WEP Key if WEP is enabled.
802.1x WEP Enahle Disahle
Access Control
Mode Mone
List
Client's MAC Address . : : : :
[ Add | [ Delete ] [ Edit | [ Cancel |
Bandwidth Limit
Status (O Enable & Disable Auto Adjustment | (JEnahble & Disable
Upload ] Kbps Download 1] Kbps
[ Back | [ cancel | [ Finish |

Available settings are explained as follows:

ltem

Description

SSID

Active — Click Enable to activate such SSID setting.

SSID — The default name will be displayed. Change the
SSID if it is required. Next, choose LAN-A or LAN-B as
the subnet. If required, you can check the box of Hide
SSID. Then it will not be recognized by wireless station
when the user tries to search the Access Point for
connection.

VLAN - Type the value for such SSID. Packets transferred
from such SSID to LAN will be tagged with the number.
Isolate — From LAN - Check this box to make the wireless
clients (stations) with the same SSID not accessing for
wired PC in LAN.

Isolate — From Member - Check this box to make the
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wireless clients (stations) with the same SSID not accessing
for each other.

Security Setting Disable — There are several modes provided for you to
choose.

WPA Algorithm —Select TKIP, AES or TKIP/AES as the
algorithm for WPA.. Such feature is available for
WPAZ2/802.1x, WPA/802.1x, WPA/PSK or WPA2/PSK
or Mixed (WPA+WPAZ2)/PSK mode.

Pass Phrase —Either 8~63 ASCII characters, such as
012345678..(or 64 Hexadecimal digits leading by 0x, such
as "0x321253abcde..."). Such feature is available for
WPA/PSK or WPA2/PSK or Mixed (WPA+WPA2)/PSK
mode.

Key Renewal Interval — Either 8~63 ASCII characters,
such as 012345678..(or 64 Hexadecimal digits leading by
0x, such as "0x321253abcde..."). Such feature is available
for WPA/PSK or WPA2/PSK or Mixed
(WPA+WPA2)/PSK mode.

PMK Cache Period —Set the expired time of WPA2 PMK
(Pairwise master key) cache. PMK Cache manages the list
from the BSSIDs in the associated SSID with which it has
pre-authenticated. Such feature is available for
WPA2/802.1 mode.

Pre-Authentication — Enables a station to authenticate to
multiple APs for roaming securer and faster. With the
pre-authentication procedure defined in IEEE 802.11i
specification, the pre-four-way-handshake can reduce
handoff delay perceivable by a mobile node. It makes
roaming faster and more secure (Only valid in WPA2).
Enable - Enable IEEE 802.1X Pre-Authentication.

WEP Key — Four keys can be entered here, but only one
key can be selected at a time. The format of WEP Key is
restricted to 5 ASCII characters or 10 hexadecimal values in
64-bit encryption level, or restricted to 13 ASCII characters
or 26 hexadecimal values in 128-bit encryption level. The
allowed content is the ASCII characters from 33(!) to
126(~) except #' and ',". Such feature is available for WEP

mode.
802.1X WEP - Enable - Enable the WEP Encryption.
Access Control Mode (Black List/White List) — Select to enable black list

or white list filter policy.
List —Display all MAC addresses that are edited before.

Client’s MAC Address —Manually enter the MAC address
of wireless client.

Add —-Add a new MAC address into the list.

Delete —Delete the selected MAC address in the list.
Edit —Edit the selected MAC address in the list.
Cancel - Give up the access control set up.

Bandwidth Limit Status — Click Enable to enable the function of bandwidth
limit.
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Upload — Type the value as the uploading rate of data
transmission.

Auto Adjustment — Click Enable to make the router
manage the bandwidth limit automatically.

Download - Type the value as the downloading rate of data
transmission.

Back Return to the previous setting page.
Cancel Cancel the setting configured on this page.
Finish Complete the configuration of this page.

4. Continue to type the required information on this page. When you finished the
configuration, click Finish. A new WLAN profile has been created as follows.

External Device >> Access Point Devices

Status WLAN Profile
| Setto Factory Default |
1 Diefault DrayTek-LAak-A WP PA R RS Enable Hone Mone
[ [0 WLAN_2 Floar DrayTek Disable Disable Maone MNone X ]
L
O [C].ea.rl
O

Cancel
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This page is left blank.
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‘4 Tutorials and Applications

4.1 How to configure settings for IPv6 Service in Vigor2860

Due to the shortage of IPv4 address, more and more countries use IPv6 to solve the problem.
However, to continually use the original rich resources of IPv4, both IPv6 and IPv4 networks
shall communicate for each other via intercommunication mechanism to complete the shifting
job from IPv4 to IPv6 gradually. At present, there are three common types of
intercommunication mechanisms:

Dual Stack

The user can use both IPv4 and IPv6 techniques at the same time. That means adding an
IPv6 stack on the origin network layer to let the host own the communication capability
of IPv4 and IPv6.

Tunnel

Both IPv6 hosts can communication for each other via existing IPv4 network
environment. The IPv6 packets will be encapsulated with the header of IPv4 first. Later,
the packets will be transformed and judged by IPv4 router. Once the packets arrive the
border between IPv4 and IPv6, the header of IPv4 on the packets will be removed. Then,
the packets with IPv6 address will be forwarded to the destination of IPv6 network.

Translation

Such feature is active only for the user who uses IPv4 to communicate with other user
using IPv4 service.

Before configuring the settings on Vigor2860, you need to know which connection type that
your IPv6 service used.

Note: For the IPv6 service, you have to configure WAN/LAN settings before using the
service.

I. Configuring the WAN Settings

For the IPv6 WAN settings for Vigor2860, there are five connection types to be chosen: PPP,
TSPC, AICCU, DHCPv6 Client and Static IPv6.

1.

DrayTek

Access into the web user interface of Viogr2860. Open WAN>> Internet Access.
Choose one of the WAN interfaces as the one supporting IPv6 service. Then, click the
IPv6 button of the selected WAN.

WARN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WANL ADSL / VDSL Static or Dynamic IP w Details Page [ﬁ]
WANZ Ethernet PPPoE v| [ Details Page J|[IP6
WAN3 USB Nane v Details Page | [IPv6]

Note : Only one WAN can support IPva.
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Note: Only one WAN interface support IPv6 service at one time. In this example,
WANZ2 is chosen as the one supporting IPv6 service.

2. Inthe following figure, use the drop down list to choose a proper connection type.

WAN == Internet Access n.‘_'

WAN 1
PPPoE | PPPoA MPoA / Static or Dynamic IP IPv6

Internet Access Mode
Connection Type

AlCCL

DHCPyE Client
Static IPvE
find Static Tunnel
Grd

Different connection types will bring out different configuration page. Refer to the
following:

® PPP - Dual Stack application, IPv4 and IPv6 services can be utilized at the same
time

Choose PPP and type the information for PPPoE of IPv4.

WVUAHN >> Internet Access

VAN 2
PPPoE Static or Dynamic IP PPTRIL2ZTP IPvG
() Disable PPPIMP Setup
PPP Authentication PAP or CHAP w
ISP Access Setup Idle Timeout second(s)
Username 73768635@hinet net IP Address Assignment Method (IPCP)
Password ssese WAM IP Alias
Index(1-15) in Schedule Setup: Fixed IP: O Yes & No (Dynamic IF)

== I , ¢ Fixed IP Address

WAN Connection Detection @ Default MAC Address

d ARF Detect |» .

Mode O Specify a MAC Address
Ping IP MAC Address:

TTL:
MTU 1442 (Max:1492)

I[ OK ]I[ Cancel ]

Access into the setting page for IPv6 service, it is not necessary for you to configure
anything.
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WAN == Internet Access

WAN 2
PPPoE Static or Dynamic [P PPTPRILZTP IPvG
Internet Access Mode
Connection Type

Note : IPv4 WAN setting should be PPPoE client.

[ OK ] [ Cancel ]

Click OK and open Online Status. If the connection is successful, you will get the IP

address for IPv4 and IPv6 at the same time.

Online Status

Physical Connection

System Uptime: 0:1:17

1Pv4 | IPv6
LAN Status Primary DNS: 168.95.192.1 Secondary DNS: 163 .95.1.1
IP Address TX Packets RX Packets
192.168.1.1 o] 3085
WAN 1 Status == Dial PPPoE
Enable Line Name Maode Up Time
Yes ADSL PRPoE 00:00:00
IP GWIP TX Packets TX Rate{Bps) RX Packets FX Rate{Bps)
- e u] u] u] ]
WAN 2 Status >z Drop PPPoE
Enable Line Name Maode Up Time
Yes Ethernet PFPoE 0:00:54
IP GWIP TX Packets TX Rate{Bps) RX Packets RX Rate{Bps)
114.44.49.54 168.95.98.254 800 4761 821 B617
WAN 3 Status
Enable Line Name Mode Up Time Signal
Yes LISB - ao:oa:0o -
IP GWIP TX Packets TX Rate{Bps}) RX Packets RX Rate{Bps)
-—- -— u] u] ] ]
ADSL Information { ADSL Firmware Version: 05-04-04-04-00-01)
ATM Statistics TX Cells RX Cells TX CRC errs RX CRC errs
u] ] ] ]
ADSL Status  Mode State Up Speed Down Speed SHNR Margin Loop Att.
READY ] 0 ] 0
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Online Status

Physical Connection System Uptime: 0:2:32
IPv4 | TP% ]
LAN Status b )
IP Address

2001:B010:7300:201: 21D AMFFIFEAGS: 2568/64 (Global
Y H H H il

TX Packets RX Packets TX Bytes RX Bytes

7 4 690 328
WAN2 IPvi Status == Drop PPP
Enable Maode Up Time
Yas PFP 0:02:08
IP Gateway IP

IEDD1:E-D1D:?300:201:21D:MFF:FEA6:256M128 (Global)l FESO::00:1400:242: 4052
FEsU I ARFRTFEAD 2008 120 TLink)

DNS IP

Z001:BO00:168::1
Z001:BO00:168::2

TX Packets RX Packets TX Bytes FX Bytes
i =] 544 1126
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® TSPC - Tunnel application, both IPv6 hosts communicate through 1Pv4 network
Choose TSPC and type the information for TSPC service.

Note: While using such mode, you have to make sure the IPv4 network connection is
normal.

(In the following figure, the TSPC information is obtained from http://gogo6.com/ after
applied for the service.)

WAN == Internet Access

VAN 2
PPPoE Static or Dynamic IP PPTPIL2TP IPvG
Internet Access lMode

Connection Type TSPC v

TSPC Configuration

Username |c:ac:ahsu |

Password |!ll!ll! |

Confirm Password [eeeacee |

Tunnel Broker |broker.ireenstd.net |
OK Cancel

Click OK and open Online Status. If the connection is successful, the physical
connection will be shows as follows:

Online Status

Physical Connection System Uptime: 0:2:3
1Pvd PG
LAN Status
IP Address

I 2001:5C0:1502:000: 210 AAFFFEAS: 2565/64 (GIDbaII
FeEalll S 1D askFR FEAD L0, 04 [LINk)

TX Packets RX Packets TX Bytes RX Bytes

aa 121 15596 10249
WANZ IPvG Status

Enable Made Up Time

Yes TSPC 0:01:40

P Gateway IP

| 2001:5C0:1400:B::10B9/128 (Global) |
FEalU.. F Lraaag g (LK)

TX Packets RX Packets TX Bytes RX Bytes
127 g9 9219 15866
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® AICCU - Tunnel application

Choose AICCU and type the information for AICCU of IPv6.

Note: While using such mode, you have to make sure the IPv4 network connection is
normal.

(In the following figure, the AICCU information is obtained from
https.//www.sixxs.net/main/ after applied for the service.)

VAN => Internet Access

VWaN 2

PPPoE Static or Dynamic IP PPTPIL2TP | IPv6 |
Internet Access Mode

Connection Type

AICCU Configuration

[1 Always On
Username [JcrR3-sixxs |
Passwaord [senee |
Confirm Password [eenee |
Tunnel Broker [tic.siocs.net |
subnet Prefix |2001:4DD0:FFOD:8805::2 | /lsd |

Note ; If "Always On” is not enabled, AICCU connection would only retry three times.

” Ok ”[ Cancel ]

Click OK and open Online Status. If the connection is successful, the physical
connection will be shows as follows:

Online Status

Physical Connection

System Uptime: 0:1:18
1Pvd IPvG

LAN Status
IP Address

I 2001:4DD0:FFO0:83E4: 210 A8FF:FEAG: 2368/64 (Global) I

FEoL S LN esFF  FESD SaborDs TLITTE ]

TX Packets FX Packets TX Bytes RX Bytes

147 187 34205 19176
WAN2 IPv6 Status

Enable Mode Up Time

Yes 0:00:48

P Gateway IP

2001:40D0:FFO0: 3E4:: 2/64 (Global

FESO: :4CDOFFO0:3E4: 2764 (LIin
TX Packets RX Packets TX Bytes RX Bytes

186 137 16433 23093
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® DHCPv6 Client

Choose DHCPvV6 Client. Click one of the identity associations and type the IAID

number.

VAN =» Internet Access

VAN 2
PPPoE Static or Dynamic IP PPTPRIL2TP IPvE
Internet Access Mode
Connection Type DHCPYE Client v
DHCPvE Client Configuration
Identity Association O Prefix Delegation i@ Non-temporary Address
IAID (Identity Association ID) I |9?25?3580 | I
[ ok J| [ cancal |

Click OK and open Online Status. If the connection is successful, the physical

connection will be shows as follows:

Online Status

Physical Connection

System Uptime: 0:0:50

1Pvd IPv6
LAN Status
IP Address
| FEBD: 121D 80FF:FEAE 2568/64 (Link) |
TX Packets RX Packets TX Bytes RX Bytes
5] 2 588 156
WAN2Z IPvi Status
Enable [Mode Up Time
es 0:00:40
P Gateway IP

Z001:B010:7300:201:210:A8FF:FEAS: 256454 (Global

20011111 22225555210 A8FF FEAG  Z564/64 (Globa
2001:1111:2222:3333::1111/128 (Global}
FEBD:: 210 AAFFFEAG: 2564/64 (Link)

DNS IP

2001:4860:4360::8888
2001:4860:4360:: 8844

TX Packets RX Packets TX Bytes RX Bytes
14 2 1174 694
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® Static IPv6

Choose Static IPv6. Type IPv6 address, Prefix Length and Gateway Address.

WAN == Internet Access

WAN 2
PPPoE Static or Dynamic IP PPTPLZTP PG

Internet Access Moile

Connection Type [Shatic IFvh ol

Static IPv6 Address configuration I—I
IPv6 Address § Prefix Length
[3001:B010:7300:201 21D-A AFF-FEAG 2564 | Jles | Delets
Current IPve Address Tahle
Index IPvE Address/Prefix Length Scope A
1 2001:B010:7300: 201: 210: ARFF: FEAG: 2564764 Global |
2 2001:1111:2222: 5555: 21D : AAFF: FEAG: 2564764 Global
3 FEGO::21D: LAFF: FEAG: 256A/64 Link

Static IPv6 Gateway configur ation
IPvE Gateway Addre

[ ok | [ Comeel |

Click OK and open Online Status. If the connection is successful, the physical
connection will be shows as follows:

Online Status
Physical Connection System Uptime: 0:4:2
1Pvd IPvi
LAN Status
IP Address
| FE0: 210 80FF FEAS 2568764 (Link) |
TX Packets RX Packets TX Bytes RX Bytes
4 a 31z ]
WANZ IPv6 Status
Enable Maoidle Up Time
s 0:03:56
P Gateway IP
Z001:B010:7300:201: 210 A8FF  FEAG: 25648 64 (Global) | ---
FES0::2 1D AAFF:FEAR 2564/64 (Link) ok
TX Packets RX Packets TX Bytes RX Bytes
= 2 608 364
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® 6in4 Static Tunnel

Choose 6in4 Static Tunnel. Type remote endpoint IPv4 address, 6in4 IPv6 Address,
LAN Routed Prefix and Tunnel TTL.

WAHN == Internet Access @
VWAN 1
PPPoE Static or Dynamic IP PPTP/L2TP IPv6
Internet Access Mode
Connection Type || Gind Static Tunnel \”

Gind Static Tunnel

Remote Endpoint IPv4 Address | |
8in4 IPv6 Address | |f |54 |(defau|t:64)
LAN Routed Prefix [ /184 idefault:s4)
Tunnel TTL (default:255)

’ oK ] [ Cancel ]

Click OK and open Online Status. If the connection is successful, the physical
connection will be shows as follows:

Online Status
Physical Connection System Uptime: Oday 0:4:16
IPvd4 IPvé
LAN Status
IP Address
: : L EE : ; : 11B4/64 (Global)
FEB0::21D:AAFF:FEB3:11B4/64 (Link)
TX Packets RX Packets TX Bytes RX Bytes
14 80 1244 6815
WAN1 IPv6 Status
Enable Mode Up Time
Yes | 6in4 Static Tunnel | 0:04:07
IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) e
FEB0::COAB:651D/128 (Link)
TX Packets RX Packets TX Bytes RX Bytes

=

3 26 211 2302
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® 6rd

Choose 6rd. Type IPv4 Border Relay, IPv4 Mask Length, 6rd Prefix and 6rd Prefix

Length.

WAN 1

PPPoE Static or Dynamic IP

PPTPIL2TP

Internet Access Mode

Connection Type

6rd Settings
6rd Mode

Static 6rd Settings

© Auto 6rd

| 6rd

[]

@ Static 6rd

IPv4 Border Relay:
IPv4 Mask Length:
6rd Prefix:

6rd Prefix Length:

1192.168.101.111

o

2001:E41::
132

[

] [ Cancel ]

Click OK and open Online Status. If the connection is successful, the physical

connection will be shows as follows:

Online Status

Physical Connection
IPv4

System Uptime: Oday 0:9:15

LAN Status
IP Address

FEB0::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

i 5 43 18040
WAN1 IPv6 Status

Enable Mode Up Time

Yes 6rd 0:09:06

1P Gateway IP

2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 ---
(Global)

FEB0::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

i 45 29 967 2620

Vigor2860 Series User’s Guide 388

DrayTek



Il. Configuring the LAN Settings
After finished the WAN settings for IPv6, please configure the LAN settings to make the
router’s client getting the IPv6 address.

1. Access into the web user interface of Viogr2860. Open LAN>> General Setup. Click
the IPv6 button.

Note: Only the subnet of LAN1 supports IPv6 feature.

LAN == General Setup

LAN 1 Ethernet TCP /IP and DHCP Setup LAN 11PvG Setup

| RADVD Configuration |
() Enable (@] Disable _
Advertisement Lifetime (1800 | Seconds (Range : 600 - 2000)

I DHCPvG Server Configuration l
@ Enable Server O Disable Server

Start IPv6 Address 2001:1111:2222:3333:1111

End IPv6 Address |2001:1111:2223:3333: 2222
DNS Server IPvG Address o

Primary DNS Server [2001:4860:4560: 6508

Secondary DMS Server [2001-4860:4860: Godd

Static IPv6 Address configuration

IPv6E Address § Prefix Length

[ |4 [ add ][ Dekw
Current IPV6 Address Table '

éIndex IPve Aaddress/Prefix Length Scope

|1 FES0::21D: AAFF: FELG: 25658/64 Link

2. Inthe field of RADVD Configuration, the default setting is Enable. The client’s PC
will ask RADVD service for the Prefix of IPv6 address automatically, and generate an
Interface ID by itself to compose a full and unique IPv6 address.

3. Inthe field of HCPv6 Server Configuration, when DHCPvV6 service is enabled, you can
assign available IPv6 address for the client manually.

Note: When both mechanisms are enabled, the client can determine which mechanism
to be used (e.g., the default mechanism for Windows7 is RADVD).
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lll. Confirming IPv6 Service Run Successfully

1.  Make sure you have get the correct IPv6 IP address. Get into MS-DOS interface and type
the command of “ipconfig”. Refer to the following figure.

B CAWINDOWS\system32\cmd exe ﬂE| ﬂ

f Virtnal Interf:

From the above figure we can see IPv6 IP address has been captured by the system.

2. Use the Ping command to ping any IPv6 address indicating an IPv6 website. For
example, www.kame.net is a website supporting IPv4 IP and IPv6 IP services. Its IPv6
address is seen with a format of 2001:200:dff:fff1:216:3eff:feb1:44d7.

Bl CAWINDOWS\system32\cmd exe ﬂg ﬂ

After getting the above message, it means the IPv6 service has been activated
successfully.
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Connect to the website for IPv6. Open a web browser and type an URL of IPv6, e.g.,
www.kame.net. If your computer accesses into the website by using IPv6 address, you
may see a turtle dancing on the screen. If not, only a steady turtle will be seen.

@ The EAME project - Windows Internet Explorer

—

RE
@1?/v Iﬂhﬁp:.’hvww.kﬁme.mt"l Iﬂ‘?x l‘b""g Pl
 ERE BED BEY BWEFW TIED N8O
m v!qumh Iﬂa Go T Ak ‘k

Ve 0| @ The KAME project ] &~ B - L HED - GTRO - "

)

The KAME project

19984 -2006.3

Dancing kame by atelier momonga

= avelier
vl momonga

If you can see a turtle dancing on the screen, that means IPv6 service is ready for you to
access and utilize.
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4.2 How to establish OpenVPN - host to LAN
tunnels(authenticated without CA) via SmartVPN Client?

OpenVPN is an open source software application that implements virtual private network
(VPN) techniques for creating secure point-to-point or site-to-site connections in routed or
bridged configurations and remote access facilities. OpenVPN uses a custom security protocol
that utilizes SSL/TLS for key exchange. It is capable of traversing network address translators
(NATSs) and firewalls.

OpenVPN allows remote users to authenticate for each other using a pre-shared secret key,
certificate, or username/password. When OpenVPN is used in a multi-client server
configuration, it allows the server to release an authentication certificate for every client via
signature and Certificate authority.

Below shows an illustration for successful OpenVPN tunnel established between Vigor router
(Main Office) and notebook (Remote User). The OpenVPN settings for both ends shall be the
same. Otherwise, the VPN connection is unable to establish successfully.

) Remote Dial-in
Main Office ———  Remote User

by OpenVPN

Installed
SmartVPN Client

Vigor3200 Series
(V 3.6.3)

OpenVPN General Setup

e A .

Part 1194 | Open¥PH Setting (X

Cipher Algorithm AES128 ~ Pork: 1194

HMAC Algorithm SHAT v Cipher methods: AES-128-CBC o

Certificate Authentication O Aukhentication: SHAL bt
Nate:

The OpenVPN choice supported by Vigor3200 Series can work with Windows, Linux and Mac 0S.
For the Windows-based PC, users can use SmartVPN client to simplify settings in the client devices.

Note: Before configuring settings for OpenVPN, you should install SmartVPN Client
4.1.0.1 on your PC and latest firmware version on your Vigor router.
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Settings for Router (Main Office)

1.
2.

Access into the web user interface of Vigor router.

Open VPN and Remote Access >> OpenVPN General Setup to configure the
OpenVPN setting with disabled Certificate Authentication. Click OK to save the
settings.

VPN and Remote Access > OpenV/PN General Setup

OpenVPN General Setup

Port 11194

Cipher Algorithm AES128
HMAC Algorithm SHA1T  »

ICertiﬂcate Authentication O I

Note: OpenVPN on vigor only support UDP protocol and TUN device interface currently. So please setup
corresponding configurations on the client side.

Open VPN and Remote Access >> Remote Dial-in User to create a profiles for Dial-in

User. Set the Username (e.g., jos) and Password (e.g., jos) for OpenVVPN. Click OK to
save the settings.

VPN and Remote Access > Remote Dial-in User

Index No. 1
User account and Authentication Username jos |
I Enable this account I
Password (11} |
Idle Timeout 300 second(s) . .
i [ Enable Mobile One-TimE PEssWaTas(MOTP]

Allowed Dialn Type PIN Code |

O pere Secret | |

[ 1psec Tunnel
IKE Authentication Method

O L2TP with IPsec Polic
Y Pre-Shared Key

[ ssL Tunnel
I CpenyPN Tunnel I

Digital Signature(X.509)
[ specify Remote Node

Remote Client IP

393 Vigor2860 Series User's Guide



Settings for PC (Remote User)

1. Execute SmartVPN Client. Click Insert to create a new dial-in VPN profile (e.g.,
Profile 6).

“- DiayTek Smart VPN Client 4.1.0.1 - [5]X%]

Dray Tek T

Step 0. EnablefAllow IPSec NAT-Traversal and L2TP

This step wil add the ProhibitIpSec registry value and the
AssumelJDPE] sonContextOnSendRude registry valee to
«computer. For more infomation, please read the article Q240262
and QE18043 in the Microsoft Knowledgement Base.

[confare ]
Step 1. Dial ko ISP

I you have already gotten a public I, you can skip this step.

vl

Step 2. Connect to VPN Server

T )] Go=) oo
deus:l‘b‘;mtm; | CpenyPN ISP @ VPN @

2. Type a name (e.g., Profile 6) as the Profile Name and an IP address (e.g.,
200.200.200.200) as VPN Server IP. Set jos/jos as the User Name/Password. Click
OpenVPN as the type of VPN and click OK to display the OpenVPN Setting dialog.

Dial To YEN [

Prifiba Mesms Profile &

[t re-dhal after disconnect.
[ At rur waheen sysbem start up. Open¥FN Setting
VP Server [PIHOST Name(ouch as 123.45.67.8 o4 |
200.200.200.200 Cipher methads: (AE5-128-CBC -
Lissr Natme © [jos Authentication: laay v/
Password joee [ Cortiicate Authertication
CA oot .
Chert cert |
Typs of YPM Chent by
g:; e g:iw [Pk to 551 Tunned .
{551 ¥PN Tunnel £ =

3. Configure the Port number, Cipher methods and Authentication as the settings defined
above. Then click OK.
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Checking the VPN Connection Status

Now both ends (router and remote PC) are configured well.

1.
2.

DrayTek

Access into the web user interface of Vigor router.

Open VPN and Remote Access>>Connection Management to check the VPN
connection status. From the following figure, we can know that the remote user can
access the Vigor router's LAN successfully by using the username/password (jos/jos).

VPN and Remote Access >> Connection Management

Dial-out Tool

General Mode:
Backup Mode:

Load Balance Mode:

VPN Connection Status
Current Page: 1

' Tx
VPN Type Remote IP Virtual Network Pkts
i OpenvPN  188.188.188.188

{jos}
Local User Datahase SESSHAL Auth iz waN1

192.168.1.11/32 14

refresh Seconds : | 10 V_
;

W

w

Page No.

Tx Rate Rx Rx Rate
(Bps) Pkts (Bps)

s2 20 52 3L [Drop

UpTime

IPinging 192.168.1.1 with 32 bytes of data:

: bytes=32 time{ilms TTL=25%
: bytes=32 time{ims TTL=255

time<{ims TTL=255
2 time{ims TTL=255%
: hytes=32 time{ims TTL=25%
: hytes=32 time{ims TTL=25%
: hytes=32 time{ims TTL=25%
: bhytes=32 time{ims TTL=25%
: hytes=32 time{ims TTL=25%

2
< %
7 I
<k 1%
<
i
il
< e
.
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4.3 How can | get the files from USB storage device connecting
to Vigor router?

Files on USB storage device can be reviewed by opening USB Applicaiton>>File Explorer.

If it is necessary for you to delete, copy files on the device or write, paste files to the devcie, it
must be done through SAMBA server or FTP server.

Samba service is based on the original USB FTP service. You will need to setup USB FTP
first. We would like to give brief instructions on USB FTP setup here.

1.  Plug the USB device to the USB port on the router. Make sure Disk Connected appears
on the Connection Status as the figure shown below:

USBE Application == USB Disk Status

USB Mass Storage Device Status

Connection Status| Disk Connected Disconnect USB Disk

Write Protect Status: Mo
Disk Capacity: 2009 MB

USB Disk Users Connected | Refresh |

Index Service IP Address(Port) Username

Note: If the write protect switch of USB disk is turned on, the USB disk is in READ-ONLY mode. Mo data
can be written to it.

2. Then, please open USB Application >> USB General Settings to enable Samba service.

USB Application => USB General Settings

USB General Settings

General Settings

Simultaneous FTP Connections g (Maximum &)
Default Charset English v
Samba Service Settings(Network Neighborhood)

. Disable

Access Mode

O LaN only O LAN And WAN
NetBios Name Service

Workgroup Mame

Host Mame Vigor2360

Note: 1. If Charset is set to "English", only English long file name is supported.
2. Multi-session ftp download will be banned by Router FTP server. If your ftp client have multi-
connection mechanism, such as FileZilla, you may limit client connections setting to 1 to get
better performance.
3. A workgroup name must not be the same as the host name. The workgroup name and the host
name can have as many as 15 characters and a host name can have as many as 23 characters ,
but both cannot contain any of the following: . ; 1 "< =%+ =/ ] 2
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3.

DrayTek

Setup a user account for the FTP service by using USB Application >>USB User
Management. Click Enable to enable FTP/Samba User account. Here we add a new
account "userl"” and assign authorities “Read”, “Write” and “List” to it.

USB Application == USB User Management

Profile Index: 1

FTP/Samba User ) Enable) C Disable
Username |user1 |
Password (Maximum 11 Characters)

Confirm Password | |

Home Folder | =
Access Rule
File [ODelete
Directory 4 CJRrRemove
Note: The folder name can only contain the following characters: A-Z a-z0-95 % '-_@ ~ "' )/
and space.
[ oK ] ’ Clear ] [ Cancel

Click OK to save the configuration.

Make sure the FTP service is running properly. Please open a browser and type
ftp://192.168.1.1. Use the account "userl1" to login.

Log On As El

Either the server does not allow anorymous logins or the e-mail address was nat
accepted,

FTP server: 192.1658.1.1

User name: | userl =z |

Passward: | |

After vou log on, you can add this server to your Favarites and return to it easiky.

& FTP does not encrypt or encode passwords or daka before sending them to the
server. To protect the security of your passwords and data, use Web Folders
(WwebDAY) instead.

Learn more about using Web Folders,

[Log on anonymousky Save password

Log On Cancel
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6.  When the following screen appears, it means the FTP service is running properly.

ftp:£f192.168.1.1f - Microsoft Internet Explorer

File Edit Wiew Faworibkes Tools  Help

\_/J ? _)—Hj Search Folders -
A Y

5 I o B o B I

FinalDataEn... opkg-inskal  kempstorage  iTunesSet... wlc-1.1.5-wi,.,

Other Places
@ Internet Explorer

iCY My Documents f g I@-\ @ @'t.\
w3 | L3 | L |

|y Shared Documents
115.bmp 12-Always  Air-supply-lost Crystal
Qpen. mp3 inlove.mp3  Flower.mp3

W My Hebwork Places

7. Return to USB Application >> USB Disk Status. The information for FTP server will
be shown as below.

USB Application == USB Disk Status

USB Mass Storage Device Status

Connection Status: Disk Connected Disconnect USB Disk

Write Protect Status: Mo
Disk Capacity: 2009 MB

USB Disk Users Connected | Refresh |
Index Service IP Address(Port) Username
1. FTP 192.168.1.10(1963) userl Drop

Now, users in LAN of Vigor2710 can access into the USB storage device by typing
ftp://192.168.1.1 on any browser. They can add or remove files / directories, depending on the
Access Rule for FTP account settings in USB Application >>USB User Management.
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4.4 How to Build a LAN-to-LAN VPN Between Remote Office and
Headquarter via IPsec Tunnel (Main Mode)

K ‘ B '-.

IPSec Tunnel

>

== Internet : :
- Head Office Branch Office |- o
' WAN:218.242.133.91 WAN : 218.242,130.19
172.17.1.0/24 192.168.1.0/24

Configuration on Vigor Router for Head Office
1. Log into the web user interface of Vigor router.

2. Open VPN and Remote Access>>LAN to LAN to create a LAN-to-LAN profile. The
following settings are for a permanent VPN connection.

VPN and Remote Access >> LAN to LAN

LAN-to-LAN Profiles: | Setto Factory Default |
View: @ All O Trunk
Index Name Active Status Index Name Active Status

1 17.

2 X 18. X

3. X 19. X

4. X 20. X

& X 21. X

6. X 22. X

3. Click any index number to open the configuration page. Type a name which is easy for
identification for such profile (in this case, type VPN Server), and check the box of
Enable This Profile. For Vigor router will be set as a server, the call direction shall be
set as Dial-in and set 0 as Idle Timeout.

VPN and Remote Access == LAN to LAN

Profile Index : 1
1 .

Profile Name [VPN Server || |call pirection  © Both © Dial-out | ®! Dial-in

Enable this profile ) 0 Always on
Idle Timeout 0 second(s)
VPN Dial-Out Through WAN1 First v [ Enable PING to keep alive
Methios Naming Packet ®Pass OBlock PING to the 1P | |

Multicast via VPN ®pass OBlock
(for some IGMP,IP-Camera,DHCP Relay..etc.)

2. Dial-Out Settings
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4. Now navigate to the next section, Dial-In Settings to check PPTP, IPsec Tunnel and
L2TP boxes. Check the box of Specify Remote... and type the Peer VPN Server IP
(e.g., 218.242.130.19 in this case). Press the IKE Pre-Shared Key button to set the PSK;
and select Medium (AH) or High (ESP) as the security method.

3. Dial-In Settings

Allowed Dial-In Type Username |'?'?'? |

r
PRPTP Password | |
IPsec Tunnel

| B L2TP with TPsec Policy )

V1 Compression O on ® oOff

IKE Authentication Method

fl Specify Remote VPN Gateway ) [“lPre-Shared Key
Peer VPN Server IP [ IKE Pre-Shared Key ” |]
\(218-242.130.19 J v Digital Signature(X.509)
or Peer ID |
Local ID

@ Alternative Subject Name First
(0 subject Name First

IPsec Security Method
Medium{AH)
High{ESP) DES [¥] 3DES [¥] AES

4. Gre over IPsec Settings

5. Continue to navigate to the TCP/IP Network Settings for setting the LAN IP for remote
side.

High{ESF ) ¥l DES ¥l SDES ¥ AES
4. Gre over IPsec Settings
[J Enable IPsec Dial-Out function GRE over IPsec
O Logical Traffic My GRE IP Peer GRE IP| |
5. TCP/IP Network Settings

My WAN IP 0000 RIP Direction

Remote Gateway IP |U.[].[J.U Zrom first subnet to remote network, you have to
0

Remote Metwork IP |192.1BB.1.U

[ change default route to this YPN tunnel { Only
single WAN supports this )

I
Local Network [F [ THe 1o 1.

|
|
|
Remote Metwork Mask |255.255.255.U |
!
|

Local Network Mask |255.255.255.U

’ OK ] ’ Clear ] ’ Cancel

6. Click OK to save the settings.
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7. Open VPN and Remote Access>>Connection Management to check the dial-in
connection status (from branch office).

VPN and Remote Access == Connection Management

Dial-out Tool Refresh Seconds : |5 ¥
(V2920 ) 172.16.2.145 v

VPN Connection Status

Current Page: 1 Page Mo.

Tx Tx Rate Rx Rx Rate

VPN Type Remote IP Virtual Network Pkis (Bps) Pkts (Bps) UpTime
¢ ven ;ewerj DIEF:SS_:‘.:_'I:“;LIetlh 218.242,130,1%  192.168.1.0/24 353 3 291 3 0:13:53

warreeEy | Data is encrypted,
KHHEAREA | UdLd 151 L ETILTYHLELL
Configuration on Vigor Router for Branch Office
1.  Log into the web user interface of Vigor router.

2. Open VPN and Remote Access>>LAN to LAN to create a LAN-to-LAN profile. The
following settings are for a permanent VPN connection.

VPN and Remote Access >> LAN to LAN

LAN-to-LAN Profiles: | Setto Factory Default |
View: @ All O Trunk
Index Name Active Status Index Name Active Status

1 X kT4 X

2 X 18. X

3 X 19, X

4 X 20. X

5 X 2n X

3. Click any index number to open the configuration page. Type a name which is easy for
identification for such profile (in this case, type VPN Client), and check the box of
Enable This Profile. For such Vigor router will be set as a client, the call direction shall
be set as Dial-out. Check the box of Always on for a permanent VPN connection.

VPN and Remote Access == LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name VPN Client Call Direction  © Both @ Dial-out O Dial-in
Enable this profile lways on

Idle Timeout second(s)
VPN Dial-Out Through WANT1 First ¥| | O enable PING to keep alive
Netbios Naming Packet ®Pass (O Block PING to the IP

Multicast via VPN ®pass OBlock
(for some IGMP,IP-Camera,DHCP Relay..etc.)

NI e ~
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4. Now navigate to the next section, Dial-Out Settings to select the IPsec Tunnel service
and type the remote server IP/host name (e.g., 218.242.133.91, in this case). Press the
IKE Pre-Shared Key button to set the PSK; and select Medium (AH) or High (ESP)
as the security method.

2. Dial-Out Settings

Type of Server | am calling Username | |

QO ppTp Password | |
[ & IPsec Tunnel

PPP Authentication

O L2TP with IPsec Policy W3] Compression on Off

Server IP/Host Name for VPN. IKE Authentication Method
(such as draytek.com or 123.45.67.89)

218 242133 91 |

® Pre-Shared Key

’ IKE Pre-Shared Key ]looooo.oooo

) Digital Signature(X.509)
Peer ID
Local ID
Alternative Subject Name First
) Subject Name First

IPsec Security Method

O Medium{AH)
@ High(ESP) | 3DES with Authentication v

Advanced

Index(1-15) in Schedule Setup:

| -'| |-’| |

5. Continue to navigate to the TCP/IP Network Settings for setting the LAN IP for the
remote side.

.

4. Gre over IPsec Settings

[ Enable IPsec Dial-Out function GRE over IPsec

[ Logical Traffic My GRE IP Peer GRE IP | |
5. TCP/IP Network Settings

My WAN 1P 0000 | |RIP Direction

|[] 000 | From first subnet to remote network, you have to
00 do

Remote MNetwork IP |1?2.1?.1.[]
Remote Metwork Mask |255.255.255.U

Local Network IP |192.1BE.1.9 | D Change default route to this VPN tunnel ( Only
single WAN supports this

Remote Gateway IP

Local Network Mask |255 255 285 0 |

’ oK ] [ Clear ] ’ Cancel

6. Click OK to save the settings.
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7.

Open VPN and Remote Access>>Connection Management to check the dial-in
connection status (from head office).

VPN and Remote Access > Connection Management

Dial-out Tool Refresh Seconds : |2 %
(V2920 ) 172.16.2.145 v
VPN Connection Status
Current Page: 1 Page Mo.
VPN Type Remote IP Virtual Network T Tx Rate Rx Rx Rate UpTime

Pkts (Bps) Pkts (Bps)

(VPNEIEM_) DIEDSS_ES'C_'HT&L 218,242,133.91 172.17.1.0/24 ! a 132 36 me41 |Drop

sussanyy o Data is encrypted.
wwmnnnsy ¢ Data isn't encrypted.

4.5 How to Optimize the Bandwidth through QoS Technology

Have you ever gotten any problems in uploading/downloading files (Voice, video or
email/data only) with the narrow/districted bandwidth you may share from the common
Internet connection line? The advanced bandwidth management technology-QoS (Quality of
Service) helps you to well allocate the bandwidth upon your demand of Voice, Video, or Data
transferring. Let's see how to get the optimum bandwidth per your request by using DrayTek
Vigor router as below.

Scenario: The Internet connection you got from ISP line is 2MB/512Kb. There are VVoIP
telephony network, IPTV set top box and data server at your home. Assume you want to
allocate 30% of the bandwidth you got to VolP demand, 50% for IPTV, 15% for mail/data,
5% for others. Let's see how easily it is to do the setting as below:

1.
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Open Bandwidth Management>> Quality of Service.

You will get the following page. Click the Edit link for Class 1.

Bandwidth Management >> Quality of Service

General Setup | Set to Factory Default |
upp .
Index Status Bandwidth Direction Class Class Class Others Bandwidth On_lln:a
1 2 3 Statistics
Control

WAM1 Disable 101060.00Kbps/98180.00Kbps 25% 25% 25% 25% Inactive Status  Setup
WAM2 Disable 100000Kbps,/100000Kbps 25% 25% 25%  25% Inactive Status  Setup
WAMZ Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status  Setup
Class Rule

Index Name Rule Service Type

Class 2 a Edit

Class 3 Edit
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3. Inthe following page, type a name (e.g., VVolP) for such class and click Add.

Bandwidth Management == Quality of Service

Class | 1
Mame |V0|F'| | ] [ Tag packets as: | Default e
Diffserv .
NO Status Local Address Remote Address CodePoint Service Type
1 Empty - - - -

[Add | |[ Edit | [Delete |

[ Ok ] [ Cancel ]

4.  Check the box of ACT. Click Edit to specify the local address.

Bandwidth Management >> Quality of Service

Rule Edit
ACT
Ernet Type ®1pva O1PvE
Local Address | | I dit
Remote Address | | [Edit
DiffServ CodePoint [Anry |
Service Type |-—-F'redeﬁned-—- V|

Note: Please choose/setup the Service Type first.

’ Ok ] ’ Cancel ]

5. Inthe pop-up window, choose Range Address as the Address Type and type the start IP
address and end IP address in relational fields. Click OK to save the settings and exit the
window.

Ethernet Type: IPv4

Address Type Range Address %

Start IP Address [172.16.1.240 |

End IP Address [172.16.1.241] |

Subnet Mask | |

[ ok | | Close |

6. Click OK again to save the settings.

Bandwidth Management => Quality of Service

Rule Edit
ACT
Ethernet Type ®1Pva OIPvE
Local Address | |
Remote Address | | [Edi
DiffServ CodePoint [Any |
Service Type |---Predeﬁned--- v|

Note: Please choose/setup the Service Type first.

[ Ok ] [ Cancel ]

Vigor2860 Series User’'s Guide 404 Dray Tek



The class rule for VVolP has been set. Click OK to return to previous page.

Bandwidth Management == Quality of Service

Class Index #1

Name [VolP O Tag packets as: | Default

W
DiffServ .
NO Status Local Address Remote Address CodePoint Service Type
- 172.16.1.240 ~
10 g 172.16.1.241 Gy GL

ANY

[ Add | [ Edit | [Delete ]

[ OK ] [ Cancel ]

Do the same steps to add class rules for IPTV and Data/Email with IP addresses as
shown below.

Bandwidth Management >=> Quality of Service

Class Index #2

Mame |IPTV [0 Tag packets as: | Default v
DiffServ .
NO Status Local Address Remote Address CodePoint Service Type
. 172.16.1.242 ~
10 Active T Any ANY ANY
[ Add | [ Edit | [Delete]
[ oK ] [ Cancel ]
and
Bandwidth Management == Quality of Service
Class Index #3
Name Data/Email O Tag packets as: Default w
DiffServ .
NO Status Local Address Remote Address CodepPoint Service Type
) Active Any Any IP precedence 2 ANY

[ Add | [ Edit | [Delete

[ OK H [ Cancel ]
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9.  Assuming you get 2MB/512Kb Internet line. You can click the Setup link of WANL1 to
set up the bandwidth for different groups among VolIP, IPTV and Data/Email.

Bandwidth Management == Quality of Service

General Setup | Setto Factory Default |

Class Class Class uop Online
Index Status Bandwidth Direction Others Bandwidth .
2 Statistics
Control

WAN1 Disable 101060.00Kbps/98180.00Kbps 25% 25% 25% 25% Inactive Statug Setup
WAN2 Disable 100000Kbps/100000Kbps 2E5% 25% 25%  25% Inactive Statu .
WAN3 Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status  Setup
Class Rule

Index Name Rule Service Type

Class 1 VolP Edit

Class 2 IPTV Edit Edit

Class 3 Data/Email dit

10. Inthe Setup page, check the box of Enable the QoS Control. Type 30, 50 and 15 in the

boxes for VoIP, IPTV and Data/Email respectively. Check the box of Enable UDP
Bandwidth Control.

Bandwidth Management => Quality of Service

WAN1 General Setup
Enable the QoS Control |OUT ¥

Index Class Name
Class 1 VaolP
Class 2 IPTV
Class 3 Data/Email
Others

[ Enable UDP Bandwidth Control Limited_bandwidth Ratio Ya

[ outbound TCP ACK Prioritize

[ Ok ] [ Clear ] [ Cancel ]

11. Click OK to save the settings. The class rules for WANL1 are defined as shown below.

Bandwidth Management => Quality of Service

General Setup | Setto Factory Default |

Class Class uop Online
Index Status Bandwidth Directio Others Bandwidth

2 3 Control Statistics

WAN1 Enable 101060.00Kbps/98180.00Kbps Outbound o 50%  15% % Inactive Status  Setup
WANZ Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status  Setup
WANZ Disable 100000Kbps/100000Kbps 25% 25% 25%  25% Inactive Status  Setup
Class Rule

Index Name Rule Service Type
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4.6 QoS Setting Example

Assume a teleworker sometimes works at home and takes care of children. When working
time, he would use Vigor router at home to connect to the server in the headquarter office
downtown via either HTTPS or V PN to check email and access internal database. Meanwhile,
children may chat on Skype in the restroom.

1. Go to Bandwidth Management>>Quality of Service.

Bandwidth Management >> Quality of Service

General Setup | Set to Factory Default |

uDpP

Index Status Bandwidth Direction Class Class Class Others Bandwidth Onllin:a
2 3 Control Statistics

WAMN1 Disable 101060.00Kbps/98180.00Kbps 25% 25% 25% 25% Inactive Status  Setup
WANZ Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status  Setup
WAMZ Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status  Setup
Class Rule

Index Name Rule Service Type

Class 1 Edit

Class 2 Edit Edit

Class 3 Edit

2. Click Setup link of WAN(1/2/3). Make sure the QoS Control on the left corner is
checked. And select BOTH in Direction.

Bandwidth Management == Quality of Service

WAHN2 General Setup
Enable the QoS Control |BOTH |+

h,

WaM Inboun auT dth

AN Dutl:ucu..;idth

3.  Set Inbound/Outbound bandwidth.

Bandwidth Management == Quality of Service

WAN2 General Setup
Enable the QoS Control |BOTH

WAN Inbound Bandwidth 100000 Kbps

WAN Outbound Bandwidth 100000 Kbps
Index Class Name Reserved_bandwidth Ratio
Class 1 VoIP 25 0

]

Note: The rate of outbound/inbound must be smaller than the real bandwidth to
ensure correct calculation of QoS. It is suggested to set the bandwidth value for
inbound/outbound as 80% - 85% of physical network speed provided by ISP to
maximize the QoS performance.
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name “E-mail” for Class 1. Click OK to save the settings.

Bandwidth Management >> Quality of Service

Class Index #1

MName E-mail

[ Tag packets as: | Default

e
DiffServ .
NO Status Local Address Remote Address CodePoint Service Type
10 Active Any Any ANY

ANY

[Add | [ Edit | [Delete |

[ Ok ] [ Cancel ]

Click the Setup link for WAN2. The user can set reserved bandwidth (e.g., 25%) for
E-mail using protocol POP3 and SMTP. Click OK to save the settings.

Bandwidth Management => Quality of Service

WAN2 General Setup
Enable the QoS Control |BOTH v

WaN Inbound Bandwidth 100000 Kbps

WAN Outbound Bandwidth 100000 Kbps

Index Class Name Reserved_bandwidth Ratio
Class 1 E-mail
Class 2 25 %
Class 3 25 05
Others %a
[ Enable UDP Bandwidth Control Limited_bandwidth Ratio %

[ outbound TCP ACK Prioritize

[ Ok ] [ Clear ] [ Cancel ]

Return to previous page. Enter the Name of Index Class 2 by clicking Edit link. In this
index, the user will set reserved bandwidth for HTTPS. And click OK.

Bandwidth Management => Quality of Service

Class Index #2

Mame HTTPS [0 Tag packets as: | Default

w
NO Status Local Address Remote Address lefSer_v Service Type
CodePoint
. 172.16.1.242 ~
Active 172.16.1.240 Any ANY

ANY

[ Add | [ Edit | [ Delete |

[ oK ] [ Cancel ]
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7. Click Setup link for WANZ2.

Bandwidth Management => Quality of Service

General Setup | Set to Factory Default |

Class Class Class uop Online
Index Status Bandwidth Direction Others Bandwidth

1 2 3 Control Statistics

WAN1 Enable 101050.00Kbps/98180.00Kbps Qutbound 30% 50% 15% 5% Inactive Status

Setup
WANZ Enable 100000Kbps/100000Kbps Both 25% 2E5% 25% 25% Inactive Status E
WAN3 Disable 100000Kbps/100000Kbps 25% 25% 25% 25% Inactive Status STap

Class Rule
Index Name Rule Service Type
Class 1 E-mail Edit
Class 2 HTTPS Edit Edit
Class 3 Edit

8.  Check Enable UDP Bandwidth Control on the bottom to prevent enormous UDP traffic
influent other application. Click OK.

Bandwidth Management >> Quality of Service

WAN2 General Setup

Enable the QoS Control |BOTH v

WAN Inbound Bandwidth 100000 Kbps
WAN Outbound Bandwidth 100000 Kbps
Index Class Name Reserved_bandwidth Ratio
Class 1 E-mail %
Class 2 HTTPS q.-;,
Others I:I%
Enable UDP Bandwidth Control Limited_bandwidth Ratio %o

LI Outbound TCP ACK Priontize

[ (0134 ] [ Clear ] [ Cancel ]

9. If the worker has connected to the headquarter using host to host VPN tunnel. (Please
refer to Chapter 3 VPN for detail instruction), he may set up an index for it. Enter the
Class Name of Index 3. In this index, he will set reserved bandwidth for 1 VPN tunnel.

VPN Router
210.135.240.208

VPN Tunnel

Private Network Cooperate Network
192.168.1.0

192.168.2.0
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10.

Click Edit for Class 3 to open a new window. In this index, the user will set reserved

bandwidth for VPN,

Bandwidth Management => Quality of Service

Class Index #3

Mame

NO

1

VPN

[ Tag packets as: | Default ~
DiffServ .
Status Local Address Remote Address CodePoint Service Type
Empty - -

[ Add | [ Edit | [Delete |

[ OK ] [ Cancel ]

11. Click Add to open the following window. Check the ACT box, first.

Bandwidth Management >> Quality of Service

Rule Edit

Ethernet Type ®1rva O1Pve

Local Address
Remote Address
DiffServ CodePoint ANY v

Service Type ---Predefined--- v

Note: Please choose/setup the Service Type first.

[ oK ] [ Cancel ]

12. Then click Edit of Local Address to set a worker’s subnet address. Click Edit of
Remote Address to set headquarter’s IP address. Leave other fields and click OK.

Bandwidth Management == Quality of Service

Rule Edit

Vigor2860 Series User's Guide

ACT

Ethernet Type ®1Pv4 O1PVE

Local Address
Remote Address
DiffServ CodePoint ANY v

Service Type --Predefined--- v

Note: Please choose/setup the Service Type first.

QK ] [ Cancel

410 DrayTek



4.7 How to Implement the LDAP/AD Authentication for User
Management?

For simplifying the configuration of LDAP authentication for User Access Management, we
implement “Group” feature.

There is no need to pre-configure user profile for each user on Vigor router anymore. We only
need to configure the Groups DN, then the Vigor router (e.g., Vigor 3200 series) can pass the
authentication to LDAP server with the pre-defined Group path.

Below shows the configuration steps:

1.
2.

DrayTek

Access into the web user interface of the Vigor router.

Open Applications>>Active Directory /[LDAP to get the following page for
configuring LDAP related settings.

Applications => Active Directory /{LDAP

Active Directory /LDAP | Setto Factory Default |

Active Directory |

£ T LDAP Profiles

Enable
Bind Type Regular Mode +
Server IP Address 172.16.2.8
Destination Port 389
Regular DN uid=vpntest.ou=vpnuser.dc=ms, dc=draytel
Regular Password 1234

QK ] [ Cancel

There are three types of bind type supported:
® Simple Mode - Just simply do the bind authentication without any search action.

® Anonymous — Perform a search action first with Anonymous account then do the
bind authentication.

® Regular Mode- Mostly it is the same with anonymous mode. The different is that,
the server will firstly check if you have the search authority.
For the regular mode, you’ll need to type in the Regular DN and Regular
Password.

Create LDAP server profiles. Click the Active Directory /LDAP tab to open the profile
web page and click any one of the index number link.

If we have two groups “RD1” and “SHRD” on LDAP server, we can configure two
LDAP server profiles with different Group Distinguished Name.
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Applications == Active Directory /LDAP==>5erver Profiles

Index No. 1
MName |rd1 |
Common Mame Identifier |L|id |
Base Distinguished Name |0L|:people.dc:ms.dc=dra‘_\,'tek.dc=com |
Group Distinguished Name |cn=rd1.0L|=gr0up.dc=ms.dc=dra‘3.'tek.dc=c||
[ oK ] [ Cancel
and

Applications »> Active Directory /LDAP>>Server Profiles

Index No. 2
MName |Shrd |
Common Name Identifier |L|id |
Base Distinguished Mame |0L|=peop|e.dc=ms.dc=dray‘[ek.dc=c0m |
Group Distinguished Name |cn=shrd.ou=gruup.dc=ms.dc=draytek.dc=|

[ oK ] [ Cancel ]

4. Click OK to save the settings above.

5.  Open User Management>>General Setup. Select User-Based as the Mode option.

User Management => General Setup

General Setup

Mode:

Notice :

1. User Management will refer to active rules in Data Filter as whitelists and blacklists
in user-based firewall mode.

2. Users match the above lists will not be required for authentication.
The firewall rules policy will still valid.

3. Otherwise, authentication required for users not matched the above lists.
The firewall rules designated in the user profile's policy will still valid.

Landing Page (Max 255 characters) Preview| Setto Factory Default |

<body stats=l><script language='javascript'>
window.location='http://www.dravtek.com'</script></body>

oK ] [ Clear ] [ Cancel
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6.

7.

DrayTek

VPN and Remote Access >> PPP General Setup

PPP General Setup
PPPIMP Protocol

Dial-In PPP
Authentication PAF or CHAP |4

Dial-In PPP Encryption - ~
{MPPE) Cptienal MPPE

Mutual Authentication (PAP) O ves @ No
Username

Passwoaord

IP Address Assignment for Dial-In Users

{(When DHCP Disahle set)

Assigned IP start LAN 1 [192.168.1.200
LAN 2
LAMN 3
LAM 4
LAM 5

413

Then open VPN and Remote Access>>PPP General Setup to check the profile(s) that
will be authenticated with LDAP server.

After above configurations, users belong to either “rd1” or “shrd” group can access
Internet after inputting their credentials on LDAP server.
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4.8 How to use Landing Page Feature

Landing Page is a special feature configured under User Management. It can specify the
message, content to be seen or specify which website to be accessed into when users try to
access into the Internet by passing the authentication. Here, we take Vigor2860 series router as
an example.

Example 1:Users can see the message for landing page after logging into
Internet successfully

1. Open the web user interface of Vigor2860.

2. Open User Management -> General Setup to get the following page. In the field of
Landing Page, please type the words of “Login Success”. Please note that the maximum
number of characters to be typed here is 255.

User Management >> General Setup

General Setup

Mode: User-Based

MNotice :

1. User Management will refer to active rules in Data Filter as whitelists and blacklists
in user-based firewall mode.

2. Users match the above lists will not be required for authentication.
The firewall rules policy will still valid.

3. Otherwise, authentication reguired for users not matched the above lists.
The firewall rules designated in the user profile's policy will still valid.

Landing Page (Max 255 characters) Preview| Setto Factory Default |

Login success

[ oK ] [ Clear ] [ Cancel ]

3. Now you can enable the Landing Page function. Open User Management -> User
Profile and click one of the index number (e.g., index number 3) links.

User Management >> User Profile

User Profile Table
Profile Name
admin
Dial-In User

| HI!‘*—1 [=
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4.

DrayTek

In the following page, check the box of Landing page and click OK to save the settings.

User Management >>User Profile

Profile Index 3

Enable this account

User Name
Password D
Confirm Password ]
Idle Timeout min(s) 0:Unlimited
Max User Login I:l 0:Unlimited
External Server Authentication
Pop Browser Tracking Window
Authentication Web Alert Tool Telnet
I Landing Page I

Enable Time Quata

Index(1-13) in Schedule Setup:

Add

D min(s)[ Refresh ], [ ]more 0 min(s)

(I ) N I

[ oK

J

Clear ][ Cancel ]

Open any browser (e.g., FireFox, Internet Explorer). The logging page will appear and
asks for username and password. Please type the correct username and password.

~

Username

Password

~

Click Login. If the logging is successful, you will see the message of Login Success

from the browser you use.

w7l

@ [Piotyered h)r Dray'hek]

Logjg Success

m {f’ M AN
- ' | ngmgz 168,10, 1/dociuser 1ogm'ih f -\.
OO DeenTekGronp O #EETH (O SEMEREE

O FiEE
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Example 2 : The system will connect to http://www.draytek.com
automatically after logging into Internet successfully

1. Inthe field of Landing Page, please type the words as below:

*“ <body stats=1><script language="javascript'>
window.location="http://www.draytek.com'</script></body>"

User Management == General Setup

General Setup

Mode: User-Based

Notice

1. User Management will refer to active rules in Data Filter as whitelists and blacklists
in user-based firewall mode.

2. Users match the above lists will not be required for authentication.
The firewall rules palicy will still valid.

3. Otherwise, authentication required for users not matched the above lists.
The firewall rules designated in the user profile's policy will still valid.

Landing Page (Max 255 characters) Preview| Setto Factory Default |
<body stata=lx<script language="] ipt'>
window.location="http://www.dra on'</gcript></body>

[ ok | [ clear | [ cancel |

2. Next, enable the Landing Page function. Open User Management -> User Profile and
click one of the index number (e.g., index number 3) links.

User Management == User Profile

User Profile Table

Profile Name
1. admin
2 Cial-In User
3.
4.

3. Inthe following page, check the box of Landing page and click OK to save the settings.
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4.

5.

DrayTek

User Management >>User Profile

Profile Index 3

Enable this account
User Name

Password

Confirm Password

Idle Timeout

Max User Login

External Server Authentication
Log

Pop Browser Tracking Window
Authentication

Landing Page

Enable Time Quota

Index(1-13) in Schedule Setup:

poee ]
L 1

minis) 0:Unlimited
l:l 0:Unlimited

Web Alert Toal
’U—|min(s)[ Refresh ]J [ Add
I I I

Telnet

] maore [0 minis)

[

QK ] [ Clear ][ Cancel ]

Open any browser (e.g., FireFox, Internet Explorer). The logging page will appear and
asks for username and password. Please type the correct username and password.

-

Username

Password

Copyright

~

iCaCa J

Click Login. If the logging is successful, you will be directed into the website of

www.draytek.com.

| DDisyTek Comp - Hesdgharkrs

! &= C N O www.dnayek.comfuser/index php lang=en-US

03 Doy Tek Growp (3 @ERF & (O SRR

DrayTek
|

What's New &
> DrayTek Milestone Development
for Reliable IP-based Metwork
»> more

Mew Hormepage

Awards/Reviews
> DrayTek VigorlPPBX 2820 got
the positive review by MREZA
magazine in Croatia
=> more

Events

ITEXP . DrayTek Unveils Latest
Solutions for Mext
Generation Metworks at

Solutions

ITEXPO East
Jan 3110 Feb 32012 Product Quick Finder
Miarmi FL, USA
| --- Please Select — M
>3 more M
&1 = N

About DrayTek

¥ F AR i =\ W =lEE
R 71 ﬂ}‘ Ve 4
% f N|
01 Eib=% |
MyVigor Login  Global { English) [v| |searcn 1 A

Products Support Solutions Contact Us

2r2830Vn plus

m ADSL2/2+ Firewall Rout

ual Band _ Muitis
subnais

AIENEN - |

@BIT Hall 13, C56
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4.9 How to Send a Notification to Specified Phone Number via
SMS Service in WAN Disconnection

Follow the steps listed below:

1. Log into the web user interface of Vigor router.

2. Configure relational objects first. Open Object Settings>>SMS/Mail Server Object to
get the following page.

Object Settings == SMS / Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider

1. kotsms.com.tw (TW)
2. kotsms.com.tw (TW)
3. kotsms.com.tw (TW)
4. kotsms.com.tw (TW)
3. kotsms.com.tw (TW)
B. kotsms.com.tw (TW)
i. kotsms.com.tw (TW)
kotsms.com.tw (TW)
9. Custom 1

10 Custom 2

Index 1 to Index 8 allows you to choose the built-in SMS service provider. If the SMS
service provider is not on the list, you can configure Index 9 and Index 10 to add the new
service provider to Vigor router.

3. Choose any index number (e.g., Index 1 in this case) to configure the SMS Provider
setting. In the following page, type the username and password and set the quota that the
router can send the message out.

Object Settings == SMS [ Mail Service Object

Profile Index: 1

Profile Mame Local number

Service Provider kotsms.com . tw (TW) v

Username ahbcs026

Passwaord e

Quota 3

Sending Interval 3 (seconds)
oK ] [ Clear ] [ Cancel
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4.  After finished the settings, click OK to return to previous page. Now you have finished
the configuration of the SMS Provider profile setting.

Object Settings == SMS [ Mail Service Object

SMS Provider Mail Server | Setto Factory Default |
Index Profile Name SMS Provider
I 1. Local number kotsms.com.tw [TW) I

2. kotsms.com.tw [TW)
3. kotsms.com.tw (TW)
4. kotsms.com.tw (TW)
5. kotsms.com.tw (TW)
6. kotsms.com.tw [TW)
T kotsms.com.tw {TW)
kotsms.com.tw [TW)
9. Custom 1

10 Custom 2

5. Open Object Settings>>Notification Object to configure the event conditions of the
notification.

Object Settings = Notification Object

| Setto Factory Default |

Index Profile Name Settings

[2o [N e R e g

6. Choose any index number (e.g., Index 1 in this case) to configure conditions for sending
the SMS. In the following page, type the name of the profile and check the Disconnected
and Reconnected boxes for WAN to work in concert with the topic of this paper.

Object Settings == Notification Object

Profile Index: 1

Profile Name VWAMN_Motify
Category Status
IW,&N ¥ Disconnected [“]Reconnected I
VPH Tunnel [ IDisconnected [ IReconnected
Temperature Alert out of Range
’ QK l [ Clear ] [ Cancel
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7. After finished the settings, click OK to return to previous page. You have finished the
configuration of the notification object profile setting.

Object Settings => Notification Object

| Setto Factory Default |

Index Profile Name Settings
WAN_Notify WAN |

e N o

8. Now, open Application >> SMS / Mail Alert Service. Use the drop down list to choose
SMS Provider and the Notify Profile (specify the time of sending SMS). Then, type the
phone number in the field of Recipient (the one who will receive the SMS).

Application => SMS [ Mail Alert Service

SMS Provider Mail Server | Setto Factory Default |

Index SMS Provider Recipient Notify Profile Schedule(1-15)
1 1 - Local number + I 0912345678 I 1 - VWAN_Notify +

2
30
4
50

o0O0Ooao

[ OK ] [ Cancel ]

9. Click OK to save the settings. Later, if one of the WAN connections fails in your router,
the system will send out SMS to the phone number specified. If the router has only one
WAN interface, the system will send out SMS to the phone number while reconnecting
the WAN interface successfully.
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Remark: How the customize the SMS Provider

Choose one of the Index numbers (9 or 10) allowing you to customize the SMS Provider. In
the web page, type the URL string of the SMS provider and type the username and password.
After clicking OK, the new added SMS provider will be added and will be available for you to
specify for sending SMS out.

Object Settings == SMS [ Mail Service Object

Profile Index: 9
Profile Mame

Service Provider clickatell

Please contact with your SMS provide to get the exact URL String

eg:bulksms.vsms.net:5567/eapi/submission/send_sms/2/2.0%usermname=2=2txtUserz==
&password==ZZtxtPwd=£2&msisdn=2=2tutDestE££&message===tutMsg===
Username ilan123
Password LI
Quota 3
Sending Interval 3 (seconds)

QK ] [ Clear ] [ Cancel
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4.10 How to Create an Account for MyVigor

The website of MyVigor (a server located on http://myvigor.draytek.com) provides several
useful services (such as Anti-Spam, Web Content Filter, Anti-Intrusion, and etc.) to filtering
the web pages for the sake of protecting your system.

To access into MyVigor for getting more information, please create an account for MyVigor.

4.10.1 Create an Account via Vigor Router
1. Click CSM>> Web Content Filter Profile. The following page will appear.

C5M == Web Content Filter Profile

Web-Filter License Activate
[Status:Mot Activated]

Setup Query Server auto-selected Eind more
Setup Test Server auto-selected Find more
Wehb Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile Name
1. Default 5.
2. 6.
3. s
4. 8.
Administration Message (Max 255 characters) Cache : |L1+ L2 Cache +

<body»<center><brr<br><br><p>The reguested Web page <br> from %5IP% <br>to %URL%Y

<br>that is categorized with %CL% <br>has keen klocked by FRENAMEZ Wek Content
Filter.<p>Please contact your system administrator for further
information.</center></body>

Or

Click System Maintenance>>Activation to open the following page.

System Maintenance == Activation Activate via interface : | auto-selected »
Web-Filter License Activate
[Status:Mot Activated]

Authentication Message

Letivation authenticate fail, contact with support@draytek.com, 2012-10-30 16:17:01
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2. Click the Activate link. A login page for MyVigor web site will pop up automatically.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

UserMame : I |

Password : | |

Auth Code | txxhdd

Hyouw cannot read the word, glid here

Forgotten passwaord?

Don't have a MyVigor Account ? Create an account now

It you are having difficulty logging in, contact our customer senvice.

Customer Sendce @ (386)3 597 2727 or
3. Click the link of Create an account now.

4. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

1. Agresment

B

[

epemonm Information Draytek provides hiyvigor(myvigor draytek com) service according to this agreement . Ywhen you use

Myigor service, it means that you have read, understand and agree to accept the tems listed in this

agreement. Draytek can modify or change the content of the tems without any reasons. it is

GP O ETS suggested for you to notice the medications or changes at any time. If vou still use MyYigor service
after knowing the modifications and changes of this service, it means you have read, understand and

agree to accept the modifications and changes. If you do not agree the content of this agreement,
R please stop using MyYigaor service.
eCompletlon

2. Registration
To use this service, you have to agree the following conditions:

[(3) Prowide your complete and correct information accarding to the registration steps of this service.

If voul provids snv incorrect or fake nformation here, DravTek has the okt to pauss of terminate

I'have read and understand the above Agreement. (Use the seroll bar to view the entire agreement)

[[<<Back | [ Accepts> |
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5. Type your personal information in this page and then click Continue.

Register

Create an account - Please enter personal profile. (Fields marked by (%) are required)
(3~ 20 characters)

Account Information
cAg reement
LLLL]

Usararmer iMETY [ [ Check Account ]
Password:™ ol — : |

6_ (4~ 20 characters : Do not set the same as the usemame.)
Confirm Password:* |

e
Personal Information
ePtehunces First Name:™ Mary ]
Last Name:* Ted |
eCompleﬁon Company Name: Tech Lid. |
Email Address:™

\mary_ted@tech.com |

Please note that a valid E-mail address is required to rece fve the Subseription Code. You will
need this code to activate your account.

Tel: 0 2] |
Country:™ | SWITZERLAND v
Career™ | Supervisor - |

[ <<Back | [ Continue >> |

6. Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

How did you find out about this website?
GAQ[%ment
What kind of anti-virus do you use? |Am|V|r ~
Personal I would like to subscribe to the MyVigor e-letter.

Information | would like to receive DrayTek product news.

Please select the mail server for receiving the

a q q Global Server | %

GCompletion [ <<Back | [ Continue >> |
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7. Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

Completion
oAgreement

A confirmation email has been sent to mary ted@tech.com
Please click on the activation linlt in the email

Personal

Information

to activate your account
e,Preferences ’TART
GCnmpletinn

8. Check to see the confirmation email with the title of New Account Confirmation
Letter from myvigor.draytek.com.

#AH4E* Thiz 13 an automated message from mywigor. draytek com e+

Thank you (Mary) for creating an account.
Please chck on the activation link below to activate your account

Ll : Activate my Account

9. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register Search for this site| H GO ]

Register Confirm

Thanlk for your register in WigorPro Yeb Site
The Register process is completed
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10. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

Auth Code ;

T4he1C

I you cannot read the word glick here

Forgotten password?

Don't have a MyVigor Account ? Create an account now

If you are having difficulty logging in, contact our customer service.
Customner Senvice : (386)3 597 2727 or

11. Now, click Login. Your account has been activated. You can access into MyVigor server
to activate the service (e.g., WCF) that you want.

4.10.2 Create an Account via MyVigor Web Site

1. Access into http://myvigor.draytek.com. Find the line of Not registered yet?. Then, click
the link Click here! to access into next page.

Dray Tek

A Home earch

yvgerfor ot 5

About Us

MyVigor website replaces the VigorPro site as DrayTek's portal site for l:l
Product the latest products and services in network security, including Anti- Userame
My Information Virus, Anti-Spam, Web Content Filter... etc. The products and functions Password
VigorPro that are supported in this site include: AuthCode :l
VigorPro Unified Security Firewall series: Q) k Vd
« Activation of Commtouch™ Globalview Web Content Filter If you cart read the AuthCode . click here
license key
« Activation of DT Anti-Virus license key
» Activation of Kaspersky Anti-Virus license key » Forget password?

hTH

Activation of Commtouc
membership

Anti-Spam license key and

Not registered yet ? Click here!

Vigor routers (for models that support Commlouchm}

« Activation of Commtouch™ Globalview Web Content Filter
license key

The MyVigor website contains a trail version of commtouchT™
GlobalView Web Content Filter, which allows the users to set filters to
block out undesirable web pages in the Internet jungle.

Please use IE 5.0 or above

{ resolution 1024+ 768 } for best More customer-oriented services are planned for MyVigor site for the
display. © DrayTek Corp near future.
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2. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

1. Agresment

|

[

Gpemomﬂ Information Dratek provices MyYigarimyvigor draytek com) service sccording to this sgreement. When you use
hlyigor service, t means that you have read, understand and agree to accept the tems listed inthiz
agreement. Draytek can modify o change the content of the tems without any reasons. s
epmfem“ces suggssted for you to notice the medications or changes at any time. If you stil use MyVigor service
after knowing the modifications and changes of this service, it means you have read, understand and
agres to accept the modifications and changes. If you oo not agree the content of this aoreement,

. please stop using MyWigor service
eCompletlon

2. Registration

To uze this service, you have to agree the following conditions:

(&) Provide your complete and correct information according to the registration steps of this service.
Tl vou provide any incorrect or fake information here. DravTek haz the rioht to pauze or terminate ™

I have read and understand the abowe Agreement. (Use the seroll barto view the entire agreement)

[<<Back ] L Accept == ]

3. Type your personal information in this page and then click Continue.

Register

Create an account - Please enter personal profile.(Fields marked by (*) are required)

Account Information

cAgreemem Userllame:* [Mary | [_Check Account |
(3~ 20 characters)

Password.” jsane
6_ (4=~ 20 characters : Do not set the same asthe usemame.)
Confirm Password.” [

i.l..
Personal Information
aPrele:ences First Nare:* |Mary |
Last Name:* [Ted |
GCompleﬁuu Company Name: iTech Ltd.

Email Address:* !mary__ted@te ch.com

Please note that a valid E-mail address is required to receive the Subscription Code. You will
need this code to activate your account.

Tel: o |- |
Country.™ | SWTZERLAND v
Career™

[ ¢<<Back | [ Continue>> |

4. Choose proper selection for your computer and click Continue.

DrayTek

Create an account - Please enter personal profile.

How did you find out about this website?
GAgreemem

What kind of antivirus do you use? |AntiVir s
. . ) | - .
Personal I would like to subscribe to the MyVigor e letter
nfermation I would like to receive DrayTek product news.

Please select the mail server for receiving the
. - . Global Server W

GCompletion [ << Back ] [ Continue == ]
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5. Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

Completion
GAgreement

A confirmation etail has been sent to mary ted@tech.com
Please click on the activation link in the email
to activate your account

Personal
Information

Grroerences START
GCompletiun

6. Check to see the confirmation email with the title of New Account Confirmation
Letter from myvigor.draytek.com.

#AHEF Thiz 13 an automated message from mywigor. draytek com ¥4k

Thank you (Mary) for creating an account.
Please click on the activation link below to activate your account

Ll : Activate my Account

7. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register Search for this site
Register Confirm

The Confirm message of New Owner(Mary) mavbe timeout
Please trv again or contact to drayiek.com
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8. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password. Then type the code in the box of Auth
Code according to the value displayed on the right side of it.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

Userhlame : [MBIS' |
Password : |"" |
Auth Code - | TahelC T4he1C

If you cannot read the word, clidd here

Eorgotten password?

Don't have a MyVigor Account ? Create an account now

It you are having difficulty logging in, contact our customer senvice.
Custorner Sendee : (388) 3 587 2727 or

Now, click Login. Your account has been activated. You can access into MyVigor server to
activate the service (e.g., WCF) that you want.
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4.11 How to Setup Address Mapping

Address Mapping is used to map a specified private IP or a range of private IPs of NAT subnet
into a specified WAN IP (or WAN IP alias IP). Refer to the following figure.

Group 1
192.168.1.X
Host1 -E NAT
192.168.1.23 o WAN1
z = 202.211.100.10
] - WAN1 alias
.E b L = 202.211.100.11
Host 2 = _ -] =
192.168.1.100 = WAN2
= 203.98.200.10
Host 3
192.168.1.56 Group1 maps to WAN1

Host 1 maps to WAN1
Host 2 maps to WAN1 alias
Host 3 maps to WAN2

Suppose the WAN settings for a router are configured as follows:

WANT1: 202.211.100.10, WANT1 alias: 202.211.100.11
WANZ: 203.98.200.10

Without address mapping feature, when a NAT host with an IP say "192.168.1.10" sends a
packet to the WAN side (or the Internet), the source address of the NAT host will be mapped
into either 202.211.100.10 or 203.98.200.10 (which IP or mapping is decided by the internal
load balancing algorithm).

With address mapping feature, you can manually configure any host mapping to any WAN
interface to fit the request. In the above example, you can configure NAT Host 1 to always
map to 202.211.100.10 (WANL1); Host 2 to always map to 202.211.100.11 (WANL1 alias);
Host 3 always map to 203.98.200.10 (WAN2) and Group 1 to always map to 202.211.100.10
(WANTL).

NAT Address Mapping function lets you specify the outgoing IP address(es) for one internal
IP address or a block of internal IP addresses.

We will take an example to introduce how to make use of this feature.
1.  Log into the web user interface of Vigor2860.

2. Open WAN>>Internet Access. For WANL1, choose MPoA/Static or Dynamic IP as the
Access Mode.

VVAN >> Internet ACcess

Internet Access

Index Display Name Physical Mode Access Mode

WANL ADSL / VDSL2 "
WANZ Ethernet Static or Dynamic IP w
WAN3 USB MNone v

Note : Only one WAN can support IPva.
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3. Click the Details Page of WAN 1 to open the following page. From the above figure, set
main WAN IP address as 202.211.100.10.

WAN 1
PPPoE | PPPoA MPoA / Static or Dynamic IP IPvG
® Enable O Disable WAN IP Network Se!lingsl VAN IF Alias l
Obtai IP addr utomaticall
Modem Settings (for ADSL only) gﬂ " B |:m RUdrans: o :\:1 cally i
Multi-PVC channel | Channel 2 v - e.r sl pAGOr -3
Encapsulation E\an;am '_“a:': =
= 1 : Required for some 5
1462 .BT_IE_E_TQEU i LLC i DHCP Client Identifier for some ISP

VRl g | [J enable
Vel :3._3 | - Username
Modulation | Multimode ¥ Password
WAN Connection Detection is:;;w an [P address e ———

Mode ARP Detect | pheir e —

; = = Subret Mask |255.255.255.0

Ping IP [ _ L

TTL: Gateway IP Address
MTU 1492 | (Max:1500) ® Default MAC Address

0 J O specify a MAC Address

RIP Protocol MAC Address: oo | 1D | faa Hss | 87 | 451

Click the WAN IP Alias button to configure the other P address which is 202.211.100.11.
Make sure Join IP NAT Pool is not checked. Click OK to save the settings.

WAN1 IP Alias ( Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool
1. 202.211.10010 |
( 20221110011 | O |
0.0.0.0 |
0.0.0.0 |
0.0.0.0 |
|
I

0.0.0.0
0.0.0.0
0.0.0.0

o By T goUy - geoy ™
OO00000O|E

[ ok | [ Clearan | [ Close |
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4.  After finished configuration for WANL1, open Load-Balance/Route Policy.

Load-Balance/Route Policy

Policy Route

Index Enable Protocol Interface

[LT=T 1= - T N I [~ P [ I N N [ ]

-
=13

== 11

5. Click Index number 1 and 2 to configure the details

|

O
O
O
O
O
O
O
O
O

any
any
any
any
any
any
any
any
any

any

WANL
WANL
WANL
WANL
WANL
WANL
WANL
WANL
WANL

WANL

Interface SrcIP SrcIP DestIP DestIP
Address Start End Start End

| 11-20 | 21-30 | 31-40 | 41-50 ===

to save the settings respectively.

Load-Balance/Route Policy

Index: 1

Vigor2860 Series User's Guide

Enable
criteria

Protocal
Source IP

Destination IP

Destination Port

send to if criteria matched

Interface

Interface Address

Gateway IP

more options

any w

QO any

& SrcIP Start Src IP End
192 168.1.16 ~ (192168131

@ any

O Dest IP Start Dest IP End

® any

O Dest Port Start Dest Port End

WAN1
S
& default gateway

O specific gateway

[ auto Failover To The Other WAN
Packet Forwarding to WAN via © force NAT

© force Routing

oK ] [ clear | [ cancel

432

o

| Setto Factory Default |

Dest Dest
Port Port

Start End

Move Move

e e e e e e [ [ [ =

Down

Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

Next ==

. After finished the settings, click OK

DrayTek



And

Load-Balance/Route Policy

Index: 2

Enable

criteria

Protocaol any -

Source IP O any
@ SrcIP Start Src IP End

192.168.1.100 ~ 192.168.1.1DD|

Destination IP ® any
O Dest IP Start Dest IP End
® any

Destination Port O Dest Port Start Dest Port End

send to if criteria matched

Interface
Interface Address
Gateway IP ® default gateway
O specific gateway
more options

[ Auto Failover To The Other WAN
Packet Forwarding to WAN via farce NAT

force Routing

[ ok | [ cear | [ cancel |

6. Upon completing the above configuration, you have specified the outgoing IP address(es)
for some specific computers.

Load-Balance/Route Policy "1’
Policy Route | Set to Factory Default |
Index Enable Protocol Interface Ithl'ej:f:sc: SrcIP Start  SrcIP End DIEF'St DI?JSt [I:EIS': [F::E?tt Move S‘;:fﬁ
Start End Start End

1 any WAN1 192.168.1.16 192.168.1.31 Any Any Any Any Down

2 any WANL1  202.211.100.11 192.168.1.100 192.168.1.100 Any Any Any Any UP  Down

3 O any WANL = UP Down

4 [ any WANL --- UP  Down

5 O any WAN1 UP Down

[} O any WAN1 UP  Down

7 | any WAN1 UP  Down

8 O any WANL UP  Down

9 Il any WAN1 UP Down
10 O any WAN1 UP  Down
Mext ==

7. Now, you bind some specific computers to some WAN IP alias for outgoing traffic.
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4.12 How to Configure Certain Computers Accessing to Internet

We can specify certain computers (e.g., 192.168.1.10 ~ 192.168.1.20) accessing to Internet
through Vigor router. Others (e.g., 192.168.1.31 and 192.168.1.32) outside the range can get

the source from LAN only.

Internet

PC PC
192.168.1.10 192.168.1.20

PELLELE LT T TS

o eypp——

*

The way we can use is to set two rules under Firewall. For Rule 1 of Set 2 under
Firewall>>Filter Setup is used as the default setting, we has to create a new rule starting

from Filter Rule 2 of Set 2.
1. Access into the web user interface of Vigor router.

2. Open Firewall>>Filter Setup. Click the Set 2 link and choose the Filter Rule 2 button.

Firewall == Filter Setup

Filter Setup | Setto Factory Default |
Set Comments Set Comments
Default Call Filter 7.
Default Data Filter a.
9.
10.
11.
12,
Firewall == Filter Setup == Edit Filter Set
Filter Sit 2
Comm Default Data Filter
Filtell Rule Active Comments Mowve Up Move Down
sMetBios -= DNS Down
Fl up Down
Fl up Down
4 ] up Down
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3. Check the box of Check to enable the Filter Rule. Type the comments (e.g., block_all).
Choose Block If No Further Match for the Filter setting. Then, click OK.

Firewall == Edit Filter Set == Edit Filter Rule

Filter Set 2 Rule 2

Check to enable the Filter Rule

Comments:

Clear sessions when schedule
OM:

Direction:

Source IP:

Destination IP:

Service Type:

Fragments:

Application
Filter:
Branch to Other Filter Set:

C e e e

Index(1-15) in Schedule Setup:

hlock_all ]

[ Enable

LAMRTAPN -= VAN A4

Ay
Any
Any
Cont Care hd

Action/Profile Syslog
Block If Mo Further Match s .|

T

mor

Note: In default, the router will check the packets starting with Set 2, Filter Rule 2 to
Filter Rule 7. If Block If No Further Match for is selected for Filter, the firewall of
the router would check the packets with the rules starting from Rule 3 to Rule 7. The
packets not matching with the rules will be processed according to Rule 2.

4. Next, set another rule. Just open Firewall>>Filter Setup. Click the Set 2 link and

choose the Filter Rule 3 button.

5.  Check the box of Check to enable the Filter Rule. Type the comments (e.g., open_ip).
Click the Edit button for Source IP.

Firewall == Edit Filter Set > Edit Filter Rule

Fi PR W

Check to enable the Filber Rule

Comments:

Clear sessions when schedule
Qe

Directian:

Source IP:

Destination IP:

Service Type:

Fragments:

Application
Filtar:

DrayTek

Index(1-15) in Schedule Setup:

lupen_ip ]

’ ’

[ Enable

LAR/RTNVPRM -= WAN
Ay
Ay
Ay

Dont Care N

ActionProfile

Block Immediately w

435

Edit

Syslog
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6. A dialog box will be popped up. Choose Range Address as Address Type by using the
drop down list. Type 192.168.1.10 in the field of Start IP, and type 192.168.1.20 in the
field of End IP. Then, click OK to save the settings. The computers within the range can
access into the Internet.

IP Address Edit

Address Type | Range Address W |

-
Start IP Address 192168110 |
End IP Address 192.168.1.20

Subnet Mask 0.0.0.0
Invert Selection

IP Group

ar IP Object
or IP Ohject

or IP Ohject
IPvi Group

ar IPvG Object
or IPvG Ohject

or IPvG Ohject

[

HHEHE

[ ok | [ cClose |

7. Now, check the content of Source IP is correct or not. The action for Filter shall be set
with Pass Immediately. Then, click OK to save the settings.

Firewall == Edit Filter Set >= Edlit Filter Rule

Filter Set 2 Rule 3

Check to enable the Filker Rule

Cormments; |npen_ip |

Index(1-15) in Schedule Setup: | | | |, | | | |

glﬁ:ar sessions when schedule [ Enable

Direction: LAMRTAPR - WaN v|

Source IP: (/1921581 10~182.168.1 20 | Edit
Destination IP: Ary | [ Edit ]
Service Type: lany | [ Edt_]
Fragments:

Application Action/Profile Syslog

Filer: |F'ass Immediately v 1

Branch tn Other Filter Set:
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8.  Both filter rules have been created. Click OK.

Firewall == Filter Setup == Edit Filter Set

Filter Set 2
Comments : |Default Data Filter
Filter Rule Active Comments Mowe Up Move Down

xMNetBios -= DNS Down
block_all up Down
open_ip up Down
O up Dowin
Fl up Down
E] O up Down
O up

Mext Filter Set | Mone | w

[ ok ] [ clear ] [ cancel |

9.  Now, all the settings are configured well. Only the computers with the IP addresses
within 192.168.1.10 ~ 192.168.1.20 can access to Internet.
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4.13 How to Block Facebook Service Accessed by the Users via
Web Content Filter / URL Content Filter

There are two ways to block the facebook service, Web Content Filter and URL Content
Filter.

Web Content Filter,

Benefits: Easily and quickly implement the category/website that you want to block.
Note: License is required.

URL Content Filter,

Benefits: Free, flexible for customize webpage.

Note: Manual setting (e.g., one keyword for one website.)

l. Via Web Content Filter

1. Make sure the Web Content Filter (powered by Commtouch) license is valid.

DrayTek ' ; :
rayie Vigor2860 Series e e
~
| IRG | SN >> Web Content Filter Profile ]
2
Dashboard " i "
Web Filter License Activate
uick Start Wizard
genﬂ':e Activation Wizard [Status:Commtouch] [Start Date:2012-12-31 Expire Date:2013-01-08]
Online Status
WAN Setup Query Server ‘auto-se\ected | Find more
h:# Setup Test Server ‘auto-se\ected | Eind more
Firewall
User Management Web Content Filter Profile Table: | Setto Factory Default |
Ob|acRS Profile Name Profile Name
1. Default 5.
2 [
ent Fiter Profile 2 =
h Management = =
Applications 4. 8.
VPN and Remote Access
Certificate Management - .
SSL VPN U Administration Message (Max 255 characters) Cache : |L1+L2 Cache &
gSB Ap:ﬂll:.lttlnrl <body><center><br><br><br><p>The requested Web page <br> from 35IP% <br>to IURL%
D_”tem’r!m enanEs <br>that is categorized with %CL% <br>has been blocked by %RNAME:X Web Content
E,':g"olluﬁ : Filter.<p>Please contact your system administrator for further J
ML o= information.</center></body>
b
Admin mode Legend:
St %SIP% - Source IP ,  %DIP% - Destination IP |, %URL% - URL 2

How to register/activate Web Content Filter (WCF) license? Please visit for getting more
information:

*How to Register AI/AV/AS/WCF Service (Service Activation Wizard)
(http://www.draytek.com/user/SupportFAQDetail.php?1D=1955)

*How to Activate Anti-Virus/Anti-Intrusion/Anti-Spam Service
(http://www.draytek.com/user/SupportFAQDetail.php?1D=286 )

How to use the Web Content Filter (WCF)
(http://www.draytek.com/user/SupportFAQDetail.php?1D=1953)

* What the Web Content Filter (WCF) license benefits are,
(http://www.draytek.com/user/PdinfoDetail.php?1d=110)

Vigor2860 Series User’'s Guide 438 Dray Tek



2.

3.

4.

DrayTek

DrayTek
186

Dashboard

Quick Start Wizard
Service Activation Wizard
Online Status

WAN

LAN

NAT

Firewall

User Management
Objects Setting
CSM

Web Content Filter Profile
Bandwidth Management
Applications
VPN and Remote Access
Certificate Management
SSL VPN
USB Application
System Maintenance
Diagnostics
External Devices

Admin mode

Status: Ready

"Vigor 2860 Series

Open CSM >> Web Content Filter Profile to create a WCF profile. Check Social
Networking with Action, Block.

= WE o

Dashboard

Quick Start Wizard
Service Activation Wizard
Online Status

WAN

LAN

NAT

Firewall
General Setup

User Management
Objects Setting

CsM

Bandwidth Management
Applications

VPN and Remote Access
Certificate Management
SSL VPN

USB Application

System Maintenance
Diagnostics

External Devices

Admin mode
Status: Ready

OTravel [JLeisure & Recreation [JFashion & Beauty A
Clear All b |
Business
Select All [JBusiness [J3ob Search [Jweb-based Mail
Clear All
Chating
FEE [chat [Jinstant Messaging
Clear All
Computer-Internet [ anonymizers CForums & Newsgroups [ Computers
Select All [Jpownload sites [ ] Streaming, Downloads []Phishing & Fraud
Clear All [Jsearch Englne,Porta\sI [¥] Social Networking IDSpam Sites
[Omalware LIBotnets [JHacking
[1llegal Software [Jinformation Security  [JPeer-to-Peer
Other [Jadv & Pop-Ups Carts [OTransportation
Select All [ compromised [JDating & Personals [JEducation
Claar All [JFinance [J Government [THealth & Medicine
[OMews [JMon-profits & NGOs [Jrersonal Sites
[Crolitics [JReal Estate [ religion
[JRestaurants & Dining  [] Shopping [ Translators | |
[ General Ccults [ Greeting cards
[J1image sharing [ONetwork Errors [JParked Domains
I nei b 0 A Ao T b d s &)
Enable this profile in Firewall>>General Setup>>Default Rule
. . — 5
Vigor2860 Series = HWE o
ol
Firewall >> General Setup ]
General Setup
General Setup Default Rule
Actions for default rule:
Application Action/Profile Syslog
Sessions Control 0/ 60000 O
Quality of Service O
Load-Balance policy O
APP Enforcement O
URL Content Filter O
I Web Content Filter 1-Default A4 O
Advance Setting

The recquested Web page
from 192.168.2.114
to werw facebook.com/
that iz categorized with [Social Networking]

has been blocked by Web Content Filter,

Please contact your system administrator for further information.

[Powerad by DrayTek]
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Next time when someone accesses facebook via this router, the web page would be
blocked and the following message would be displayed instead.
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Il. Via URL Content Filter

A. Block the web page containing the word of “Facebook”

1. Open Object Settings>>Keyword Object. Click an index number to open the setting
page.

2. Inthe field of Contents, please type facebook. Configure the settings as the following
figure.

Objects Setting => Keyword Object Setup
Profile Index : 1
MName [Facehuok ]
Contents facebook|
Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.

Example:
Contents: backdoo%72 virus keep%20out

Result:
1. backdoor
2. wvirus
3. keep out

[ oK ] [ Clear ] [ Cancel ]

3. Open CSM>>URL Content Filter Profile. Click an index number to open the setting
page.
4.  Configure the settings as the following figure.

C5M == URL Content Filter Profile

Profile Index: 1
Profile Name: Facebook

Priority: Either - URL Access Control First | Log: Mone |

1.URL Access Control
[¥]Enable URL Access Control [JpPrevent web access from IP address

Action: Group/Object Selections

Block |+ Facebook

2.Web Feature
[JEnable Restrict Web Feature
Action:
Pass v| [JCookie [JProxy [JUpload File Extension Profile: |Mone %

[ oK ] [ Clear ] [ Cancel ]

5. When you finished the above steps, click OK. Then, open Firewall>>General Setup.
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6. Click the Default Rule tab. Choose the profile just configured from the drop down list in
the field of URL Content Filter. Now, users cannot open any web page with the word
“facebook” inside.

Firewall >> General Setup
General Setup
General Setup Default Rule

Actions for default rule:

Application Action/Profile Syslog
Filter Pass + O
Sessions Control 0 /60000 O
Quality of Service None v Fl
Load-Balance policy | Auto-Select O
User Management Mone v F

| APP Enforcement MNone o [
URL Content Filter [1-Facebook v O
Web Content Filter None v O
Advance Setting

B. Disallow users to play games on Facebook

1.  Open Object Settings>>Keyword Object. Click an index number to open the setting
page.

2. Inthe field of Contents, please type apps.facebook. Configure the settings as the
following figure.

Objects Setting => Keyword Object Setup

Profile Index : 2

MName |faceh00k-apps

Contents |apps facebook

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX.
Example:
Contents: backdoo%:72 virus keep%20out

Result:
1. backdoor
2. virus
3. keep out

oK ] ’ Clear l [ Cancel
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3. Open CSM>>URL Content Filter Profile. Click an index number to open the setting
page.
4.  Configure the settings as the following figure.

CSM == URL Content Filter Profile

Profile Index: 2

Profile Name: |face apps

Priority: |Either URL Access Control First V| Log: MNone %

1.URL Access Control
[¥]Enable URL Access Contral [OPrevent web access from IP address

Action: Group/Object Selections

facebook

2.Web Feature

[Jenable Restrict web Feature
Action:

[cookie [proxy [Jupload File Extension Profile: | Mone v

[ Ok ] [ Clear ] ’ Cancel ]

5. When you finished the above steps, please open Firewall>>General Setup.

6. Click the Default Rule tab. Choose the profile just configured from the drop down list in
the field of URL Content Filter. Now, users cannot open any web page with the word
“facebook” inside.

Firewall == General Setup
General Setup
General Setup Default Rule

Actions for default rule:

Application Action/Profile Syslog
Filter O
Sessions Control 0/ O
Quality of Service O
Load-Balance policy Auto-Select v El
User Management Mone V| O
APP Enforcement RENE b O
URL Content Filter v O
Web Content Filter MNaone v O
Advance Setting

N
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4.14 How to use AP Management function (in Vigor2860) to
check AP status and deploy WLAN profile

The administrator can manage the access points linked to Vigor2860.

1. Open External Devices>>Access Point Devices. Vigor2860 will detect the AP
connecting to the router automatically and display as below:

External Device == Access Point Devices

Status WLAN Profile

WL Client|Version|

Dovice Name 1P adress| 5510 | Encryption [passwora]

1 |APS00_O0S07FBEE490 | 192.168.1.10 DrayTek-LAN-A WRA+WRAZ/PSK chil — 0/64  1.0.5 X

Note:
Green : Online Red : Offline Grey : Hidden SSID

Maximum support 20 APs,
In this case, a device named with AP800_00507F6EE4980 has been detected by Vigor
router.

2. Click the WLAN Profile tab to get the following page. Check the box of the default
profile to make the Edit button being available. Then, click the Edit button.

External Device >> Access Point Devices

Status WLAN Profile

| Setto Factory Default |

ProfileName | Mainssip |  Security | mMulti-ssio | wianacL | rate control | |

Default DrayTek-LAN-A WPA+WPAZ/PSK Enable None Mone

&

OooOooo

[ Clone [ Edit ] [ Cancel ] [ Apply To Device ]

3. When the following configuration page appears, make the changes you want and check
Apply to All APs. Then, click Next to access into the next page.

External Device >> Access Point Devices

WLAN Profile Edit
Device Settinas
Profile Name ,W‘ Apply to All APs
Administrator |admin |
Password F
2nd Subnet ®Enable O Disable
Operation Mode | &P >
2.4G Mode [Mixed(11b+110+111) |+ |
2.4G Channel | 24B2MHz (Channel 11} v|
WmMm (O Enable @ Disable
Tx Power

5G WLAMN General Settings

5G Mode Mixed (11a+11n) »
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Note: Apply to All APs can automatically apply the settings on Default profile to all
of the access points registered to Vigor2860 later. Hence, it is not necessary for you to
manually apply wireless profiles for APs respectively. Such feature will be convenient
for people who want to quickly deploy multiple Vigor APs in a large exhibition to
reach the goal of “plug and play” and “zero-configuration”.

The following page allows you to modify related settings for 2.4G SSID of managed AP.

Make the changes you want for 2.4G SSID. Click Next for next page.

External Device >> Access Point Devices

SSID1 SsID2 SSID3 SSID4
Active Enahble Disahble
SSID DrayTek-LAN-& | |LanA v [Hide 551D
VLAN ’D—| (D:untag)
Isolate CIFram Member
Security Settings
[WPAHWPAZIPSK v
Set up RADIUS Server if 302.1% is enabled,
WPA
Wha algorithms OTKIP OaES @ TKIP/AES
Pass Phrase |- ------- |
Encryption kKey Renewal Interyal Seconds
PHMK Cache Period Miniutes
Pre-suthentication Enable Disahle
WEP
Setup WEP Key if YWWEF is enabled,
802.1x WEP Enable Disahle
Access Control
Mode
List
Client's MAC Address @ |:|: |:|:|:|:|:|: |:||:|
[ Add ] [ Delete | [ Edit | [ Cancel |
Bandwidth Limit
Status (O Enable @ Disable Auto Adjustment | ) Enable & Disable
Upload [o | Kbps Download b | Kbps
[ Back | [ Cancel | [ Mest |
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6.

DrayTek

The following page is offered for you to modify related settings for 5G SSID of managed
AP. Continue to make any changes you want. After finished all of the changes, simply

click Finish.

External Device >> Access Point Devices

5G SSID1 56 SSID2 5G SSID3 5G SSID4

aG 551D

Active Enable Disable
SSID DrayTek-5G | |Lan-a w| [CHide 551D
VLAN ’D—| (Duntag)
Isolate CIFrom Member
Security Settings
|Disah|e V|
Set up RADIUS Server if 302.1% is enabled,
WPA
WRA Algarithms TKIP 2ES TKIPJAES
Pass Fhrase | |
Encryption Key Renewal Interval Seconds
PMK Cache Period Miniutes
Pre-Authentication Enable Disable
WEP
Setup WEP Key if WEP is enabled.
202.1% WEP Enable Disable
Access Control
Mode
List
Client's MAC Address : |:|: |:|:|:|:|:|: |:||:|
[ &dd | [ Delete | [ Edit | [ cancel |
Bandwidth Limit
Status (O Enable @ Disable Auto Adjustment | O Enable & Disable
Upload I | kbps Download I | Kbps
[ Back | [ cancel | [ Finish |

Now, the AP (represented with AP800_00507F6EE4980) detected by Vigor router will
be applied with the settings modified by Vigor router.
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4.15 CVM Application - How to manage the CPE (router) through
Vigor2860 series?

To manage CPEs through Vigor2860 series, you have to set URL on CPE first and set
username and password for Vigor2860 series. For this section, we use Vigor2850 series as the
example. All the CPE configuration will be done through Vigor2850 series.

4.15.1 Configure CVM Settings on Vigor2860 series
1. Access into the web user interface of Vigor2860 series.
2. Open Central VPN Management>>General Setup.

General Setup

3. Inthe following page, check the boxes for CVM Port and CVM SSL Port to enable the
port setting. Type the values for CVM Port, CVM SSL Port, Username, and Password
respectively. Remember the values configured in this page.

CVM >> General Setup

General Settings:

CwM Port: 8000

CWM SSL Port: 5443

Username: acs

Password:  |swmesses

Palling Interval: 600 Seconds
WAN IP for Remote AN 3 ;-
Connection:

Mote:

1.Either one of the Paort checkbox MUST be checked to enable the C¥M service!

2.Please type "http://< CVM Address>:<CVM Port>/ACSServer/service/ACSServlet” or
"https://< CVM Address>:< CVM SSL Port>/ACSServer/service/ACSServiet”

in CPE's 4CS Server URL according to your Port settings.

VPN Settings

4. Click OK to save the settings.
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4.15.2 Configure Settings on CPE

1. Inthe end of the CPE, access into the web user interface of the CPE (e.g., Vigor2850
series). Open a web browser (for example, IE, Mozilla Firefox or Netscape) and type

http://192.168.1.1.

2. Open System Maintenance >> TR-069.

Systerm Maintenance
3

- TR-DG9

3. Inthe field of ACS Server, type the URL (IP address with port number) of Vigor2860
series and type the same Username and Password defined on the page of Central VPN
Management>>General Setup in Vigor2860 series. Then, click Enable for CPE Client

and then click OK to save the settings.

System Maintenance »> TR0O69 Setting

ACS and CPE Settings

4.  Open System Maintenance>>Management Setup.

DrayTek 47

ACS Server On ‘@
(ACS Server )
URL |http:hf1?2.1?.1 .182:9000
Usernarme |acs
Password | --------
CPE Client
\_'® Enahle Disable J
URL |http:hf1 72.17.1.208:8068/ cwm/CRN. htm
Port 069
Lsernarme |«igor
Password | --------
Periodic Inform Settings
Disable
* Enable
Tntareal Tire En
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5. Check Allow management from the Internet to set management access control and
click OK.

System Maintenance == Management

IPvd Management Setup IPv6 Management Setup

Router Name | | Management Port Setup
@& User Define Ports ' Default Ports

Telnet Port (Default: 23)
Allow management from the Internet HTTP Port (Default: 80)

L] FTP Server
HTTPS Port (Default: 443)
HTTP Server

FTP Port 21 :
HTTPS Server (Default: 21)
Telnet Server SSH Port (Default: 22)

[ ssH server
Disable PING from the Internet

Access List

List IP Subnet Mask
| | | o
2| | | i
3| | | o

6. Open WAN>>Internet Access. Use the drop down list of Access Mode on WANL to
select MPoA (RFC1483/2684). Then, click Details Page.

7. Click Specify an IP address. Type correct WAN IP address, subnet mask and gateway
IP address for your CPE. Then click OK.

WAN == Internet Access

WAN 1
PPPoE / PPPoA MPoA (RFC1483/2684) IPv6
©Enable O Disable I WAN IP Network Settings [ \WAN P Alias

O Obtain an IP address automatically

DSL Modem Settings
|Vig0r |

Multi-PYC channel |Channe| 2 \'l Router Mame

*

Encapsulation

[1483 Bridged IP LLC ~|| Domain Name

VPl |: o Beguired for some JSD

WCI ® Specify an IP address

Modulatian Multimode = IP Address 192.168.30.12
Subnet Mask 25525500
WAN Connection Detection Gateway IP Address 1731634

£

i
o

.
Ping IP I:I @ Default MAC address
TTL: O Specify a MAC Address
RIP Protocol MAC Address: ' ': ' '
[ Enable RIP

DNS Server IP Address

Bridge Mode Primary IP Address I:I
[ Enable Bridge Mode Secondary IP Address I:I
Ok ] [ Cancel ]
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Note: Reboot the CPE device and re-log into Vigor2860 series. CPE which has
registered to Vigor2860 series will be captured and displayed on the page of Central
VPN Management>>CPE Management.

4.15.3 Check CPE Maintenance Page
1.  Return to the web user interface of Vigor2860 series.

2. Open Central VPN Management>>VPN Management. Now there is one CPE
displayed on the field of Unmanaged Devices List.

3. Choose the one (Vigor2850) from Unmanaged Devices List and click Add. The
following dialog will be popped up. Type the name and the location of the router
respectively. Click OK to save the configuration.

£) Device Information - Mozilla Firefox

e 192.168.1.1/oc/cpelnfo htm

System Maintenance >> Edit Device Information

Model Kame  Wigor2850
Device Name =—ausaZEznanon

Mame) |Kate_local_V2850
Manufacturer ek
OuUl 00S07F

Praduct Class  Vigor

Mac ADOress  eblStanBonos
Location| |No. 26, Fu Road, HS Ci
P\ 2pg.268.30.22
“ort 8069
URL  fewm/CRM html
DrayTek Vigor Router
104
3.6.3
211801_A Annex_A

4.  The selected CPE will be moved and displayed on Managed Devices List which means it
is controlled / managed by Vigor2860 series from now on.

Managed Devices List CPE Maintenance Google Map Refresh
Managed Devices List

Kate_local...
192.168.30,12

&

[ Edit | | Delet

Unmanaged Devices List

IP Address Mac Address Device Model Description Name Location

Add
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4.16 CVM Application - How to build the VPN between remote
devices and Vigor2860 series?

When a remote device is managed by Vigor2860 series, it is easy to build VPN between these
two devices.

1. Access into the web user interface of Vigor2860 series.
2. Open Central VPN Management>>CPE Management.

CVM == VPN Management

VPN Management

Kate_local... Kate_local...
192.168.30.12 192,168.30.13
(/] \
| PPTP | [ IPsec | [ Advanced |
CPE VPN Connection List

irtual Tw T R R Up

VPN Type Remote IP Network Pkts Rate{(Bps) Pkts Rate(Bps) Time

Click the device icon (marked with & ) and click the PPTP/IPsec button.

4.  Wait for a moment. If VPN is built successfully, related information will be displayed on
CPE VPN Connection List.

CVM == VPN Management

VPN Management

Kate_local... Kate_local...
192.168,30,12 192,168.30.13
9
| PP | [ IPec | [ Advanced |
CPE VPN Connection List
virtual T Tw R Rx Up

VRN Type Remote IP Network Pkts Rate(Bps) Pkts Rate(Bps) Time

! PRPTR/MPPE 192.168.30.12 192,162,50.1/24 =205 3 lo0gg 3 0:40:20
[ cum_T02D00 ) via WANZ
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5.

A LAN to LAN profile for such VPN will be generated automatically. You can access
into VPN and Remote Access>>LAN to LAN of the remote device for viewing the

detailed information.

VPN ani Remote Access >> LANto LAN

LAN-to-LAN Profiles:
view: @an O Tk
Index Name Active Status Index Name Active Status
1. cvm_7D9000 online 17. 77 M —
Profile Index : 1 l
1. Common Settings
Profile Name evm_7DID00 call Direction ~ © Both © Dial-out @ Dial-in
Enable this profile [ always on
Idle Timeout 0 second(s)

WPN Dial-Out Through WANT First

Nethios Naming Packet ®pass Oelock

Multicast via VPN Opass @glock
(for some [GMP,IP-Camera,DHCP Relay..etc.)

] Enable PING to keep alive
PING to the IP

3. Dial-In Settings

Allowed Dial-In Type

PPTP
[ 1psec Tunnel
[ L2TP with IPsec Palicy

Username 708000
Password{Max 11 char) @008 8®
W1 Comprassion ® on O off

IKE Authentication Method

Note: The profile name is created automatically by the system. Do not modify any value

in such page to avoid VPN error.

451

Vigor2860 Series User's Guide



4.17 CVM Application - How to upgrade CPE firmware through
Vigor2860 series?

Download the newest firmware from your Draytek website to USB Storage Disk for the
device (e.g., Vigor2850) managed by Vigor2860 series.

Vigor2850, as an example, is chosen for Vigor2860 to perform the CPE firmware upgrade
remotely in this case.

1. Plugin USB storage disk onto Vigor2860 series via USB interface. Make sure the USB
disk has been installed correctly, otherwise, the firmware upgrade will not be successful.

2. Access into web user interface of Vigor2860 series. Open Central VPN
Management>>CPE Management and click the CPE Maintenance tab.

CVM == CPE Management >> CPE Maintenance

Managed Devices List CPE Maintenance Google Map Refresh
Maintenance Profile List | Set to Factory Default |
Index :]r:::e Device Name Action File/Path Schedule

1
2
3
i
5,
6.
A
g,

USB Disk Status: USE Disk Connected
File Explorer

Note: If you want to use CPE Maintenance feature, you'll have to plug in a USB Disk!

3. Click any index number link, e.g., Index 1.

CVM == CPE Management > CPE Maintena

Managed Devices List CPE Mainte:
Maintenance Profile List
Index Profile Name Devi
1.
2.
3.
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4.  The Maintenance profile dialog appears.

Central VPN Management == CPE Management >> Maintanance Profile

Profile Mame: nW2E60

Enable
Device Mame: 00507F7DOD00
Action Type: Firmmware Upograde |w

: , Config Backup
File/Path: Select

/ Config Restare

Index in Schedule: Firmware Upgrade
Note: Action and Idle Timeout settings will be ignored.

[ ok | [ clear | [ cancel |

In the field of Profile Name, type a name for such maintenance profile; check Enable;
and choose the one you want to perform firmware upgrade from Device Name drop
down list. From the Action Type, choose Firmware Upgrade. Type the file/path of the
newest firmware or click Select to locate it. Specify the Schedule profile. At last, click
OK.

5. Now, a new maintenance profile has been created.

CVM == CPE Management >> CPE Maintenance

Managed Devices List CPE Maintenance Google Map Refresh
Maintenance Profile List | Set to Factory Default |
Index Profile Name Device Name Action File/Path Schedule

1 V2850 00507F70900  Firmware Upgrade 0
2 o |
3 0 0 [ oy
4 0 |
5, 0 | D
6. oo
In o0 |l
8. 0 0 Moy

USB Disk Status: |ISE Disk Connectad

File Explorer

Note: If you want to use CPE Maintenance feature, yvou'll have to plug in a USB Disk!

6. Click Now to perform the firmware upgrade immediately for Vigor2850.

7. Wait for several minutes for firmware upgrade.
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8.  Then check the device information for the managed device if the firmware upgrade is
successful or not. Click Managed Devices List.

Managed Devices List CPE Maintenance Google Map Refresh
Managed Devices List

Kate_local...
192.168.30,12

&

[ Edit | [ Delt

Unimanaged Devices List

| IP Address Mac Address Device Model Description Name Location |

Add

9.  Click the icon of Vigor2850 and click Edit and view the software version. Another way
to check if the firmware upgrade is completed or not, simply open Central VPN
Management>>Log & Alert.
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4.18 How to setup Load Balance for Packets?

The following figure shows a simple application of load balance. WAN1 and WAN2 can be
used to access into Internet. The PC in LANL1 can send the data to the remote PC through the
specified WANL.

[
Remote PC
139.75.244 .8

.

Remote PC
203.65.1.35

WAN?Z2

WAN1 Gateway:168.95.98.254
WAN2 Gateway:27.244.84.241

LANT: -} l!
Any IP address & \,}
PC

NAT PC
1. Access into web user interface of Vigor2860 series. Open Load-Balance/Route Policy.

Load-Balance/Route Policy

EIAT

Firewall
User Management

2. From the following web page, simply click index number #1.

Load-Balance /Route Policy 0
Policy Route | Setto Factory Default |
Index Enable Protocol Interface IRE%T::: Src IP Start  Src IP End Dgts:rltp Dest IP End [F)'gls': [F)'g;_;-t MJI:G 313;?1
Start End

1 F any WANT == Down

] O any WANL -— UP Down

3 O any WANT UP Down

4 O any VAN - UP  Down

5 O any WANT UP Down

6 (] any WANT — UP Down

7 O any WANT UP Down

8 O any WANT UP Down

9 O any WaN1 UP  Down

10 O any WANT UP Down
<2 1-10 | 11-20 | 21-30 | 31-40 | 41-50 == Next
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3. Inthe following page, check Enable; set Dest IP Start and Dest IP End with 203.65.1.35
and 203.65.1.35; choose WANL1 as the Interface; click default gateway; do not check
Auto Failover To The Other WAN.

Load-Balance/Route Policy

Index: 1
Enable
criteria
Protocal any L%
Source IP (@ any
() Src IP Start Src IP End
Destination IP y
() Dest IP Start Dest IP End
203.65.1.25 ~|203.659.1.35
) any
Destination Part () Dest Port Start Dest Port End
send to if criteria matched
Interface WA v
Interface Address
Gateway IP I () default gateway I
() specific gateway
more options
I [ auto Failover To The Other Wan l
Packet Forwarding to WAl force NaT
¥la force Routing
[ ok ] [ clear | [ Cancel |

4.  After finished the above settings, click OK to save the configuration.

Load-Balance Route Policy '1.'
Policy Route | Set to Factory Default |
Index Enable Protocol Interface I:td?j:f::se Src IP Start  Src IP End Dgts;rltp Dest IP End Sgtsi: Bgf’: Mo:e g‘g;i
art End
1 any WAkl o 203.69,175.31 Ay any 203.65.1,35 203.65.1.35 Any ANy Down
2 O any WANL UP Down
3 ] any WA 1 — UP  Down
4 O any WANL UP Down
5 F any WANL UP Down
6 O any WANL - UP  Down
7 IF any WAN L UP Down
8 O any WANL UP Down
9 F any AN == UP  Down
10 O any WANL — UP Down
<< 1-10 | 11-20 | 21-30 | 31-40 | 41-50 == Next =

Now, the packets sent to the remote PC (IP address: 203.65.1.35) will be forcefully to
pass through WANL.
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4.19 How to authenticate clients via User Management

Before using the function of User Management, please make sure User-Based has been
selected as the Mode in the User Management>>General Setup page.

User Management >> General Setup

General Setup

Mode: User-Based +
Fule-Based
Lser-Based
Web Authentication: HTTPS
Motice :

in user-based firewall mode.

The firewall rules policy will still valid.

Landing Page (Max 255 characters)

1, User Management will refer to ackive rules in Data Filter as whitelists and hlacklists
2, Users match the above lists will not be required for authentication.

3, Otherwise, authentication required for users not matched the above lists,
The firewall rules designated in the user profile’s policy will still valid.

Preview | Setto Factory Default |

<hody stats=lx<Lzcript language='jawvascript's
window. location="http: //nmr, draytek. con'</seripee=< fbodys

[ ok | [ clear | [ cancel |

With User Management authentication function, before a valid username and password have
been correctly supplied, a particular client will not be allowed to access Internet through the
router. There are three ways for authentication: Web, Telnet and Alert Tool.

User Management >>User Profile

Profile Index 3

Enable this account

not set to active,
External Server Authentication Mone  w

Log Mone v

User Mame usert

Password |menema

Confirm Password e

Idle Timeout 10 min{s) 0:Unlimited
Max User Login 1 0:Unlimited
Policy Default w

The selection of items could be created as rules and which

gr Tracking Windou [#]
|x1\uthenticati0n webh Alert Tool Telnet
anding Page T

Index(1-15) in Schedule Setup: , ' '

Enable Time Quota 0 min. (<) Jhap mirn.

O Enable Data Quota 0 MB (<] M
Reset quota to default when scheduling time expired
] Enable Default Time Quota o min.

Default Data Quota o MB

[ ok ] [ Refresh | [ clear | [ cCanecel |
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Authentication via Web

B Ifa LAN client who hasn’t passed the authentication opens an external web site in his
browser, he will be redirected to the router’s Web authentication interface first. Then, the
client is trying to access http://www.draytek.com and but brought to the Vigor router.
Since this is an SSL connection, some web browsers will display warning messages.

® With Microsoft Internet Explorer, you may get the following warning message.
Please press Continue to this website (not recommended).

'€ Certificate Error: N; .', tion Blocked - Windows Internet Explorer

@\;} - |g. https://192.168.1.1/cgi-bin/user_login.cgiffid=1018&src_ip ~ | "f| A | | Bing i -

1? Favorites | i.:; | Suggested Sites » @ | Web Slice Gallery

/& Certificate Error: Navigation Blocked | i"ﬁﬁ =R ==L T--‘ ~ Page~v Safety~ Tools~ 'ﬁ"

'@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.

& Click here to close this webpage.

f@' Continue to this website (not recommended).

& More information

Done € Internet | Protected Mode: On fa v HI00% -

® With Mozilla Firefox, you may get the following warning message. Select |
Understand the Risks.

(B Untrusted Connection | + | =

L i"'v Google ):'! #f B

é Al | https: /192.168.1.1/cqi-bin/user_login.cgi?fid=1018src_ip=19

% This Connection is Untrusted

You have asked Firefox to connect securely te 192.168.1.1, but we can't confirm that your
connection is secure.

Mormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

m

If you usually connect to this site without problems, this error could mean that semeone is trying to
impersonate the site, and you shouldn't continue,

Getme out of here!

Technical Details

I I Understand the Risks I
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®  With Crome browser, you may get the following warning. Click Proceed
anyway.

%= 168.1.11&target_url=www.dra gy | N

_ The site's security certificate is
* not trusted!

You attempted to reach 192.168.1.1, but the server presented a
certificate issued by an entity that is not trusted by your computer's
operating system. This may mean that the server has generated its
own security credentials, which Google Chrome cannot rely on for
identity information, or an attacker may be trying to intercept your

m

communications. You should not proceed, especially if you have
never seen this warning before for this site.

|[ Proceed anyway ]l[ Back to safety]

» Help me understand

After that, the web authentication window will appear. Input the user name and the
password for your account (defined in User Management) and click Login.

; @ Vigor Login Page - Windows Internet Explorer .

O )~ [elmmpainnasmiaives + o Centiate [ s[4 ] <] [~ 5ng 2 |
‘7;3 Favorites | ‘1"_5 £ | Suggested Sites » @ | Web Slice Gallery -
{& Vigor Login Page - fi v B v~ = o v Pagev Safety~ Tools~ @~
8 D I
Username userl
Password sseee

m

Copyright&, DrayTek Corp. &ll Rights Reserved.

Dc 9 Internet | Protected Mode: On v H100% -
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If the authentication is successful, the client will be redirected to the original web site that
he tried to access. In this example, it is http://www.draytek.com . Furthermore, you will
get a popped up window as the following. Then you can access the Internet.

[ @ hitps://192.168.1 1/doc/user statu...| = | & ||
|El m?m}ﬂ{wm o -

Hello, user]l login from 192.168.1.11

00:29:46

Logout

€D Internet | Protected Mode: 1 43 »  #100% -

Note, if you block the web browser to pop up any window, you will not see such window.

If the authentication is failed, you will get the error message, The username or
password you entered is incorrect. Please login again.

' )

Username
Password

The username or password you entered is incorrect.

—

Copyright®, DrayTek Corp. All Rights Reserved. DraYTER
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In above description, you access an external web site to trigger the authentication. You
may also directly access the router’s Web Ul for authentication. Both HTTP and HTTPS
are supported, for example http://192.168.1.1 or https://192.168.1.1 . Replace
192.168.1.1 with your router’s real IP address, and add the port number if the default
management port has been modified.

If the authentication is successful, you will get the Welcome Message that is set in the
User Management >> General Setup page.

User Management >> General Setup

General Setup

Mode: User-Based
Rule-Based
Jser-Based
Weh Authentication: HTTPS
Motice

1. User Management will refer to active rules in Data Filter as whitelists and blacklists
in user-based firewall mode,

2. Users match the above lists will not be required for authentication.
The firewall rules policy will still valid,

3. Otherwise, authentication required for users not matched the above lists,
The firewall rules designated in the user profile's policy will still valid.

Landing Page (Max 255 characters) Preview | Setto Factory Default |

<body stats=lx<zcript lancuage='javascript's>
window. location="http: /A, drayoek. con'< /scripte< /hodys

[ ok ] [ clear | [ cancel |

With the default setup <body stats=1><script language="javascript'>
window.location="http://www.draytek.com'</script></body>, you will be redirected
to http://www.draytek.com . You may change it if you want. For example, you will get
the following welcome message if you enter Login Successful in the Welcome Message
table.

& https://192.168.1.1/doc/user_mgt_redir.htrm - Windows Internet Explorer EI [=]
v |@ hitps//19216811/doc. v 'yf Certificate...| [ | 47 | & Bin P~
N/ P o i q
77 Favorites . 9% @] Suggested Sites ¥ @] Web Slice Gallery »
@ https:/192.168.1.1/doc/u... "‘-}T i . v [] pny w» Pagew GSafety> Tools~ -Zﬁ]v
&7 Pep-up blocked. To see this pop-up or additional eptions click here... X

&

"Login Successful"

'é:‘ &1 &) Internet | Protected Mode: On o~ ®I100% ~

Also you will get a Tracking Window if you don’t block the pop-up window.
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B Don’t setup a user profile in User Management and a VPN Remote Dial-in user profile
with the same Username. Otherwise, you may get unexpected result. It is because the
VPN Remote Dial-in User profiles can be extended to the User profiles in User
Management for authentication.

There are two different behaviors when a User Management account and a VPN profile
share the same Username:

Vigor2860 Series User's Guide

If SSL Tunnel or SSL Web Proxy is enabled in the VPN profile, the user profile
in User Management will always be invalid for Web authentication. For example,
if you create a user profile in User Management with chaochen/test as
username/password, while a VPN Remote Dial-in user profile with the same
username “chaochen’” but a different password “1234”, you will always get error
message The username or password you entered is incorrect when you use
chaochen/test via Web to do authentication.

VPN and Remote Access => Remote Dial-in User

Index No. 1
User account and Authentication Username chaochen

Enable this account Password(fMay 19 char) meses
Idle Timeout =00 secand(s) [ Enahle Mobile One-Time Passwaords{mOTP)

il PIN Code
Allowed Dial-In Type
Secret
FPTP
IPsec Tunnel IKE Authentication Method

[ o0 i e - Pre-Shared Key
S5L Tunnel
AR Rl [ Digital Signature(x.503)

[ specify Remaote Node
Femote Client [P

IPsec Security Method
MediurmaH)
or Peer ID High(ESP) DES [V 30ES [ AES
Methios Maming Packet & pass O Block Local ID {optional)
Multicast via WPN Oprass ®elock
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Subnet
LAM 1
[ Assign Static IP Address
0.0.0.0

[ ok | [ clear | [ cancel |

If SSL Tunnel or SSL Web Proxy is disabled in the VPN profile, a User
Management account and a remote dial-in VPN profile can use the same
Username, even with different passwords. However, we recommend you to use
different usernames for different user profiles in User Management and VPN
profiles.
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Authentication via Telnet
The LAN clients can also authenticate their accounts via telnet.

1.  Telnet to the router’s LAN IP address and input the account name for the authentication;

¥ Telnet 192.168.1.1

-[o]x
g

2. Type the password for authentication and press Enter. The message User login
successful will be displayed with the expired time (if configured).

ired time iz "Unlimited".

logout.

Note: Here expired time is “Unlimited” means the Time Quota function is not
enabled for this account. After login, this account will not be expired until it is

3. Inthe Web interface of router, the configuration page of Time Quota is shown as below.

User Management >>User Profile

Profile Index 3

Enable this account
User Mame user!
Password e

Confirm Password e

Idle Timeout 10 min(s) 0:Unlimited
Max User Login 1 0:Unlirmited
Paolicy Default A4

not set to active,

The selection of items could be created as rules and which

External Server Authentication Mone v
Log Mone
Pop Browser Tracking Window
Authentication weh slert Tool Telnet
Landing Page ]
Index(1-15) in Schedule Setup: | | |
Enable Time Quata 0 min. R i,
T Enaple Data quota 0 e e n e
Reset guota to default when scheduling time expired
[] Enable Default Time Quota o mir. Default Data Quota |0 MB
[ ok ] [Refresh | [ Clear ] [ cCancel ]
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4. If the Time Quota is set with “0” minute, you will get the following message which
means this account has no time quota.

2 time i2 wp, or it haz not encugh time qu

If the Time Quota is enabled and time is not 0 minute,

User Management >>User Profile

Profile

Index 3

Enable this account
User Name

Password

Confirm Password

Idle Timeout

Max User Login

Policy

user

10 min(s) 0:Unlimited
1 0:Unlimited
Default v

The selection of items could be created as rules and which
not set to active,

External Server Authentication Mone v

Log Mone w

Pop Browser Tracking Window

Authentication Web slert Tool Telnet
Landing Page O

Index(1-15) in Schedule Setup: , , ,

Enable Time Quota 0 min. bz min.
T Erabie Dot Lueta 10 e o -0

Reset guota to default when scheduling time expired
[ Enable Default Time Quota |0

min. Default Data Quota o MB

[ oK

| [Refresh | [ Clear | [ Cancel |

You will get the following message. The expired time is shown after you login.

fol, expired time iz "12

After you run out the available time, you can’t use this account any more until the
administrator manually adds additional time for you.
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Authentication via VigorPro Alert Notice Tool

Authentication via Web or Telnet is convenient for users; however, it has some limitations.
The most advantage with VigorPro Alert Notice Tool to operate the authentication is the
ability to do auto login. If the timeout value set on the router for the user account has been
reached, the router will stop the client computer from accessing the Internet until it does an
authentication again. Authentication via VigorPro Alert Notice Tool allows user to setup the
re-authentication interval so that the utility will send authentication requests periodically. This
will keep the client hosts from having to manually authenticate again and again.

The configuration of the VigorPro Alert Notice Tool is as follows:

1.  Click Authenticate Now!! to start the authentication immediately.

Authentication account info

Settings Authentication |
v Enable

User Name [user_rd_1

User Password ]

sword

Authentication Server @ atew. vy IP add_I'ESS

W Enable Auto Login

- Sync Interval (1-9999 min.) ]
Status (Authentication Success
Time Remaining ‘\T\
Auto Login allows the Alter Tool to Logout | _Authentication Nox'!! ~

authenticate the accournt automatically \ = e

\\\‘

The Time Quota left

Click "Logout" to keep the Time Quota

2. You may get the VigorPro Alert Notice Tool from the following link:
http://www.draytek.com/user/SupportDLUtility.php

Note:

B Any modification to the Firewall policy will break down the connections of all
current users. They all have to authenticate again for Internet access.

B The administrator may check the current users from User Online Status page.
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User Management => User Online Status

Current Time : 01-01 00:44:08 Refresh Seconds: Page: | Refresh |

IndexProfile ~~ |P Address User Last Login Time Expired Time Data QuotaIdle Time Action
1 admin 192.168.1.10 admin 01-01 00:28:10 Unlimited Unlimited  Unlimited Block Logout
2 useri 102.168.1.10 user! 02-22 01:59:14  01:59:47 Unlimited 00:00:13 BlockLogout

Total Number : 1
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‘5 Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below to
check your basic installation status stage by stage.

Checking if the hardware status is OK or not.
Checking if the network connection settings on your computer are OK or not.
Pinging the router from your computer.

Checking if the ISP settings are OK or not.
®  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer for advanced help.

5.1 Checking If the Hardware Status Is OK or Not

Follow the steps below to verify the hardware status.

1. Check the power line and WLAN/LAN cable connections.
Refer to “1.3 Hardware Installation” for details.

2. Turn on the router. Make sure the ACT LED blink once per second and the
correspondent LAN LED is bright.

s Vi
. Direty Iek

0 O

Wireless LAN 3 O
ONIOFFIWPS 4 or WLAN Line
Qo Q O
[~] USE ADSL Phonet
Factory Qo QO
Reset  WAN2 VDSL Phone2

Phone1/2 Li

3. If not, it means that there is something wrong with the hardware status. Simply back to
*“1.3 Hardware Installation” to execute the hardware installation again. And then, try
again.
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5.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not

Sometimes the link failure occurs due to the wrong network connection settings. After trying
the above section, if the link is stilled failed, please do the steps listed below to make sure the
network connection settings is OK.

For Windows

The example is based on Windows XP. As to the examples for other operation
E——“ systems, please refer to the similar steps or find support notes in
www.DrayTek.com.

1. Go to Control Panel and then double-click on Network Connections.

Mebwotrk Conneckions

2. Right-click on Local Area Connection and click on Properties.

=
m Disable
- m  Status
=5 R .
epair

=thi Bridge Connections

Create Shortcut

Rename

3. Select Internet Protocol (TCP/IP) and then click Properties.

-t ethO Properties

General |Authenticati0n Advanced

Cotinect using:

|m ASUSTeK /Broadeom 440¢ 10100 Ir ‘

Thiz connection uzes the following items:

El Clignt for Microsoft Metwarks
.@ File and Printer Sharing for Microsoft Wetwarks
.@ 05 Packet Scheduler

Intemet Pratocol (TCPAIP)
Dezcription

Transmission Control Protocol/nternet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.,

Show icon in notification area when connected
Matify me when thiz connection haz imited or no connectivity

08 ] ’ Cancel
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4.

Select Obtain an IP address automatically and Obtain DNS server address

automatically.

Internet Protocol (TCP/IP) Properties

General | Alternate Caonfiguration

Y'ou can get 1P settings assigned automatically if your network, supports
thiz capability. Othenwize, you need to ask your network administrator for
the appropriate |F settings.

(%) Obtain an IP address automatically

() Uze the Fallawing IP address:

() Use the fallawing DNS server addresses:

[ ]
]

Lok J

Cancel ]

For Mac OS
Double click on the current used Mac OS on the desktop.

DrayTek

Open the Application folder and get into Network.

On the Network screen, select Using DHCP from the drop down list of Configure IPv4.

86N Network =)
ff i [T
Show All Di“spla:.'rs Sound Nelv;furk Startup Disk
Location: .Automatic ﬂ
Show: | Built-in Ethernet ﬂ
{ TCP/IP | PPPoE  AppleTalk Proxies Ethernet '
Configure IPv4:  Using DHCP ﬂ
IP Address: 192.168.1.10 { Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID
(If required)
Router: 192.168.1.1
DNS Servers (Optional)
Search Domains (Optional)
IPv6 Address: fe80:0000:0000:0000:020a:95ff fe8d:72e4
( Configure IPv6... ) o)
—_——— L
H-Jcrkhlk further ch ( Assi ) ( Apply New )
ick the lock to prevent further changes. ( Assistme... | [ Apply Now |
469
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5.3 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might need
to use “ping” command to check the link status of the router. The most important thing is
that the computer will receive a reply from 192.168.1.1. If not, please check the IP address
of your computer. We suggest you setting the network connection as get IP automatically.
(Please refer to the section 5.2)

Please follow the steps below to ping the router correctly.

For Windows
1. Open the Command Prompt window (from Start menu> Run).

2. Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP/Vista).
The DOS command dialog will appear.

e+ Command Prompt

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-20@1 Microsoft Corp.

D:~Documents and Settingsfae>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time<{ims TTL=255
Reply from 192_168.1.1: bytes=32 time{ims TTL=255
Reply from 192.168.1.1: hytes= time{ims TTL=255
Reply from 192.168.1.1: hytes=32 time{ims TTL=255

Ping statistics for 192_168.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bmgz

D:“Documents and Settings“fael_

3. Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<lms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For Mac OS (Terminal)

1. Double click on the current used MacOs on the desktop.

2. Open the Application folder and get into Utilities.

3. Double click Terminal. The Terminal window will appear.
4

Type ping 192.168.1.1 and press [Enter]. If the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttI=255 time=xxxx ms” will appear.
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e Terminal — bash — 80x24

Last login: 3ot Jan 3 B2:24:18 on ttypl 5
Welcome to Darwin!

Yigorl®:~ drovtek} ping 192.168.1.1

PING 192.168.1.1 (192,168.1.1%: 56 dota bytes

64 bytes from 192.168.1.1: icmp_seq=A ttl=255 time=A.7E5 ms
64 bytes from 192.168.1.1: icmp_zeg=1 ttl=255 Lime=A.697 ms
64 bytes from 192.168.1.1: icmp_zeg=2 ttl=2E5 time=A.716 ms
64 bytes from 192.168.1.1: icmp_zeq=3 ttl=2E5 time=A.731 ms
64 bytes from 192.168.1.1: icmp_zeq=4 ttl=255 tine=A.72 mz
AC

-— 192.,168.1.1 ping statistics ——-

b pockets tronsmitted, 5 pockets received, B% packet loss
round-trip mindovg/max = B.697/8.723/8.7656 ns

Yigori@:~ drovtekd ||

5.4 Checking If the ISP Settings are OK or Not

Open WAN >> Internet Access page and then check whether the ISP settings are set
correctly. Click Details Page of WAN1-WANS3 to review the settings that you configured
previously.

WAHN == Internet Access

Internet Access

Index Display Name Physical Mode Accass Moda

WAN1 ADSL / VDSL PPPOE v
WAN2 Ethernet Static or Dynamic IP i
WAN3 Use Mane v

Note : Only one WAN can support IPv6.

5.5 Problems for 3G Network Connection

When you have trouble in using 3G network transmission, please check the following:

Check if USB LED lights on or off

You have to wait about 15 seconds after inserting 3G USB Modem into your Vigor2860. Later,
the USB LED will light on which means the installation of USB Modem is successful. If the
USB LED does not light on, please remove and reinsert the modem again. If it still fails,

restart Vigor2860.

USB LED lights on but the network connection does not work

Check the PIN Code of SIM card is disabled or not. Please use the utility of 3G USB Modem
to disable PIN code and try again. If it still fails, it might be the compliance problem of system.
Please open DrayTek Syslog Tool to capture the connection information (WAN Log) and send
the page (similar to the following graphic) to the service center of DrayTek.
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Dray Tek s slog Uriliry |

||
an | e Fa WM Information
ré‘ == ‘@‘Eﬂ ‘)\ G‘ 172.16.3.130 4 TiRate  RXRate
Log Filker X b
LAM Information
Keyword: v o T% Packets  R¥ Packets WA IP Gakeway IP
Apply kot Al w | | | |
Firewall | WPN || User Access | Connection | WAN | IPPEY || Others
() Show Traffic Graph [ Pamse

System Time Router Time Host Message

2013-08-27 15:11:09  Aug 27 07:10053  Vigor-router  skatistic: Session Usage: 123 {5 min average)
2013-08-27 15:11:09  Aug 27 07:10:53  Vigor-rouker  skatistic: WAMNL: Tx 81 Kbps, Rx 12 Kbps {5 min average)
2013-08-27 15:10:07  Aug 27 07:09:51  Vigor-router  [USEJHost Cantroller Driver: OTG

2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USB]Endpaintaddress=82 (in), Attributes=02 (Bull)
2013-08-27 15:10:06  Aug 27 07:02:51  Vigor-rouker  [USB]Endpointaddress=01 {out), Attributes=02 (Bulk)
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]Mass Storage device class

2013-08-27 15:10:06  Aug 27 07:0%:51  Vigor-roukter  [USE]Interface Class:SubClass:Protocol = [05:06:50]
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]Interface: O

2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]Per-interface classes

2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USB]Device Class:SubClass:Protocol = [00:00:00]
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]SerialMumber:[3] EDSAED1S

2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]Product:[2] Mass Storage

2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USEIManuFacturer:[1] Genetic

2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]Usb new dewvice: Yendor ID [058F], Product ID: [£357]
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USE]num of interfaces=1

2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USEJush_set_configuration: configuration=1
2013-08-27 15:10:06  Aug 27 07:09:51  Vigor-router  [USB]Usb Device Connected at Port 0

Transmission Rate is not fast enough

Please connect your Notebook with 3G USB Modem to test the connection speed to verify if
the problem is caused by Vigor2860. In addition, please refer to the manual of 3G USB
Modem for LED Status to make sure if the modem connects to Internet via HSDPA mode. If
you want to use the modem indoors, please put it on the place near the window to obtain better
signal receiving.

5.6 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the router by software or hardware. Such function is available in Admin Mode only.

Warning: After pressing factory default setting, you will loose all settings you did
v before. Make sure you have recorded all useful settings before you pressing. The
password of factory default is null.

Software Reset

You can reset the router to factory default via Web page. Such function is available in Admin
Mode only.

Go to System Maintenance and choose Reboot System on the web page. The following
screen will appear. Choose Using factory default configuration and click Reboot Now.
After few seconds, the router will return all the settings to the factory settings.
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System Maintenance => Reboot System

Reboot System

Do you want to reboot your router ?

® Using current configuration
O Using factory default configuration

Reboot Mow
Auto Reboot Time Schedule

Index(1-15) in Schedule Setup:

Note: Action and Idle Timeout settings will be ignored.

QK l ’ Cancel

Hardware Reset

While the router is running (ACT LED blinking), press the Factory Reset button and hold for
more than 5 seconds. When you see the ACT LED blinks rapidly, please release the button.
Then, the router will restart with the default configuration.

Factory

yTek

Factory Q0 g
Reset WANZ VDSL Phone2
Phone1/2

After restore the factory default setting, you can configure the settings for the router again to
fit your personal request.

5.7 Contacting Your Dealer

If the router still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, please feel free to send e-mail to
support@DrayTek.com.
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