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We warrant to the original end user (purchaser) that the router will be free from any
defects in workmanship or materials for a period of two (2) years from the date of
purchase from the dealer. Please keep your purchase receipt in a safe place as it serves
as proof of date of purchase. During the warranty period, and upon proof of purchase,
should the product have indications of failure due to faulty workmanship and/or
materials, we will, at our discretion, repair or replace the defective products or
components, without charge for either parts or labor, to whatever extent we deem
necessary tore-store the product to proper operating condition. Any replacement will
consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is
modified, misused, tampered with, damaged by an act of God, or subjected to abnormal
working conditions. The warranty does not cover the bundled or licensed software of
other vendors. Defects which do not significantly affect the usability of the product will
not be covered by the warranty. We reserve the right to revise the manual and online
documentation and to make changes from time to time in the contents hereof without
obligation to notify any person of such revision or changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Due to the continuous evolution of DrayTek technology, all routers will be regularly
upgraded. Please consult the DrayTek web site for more information on newest
firmware, tools and documents.

http://www.draytek.com
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1. Introduction

1.1 Introduction

Smart Monitor, a verification software for network information, can capture, filter and
analyze network information for different purposes by integrating with Vigor series router.
With Smart Monitor, the administrator can adopt the content that user cares and restore the
data to readability information and produce various reports for reference.

Administrator of enterprise might torment with the following things:

1. Overused IM software and affect work efficiency on duty time.

2. Download file unlimitedly through bandwidth and cause congestion in normal usage.
3. Reveal company’s confidential information through IM software easily.

The first thing that Smart Monitor can do for the enterprise is to solve the network problem.
By verifying network information, Smart Monitor can assist enterprise’s administrator to
solve different problems derived from the network application effectively. No matter
network logging record, e-mail record or IM chatting record, or file download, Smart
Monitor can analyze and arrange those records clearly and well for the administrator to
manage and check with ease.

Smart Monitor not only can manage network, but also it can bring out new concept of
auto-management for the enterprise. Traditional management mode is passive management.
It means the employees always restrict their behavior in network usage after notified, even
warned by the network administrator. Thus, employees might feel uncomfortable and
management problems usually will be produced in such circumstance. For such situation,
Smart Monitor provides Top 10 ranking function and allows users to check Top 10 of
network applications at any time, such as IM Top 10, Download Top 10 and etc. When
employees find the username/IP address being listed on Top 10, they will restrict their
behaviors in network usage automatically. Thus, self-managing of employees can be formed
naturally.

Top 10 also can carry out ranking for different service types to assist network administrator
finding out network usage custom of users in local network. With such analysis, the
administrator can design and plan better network management to reach the optimum work
efficiency of the enterprise.

In addition to enterprise, Smart Monitor can be applied in general families. The network
development not only gives us convenient information, but also it brings unhealthy
information such as pornography, violence to children and threatens the growth of the
children. With good deployment of Smart Monitor, parents can monitor network usage of
children and adjust network configuration to discard unhealthy network visits and offer a
good network environment to children.

Smart Monitor User’s Guide 1



1.2 System Requirements

Intel P4 1.4GHz and above /AMD CPU
20 GB free hard disk at least
1GB RAM and above

()
()
()
® Vigor Router, e.g., Vigor 2950

Note:

1. FTP and e-mail applications might occupy lots of disk space. If the usage of FTP and
e-mail will be large, please prepare larger disk space for installing and using Smart
Monitor.

2. Smart Monitor can be operated in the condition less than the above requirement.
However, in the environment of less disk space, network information might be omitted
by Smart Monitor due to the high peak of network usage.

3. For Smart Monitor might be influence lots of system applicaitons, it would be better to
intall it in “clear and pure” system environment. Microsoft 11S might conflict with
Apache which is required for installing Smart Monitor. Therefore, do not install and
operate Microsoft 11S, or change the port number for Microsoft outside 80.

1.3 Topology

Connect a PC with Smart Monitor installed to the mirror port of the device (such as
Vigor2860) to capture monitored information.
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1.4 Installation

Please follow the steps below to install SmartMonitor to the host (served as the database of

SmartMonitor).

1.
2.

3.

4.

Insert the application software CD of SmartMonitor into the CD-ROM diskette.

Click the icon of SmartMonitor_Install_2.0.0. The Setup Wizard will appear as follows.

Please click Next to proceed.

]hﬂa Setup - SmartMoniior

FEX
Welcome to the SmartMonitor
Setup Wizard

This will install Smarthdonitor V2.0.0 on pour computer.

It is recommended that you close all ather applications befare
contifuing.

Click Mest to continue, or Cancel to exit Setup.

vy, draybek, com

Cancel

In the License Agreement page, choose “I accept the agreement” and click Next.

]'.,BJ Setup - SmartMonitor

License Agreement H

Pleaze read the follawing important information befare continuing

Please read the following License Agreement. *'ou must accept the terms of thiz
agreement before continuing with the installation.

‘welcome to Vigar Smarttanitar, A
IMPORTANT MOTICE - PLEASE READ

For corporate security and statistical manitoring, Yigar SmartMonitar provides a clear
and detailed audit trail of Intemet usage. Y'our network, users should be aware of
your acceptable usage policies [“AUP"). If users are permitted to use pour netwark
far private or personal usage. Wigor Smarthonitor may log, analyse or store data
which might be confidential or private.

I you use Yigor Smarthonitor, pou must ensure that every user of your netwark is %

@i

() | do not accept the agreement

vy, dravtek. com

[ < Back " et > ][ Cancel ]

Specify the destination location for SmartMonitor. The default directory is shown as
below. You can click Browse to change the location. Then, click Next to proceed.

Smart Monitor User’s Guide 3



The setup wizard shows the destination location that you just specify. If there is no
problem, simply click Install to carry outs the installation.

'|'(|Zl Setup - SmartMoniior

Ready to Install
Setup is now ready to begin installing Smarthdonitar on paur computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Diestination location:
C:A\Smarth anitor

Wi, dravtek. com < Back || Install | [ Cancel
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6. A pop-up dialog will appear to inform you PHP is required for SmartMonitor. Simply
click Yes.

{5+ Setup - SmartMonitor Eli:,g|

Installing
Please wait while Setup installs SmartMonitor on wour camputer.

FHE:
Ny
FHE iz required for Smarthdonito

T
Do you want to install PHP 5.0.4 to CAPHP ?

i draytek. com

7. Next, anther pop-up dialog will appear to inform you Apache is required for
SmartMonitor. Please click Yes.

'|'(.EL Setup - SmartMonitor E“:IE'

Installing
Pleaze wait while Setup inztalls Smarthd onitor on your computer

9 Apache:
& )

Apache Web Server iz required for SmartMonitor
Do wou want o install Lpache 2.0.54 7

wirwey draptek, com

8. Then, the following dialog will appear to inform you Wpcap is required for
SmartMonitor. Click Yes.

]'(.Zl Setup - SmartMonitor E||:IE|

Installing
Pleaze wait while Setup inztallz Smarthd onitor on your computer.

92 TWpeap:
) )
Wpcap is required for Smarttonitor

Do you want to fnstall Wpcap 4.1 beta?

win draptek, com
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9. The installation starts. Please wait for a while.

'|'(|Zl Setup - SmartMoniior

Installing
Plzase wait while Setup installs SmartMonitor on wour computer.

Extracting files...
C:\SmarttdonitorsFun. log

iy draytek, com

10. When the file extracting is complete, a Setup dialog for installing Apache will be

popped-up. Click OK.

Installing
Pleaze wait while Setup inztalls Smarthd onitor on your computer

Extracting files. ..

Setup will install apache 2.0.54

wirwey draptek, com

Cancel

11. Another Installation Wizard for Apache will appear as follows. Please click Next to

carry out the installation.

i’g!r Apache HTTP Sexver 2.0 - Installation Wizard

Welcome to the Installation Wizard for
Apache HTTP Server 2.0.54

The Installation Wizard will install Apache HTTP Server 2.0.54
on your computer. To continue, click Mext,

WARNING: This program is protected by copyright law and
international treaties,

b oMextx [ Cancel

]

If it is not necessary for you to install Apache, please go to step 20 directly.
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12. On the following screen, choose “I accept the .....” and click Next.

i’-‘a Apache HTTP Server 2.0 - Installation Wizard

License Agreement

Flease read the follawing license agreement carefully.

Apache License ~
Version 2.0, January 2004
http:iiwww.apache.orglicenses/
TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definiions.

“License” shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this docurment

(&)1 accept the terms in the license agreement:

(1 do not accept the terms in the license agreement

[ < Back H et > ] [ Cancel

13. In the following screen, click Next.

i'@% Apache HTTP Sexrver 2.0 - Installation Wizard

Read This First

Read this Before Running Apache on Windows,

&pache HTTP Server ~

ihat is it?

The Apache HTTF Server is a powerful and flexible HTTPH .1 compliant web server.
Criginally designed as a replacement for the NCSA HTTP Server, it has grown to he
the most popularweh server on the Internet. As a project ofthe Apache Software
Foundation, the developers aim to collabaratively develop and maintain a robust,
commercial-grade, standards-hased semnver with freely available source code.

The Latest Version
Details of the latest version can be found on the Apache HTTP server project page
under.

hitpeithitpd apache. arof

[ <gack | Mext: [ Cancel ]

14. Type all the required information and click Next.

i'«% Apache HITP Server 2.0 - Installation Wizard

Server Information

Please enter your server's infarmation.

Network Domain {e.g. somenet,com)

|draytek.com

Server Mame (g.g. wiww,somenet, com):

|www .draytek.cam

Administrator's Email Address (e.q. webmaster@somenet.com):

|carrie@draytek‘com|

Install Apache HTTP Server 2.0 programs and shortcuts For:

(@)For all Users, on Port 80, as a Service - Recommended,
) only For the Current User, on Pork G080, when started Manually,

< Back H ek = ] [ Cancel
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15. Select Typical and click Next.

|§'~ Apache HTTP Server 2.0 - Installation Wizard

Setup Type

“hoose the setup bype that best suits wour needs.

Please seleck a setup bype.

Typical program Features will be installed. {Headers and Libraries
far compiling madules wil not be installzd. )

() Custom

Choose which program Features you want installed and where they
will be installed, Recommended For advanced users,

[ < Back H st > ] [ Cancel

]

16. Specify the destination folder. You can click Change. to specify another folder for

installing Apache. Then, click Next.

i'§ Apache HTTP Server 2.0 - Installation Wizard

Destination Folder

Click Change to install ta a different Folder

G Install Apache HTTP Server 2.0 to the Falder:
C\Program Files\Apache Group)

[ <Back || Mext:= [ Cancel

17. On the following screen, click Install.

i'@% Apache HTTP Sexrver 2.0 - Installation Wizard

Ready to Install the Program

The wizard is ready to begin installation.,

Click Install to begin the installation.

IF wou want to review or change any of vour installation settings, click Back, Click Cancel to
exit the wizard,

x

<Back | Instal [ Canicel
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18. Corresponding files will be installed to your system. Please wait for several minutes.

i Apache HTTP Server 2.0 - Installation Wizard [ZHE\E\

Installing Apache HTTP Server 2.0.54
The pragram features you selected are being installed.

Flease wait while the Installation Wizard installs Apache HTTP Server
2.0.54, This may take several minutes,

Status:

Installation Wizard Completed

The Installation Wizard has successfully installed Apache HTTP
Server 2.0.54. Click Finish ko exit the wizard,

Installing
Please wait while Setup installs SmartMonitor on wour camputer.

Extracting files...

Wpecap Install:
Setup will install Wpeap 4.1 beta .

wirwey draptek. com

If it is not necessary for you to install Wpcap, please go to step 26 directly.
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21. When the following screen appears, please click Next to proceed.

8 WinPcap 4.1 beta Setup

k() . WinPcap 4.1 beta Installer
¥ ‘Lﬂ caP ‘Welcome ko the WinPcap 4.1 beta Installation Wizard

This product is brought to you by

=
CACE

TECHNOLOGIES

Packet Capturing and Network Analysis Solutions

Cancel

22. On the following screen, please click Next again.

® WinPcap 4.1 beta Setup E”E|E|

Welcome to the WinPcap 4.1 beta
Setup Wizard

This Wizard will guide you thraugh the entire \WinPcap
installation.

For more information or support, please wisit the WinPcap
home page.

hitkpf feww  winpcap.org

[ <Back || Mexts | [ Cancel

23. On this page, just click I Agree.

# WinPcap 4.1 beta Setup

Rl) s License Agreement
¥ An caP Please review the license kerms before instaling WinPcap 4.1

beta,

Press Page Down to see the rest of the agreement,

“opyright () 1999 - 2005 MetGroup, Politecnico di Toring (Tkake). ~
Copyright {c) 2005 - 2007 CACE Technologies, Davis (California).
All rights reserved.

Redistribution and use in source and binary Forms, with or withaut modification, are
permitted provided that the Following conditions are met:

1. Redistributions of source code must retain the above copyright natice, this list of
conditions and the Following disclaimer .,

2. Redistributions in binary Form rust reproduce the above copyright natice, this list of
conditions and the Following disclaimer in the documentation and/or other materials “

I you accept the kerms of the agreement, dick I Agree ta continue. You must accept the
agreement: to install WinPcap 4.1 beta,

< Back H IAgree ] [ Cancel

10
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24. The setup wizard starts to install WinPcap into your host. Please wait for a while.

6 WinPcap 4.1 beta Setup

Rl) > Installing
v ln caP Flease wait while WinPcap 4.1 beta is being installed.

Output Falder: C:\Pragram FilesiwinPcap

[ J

25. When the following page appears, the installation has been completed. Click Finish.

# WinPcap 4.1 beta Setup Q|E|g|

Completing the WinPcap 4.1 beta
Setup Wizard

‘WinPcap 4.1 beta has been installed on vour computer,

Click Finish to close this wizard,

26. Next, Setup wizard will display the following screen. Click Next to proceed.
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27. When the following dialog pops up, click OK.

]’.,E‘ Setup - SmartMonitor

Config the Apache and PHP Setting
select the items:

ifpache Homepage set to Smarttonicor
#pache PHP G attinn

L3 --- DocumentR oot changed in Apache Configuration file
%) - Config FUP in Spache Confignration fil
-—- Config PHP init m CAWINDOWE OK

s draytel, com

28. Now, the following dialog appears to inform you that you are going to login
SmartMonitor home page with default username/password of admin/admin. Please click
OK.

]'eil Setup - SmartMonitor

Config the Apache and PHP Setting
select the itemns:

Apache Homepage set ta Smarthanitor

Apache P
Copy def
Run Sma

\::l) We will go to Smarthdondtor logon page
The default nerame/passwaord is adminddmin

iy, dravtek, com

29. Before you start to use SmartMonitor, please click Finish first to exit the SmartMonitor
setup wizard.

1!/ Setup - SmartMonitor E”E| ‘zl

Completing the SmartMonitor
Setup Wizard

Setup has finished inztaling Smartkanitor an your computer
The application may be launched by selecting the installed
icons.

Click Finish to exit Setup.

i draytek. com Fi

30. After finishing the installation, SmartMonitor main program will invoke automatically
and the browser will pop up a login window (for Smart Monitor managing interface) for
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you to login. If the IP address has be configured correctly, all PCs on LAN can use IE
browser to visit Smart Monitor easily.

Dray Tek

Userarne |admin |

Password |-"" | Forget password?

[ Guest Login ] [ Login ]

Smart Monitor User’s Guide 13



This page is left blank.
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2. Basic Operation

2.1 Activating Smart Monitor

Start>>Programs>>SmartMonitor>>SmartMonitor to activating the application.

B Smarttdonitor pal Smarttondtor
Apache HTTP Server 2.0.54 3 jﬁ Tinztall Smartbdonitor
Vigor N61 802.11n Wireless URE Adapter » @ Wehste

When SmartMonitor is activated, you can find the icon located on right bottom of the
desktop that indicates SmartMonitor is on working now.

2.2 Enter Web User Interface

To specify which PC should be monitored, please open
Start>>Programs>>SmartMonitor>>Website to access into the configuration web page.

~

IMPORTANT NOTICE - PLEASE READ

Welcome to Vigor SmartMaonitor,

For corporate security and statistical monitoring, Vigor SmartMonitor provides a clear and
detailed audit trail of Internet usage. Your network users should be aware of your acceptable
usage policies ("AUP"). If users are permitted to use your network for private or personal
usage, Vigor SmartMonitor may log, analyse or store data which might be confidential or
private.

If you use Vigor SmartMonitor, you must ensure that every user of your network is made
aware. This is a legal requirement in some countries and you should also ensure that any
information that VigorView provides is stored securely. Vigor SmartMonitor is intended only for
the purposes of lawful company business and statistical reporting in order to increase operator
and network efficiency. DrayTek cannot accept responsibility if Vigor SmartMonitor is misused
or used unlawfully. For your system administrator's own protection and users' comfort, we
recommend warning users:

Example Notice:

"NOTICE : Internet usage and content on this network may be monitored or (ogged for
security and/or statistical purposes. Any information which you pass over this network
may be available to system administrators. Please contact them for your local privacy

policy.”

Type "confirm' in the box to acknowledge the above:

Confirm page will appear first. Please type the word-confirm in the box and click
OpenSmartMonitor to open the following page.

Smart Monitor User’s Guide 15



Dray Tek

Usernarne |admin |

Fassword |-"" | Forget password?

[ Guest Login ] [ Login ]

Next, type the username and password. The default values for user name and password are
“admin” and “admin”. Click Login to access into the configuration web pag.

If your a a guest, you don’t need to type anything and just click the Guest Login button. For
detailed inforamtion, pleae refer to 2.3 Anonymous Login.

16 Smart Monitor Series User's Guide



Below shows the home page of Smart Monitor. It can be divided into several sections.

Links for Quick
Start

System

User Setting

Welcome to Smart Monitor

Menu Bar

Service Analysis

44 Authenticated with Vigor2710e Recording 1010 users AT MOST

Current Top 10
Users under
Monitored

73 Users Logged 2 Admin Online eric_hsu
User Analysis

Manual Refresh ¥ | &°

579 MB 1 17216.3.8 mail3 Mis 419.43 MB
2.05GB 2 172163130 david Marketing 341.31 MB
7.27 KB 3 17216.3.146 cindy Sales 289.88 MB
144.82 KB 4 17216.3120 bruce Marketing 253.42 MB
0.00 KB 5 17216.3132 Nick Marketing 23542 MB
362.22 MB 6 17216.3148 McDon_ey Sales 209.70 MB
48.58 MB T 172163181 2104_Hw HD 20292 MB
9.81 KB 8 172163176  2104_1F MFG 149.00 MB
0.00 KB 9 172163184 2104_TBD Tiwain Sales 144.64 MB
10 172.16.3.203  2104_4F SDD 14437 MB

B Quick Start Guide
“ Create your Account
; FTP
Modify general HTTP
Create to Ica
manager MSH
“ View semvice records and traffic PP
in Service Analysis FOP3
i View each user's records and SMTP
BrIEf rakic in TELNET
i Wiew statistics and analysis YMSG
IntrOdUCtlon infornation in Report
for System

FTP
Media

|

Brief Introduction for
User Analysis

it Statistics & Report

S

HTTP M
Telnet P2P Webdown
Game SIP DNS Query .
Brief
ﬂ Information for

IPSEC VPN Search Engine

Report

Icons for Service

Analysis
Item Description
Menu Bar Display available menus.
Links for Quick Start Provide links to execute basic operation.

Brief Introduction for User
Analysis

Display brief introduction for the contents of user analysis.

Icons for Service Analysis

Provide icons to check service analysis. Simply
double-click on them. The system will open the
corresponding pages.

Brief Information for
Report

Display brief explanation that Report contains.

Smart Monitor User’s Guide
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2.3 Anonymous Login

Smart Monitor offers the funciton of anonymous log in. This function is used for the
anonymous user to check the ranking of network service usage to carry out self-managing.

Anonymous logging is unable to use/see all the functions of Smart Monitor. Only user Top
10 and traffic ranking pages are allowed. With these two web pages, users can know the
usage ranking in different network service. If they find their ranking is near to the top one,
they can do self-restriction and reduce non-job network usage. Thus, network usage
efficiency of the enterprise can be raised.

DrayTek

User Setting

System

73 Users Logged 2 Admin Onlin

Service Analysis

User Analysis

Welcome to Smart Meniter v2.4.4 Authenticated with Viger2710e Recording 1010 users AT MOST

B Quick Start Guide

[Manual Refiesh v | &7

* Create your
Modify general

Create
manager

Account

to

View service records and traffic

in Service Analysis

View each user's records and

traffic in

* View statistics and analysis

information in Report

® Tricks & Tips

m User Analysis

User By Traffic
Top 10

FTP 579 MB
HTTP 2.05GB
Ica 727 KB
MSN 14482 KB
pap 0.00 KB
POP3 362.22 MB
SMTP 48 58 MB
TELMET 981 KB
YMSG 0.00 KB

1 1721638

2 172163130
3 172163146
4 172163120
5 172163132
6 172163148
T 172163181
B 172163176
9 172.16.3.184
10 172.16.3.203

mail3

david
cindy
bruce

Nick
McDon_ey
2104_Hw
2104_1F
2104_TBD
2104_4F

MIs

Marketing
Sales
Marketing
Marketing
Sales

HD

MFG

Tiwain Sales
sDD

418 43 MB
341 31 MB
288 88 MB
25342 MB
23542 mMB
208.70 MB
20292 MB
148.00 MB
144.64 MB
144.37 MB

= Service Analysis

Stock Game
VBN IPSEC VPN

Search Engine

License Agreements

Log Ot

Only User Analysis and System menus are provided for guest logging.

18

il Statistics & Report
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2.4 Group/Department Operation

By grouping the users, the administrator can set different monitoring contents for different
users. Meanwhile, the administrator can dispatch the users to suitable groups quickly to
make the group operation of users being easily.

Please follow the steps listed below to create a new one.

1. Click the Group/Department link from the Create Group/Department to manager
users located in Quick Start Guide area, or open User Settings>>Group/Department.

B Ouick Start Guide

Create your Account
modify aeneral

[ Create to ] Group/Department
manager User List

Wiew semvice records and traffic in
CardAcn Apahei or Tree View

L1 ]

2. Click the New Group/Department ™ icon.

Group/Department *:.}

Others Default Group/Department Y M

3. The following screen will appear.

New Group/Department

offine1

for marketing

O

B

[ sure [ popz

A ure

A msn Hica Hvymse Fag
[ wedia

[ Telnet
E
Recording [#] viebdown

[ stock

[ game
BT

[ ons uery
Fwven
[“l\psec wen

E‘ Search Engine

4. Type a name (e.g., office-1) for the group in the field of Group Name. Give a brief
explanation for such group. Check the Active box.

5. In the Recording field, choose the service(s) that Smart Monitor will record and monitor
for such group.

6. Click Save.

Below shows a figure of new group added.
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Group/Department 'i:}

office- for marketing Y N 0 @

Others Default Group/Department A4 N

2.5 User List Operation

To utilize Smart Monitor for monitoring, the first thing you have to do is “create a user
name”. Such user account can be grouped under any group/department specified later and be
monitored by Smart Monitor.

After initiating Smart Monitor, the IPs in the network segment specified by the network card
of Smart Monitor will be catched and displayed automatically.

We can use setting username or grouping the user to have convenient management. Refer to
the following steps for grouping or setting user name.

1. Open User Settings>>User List.

Group/Department
User List
Tree View

2. There are eight items with different purposes for each IP address, such as number,
recording, IP address, user name, group, emphasize, LAN-to-LAN and delete.

User List L)
44 B P 5pcsiiPages Sort By[p v
O O O
1 192.168.1.1 cami=_pe O Q
v 192 18815 [FI Q
3 182.188.1.10 Others % O %]
192.188.1.12 Othe ¥ O @
152.168.1.255 Others [ O D

L1

1.LAN-TO-LAN is used when source and destination IP are in same subnet. For example, accessing internal mail server is typical LAN-TO-LAN zpplication.

2. Ticking LAN-TO-LAN option onfy means SmartMonitor handle LAN datz which CAN be received, which does not guarantee SmartMonitor can get all LAN traffic.
Because LAM switch mostly forward LAN data directy without sending it to Vigor monitor port.

3.In some specific environment, monitor port can capture LAN-to-LAN traffic. For example, PC connect to Vigor LAN P1 access PC2 in P2,

Item Description

No The index number of the IP address of the user.

Recording Check the box to record the network usage of the IP
address.

IP Display the IP address of the user.

User Name Define a name for each user. Such name is easily and

convenient to be identified when viewing various records
such as Top 10.

Group Make a group for such IP address.

Emphasize If you check the box here, a red sign “*” will be marked
between the fields of user name and IP address. Such mark
is used to remind the administrator that this user is
“important”.
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LAN-to-LAN Allow Local LAN PC communication to be monitored by
Smart Monitor if such data is forwarded by monitor port.

Delete Delete this selected IP.

3. Type in username separately by mapping with each IP address.
4. Choose the group that such IP address would be combined.
5. Click Save to save the configuration.

In some cases, some servers might not send out information automatically, so they will be
not listed. For this, please add the users (s) manually.

To manually add the user, please follow the steps listed below to create a new one.
1. Open User Settings>>User List.

2. Click the New User W icon. The following screen will appear.

Izer Mame |carie-pc

Ip 192.168.1.53
Group Others W
Recording
Ermphasize
LaM-to-LAM

| save || cancel |

3. Type a name (e.g., carrie-pc) for the user in the field of User Name. Specify the IP
address of the new user. Choose one of the groups from Group drop-down list. Check
the boxes of Recording, Emphasize and LAN-to-LAN if regquired.

4. Click Save.
Below shows a figure of new user added (displayed on User List page).

User List L&)

M4l 7 3 4 5 PP 43 pcsS Pages Sort By | P w

182.168.1.53 carie-po Cthers
172.16.0.193 Cthers
172.16.1.238 Cthers
172.16.2.11 Cthers
17216.2.16 Cthers
17216218 Cthers
17216219 Cthers
172.16.2.65 Cthers
17216276 Cthers

£ €] () (o[ 1] | [ | | || |

10 17216.2.84 Cthers

HEEEEFERERRBEED
OO00O00O000O0 |
HEEEEEEREREEED

000000000

Note:

® In User List page, it will be convenient for management by setting a user name for
every IP address
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® You can group the users for monitoring the configuration and easily managing. For the
detailed of group, it will be introduced in later sections.

2.6 Create/Modify Admin Account

It is not safe to use the default user name and password. It is strongly suggested to modify
user name and password after registering Smart Monitor. Additionally, an admin account can
only login one PC at a time. Therefore, please create different accounts and passwords for
different administrators.

Please follow the steps listed below to create a new one. Such account will be used for
accessing into Smart Monitor next time.

1. Click the Admin link from the Create your Admin Account located in Quick Start
Guide area or open System>>Admin.

= = Admin
B Quick Start Guide
Prilege
[Creelute your Accnunt] Setting
mModify general )
Create to My Favorite
manager Config BackupRestore
or
I'.l'"
2. Click the New Admin "= icon.
Admin &
admin English Administrator
3. The following screen will appear.
Admin Narme carrie
Password [TTITITT]
Comfirm Passward LTI T]
E-Ma carrie_ni@draytek.com
I;—I-Ia Alert kaz'
(e.g. google, sina)
Language Englizh A
Privilege Administrator | »
ebdown Stock Game SIP DI
ebdown Stock Game SIP DF

4. Type a name (e.g., carrie) as the Admin Name and type the password in the field of
Password. Next, type the password again in Confirm Password.

5. Type the E-Mail address in E-Mail field. Such address will be used to receivie the alert
messages, reports files sent from Smart Monitor.

6. Language field is very important for it determines the language system display for
Smart Monitor when administrators log in.
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7. Determine the privilege from the drop-down list. Previlege field allows you to choose
the type of administrator. There are four types of previlege. The authority of the
administrator can be defined in System>>Privilege.

Administrator
Administratar
Super User

Mormal User
guest

8. Click Save.
Below shows a figure of new admin account added.

Admin L&)

English Administrator

carrie_ni@draytek.com English Administrator \)

2.7 Adjust System Settings

Please follow the steps listed below to modify current system settings for Smart Monitor.
The default settings will be shown on such page. You can change settings for SMTP, modify
the recording type, or adjust the disk space and session timeout, etc.

1. Click the Setting link from the Modify General Setting located in Quick Start Guide
area or open System >>Setting.

B Quick Start Guide Admin
Create your Account Privilege
[ Modify general ] Setting
Create o _
manager My Favorite
or
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2. The screen is shown as follows.

Setting c
Server 0.0.0.0 Need authentication (]
Pot 2 veemame ||
Mail Box Passward l:l
When retry over 2 [times, block IP for [1 fin. Current blocking list

Erre Flman Elutte

Game [ sip [ous
Menths to kesp backup
Max FTP filesize |1 1-100) M
Time (€.g.12:00-13:00. 14.00-15:00) not recording

ven [Flipsec

i [ media [ Teinet Fp2p [ webdown [ stock

-12} months
Iax mail attached file size |10

Search Engine

Subnet (s.g.192.168.1.0424, 172.16.0.0/18] not recording

Domain keyword (£.g.google, ina) not recording

WebDewn file type

=vi bin bz? doc exe gz gsip img iso
zpd mpz mpe wpeg wpg wsi cgg pdf pot
rm rmvk Zez sit sitx tar weEv wms

lzh mé= mov med
©li pps gt = zam
Wy z Zip

(>200) MB

When free dizkspace is

Session Timeout

/Narn at 1irztpag5 Send email

Allow login ancnymoushy

Interface |Aﬂ'_ os AR8121/AR8113/AR8114 PCI-E Etherne

roller (M)

IpP: 192,168,110

Gateway: 192,1568.1.5 Mask: 255.255.255.0

TimeZone: | (GMT =8.00) Bzijing, Ferth, Singapers, Heng Kong

]

3. Modify the ones you want.
4. Click Save.

has more than one ethernet/wireless card.

Note: It’s very important to choose right Interface for Smart Monitor, especially a PC
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3. Advanced Operation

This chapter introduces all the functions and configurations in Smart Monitor in detailed.

3.1 System

Such menu allows you to set password/name for logging into Smart Monitor, set privilege
for having different authorities, backup or restoring the configuration, set event log, and etc.

Admin

Privilege

Setting

My Favorite

Config Backup/Restore
Event Log

Resources

License Agreements
Log Out

3.1.1 Admin

The name and password configured here will be utilized while logging into Smart Monitor
every time. In addition, it allows you to set different privilege for different administrator
account. The admin account can view records and delete records according to the privilege

configured.
Admin LS
Engish Administrator

Item Description

Admin Display the name for administration.

E-Mail Display the e-mail address for such account.

Language Display the language for data recorded.

Privilege Display the privilege for such account.

Delete Allow to remove such account. In general, the name “admin”
is the default setting and cannot be removed.

Note: The privilege of the administrator can be modified in System>>Privilege.
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Add a New Admin Account

Click the New Admin ™2 icon. The following screen will appear.

New Admin

carrieni
........
........

carris_ni@draytek.com

English L

Administrator |W

Item Description
Admin Name Type the name for the new administrator.
Password Type the password for the new administrator.

Confirm Password

Type the new password again to make a confirmation.

E-Mail

Type an e-mail address in such field. All the records will be
sent to the address specified here for reference.

E-Mail Alert Keyword

Set a keyword in such field, When a user searches such
keyword, an e-mail alert will be sent to the administrator for
notification.

Language At present, there are only Simply Chinese and English offered.
Choose any one of them for recording the monitored results.
Language Englizh w
Turkizh
Traditional Chinese
Privilege: Please assign the privilege for the new admin account. There
are three privilege provided by Smart Monitor and each
account will have different monitoring effect based on the
privilege specified here.
Privilege Mortmal User
Adminiztratar
Super User
Marmal Lser
guest
Save & Login Save the settings and exit SmartMonitor. Then SmartMonitor
will re-login automatically with the new saved user name and
password.
Save Save the settings only.

Below shows an example:
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Admin L&)

admin English Administrator
carrien carrie_ni@draytek.com English Administrator 0

In the above example, “admin” owns the highest privilege — Administrator. That means the
one accessing into Smart Monitor with such name can view and delete all of the records for
different user accounts that controlled and monitored by Smart Monitor. “Admin” is the
default setting and cannot be deleted.

3.1.2 Privilege

There are many services can be monitored under Smart Monitor. However, administrators
with different privileges will have different authority to view, delete the records or make
different operation. There are three default types of privilege, Administrator, Super User
and Normal User provided here for you to specify for different purposes.

Privilege 4
FTP, Mail, HTTP, IM, Media, Telnet, P2P, Webdown, Stock, Game, FTP, Mall, HTTP, M, Media, Telnet, P2P, Webdown, Stock, Game, - 0
SIP, DNS Query, WPN, IPSEC VPN, arch Enging SIP, DNS Query, WPN, IPSEC VPN, Search Enging =
FTP, HTTP, Media, Telnet, P2P, Webdown, Stock, Game, SIP, DNS ar edia Telnet PIP Webdow g
Query, VPN, PSEC VPN Search Engine FTP, HTTP, Media, Telnet, P2P, Webdown 0 Q
FTP, HTTP, Media, Telnet, P2P, Webdown, Stock, Game, SIP, DNS FTP, HTTP, Media, Telnet, P2P, Webdown, Steck, Game, SIP, DNS 0 Q
CQuery, VPN, IPSEC WPN, Search Engine Query, VPN, IPSEC WPN, Search Engine
Add a New Privilege Type
by
. _ E B . .
Click the New Privilege Type ¢ icon. The following screen will appear.
MNew Privilege Type
ype igwonly
Description |view all records
DNS IPSEC Search
FTP Mail HTTP 18] Media Telnet P2P  Webdown Stock Game sIp Query VPN VPN Engine
o

Item Description

Type Type the name for the new privilege type.

Description Type the brief introduction for such privilege.

View Access Check the service(s) that allows to be inspected by the admin
account.

Delete Access Check the service(s) that allows to be deleted by the admin
account.

Save Save the settings for such type.
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Below shows a figure of new Privilege Type added.

Privilege i)
ator FTP, Mail, HTTP, IM, Media, Telnet, P2P, Webdown, Stock, Game, FTP, Mail, HTTP, IM, Media, Telnet, P2P, Webdown, Stock, Game, 9 O
- o SIP, DNS Query, VPN, IPSEC VPN, Search Engine SIP, DNS Query, VPN, IPSEC VPN, Search Engine <
FTP, HTTP, Media, Teinet, P2P, Webdown, Stock, Game, SIP, T Media Telnet D90 WWehdno
DN Query, VRN, PEEC WEN, Search Engine FTP, HTTP, Media, Telnet, P2P, Webdown L Q
- - FTP, HTTP, hledia, Telnet, P2P, Webdown, Stock, Game, SIP, FTP, HTTP, Media, Telnet, P2P, Webdown, Stock, Game, SIP, 0 \)
crmaliiss DNS Query, WPN, IPSEC WPN, Search Engine DNS Query, VPN, IPSEC VPN, Search Engine
ewon view all FTP, Mail, HTTP, IM, Media, Telnet, PZP, Webdown, Stock, Game, FTP, Mail, HTTP, IM, Media, Telnet, P2ZP, Webdown, Stock, Game, 0 \3
’ records SIP, DNS Query, WPN, IPSEC VPN, Search Engine SIP, DNS Query, VPN, IPSEC VPN, Search Engine

Modify the Existing Privilege Type

You can change the description of the privilege, change the members under the privilege,
change the items for viewing, deleting under the privilege by double clicking the name link

under type filed.
Modify Privilege
viewonly
Description |view all recordz
DNS IPSEC Search
FTP Mail HTTP I Media Telnet P2P  Webdown Stock Game sIP Query VPN VPN Engine
i g o O O
Members {0}
Item Description
Description To change the description for the selected privilege type,
simply retype new description here.
View Access Check the one(s) and uncheck the one(s) you desire for

viewing records under the selected privilege type. Only the
records of the items checked here can be inspected next time
when you access into Smart Monitor by using the admin
account with such privilege.

Delete Access

Check the one(s) and uncheck the one(s) you desire for
deleting records under the selected privilege type. Only the
records of the items checked here can be deleted next time
when you access into Smart Monitor by using the admin
account with such privilege.

Members

Display the admin accounts which selected such privilege.

Save

Save the modification for such privilege.

28 Smart Monitor Series User's Guide




3.1.3 Setting

This page can make general settings for Smart Monitor. For example, if you do not setup
SMTP settings, you cannot receive daily/weekly/monthly report from Smart Monitor.

Setting

Server 0.0.00 Need authentication [

L

Port 25 Username

Mail Box Password

When retry over|3 times, block IP for |10 Min. Current blecking list

e M mail Eatre i Ewmedia [ Teinet Elpze [Hwebdown [ stock
Game [ sp [ons [Even [Fipsec [ search Engine

Menths to keep backup files in disk |6 {1-12} months

Max FTP filszize |10 (1-100} MB Max mail attached file zize 10 (1-10y MB

Time (.q.12:00-13:00, 14:00-15:00) not recording

Subnet (e.9.192.168.1.0/24, 172.16.0.0/16) not recording

Domain keyword (£.9.google, sina) not recording

WebDown file type

avi bin bzZ doc exe gz gzip img iso lzh md4a mov mp3
mpd4 mpa mpe mpeg mpg msi ogg pdf ppt plj pps gt ra ram
rer rm rmvk ses sit sitx tar wav wma wmv Z zip

WWhen free diskspace is below |200 (=200} MB WWarn at firzt;age Send email

Session Timeout |80 Min. Allow login anenymoushy

Interface |Athercs ARS121/4R2112/4R8114 FCIE Etharnat Contrallar W
IP: 132,163.1.10 Gateway: 152.153.1.5 Mask: 255,255.255.0

TimeZone: |{GMT +5:00) Beijing, Perth, Singapares, Hong Kong b

Item

Description

Click such icon to restore the factory default settings.

SMTP

Server — Type the IP address for the SMTP server, e.g.,
172.16.3.9.

Port — Type the port number of the specified SMTP server
above.

Mailbox — Type the e-mail address for the SMTP Server.

Need authentication — If you check this box, you have to
enter Username and Password specified here to access into the
SMTP server next time.

Username — Type the username for accessing into the above
SMTP server. It will be active only when Need
authentication box is selected.

Password - Type the password for accessing into the above
SMTP server. It will be active only when Need
authentication box is selected.

Admin Login Control | Such area is configured for preventing password crack if

someone (IP listed in Current blocking list) tries to login with
wrong username or password for certain times

Current blocking list — Display the IP address blocked by
Smart Monitor.

Recording

You can check or uncheck these services respectively to be
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used and recorded by Smart Monitor.

Months to keep backup files in disk — Specify the recording
period for the services. The available number is from 0 to 12.
In the above example, it means the recording job will be
deleted automatically after six months.

Max FTP filesize — The maximum file size for downloading
from or uploading on FTP web site can be restricted in this
box.

Max mail attached file size — The maximum file size for mail
attached file can be restricted in this box.

Time not recording — Type the time to inform the system not
recording the related information for that time.

Subnet not recording — Type the subnet address to inform the
system not recording related information for that address.

Domain keyword not recording — Type the keyword to
inform the system not recoding related information for that
word.

WebDown file type — Specify which type of the file
download will be monitored.

Administration: When free diskspace below — A warning message will be
shown on the first page of Smart Monitor and/or be sent to
the dedicated e-mail address from Smart Monitor when the
free disk space is lower than the number specified here.

Session Timeout — Smart Monitor will be terminated
automatically based on the value configured here.

Allow login anonymously — If you check this box, anyone
can access into Smart Monitor through Anonymous Login for
viewing the records easily. Only System and User Analysis
menus can be operated by the user.

Dray Tek

Username

Pagsword Forget password?

Glest Login

If you uncheck this box, no one but the administrator can
access into Smart Monitor.
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Dray Tek

Usernarme ||
Pagzsword Forget password?

Interface - Use the drop down list to choose the interface for

Smart Monitor.
TimeZone — Choose the correct time zone for your place.

Save - Save the settings.
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3.1.4 My Favorite Search

You can define the search of certain data which you want to check or review frequently as a
profile through this page.

My Favorite Search

L)

Search Name

Search Name

Search Name

Search Name

Search Name

Search Name

Search Name

Search Name

Description

Description

Description

Description

Description

Description

Description

Description

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Delete

Search

Search

Search

Search

Search

Search

Search

Search

Search Hame

Search Hame

Search Name

Search Name

Search Hame

Search Hame

Search Name

Description

Description

Description

Description

Description

Description

Description

Delete Search

Delete Search

Delete Search

Delete Search

Delete Search

Delete Search

Delete Search

Add a New Search Type

Click the New Search % icon. The following screen will appear.

New Search

FTP v
Search Name
Description
User
File
Host
Dir
Size
@ Today
) From

To

Save Cancel

Item

Description

Type Selection

There are eight types that you can specify for searching job,
including FTP, HTTP, Telnet, Webdown, Mail, IM, P2P,.....
and so on.

Search Name

Type a name for search.

Description Give a brief description for such search.

User Type the name of the created user that you want to search.
File Type the file name that you want to search.

Host Type the IP address of the host that you want to search.
Dir Display the direction for file download or file upload.

Llph:-ad .
Davenload

32
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Specify the file size of the file(s) that you want to search. The
unit of the file contains B, KB and MB.

The system will search the data processed today and display
on the screen.

Specify the date(s) for the system to search. Use the drop
down calendar to choose the start date and end date.

Save

Save the settings.

3.1.5 Configuration Backup/Restoration

You can save current configurations as a file. Later, you can upload the file to your PC.

Config Backup/ Restore

Select a configuration file,

[Orestore configuration from version below 2.4.0.

Select old configuration file charset

Click Restore to upload the file,

Click Backup to download current running configurations as a file.

3.1.6 Event Log

This page displays administrator’s operation records of Smart Monitor.

Event Laog QeilB=Ta &

44 Pl SpcsfiPages Latest 20 days | 2014-02-13(Wed)

[ 2014-02-19 11:33:44 admin 127.0.0.1 Privilege [ADD] viewonky

[ 2014-02-19 1129:52 admin 127.0.0.1 Admin [ADD] carrieni

[ 2014-02-19 11:19:38 admin 127.0.0.1 Tree View [ADD] 182.188.1.55: UserName=Sandy

[ 2014-02-13 11:13:30 admin 127.0.01 Group/Department [~DD] office-1

[ 2014-02-19 085724 admin 127.0.0.1 System [Login] Success

Item Description

Log Time Display the login time for the user or the administrator.

Admin Name Display the privilege of the user or the administrator.

LoglP Display the IP address of the user or the administrator.

Level Display the menu item of the user or the administrator.

Message Display brief description of the action executed by the user or
the administrator.

Latest 20 days Such table can display daily traffic report. In addition, you can

choose any day by using the drop-down list for viewing the
monitoring report of other day.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to
specified mail box and print current page.
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Q |¢ 1] B = | A | &
Open |Refresh | Delete Delete all | Send | Export | Print | Print

Search records | records report | to this all of

Mode selected | displayed | to PDF page the
your pages
e-mail

Searching Record

By clicking the Q Open Search Mode icon, you will get the following page.

[0 2014-02-19 11:19:38 admin 127.0.0.1 Tree View [~D0] 1592.168.1.55: UzerName=Sandy
[ z014-02-13 11:13:20 admin 127.0.0.1 Group/Department [AD0] office-1
[ 2014-02-19 08:57:24 admin 127.0.0.1 System [Legin] Succeszs
Admin Name | &ny ~ Log IP Message
Level | &ny + O From To
Item Description
Admin Name: Choose the name for searching the records under it.
Any W
admin
Log IP Type the IP address for searching the records under it.
Message Type the message for searching the records with it.
Level Choose the level for searching the records based on it.
-.*."':,' b
Any
Tree View
E:, stem
Privilege
Group/Departrment
Admin
From....To... Specify the date for the downloading or uploading files you
want to search. Please check the box first before choosing the
date.
Search Click this button to execute searching job and display on this
page

Example

To list the event log of Log IP 172.16.3.102, please specify the IP in the field of Log IP and
click Search.

| Ll2m0-12-158 08:21:00 admin 17263148 System [Login] Success
Admin Name Log IP 172163102 Message
Level | &y ~| [ From | |10 |

The searching result will be shown as follows:
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M B> s e pages Latest 20 days | Sewrch Moce
[Jaoi0-12-27 140715 admin 172163102 Systern [Login] Success
[Jz010-12-27 10:45:28 admin 172.16.3.102 System [Logln] Success
Da2010-12-27 10:15:38 admin 172.16.3.102 System [Login] Success
[J2010-12-27 10012:20 quest 172.16.3.102 Systemn [Login] Success
dz2010-12-27 10:12:20 guest 172.16.3.102 System [Login] Success
Admin Name | Any % Log IP 172.16.3.102 Message
Level | Any w ] From To

3.1.7 Resources

Such page displays current system resources information about listening IP, kernel version,
processor model, CPU speed, BUS speed, Cache size, total memory, memory usage and
mounted file systems and etc. If there is something wrong, such as insufficient disk space,
the administrator can know it and process it immediately.

Resources

Canonical Hostnarns smib Processors 2
Listening IP 172.16.0.193 Madel Intel(R) Core{TM}2 Duo CPU E7400 @ 2.60GHz
;x‘asrtr;s\hj;‘:;sﬁinn 2;“6‘35-22-generic-pae (SMP) gPUhSpSeix:: g;g ggz

A ache 5
Uptime 5 d::su;tuuhlooulrlsDSl minutes System Bogomips  11173.16
Type Percent Capacity Free Used Size
Physical Memory  — 15% 3.32 GB 586.23 MB 3.89 GB
- Kernel + applications 8 Pop 7816 MB
- Buffers B 44, 152.90 MB
- Cached —] Qs 355.158 MB
Disk Swap 8 0% 11.72 GB 0.00 KB 1172 G
Mount Type Partition Percent Capacity Free Used Size
/ extd fdevssdas B8 iCH 259.24 GB 1.01 GB 274,18 GB
fdev devtrnpfs none 2 o (1% 1.94 GB 188.00 KB 1.94 GB
Fdev/shm tmpfs none 8 oo (1% 1.95 GB 0.00 KB 1.95 GB
Feardlock tmpfs none B 0% (1%) 1,95 GB 0,00 KB 1.95 GB
Fvardrun tmpfs none 8 0% (1%) 1.95 GB 36.00 KB 1.95 GB

Todals : [ 261.18 GB 1.01 GB 276,12 GB

0%

3.1.8 License Agreement

Such page displays the license agreement of program libraries used in Smart Monitor.

License Agreements

Winpcap license

winpcap Www , winpcap. org/misc/copyright.htm
GPL

phpsysinfo www . gnu.orgflicensesfgpl. html
eAccelerator wwwi.gnu.org/licenses/gpl.html

Apache License

Apache www.apache.org/flicenses licenses/LICENSE-2.0

PHP Licensing

PHP www.php.netflicense/3_01.txt

Public domain

SQLite wwww.sglite. org/copyright.himl

3.1.9 Log Out

Choose this menu item to quit Smart Monitor.
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3.2 User Setting

User Setting allows you to create new group/department and users for monitored by Smart
Monitor. In addition, it also offers tree view for all the accounts to be checked in ease.

Group/Department
User List

Tree View

3.2.1 Group/Department

This page can display current created group/department. It allows you to create new groups,
modify existing group, and change the members to be controlled under the specified group.

Group/Department ’i:;
Others Default Group/Department A N

Item Description

Group Name Display the name of the group/department for current user.
Description Display the explanation for the group.

Active Display the status for current group, Y(active) or N (inactive).
Emphasize IP/name followed by red mark “*” can assist the administrator

to find out the ones being monitored specially and quickly
within lots of records.

Members Display the number of the members included in such group.

Delete Remove the selected group.

Add a New Group/Department

Click the New Group/Department Y icon. The following screen will appear.

New Group/Department

offic=-1
for marketing
Active
Emphasize O
Bl
= smrp [ porz
H urre
Hmsu Fica FEvymse Hag
[ Wedia
[ Telnet
Hlpzp
Recording [#] webdown
] stock
¥ game
H s
[ ons Guery
Even
¥l ipsec ven

E Search Engine

sur Marnbers
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Item Description

Group Name Type the name for the group (maximum 36 characters).
Description Make a simple explanation for such group.

Active Check the box to monitor such group.

Emphasize Check the box to make it as important group to be monitored

(an sign * will be added to corresponding record).

Recording There are ten services provided by Smart Monitor. Check the
one(s) that you want to record for such group.

Add New Members Click such link to add existed users into such group. If you did
not create any user beforehand, you would get nothing after
clicking the link. Please add new users first.

Add new Mermbers

[J172.16.0.193 [J172.16.1.238 [1172.16.2.101 [J172.16.2.102
O17z.18.2.106 [(J172.16.2.11 [172.16.2.120 [J172.16.2.128
O17z.18.2.129 [J172.16.2.132 [1172.16.2.133 [O17z.16.2.141
[J17z.16.2.145 [(J172.16.2.16 [172.16.2.163 [J172.16.2.164
17218217 [Oi72.16.2.178[1172.16.2.18 [J172.16.2.182
[O17z2.18.2.180 [J172.16.2.19 []172.16.2.193 [J172.16.2.201
O17z.18.2.205 [(J172.16.2.212 []172.16.2.214 [J172.16.2.218
Oi7z.18.2.220 [(J172.16.2.225 [1172.16.2.233 [O17z2.16.2.247
Oi7zae.265 17216276 [J172.16.2.84 [Oi7z.16.2.85
Oi7zae286 [O172.16.2.96 [1172.16.3.117 [O172.16.3.142
[J172.18.23.152 [J172.16.2.192 [ 172.16.3.198 [O172.16.3.223
17218381 [J172.16.3.99 [carie-pc
Save Cancel
Save Click this button to save the settings for such group.

Below shows a figure of new group added.

Group/Department 4]

for marketing Y N a \3

O o

.|;: 7

Default Group/Department A M =
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3.2.2 User List

This page displays all the created users with IP address, user name, group, and etc.

User List w3
4« »»l  5pes/iPages SortBy[iF v
O O O
1 carie_sc Cthers |3 O Q
z ot - [F] @
3 182.162.1.10 Others w8 O [%]
182.168.1.12 Cthers | F1 (%]
182.168.1 255 Others % O @

[1]

1.LAN-TO-LAN is used when source and destination IP are in same subnet. For example, accessing internal mail server is typical LAN-TO-LAN application.
2.Ticking LAN-TO-LAN option only means SmartMonitar handle LAN data which CAN be received, which does not guarantee SmartMonitor can get al LAN traffic.
Because LAM switch mostly forward LAN data directly without sending it to Vigor monitor port.

3.In some specific environment, manitor port can capture LAN-fo-LAN traffic. For example, PC connect to Vigor LAN P1 access PC2 in P2.

Item Description

No Display the item number of the user.

Recording Check this box to record data of that user.

IP Display the IP address for the user.

User Name Display the name of the user. You can change the name if you
want.

Group Display the group that the user belongs to. You can change the

group by using the drop-down list.

Emphasize It can assist the administrator to find out such user list in a
short time. If you check this box, a “*” mark will be appended
on IP address/Username of that user for identification.

LAN to LAN Check this box to assist other users on the same subnet to find
out this user and share information for each other easily.
However, it is useful only for the users transferring data via
this router.

Delete Remove the selected user.

Save Click this button to save the settings.

Add a New User

Click the New User o icon. The following screen will appear.

New User

Uzer Marne |carrie-pe

P 192.168.1.53
Group Cthers W
Recording
Ernphasize
LAM-to-LAN

Item Description

User Name Type the name for the user.
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IP

Type the IP address for such user.

Group

Choose the group that you want such user belonging to. You
can define different groups (e.g., office-1) in User
Settings>>Group/Department.

aroup Cihers W

Recording

Check this box to record the network service of this user.

Emphasize

Check this box to make a sign “*” for that IP address/user
name. It means that the user is monitored specially and it is
convenient for the administrator to locate that one in lots of
records.

]
192.168.1.563 Carie-pc Cthers W

LAN to LAN

Check this box to make Smart Monitor recording the
communication of interior network when the data passing
through. If not check, Smart Monitor will just catch the data
between interior and exterior networks.

Save

Click this button to save the settings for such user.

Note: After configuring user name, any data or record of that one will be displayed
with username directly for people to check conveniently.

3.2.3 Tree View

Such page shows the group/department with users with tree view structure.

Tree View

B

= office-1 (0}
+ Others (48)

T

LLAN-TO-LAN is used when source and destination IP are in same subnet, For example, accessing internal mail server is typical LAN-TO-LAN application.
2.Ticking LAM-TO-LAN option only means Srmartonitor handle Lal data which CaM be received, which does not guarantee Srnarthvonitor can get all LaN traffic.
Because LAN switch mostly forward LaN data directly without sending it to Vigor monitor port.

3.In some specific environment, monitor port can capure LAN-to-LAN raffic, Far example, PC connect o Vigar LAN P1 access PC2 in P2,
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Below shows the expanded tree view:

Tree View 'ib 'b

= office-1 (0)

[ Emphasize [ Lan-toLan

Recording 192.168.1.1
No.2 Recording 192.168.1, 10
Recording 192.168.1.12
Recording 192.168.1.255
No.5 Recording 192.168.1.5

O emphasize & Lan-to-Lan
[ Emphasize AN-to-LAN
[ Emphasize AN-to-LAN
[ Emphasize [£] LAN-to-LAN

00006

1.LAN-TO-LAN is used when source and destination IP zre in same subnet. For example, accessing internzl mzil server is typical LAN-TO-LAN zpplication.
2.Ticking LAN-TO-LAN option only means SmartMonitor handle LAN data which CAN be received, which does not guarantee SmartMonitor can get all LAN traffic.
Because LAM switch mastly forward LAN dats directly without sending it to Vigor manitor port.

3.In some specific environment, monitor port can capture LAN-to-LAN traffic. For example, PC connect to Vigor LAM P1 access PC2 in P2,

If you want to add new group/department with different users, simply click the New
Group/Department % icon to add a new group/department and click the New User
'b icon to add a new user.

The result will be displayed on Tree View immediately.

Tree View ".’:} "{,\

2 office-1 (0)
i= Others (6)
Mo.1

Recording 192.168.1.1
No.2 Recording 192,188, 1,10
Mo.3

|[otners ne| [ Emphasize [<] Lan-to-LAn

|

[ v| O Emphasize [ Lan-to-Lan
Recording 192.168.1.12 [ [[ot

|

I

LAN-to-LAM
LAN-to-LAN

MNo.4

Recording 192,168, 1.255 [ others

0.5 Recording 192,168,135 [[ctners se] [ Emphasize [<] LANtoLAN
Mo.& Recording 192.168.1.55 [Benay |[cthers (3] ] Emphasize [ LAN-to-LAN

Save
o

1.LAN-TO-LAN is used when source and destination IP are in same subnet. For example, accessing internal mail server is typical LAN-TO-LAN application.
2.Ticking LAN-TO-LAN option only means SmartMonitor handle LAN data which CAN be received, which does not guarantee SmartMonitor can get all LAN traffic.
Because LAN switch mosth forward LAN data directly without sending it to Vigor monitor port.

3.In some specific environment, monitor port can capture LAN-to-LAN traffic. For example, PC connect to Vigor LAN P1 access PC2 in P2.

Qoo

)

40 Smart Monitor Series User's Guide



3.3 Service Analysis

This menu makes an analysis for the services such as FTP, MAIL, HTTP, IM, TELNET,
P2P utilized by monitored users. Also, it will show the top 10 services that users like to use.
With such analysis, the administrator can easily understand what kind of service is used
frequently.

FTP

Mail

HTTP

I

IMedia
Telnet

P2P
Webdown
Stock
Game

SIP

OS5 Query
VPN

IPSEC VPN
Search Engine
Top 10
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33.1FTP

From this page, users can download files stored in FTP site.

FTP QmelbB =T & &
44 n ¥ 3 4 i [ ¥ 8 g 10 BPl 223 pesi23Pages Latest 20 days 20140214(Frl) e

2014-02-14 152612 17216381 & 17216.260 root TR B senice_stepa.php 11.54 KB
2014-02-14 152322 172162180 § 17216.260 root A : 1154 KB
2014-02-14 152218 172.16.3.180 & 172162680 root — 1062 KB
2014-02-14 152242 172163180 £ 17216.260 root e i 2543 KB
2014-02-1415:21:34  17216.3.180 £ 17216260 root = rade.php 25.55 KB
2014-02-1415:21:01 172163180 & 17216220 tiptop . Bltra_ie.sch 112KB
2014-02-14 161641 172162180 ¥ 17216.260 root o B senicaLicense.php 5898 KB
2014-02-14 157413 172.16.2.180 ¥ 17216260 root . 25.02 KB
2014-02-14 151342 172163180 ¥ 17216260 root s = 11 54 KB
2014-02-1415:01:14  17216.3.180 & 16220 tiptop i Elltm_fiie.sch 367 KB

Item Description

Date/Time Display the date and time of the job of file uploading or

downloading.
UserName/IP Display the name of the user who upload or download the file.
Dir Display the direction for file download (‘U’) or file upload
(‘f ).

Host Display the IP address of host location.

Login ID Display the ID name of current user account.

Password Display the password set for current user account.

File Name Display the name of the file in FTP site.

Size Display the file size.

Latest 20 days Such function can display daily traffic report for the latest 20

days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to
specified mail box and print current page.

Q il (N

Search | Traffic
Mode | Report

1] B = | & | &
Open | FTP Refresh | Delete Deleteall | Send | Export | Print | Print
records | records report | to this all of
selected | displayed | to PDF page the
your pages
e-mail
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Searching Record

By clicking Open Search Mode Q icon, you will get the following page.

FTP Qe B=8

iy PP 0pcsit Pages Latest 20 days | Search Mode |+
User File Host Dir | Any v
Size ) KB v | [] From To

Item Description

User Type the name of the created user that you want to search.

File Type the file name that you want to search.

Host Type the IP address of the host that you want to search.

Dir Choose the direction (uploading file or download file) for the

file that you want to search.

Dir | An hd
Dovynload

Size: Specify the range of file size that you want to search. The unit
of the file contains B, KB and MB.

From....To... Specify the date for the downloading or uploading files you
want to search. Please check the box first before choosing the
date.

Search Click this button to execute searching job and display on this
page

Example:

To search the download or upload for the user, 172.16.3.179, specify the IP in the field of
User and click Search.

2010-12-27 09:56:45 dlbaid4l lesluser la.4d kb

[Jzo10-12-27 09:56:45  172.16.3.180 {L 172163141 testuser e 2110%n-F 2-WER.JP3 103.32 KB
[12010-12-27 09:56:45 172163180 {L 172163141 testuser i 211UVn-F2-WEB-2JPG 119.64 KB
User 172163179 File Host Dir | Any v
Size A KB ~| [J From To

The searching result will be shown as follows:

FTP Q fin] 5 [ [ =
4« » ¥ 3pcsfl Pages Latest 20 days SearchMode %
[1z2010-12-27 091514  17216.31749 ‘fr 219.84.203.49 MFT i ‘E Talwan pdf 28308 KB
zo10-12-24 180120 17216.3178 fr 2198420249 MFT — Hvigor2710e_A88_GP-EEVO7 pdf T5.86 KB
[J2010-12-24 1640011 17216.3.179 fr 2198420249 MFT Bvigorzr10e_asa_cP-EvOT puf 79313 KB
User 172163173 File Host Dir | 20y b
Size 1 KB | [] From To
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Viewing Record

For FTP application, the system allows you to view utilization displayed with graphic. From
the pop-up window, you can clearly inspect daily traffic and weekly traffic of such

application used by all of the monitored accounts. Simply click FTP Traffic Report fim|
icon, the following dialog will appear.

FTP Latest 20 days| 2010-12-27(Mor) |+
01:00 0.00KB  0.00%
02:00 000KB  0.00% Daily FTP
03:00 000KB  0.00% FEut
04:00 000KE  0.00%
05:00 000KB  0.00%
06:00 000KB  0.00% 8.3
07:00 000KB  0.00%
08:00 000KE  0.00% 6.5
09:00 TIMB  B1.72% 57
10:00 TITOZKE  820%
11:00 000KB  0.00% 5.1
12:00 0.00KB  0.00%
13:00 000KB  0.00% 34
14:00 278MB 30.07% . 28
15:00 000KB  0.00%
16:00 0.00KB  0.00% 1.7
17:00 000KB  0.00% 4
18:00 000KB  0.00%
19:00 000KB  0.00% 0 I — — 4
20:00 0.00 KB 0.00% 01 02 03 04 0F 08 07 03 09 10 11 12 13 14 18 16 17 1% 19 20 21 22 23 24
21:00 000KB  0.00% ¢ hour 2
22:00 0.00 KB 0.00% Max: S71MB  Ave 394.71 KB
23:00 0.00 KB 0.00% Min: 000KB  Total Traffic: 9.25 MB Capture Time: 2010-12-27 14:00:13
24:00 000KB  0.00%
Total Traffic 9.26MB 100%
FTP Latest 20 days | 2010-12-27(von) |
01:00 000KE  0.00%
02:00 000KE  0.00%
03:00 000KE  0.00%
04:00 000KE — 000%
05:00 000KE  000%
06:00 000KE  0.00% Daily FTP
07:00 000KE  0.00% Heutes
08:00 000KE  0.00%
09:00 ATIMB  B1.72% [
10:00 77702KB B.20%
11:00 000KE  0.00% 8
12:00 000KE — 000% 4
13:00 000KE  000% 2.5
14:00 278MB 30.07% 2
15:00 000KE  0.00% &
16:00 000KE  0.00% o —_—_—
1700 000 KB 000% o1 [ 05 07 E) 11 13 15 17 19 21 23
18:00 000KE  0.00%
18:00 0.00 KB 0.00% Max: 571MB  Ave: 39471 KB
20:00 0.00 KB 0.00% Min: 000KB  Total Traffic: 9.25MB Capture Time: 2010-12-27 1400013
21:00 000KE  0.00%
22:00 000KE  0.00%
23:00 000KE  0.00%
24:00 000KE  0.00%
Total Traffic 9.25MB 100%

Refreshing Current Page

To refresh current page, simply click Refresh "':'and the record will be refreshed.

Deleting Selected Record

To delete one record, please choose that one you want to delete by checking the box. Then,

click Delete records selected i , the records of selected item(s) will be deleted
automatically.

Deleting All Record

To delete all of the records displayed on current page, click Delete all records displayed

m. All the records listed in this page will be deleted completely.

Mailing All Record

44
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You may want to mail the records to somewhere. Simply click Send report to your e-mail

‘5, all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page

nm

To have a hard copy of the records, please click ®* Print this page. Current page will be

printed. Or, click Print all o print out the records on all of the pages. In addition, all

the records can be exported as PDF files by clicking =3

3.3.2 MAIL

Such page displays detailed information (including user name, mail sender, mail recipient
and subject of each mail) for all of the mails that belong to different users and monitored by
Smart Monitor. The administrator can access into the mail box to read or view the content of
that user easily. However, the administrator cannot change the content of the mail and cannot
response to that sender or recipient through such record directly.

Item Description

Date/Time Display the date and time for the email sending and receiving.

User Name/IP Display the name (created in Smart Monitor) /corresponding IP
address of the user who sends out /receives the email.

Sender Display the sender of such mail.

Recipient Display the recipient of such mail.

Subject Display the title of the mail.

Size Display the file size of the mail.

Latest 20 days Such function can display daily traffic report for the latest 20

days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.

If you are interested in one of the mails, you can click the heading of that mail to view the
detailed information (including sender, receiver, title, content and attachment) of that one. In
which, the attachment can be downloaded easily.
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Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to
specified mail box and print current page.

) il (N m | ~ = = Fy
Open | MAIL |Refresh | Delete Delete all | Send Export | Print | Print
Search | Traffic records | records report | to this all of
Mode | Report selected | displayed | to PDF page the

your pages
e-mail

Searching Record

By clicking Open Search Mode ™ icon, you will get the following page.

Item Description

User Type the name of the created user that you want to search.
Sender Type the mail address of the sender that you want to search.
Recipient Type the mail address of the recipient that you want to search.
Subject Type the title of the mail that you want to search.

Attach Choose the mail with file attached or non-attached that you

want to search.

Attach | &ny hd

From....To... Specify the date for the downloading or uploading files you
want to search. Please check the box first before choosing the
date.

Server Choose the server that you want to search.

Seryer | Any ¥

Search Click this button to execute searching job and display on this
page

Example:

To search relational information for the user, 172.16.3.162, specify the IP in the field of
User and click Search.
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The searching result will be shown as follows:

44 23 4 5 PP 45pcsS Pages Latest 20 days | Ssarch hode LS
20101227 1006756 172163162 grace_512@pchome.corm tw alexwi@bw kingbright.com U R R 0.01 KB
[J2010-12-27 10:52:34 172163162 alexw@tw. kingbright.com grace_512@nchome.com.tw & EmE Re Re BE 0.06 KB
[J2010-12-27 10:52:29 172163162 grace_512@pchome.com by aleswi@tw kinghright.com HEE 0.04 KB
[J2010-12-27 10:50:24 172163162 aleswi@tw. kingbright.com grace_512@nchome.com.tw ERe: Re: @FE. 2.32 KB
[]2010-12-27 10:48:57 172163162 alesw@tw kingbright.com grace_512@pchorme.com.tw EEE re EE 0.02 KB
[(2010-12-27 10:48:56 172163162 grace_512gpchame. com tw alexw@be kingbright.com S Re Re @FE. 0.06 KB
Cl2010-12-27 10:48:20 172163162 alemw@hi kinobright.com grace_512¢@pchome.com.bw ERe @E. 232 KB
120101227 10:44:50 172163162 alemw@hi kinobright.com grace_512¢@pchome.com.bw HlEE. 0.03 KB
C12010-12-27 10:44:47 1721683162 grace_512@pchome.com b alexw@bvw kinghright.com e Re: @ 0.07 KB
[J2010-12-27 10:40:00 172163162 alexw@tw. kingbright.com grace_§12@nchome.com.tw lEE. 2.31 KB

User [172.16.3.162 Sender Recipient Subject

Attach | Any W [ From To Server | Ay ¥

Viewing Record

For mail application, the system allows you to view utilization displayed with graphic. From
the pop-up window, you can clearly inspect daily traffic and weekly traffic of such

application used by all of the monitored accounts. Simply click MAIL Traffic Report m

icon, the following dialog will appear.

MAIL (5o chert ] Latest 20 days|2010-12-270Mom) v
0100 000KE  0.00%
0z0n 000KE  0.00% Daily MAIL
0x00 000KE  0.00% HEW 1554
0400 N18KA  0.00%
0500 000KE  0.00% e ot
06:00 000KB  0.00% 133.5
oran 000KE  0.00%
0&00 I05ME 0.49% 106.5
0900 B1ETME 1309%
10:00 144 61 MB 23.14%
11:00 165,36 MB  24.86% 80.1 ity s
12:00 BE.5ZME  10.86%
1300 4151 ME BE4% 5.4
1400 13013 MB 2082%
16:00 000KE  0.00% e
16:00 000KE  0.00% 6.7
17:00 000KE  0.00%
1800 000KE  0.00% : : i
19:00 0O00KE — 0.00% o e H T S 4
QUUD UUU KB UDU% 01 0z 03 a4 05 06 07 0EF 09 10 11 12 13 14 15 16 17 1& 19 20 21 22 23 24
21:00 000KB  0.00% ¢ hour
2200 0.00 KB 0.00% Max: 15536MB  Ave: 2604 MB
2300 0.00 KB 0.00% Min:  0.00KB Total Traffic.  624.95 MB Capture Time: 2010-12-27 140013
2400 nonKA  0.00%
Total Traffic 624.93MB 100%
MATL Latest 20 days | 2010-12-27(on) |+
01:00 000KE  0.00%
0z:00 000KE  0.00%
000 000KE  0.00%
04:00 018KE  0.00%
0500 N00KB  000%
06:00 000KB  D.00% Daily MAIL
n7:0n NO00KE  000% HBtes T
ngon F05MB 0 48% 15001
03:00 21.81 MB  12.09% 178 B
10:00 14461 MB  2314% | |
11:00 15536 MB 24 86% =6 8 o
12:00 G2AIMB  10.96% ” a2 1
1300 4151 MB BA4% s
14:00 13013MB  20.82% 2 o4 = — = = -
15:00 000KE  0.00% io 3.1
16:00 000KE  0.00% u —_—— =
17:00 0.00 KB 000% o1 03 05 oF o] 11 13 15 17 19 21 23
18:00 000KE  0.00%
19:00 0.00 KB 0.00% Max: 15536MB  Ave: 26.04 MB
20:00 0.00 KB 0.00% Min: 0.00KB Total Traffic: 52493 MB Capture Time: 2010-12-27 140013
2100 N00KB  000%
2700 NO00KE  000%
2300 NO00KE  000%
2400 000KE  0.00%
Total Traffic G24.93MB 100%
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Refreshing Current Page
To refresh current page, simply click Refresh "‘:'and the record will be refreshed.

Deleting Selected Record

To delete one record, please choc_)se that one you want to delete by checking the box. Then,
click Delete records selected Ul , the records of selected item(s) will be deleted
automatically.

Deleting All Record

T_o delete all of the records displayed on current page, click Delete all records displayed

m. All the records listed in this page will be deleted completely.

Mailing All Record

You may want to mail the records to somewhere. Simply click Send report to your e-mail
.‘5, all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page

mn

To have a hard copy of the records, please click ®* Print this page. Current page will be

printed. Or, click Print all = 1o print out the records on all of the pages. In addition, all

the records can be exported as PDF files by clicking “ .

3.33HTTP
This page can list the record of HTTP service used by users.
HTTP Q@ il B=Tas
44 2 3 &4 5 MM 45pcs/5Pages Latest 20 days | 2014-02-18(Tus) w

[ 2014-02-13 12:08:2 www.google.comiw

[ 2012-02-18 12:03:48 ad tagtoo.co

[2014-02-18 12:02:28

il
2

O 2014-02-18 12:03:458 92.168.1.10 www . wang38.com
] ade.yahoo.com
2

[ 2014-02-18 12:02:28 adsense scupio.com

[ 2014-02-18 17:03:34 adplace.adsams.com

[2014-02-18 12:03:3¢ www fung98.com
20140218 12:03:12 92.188.1.10 yEm.sitemaji.com

[Ja014-02-18 12:02°59 pubads.g.doubleclick.net

[0 2014-02-18 11:59:44 92.168.1.10 www.facebook.com

Item Description

Date/Time Display the date and time for the users who visits the website.

UserName/IP Display the name of the user who uses the HTTP service.

WCF Type If the router activates the WCF mechanism and is configured
to block some certain web categories, SmartMonitor will
display the blocked URL category in such field.
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WebSite Display the website that the user visits.
URL Number Display the number of the URL that the user visits.
Latest 20 days Such function can display daily traffic report for the latest 20

days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to
specified mail box and print current page.

L |l ¢ | [+ = | & &
Open | HTTP |Refresh | Delete Deleteall | Send | Export | Print | Print
Search | Traffic records | records report | to this all of
Mode | Report selected | displayed | to PDF page the

your pages
e-mail

Searching Record

By clicking Open Search Mode ** icon, you will get the following page.

HTTP

@ DEB=T&a

O 2014-02-18 12:08:3

[ 2014-02-18 12:02:48

[ z012-02-12 12:02:28

1
2
[ 2014-02-18 12:03:48
2
[ 2014-02-12 12:03:28

44 2 3 4 5 PP 46pcs/5Pages

Latest 20 days [ 2014-02-18(Tus) |w

www.google.com.tw
ad.tagtoo.co

v vangse. com
ads.yahoo.com
adsense scupio.com

adplace.adzams.com

[ 2014-02-18 12:03:34

D 2014-02- www . funggs.com

[ zo14-02-18 yem sitemaji com

[ z014-02-18 12:02:59 pubads.g.doubleclick. net

[0 2014-02-18 11:58:44 www.facebook.com

User Website/Content WCF Type [0y »| [J From To

Item Description

User Type the name of the created user that you want to search.

WebSite/Content Type the URL of the website or the URL number that you
want to search.

WCF Type The default setting is Any.

From....To... Specify the date for the downloading or uploading files you
want to search. Please check the box first before choosing the
date.

Search Click this button to execute searching job and display on this
page

Example:

To search relational information for the user, 172.16.3.179, specify the IP in the field of
User and click Search.
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[J2010-12-27 14:52:31 172163179 t3.gstatic.com 3
[12010-12-27 14:53:29 17216.3.81 a.admaxserver.com 4
User 172163179 wehSite/Content I From To

The searching result will be shown as follows:

HTTP Qe B=&
LR 3 4 & T8 8 10 PP 450 pogfd6 Pages Latest 20 days | Search Mods b
[z010-12-27 15:05:54 172163179 17216219 124
[J2010-12-27 15:05:44 172163179 feeds feedburner.cam 12
[z010-12-27 15:065:31 172.16.3179 rss.canada.com 4
[J2010-12-27 15:05:25 172163179 toolbar.zynga.com 10
[Jz010-12-27 15:04:42 1721631749 hw.sports.yahoo.com 13
[ 2010-12-27 15:04:41 172163179 secureytimrwarldwide.com 313}
[Jz2010-12-27 15:04:40 172163179 twlinkspat.search.yahoo.cam 100
[ z010-12-27 15:04:25 172163179 feeds2.feedhurner.com 2
[Jz2010-12-27 15:04:22 172163179 ad.yieldmanager.cam an
[J2010-12-27 15:04:22 172163179 feeds.eanline.com 2z
User 172163179 WebSite/Content I From To -

Viewing Record

For HTTP application, the system allows you to view utilization displayed with graphic.
From the pop-up window, you can clearly inspect daily traffic and weekly traffic of such

application used by all of the monitored accounts. Simply click HTTP Traffic Report fim|
icon, the following dialog will appear.

HTTP Latest 20 days | 2010-12-27(Mon) |
01:00 45524 KB 0.02%
nz:an 15398 KB 001% Daily HTTR
0300 TE8IKE 0.01% Mt o120
n4:0n ETAKE  000%
05:00 190.25KE  0.01%
06:00 47HEKB  000% 663.5
o700 28.30KE  0.00%
na:an 3282MB 137% 5455
02:00 24301 MB 10.15%
1000 IB5.04MB 11 86%
11:00 19536 MB B.13% 410.1
12:00 24030MB  1000% s 291s
1300 FZITMBE  3383% — .
14:00 29956 MB  12.47%
15:00 20151 MB 12.13% i an.s
16:00 0O0KE  0.00% 136.7 1=
17:00 000KBE  0.00%
18:00 000KBE  0.00% o s : P
19:00 000KBE  0.00% w2 [A] by
20:00 0.00 KB 0.00% 01 02 03 w4 05 0B 07 03 #3410 11 12 13 14 15 16 17 1& 19 20 21 22 23 24
21:00 000KE  0.00% ¢ haur
22:00 0.00KE 0.00% Max: 81277MB  Awve: 10011 MB
23.00 0.00 KB 0.00% Min. 000KB Total Traffic 23568 Capture Time: 2010-12-27 15.00:25
24:00 000KE  0.00%
Total Traffic 23568 100%
HTTP Latest 20 days 2010-12-27(Mom)
01:00 45524 KB 0.02%
nz:00 15398K8  001%
0300 ITEAIKE 002%
n4:0n IRTAKE  000%
05:00 19025 KB 001%
06:00 4786KB  0.00% Daily HTTP
07:00 BE30KA  0.00% Hgtes -
0200 32082MB 1.37%
02:00 24391 MB 10.15% 5
10:00 285.04 MB 11.96%
11.00 19536 MBI 8.13% a5z
1200 24030MA  10.00% 28 .
1300 81277 MB 33.83% 23 s 3
14:00 299.56 MB 12.47% W W = = = = = =
1500 29151 MB 1213% Dot 0.2 04 0en 0.2 00 0.1 27
16:00 000KE  0.00% o T o e e e e e
1700 000 KE 000% 58 03 05 07 09 11 13 15 17 19 21 23
1800 000KE  0.00%
19.00 000KB  0.00% Max: S1277 M3 Ave: 10041 ME
20:00 0.00 KB 0.00% Min: 0.00KB Total Traffic.  2.35GB Capture Time: 2010-12-27 19:00:25
21:00 000KE  0.00%
22:00 000KE  0.00%
2300 000KE  0.00%
24:00 000KE  0.00%
Total Traffic 235GA  100%
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Refreshing Current Page
To refresh current page, simply click Refresh r"“?""and the record will be refreshed.

Deleting Selected Record

To delete one record, please choc_)se that one you want to delete by checking the box. Then,
click Delete records selected Ul , the records of selected item(s) will be deleted
automatically.

Deleting All Record

T_o delete all of the records displayed on current page, click Delete all records displayed

m. All the records listed in this page will be deleted completely.

Mailing All Record

You may want to mail the records to somewhere. Simply click Send report to your e-mail
‘5, all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page

To have a hard copy of the records, please click ®* Print this page. Current page will be

printed. Or, click Print all = 1o print out the records on all of the pages. In addition, all

the records can be exported as PDF files by clicking =
3.34 1M

In this page, you can check the IM records. At present, the supported IM software includes
MSN Message, Yahoo Messenger, ICQ, QQ and etc.

M @6l B2 A&
M4 Bl 7 3 PP 26pcs3 Pages Latest 20 days | 2010-12-27(Man) |+
[12010-12-27 14:55:35 - 2010-12-27 15:11:58 (16,38 min.) 172163182 lemanyujuhotmail.com reanlingh@omail.com 08
[12010-12-27 09:24:10 - 2010-12-27 14:44:50 ( 320,66 min) 17216381 jTa94568A@hotmail.com iceman_hluel 215g@hotmail com 100 &8
[ 2090-12-27 14:40:31 - 2010-12-27 14:40:46 { 0.25 rin ) 172.16.3.176 snow7 282002 @yahoo.com.w grace-51 2@hotmail.com 3 &8
[J2010-12-27 14:10:25 - 2010-12-27 14:10:40 { 0.25 rnin ) 172.16.3.223 nyiig@hotmail.com vita_lity@msn.com 4 &8
[12010-12-27 08:46:36 - 2010-12-27 14:08:08 ( 322 5 min ) 172.16.3.238 crm@ms 7 1.url.com.bw dd111128@hotmail.com 241 &8
[I2010-12-27 13:34:16 - 2010-12-27 13:51:54 (17.63 min.) 172.16.3.182 cathydraytek@livernail ti Isz1 28@hotmail.com 4 &8
[I2010-12-27 13:37:36 -~ 2010-12-27 13:39:36 ( 2 min.) 172163182 cathydraytekglivernail tw S8
[12010-12-27 13:31:58 - 2010-12-2T 13:37:58 ( 5.98 min) 172.16.3.238 CIE@MS? 1 .url.com.w jin_kun2a03@hotmail.com 10 &8
[12010-12-27 10:21:20 -- 2010-12-27 12:28:48 (127 46 min) 172163182 sysne@@hotmail.com seanfi47@msS4.url.com.bw 13 a8
[J2010-12-27 11:19:07 - 2010-12-27 121613 (57 08 rriin) 172163178 dogufishi@hotmail.com iren1102@hotmail.com 2 a8
Item Description
Duration Time Display the starting and ending time for this session.
UserName/IP Display the name of the user who uses the IM service.
User Account Display the mail address of the user who uses the IM service.
PeerAccount Display the mail address of the peer that the user contacts.
Records Display the length of the conversation between the user and the
peer. Administrator can click the number to view the detailed
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content of the conversation.

Latest 20 days Such function can display daily traffic report for the latest 20
days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to
specified mail box and print current page.

) l (N [ | < = = N
Open | IM Refresh | Delete Delete all | Send BExport | Print | Print
Search | Traffic records | records report | to this all of
Mode | Report selected | displayed | to PDF page the

your pages
e-mail

Searching Record

By clicking Open Search Mode ™ icon, you will get the following page.

™ V@G ilB=THas
M4 gl 2 3 PP 26 pcs/3 Pages Latest 20 days | SearchMode v
[12010-12-27 14:55:35 -- 2010-12-27 15:11:58 ( 16.38 min 17216.3.182 lernanyuju@hatmail.carm ryanlinyh@gmail com A0 &8
[J2090-12-27 09:24:10 - 2010-12-27 14:44:50 ( 320066 rmin 172.16.3.81 j78945686@hatmall.cam iceman_plue121 5@hotmail.com 100 a8
[12010-12-27 14:40:31 - 2010-12-27 14:40:46 { 0.25 min.) 172163176 snowl 7282002 @yahoo.com.tw arace-51 2@hoimail.com 3 8
[12010-12-27 14:10:25 - 2010-12-27 14:10:40 { 0.25 min.) 172163223 el @hatmail.carm vita_lity@rmsh.corm 4 &8
[ 2090-12-27 08:46:36 - 2010-12-27 14:09:06 { 322.5 min ) 172.16.3.238 c@ms7.url.com. e dd111129@hatmail.cam 241 &8
[J2010-12-27 13:34:116 -- 2010-12-27 13:51:54 { 1763 rnin ) 17216.3.182 cathydrayteki@livenail bw Isz128@hotmail.com 4 8
[T 2010-12-27 13:37.36 - 201 0-12-27 13:38.36 ( 2 min) 172163182 cathydraytek@ivernail i 2 &8
[ 2090-12-27 13:31:58 - 2010-12-27 13:37:58 ( 5.98 min) 172.16.3.238 c@ms7.url.com. e Jin_kuo2303@hotmail.com 10 a8
[J2010-12-27 10:21:20 -- 2010-12-27 12:28:48 { 127 46 rmin) 17216.3.182 sysne@hotmail.com seand4T@ms54.url.com.bw 13 8
[J2010-12-27 11:19:07 -- 2010-12-2T 12:16:12 { 57.08 min.) 172163179 dogufish@hotmail.com iren1102g@hotmail.com 2.‘5‘]
User User Account PeerAccount
Type | Any (¥ 1 From To

Item Description

User Type the name of the user that you want to search.

User Account Type the e-mail address of the user that you want to search.

PeerAccount Type the e-mail address of the peer end that you want to

search.
Type Choose the type of IM software.
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From....To...

Specify the date for the downloading or uploading files you
want to search. Please check the box first before choosing the

date.
Search Click this button to execute searching job and display on this
page
Latest 20 days Such table can display daily IM usage report. In addition, you
can choose any day by using the drop-down list for viewing the
monitoring report of other day.
Example:

To search relational information for the user, 172.16.3.178, specify the IP in the field of

User and click Search.

[J2010-12-27 10:29:20 - 2010-12-37 123848 (137 46 rmin) 172163182 sysnc@hotmail.com seanf4T@mss4.url.combe 13 &8
[J2010-12-27 11:19:07 -- 2010-12-27 121612 ( 5708 min} 172163179 dogufish@hotmail.com iren1102i@hotmail.com 2 8
User |172.16.3.175| User Account PeerAccount

Type Any ¥ ] From To

The searching result will be shown as follows:

<l »»  zposipages Latest 20 days| Searchbiode %
[12010-12-27 11:56:56 — 2010-12-27 11:57:44 [ 0.8 rin.) 172163178 aliceBa0@ms27 hinetnet grace-512@hotmail.cam 7 &8
[12010-12-27 10:08:17 - 2010-12-27 10:12:49 { 4.53 min) 172163178 deckeyl 68g@hotmail.com  nitroblood2002@yahoo.com.tw T &
[12010-12-27 08:50:48 - 2010-12-27 0&:54:11 { 3.38 min ) 172163178 dekeyl G8@hotmail.cam  t80038g@hotmail.com 11 &8
[J2010-12-26 20:12:39 - 2010-12-26 20:12:39 ( 0 min ) 172163178 aliceBa0@ms27 hinetnet chiudzoshg@hotmail.com 1 &
[J2010-12-24 10:28:30 - 2010-12-24 18:03:10 { 453,68 min.) 172163178 dekeylBB@hotimail.com  nitroblood2002 @yahoo corm b 10 &
[J2010-12-24 17:13:55 — 2010-12-24 17:54:35 [ 34 .66 min) 172163178 aliceBa0@ms27 hinetnet mr_alanhsiao@yahoo.com w 14 &8
[12010-12-24 17:04:03 - 2010-12-24 17:52:11 [ 4213 rmin) 172163178 aliceBa0@ms27 hinetnet hermang@ms2.sinon.com bw 132 &8
[12010-12-24 15:41:43 - 2010-12-24 15:56:46 15 05 rrin) 172163178 aliceBa0@ms27 hinetnet lochiu@hotmail.com 3z &8
User 172163178 User Account PeerAccount

Type Any ¥ [ From To

Viewing Record

For IM application, the system allows you to view utilization displayed with graphic. From
the pop-up window, you can clearly inspect daily traffic and weekly traffic of such

application used by all of the monitored accounts. Simply click IM Traffic Report fim|

icon, the following dialog will appear.
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™ (o chart ] Latest 20 days [2010-12-27040m) [+
01:00 14E0KB  0.07%
02:00 1444 KB 0.07% Daily IN
0300 1440KB  0.07% Mgt
04:00 1404 KB 0.08%
05.00 1428KB  0.07%
08:00 1404KB  0.06% 8.3
07.00 1611KE  0.07%
08:00 5202KB  0.24% .
09:00 99071 KB 4.54%
10:00 481MB  22.58%
17:00 430ME  20.64% 5.1 B
12:00 IBTME  17.23% o 0s
13.00 340MB  1641% 1. -
14:00 239MB 11.20% "
1500 142MB  BBE%
16:00 000KB  0.00% 1.7 i
17.00 DODKE  0.00%
18:00 DODKE  0.00% o oo
19:00 DODKE  0.00% 3 4
2000 0O0KE  0.00% 00 12 NG B4 05 0B 07 68 19 10 11 12 16 14 15 16 17 15 1a 20 20 22 26 24
21:00 000KB  0.00% ¢ hour
22:00 DODKB  0.00% Max 451 MB  Ave 905,40 KB
23.00 0.00 KB 0.00% Min. 000KB  Total Traffic: 21.29mB Capture Time: 2010-12-27 15.00:25
2400 DODKE  0.00%
Total Traffic 21.20M8  100%
™ Latest 20 days | 2010-12-27(hor) +
01:00 14E0KB  0.07%
02:00 1444KB  0.07%
03:00 1440KB  0.07%
04:00 1404KB  0.06%
05:00 1428KB  0.07%
06:00 1404KB  0.06% Daily 11
07:00 1BT1KB  0.07% MBgtes
08:00 5202KB  0.24%
09:00 99071 KB 4.54% 3
10:00 481 MB 22.58%
11:00 430MB  2064% 6 [
12:00 IETME  17.23% 4 |-
13:00 349MB 16.41% 2.9
14:00 230MB 11.20% 2 S
15:00 142MB  BES% Bt 000 a0 00 000 et 000 001
16:00 000KB  0.00% o —_—— = = = = =
17:00 0.00 KB 0.00% o1 03 05 a7 08 11 13 15 17 19 21 23
16:00 0O0DKE  0.00%
18000 0.00 KB 0.00% Max: 451MB  Ave: 905.40 KB
20:00 0.00 KB 0.00% Min: 0O00KB  Total Traffic: 21.29MB Capture Time: 2010-12-27 15:00:25
21:00 0O00KE  0.00%
22:00 0O00KE  0.00%
2300 000KB  0.00%
24:00 000KE  0.00%
Total Traffic 2139MB 100%

Refreshing Current Page

To refresh current page, simply click Refresh r"""""'and the record will be refreshed.

Deleting Selected Record

To delete one record, please choose that one you want to delete by checking the box. Then,

click Delete records selected i , the records of selected item(s) will be deleted
automatically.

Deleting All Record

To delete all of the records displayed on current page, click Delete all records displayed

m. All the records listed in this page will be deleted completely.

Mailing All Record

You may want to mail the records to somewhere. Simply click Send report to your e-mail

‘5, all the records will be sent to the e-mail box specified in SMTP filed of

System>>Setting page.

Printing Current Page
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nm

To have a hard copy of the records, please click =% Print this page. Current page will be

printed. Or, click Print all = o print out the records on all of the pages. In addition, all

the records can be exported as PDF files by clicking =3

3.3.5 Media
In this page, you can check the media records.

MEDIA QeiliB=Tas
4« BW PP 2pesilPages Latest 20 days | 2014-02-18{Tus) A
2014-02-14 14:46:43 -- 2014-02-14 14:50:07 ( 3.4 min) 2104_TED YOUTUBE
2014-02-14 14:37:06 - 2014-02-14 14:43:50 (6.73 min.) 17216.2.223 FUNSHION
2014-02-14 14:25:01 -- 2014-02-14 14:25:16 ( 0.25 min.) 2104_TBD YOUTUBE
2014-02-14 14:23:39 - 2014-02-14 14:25:111 (1.53 minJ) 172.16.2.223 FUNSHION
2014-02-14 14:16:54 -- 2014-02-14 141910 ( 2.26 min.) 172.16.2.223 FUNSHION
Item Description
Duration Time Display the starting and ending time for this session.
UserName/IP Display the name of the user who uses the media service.
Type Display the type of the media used by the user.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to
specified mail box and print current page.

Q | ¢ 1] B = | A | &

Open |Refresh | Delete Deleteall | Send | Export | Print | Print

Search records | records report | to this all of

Mode selected | displayed | to PDF page the
your pages
e-mail

Searching Record

By clicking Open Search Mode Q icon, you will get the following page.

MEDIA QeI B=TWa&

4 4 » B 2pcs/iPages Latest 20 days [2014-02-18(Tus)

2014-02-14 14:46:43-- 2014-02-14 14:50:07 ( 3.4 min.) 2104_TED YOUTUEBE
2014-02-14 14:37:06-- 2014-02-14 14:43:50 (673 min.) 17216.2.223 FUMSHIOMN
2014-02-14 14:25:01 -- 2014-02-14 142516 ( 0.25 min.) 2104_TED YOUTUEBE
2014-02-14 14:23:39-- 2014-02-14 142511 (1.53 min.) 172.16.2.223 FUNSHION
2014-02-14 14:16:54 -- 2014-02-14 141910 { 2.26 min.) FUMSHIOMN
User Type | Any «| O From To Search
Item Description
User Type the name of the user that you want to search.
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Type Choose the type of media software.

From....To... Specify the date for the downloading or uploading files you
want to search. Please check the box first before choosing the
date.

Search Click this button to execute searching job and display on this
page

Latest 20 days Such table can display daily IM usage report. In addition, you
can choose any day by using the drop-down list for viewing the
monitoring report of other day.

Example:

To search relational information for the user, 2104_TBD, specify the user name/IP in the
field of User and click Search.

The searching result will be shown as follows:

MEDIA QeilB=Twaes
laa ] »» 2pcsiipages Latest 20 days [2014-02-15Tus) v
2014-02-14 14:46:43-- 2014-02-14 14:50:07 ( 3.4 min.) 2104_TED YOUTUEBE
2014-02-14 14:25:01 -- 2014-02-14 142516 ( 0.25 min.) 2104_TED YOUTUEE
User[210_TED Type[2ny  v| [ From To

Refreshing Current Page
To refresh current page, simply click Refresh ‘*ﬁand the record will be refreshed.

Deleting Selected Record

To delete one record, please choc_Jse that one you want to delete by checking the box. Then,
click Delete records selected i , the records of selected item(s) will be deleted
automatically.

Deleting All Record

T_o delete all of the records displayed on current page, click Delete all records displayed

m. All the records listed in this page will be deleted completely.

Mailing All Record

You may want to mail the records to somewhere. Simply click Send report to your e-mail
‘5, all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page

mn

To have a hard copy of the records, please click ®* Print this page. Current page will be
printed. Or, click Print all = 1 print out the records on all of the pages. In addition, all

the records can be exported as PDF files by clicking " .
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3.3.6 TELNET

Some management of network equipment must be controlled by using Telnet. Additionally,
more BBS also must be registered by using Telnet. This page can record all of such
information completely for checking at any time.

TELNET

] 65 [ [ =T R

44 n » Pl 2pesil Pages |

Latest 20 days | 2014-02-14(Fri) ¥ |

I SN
- s

Item Description

Start Time Display the starting time of TELNET usage.

UserName/IP Display the name of the user who uses the TELNET service.

WebSite Display the website that the user uses.

Content Display the content of TELNET usage.

2} http=1172.16.3.14 - Telnet - Mictosoft Internet Explorer
172.16.3.179 172.16.3.20 2010-12-27 15:15:42
7 INFO: 4st for Interface Level = /ul/topprod/tiptop/config/dst/tiptop 45t
INFO: 4st for Interface Level = ful/topprod/tiptop/conflgfdstitiptop.dst
INFO: 45t for Interface Level = ful/topprod/tiptop/config/dst/ tiptop.dst
INFO: 4ad for Interface Level = fnl/topprodftiptop/configfdad/0f tiptop.dad
INFO: 4ad for Form Level = /ul/topprod/topcust/config/dad/0/csf/asfi301 4ad
INFO: 4tm for Interface Level = ful/topprod/tiptop/config/dtm/ topmemm_i.4tn
INFO: 4tb for Interface Level = ful/topprod/tiptop/conflgfdth/tonlbar 1.4tk
INFO: Locale feature use  0.54000 seconds.
cl_create_qry : Final sql =
SELECT 'N',sfb0l,sfbl3,5fb05, 2 fb04, e b2, s {081, fb00, s fb04 FROM sfb_file
WHERE & fb01 like 'TMA-0C%' and sfb05 like '900%' ORDER BY sfh01
cl_create_gry : Final sgl =
SELECT 'N',sfh01,5fb13 5 fb05, sfh04, 5 b0%, s fb0B1, 5 fb00 s fhld FROM sfb_file
WHERE sfb0l like 'TMA-0C%' and sfb03 like '981%' ORDER BY sfb0l
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Latest 20 days

Such function can display daily traffic report for the latest 20
days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to
specified mail box and print current page.
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§ il H 111 | &) 5 = - -
Open | TELN |Refresh | Delete Deleteall | Send | Export | Print | Print
Search | ET records | records report | to this all of
Mode | Traffic selected | displayed | to PDF page the

Report your pages
e-mail

Searching Record

By clicking Open Search Mode

TELNET

icon, you will get the following page.

2014-02-1415.02:45
2014-02-1410:32:45

44 n > Pl 2pesil Pages |

Latest 20 days [2014-0214F)__7

2104_HW 17216.2.20

2104_HW 172

User WebSite [ from To

Item Description

User Type the name of the user who uses TELNET service that you
want to search.

WebSite Type the URL of the website that you want to search.

From....To... Specify the date for the record of TELNET service usage that
you want to search. Please check the box first before choosing
the date.

Search Click this button to execute searching job and display on this
page

Example:

To search the user who using TELNET, e.g., 172.16.3.223, specify the user name/IP in the
field of User and click Search.

[2010-12-27 14:47:06
[12010-12-27 14:39:41

17216.3.20
17216320

172163177
172163176

User |17216.3.223

webSite

[CIFrom To
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Viewing Record

For TELNET application, the system allows you to view utilization displayed with graphic.
From the pop-up window, you can clearly inspect daily traffic and weekly traffic of such
application used by all of the monitored accounts. Simply click TELNET Traffic Report

#l jcon, the following dialog will appear.

TELNET Latest 20 days | 2010-12-27(bon) v
01:00 000KBE  0.00%
02:00 000KE  0.00% Daily TELKET
03:00 000KE  0.00% Bt
n4:0n N00KA  000%
s NO0KE  000%
06:00 0.00KB  0.00% = 2.5
a7:00 000KBE  0.00%
08:00 000KBE  0.00% 20
09:00 ATO4KB  011%
10:00 991 MB  2366%
11:00 2355MB 5B 20% 15
12:00 12043KB  0.28%
13:00 TOIME 18.07T% 10
14:00 111.02KB  0.26% ale 0
15:00 1TREEKE  0.42%
16:00 000KE  0.00% 5
17:00 N00KA  000%
18:00 0.00KB  0.00% o ‘-2
10:00 0.00KB  0.00% I T e
20:00 0.00 KB 0.00% 01 0z 03 04 05 06 07 03 09 10 11 12 13 1+ 15 16 17 1§ 19 20 21 22 23 24
21:00 0.00KB  0.00% ¢ hour
22:00 000KE  0.00% Max 2355ME  Ave: 175 M8
2300 0.00 KB 0.00% Min: 0.00 KB Total Traffic: 41.90 MB Capture Time: 2010-12-27 15:00:25
2400 N00KA  000%
Total Traffic 41.90MB 100%
TELNET Flow Graph | L atest 20 days | 2010-12-27(Mon) %
0100 nonKA  0.00%
0zo0 000KE  0.00%
000 000KE  0.00%
0400 000KE  0.00%
0500 000KE  0.00%
06:00 0.00KB  0.00% Daily TELNET
oron nonKA  0.00% MBytes
oann nonKA  0.00%
0900 4TO4KB 011% 24
10:00 581 MB  2366%
11:00 2355 MB 5B.20% 18
12:00 12049KB  0.28% . —
1300 TEIME  18.07% 820
1400 11102KR 0.26% ‘ B
16:00 1TRAGKE  0.42% I "
16:00 000KE  0.00% o — e e e e
1700 000 KB 000% o1 03 09 o7 E] 11 13 15 17 19 21 23
1800 000KE  0.00%
18:00 0.00 KB 0.00% Max: 23.55MB  Ave: 1.75 MB
20000 0.00KBE 0.00% Min: 000KB Total Traffic: 41.90mMB Capture Time: 2010-12-27 15:00:25
2100 nonKA  0.00%
2200 000KE  0.00%
2300 000KE  0.00%
2400 000KE  0.00%
Total Traffic 41.90MB 100%

Refreshing Current Page
To refresh current page, simply click Refresh "‘:'and the record will be refreshed.

Deleting Selected Record

To delete one record, please choose that one you want to delete by checking the box. Then,
click Delete records selected Ul , the records of selected item(s) will be deleted
automatically.

Deleting All Record
To delete all of the records displayed on current page, click Delete all records displayed

m. All the records listed in this page will be deleted completely.
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Mailing All Record
You may want to mail the records to somewhere. Simply click Send report to your e-mail

.‘5, all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page

mn

To have a hard copy of the records, please click ®* Print this page. Current page will be

printed. Or, click Print all

= 1o print out the records on all of the pages. In addition, all

the records can be exported as PDF files by clicking “ .

3.3.7 P2P

Such page displays all of the users who download files from or upload files to Internet with

P2P.

PP

Qe B =1 & &

LR ] n B>l 3pesfl Pages

2014-01-15 19:51:03 - 2014-01-15 19:51:03 (0 min,) 2F_Wireless 1.40 KBIs 166.80 KBIs 320.61 KB 3736 MB

2014-01-15 18:58:37 - 2014-01-15 18:58:37 ( 0 min.) 2F.
2014-01-15 18:39:06 - 2014-01-15 18:33:08 ( 0 min) 2F_Wirsless

Latest 20 days (20LEN1SMNas) e

™

2.60 KB/s 147.25 KBIs 714.07 KB 3951 MB

*,

2.34 KBIs 194.30 KBIs 742.29 KB 60.08 MB

ltem

Description

Date/Time

Display the starting time of download.

User Name/IP

Display the user name and IP address for P2P service.

Upload speed

Display the speed of uploading.

Download speed

Display the speed of downloading.

Upload Size

Display the size of the file uploading.

Download Size

Display the size of the file downloading.

Type Display the protocol for such service used.
File Name Display the name of the file to be uploaded or downloaded.
Latest 20 days Such function can display daily traffic report for the latest 20

days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to
specified mail box and print current page.

) il o 11 | &) 5 gt - =
Open | P2P Refresh | Delete Delete all | Send BExport | Print | Print
Search | Traffic records | records report | to this all of
Mode | Report selected | displayed | to PDF page the

your pages
e-mail
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Searching Record

By clicking Open Search Mode ** icon, you will get the following page.

E2P Q (] o5 [ B =T & i
4 P 3pesil Pages Latest 20 days | 2014-01-15(Wed) ¥ |
2014-01-1519:51:03-- 2014-01-15 19:51:03 ( 0 min.) 2F_Wireless 1.40 KBIs 166.90 KBIs 320,61 KB 37.36 MB £
2014-01-15 18:58:37 -- 2014-01-15 18:68:37 { 0 min.) 2F_ less 2.60 KBfs 147.25 KBIs 714.07 KB 39.51 MB £
2014-01-15 18:39:06 -- 2014-01-15 18:39:06 ( 0 min)) 2F_Wireless 2.34 KBIs 194.30 KBls 74229 KB 60.08 MB £
User Type | Any v Upload Size - B+ File
CIFrom To Download Size H KB ™
Item Description
User Type the name of the user that you want to search.
Type Choose the type that the user uses for file download and
upload.
Type | Any w
Upload Size Specify the range of file size of uploading file that you want to
search.
File Type the name of the uploading file or downloading file.
From....To... Specify the period for viewing the P2P records between the
user and the peer sides. Please check the box first before
choosing the date.
Download Size Specify the range of file size of downloading file that you want
to search.
Search Click this button to execute searching job and display on this
page.
Example:

To search the download or upload for the user, 172.17.1.184, specify the user name/IP in the
field of User and click Search.

Refreshing Current Page
To refresh current page, simply click Refresh "':'and the record will be refreshed.

Deleting Selected Record
To delete one record, please choose that one you want to delete by checking the box. Then,

click Delete records selected i , the records of selected item(s) will be deleted
automatically.

Deleting All Record
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To delete all of the records displayed on current page, click Delete all records displayed

LSBT the records listed in this page will be deleted completely.

Mailing All Record
You may want to mail the records to somewhere. Simply click Send report to your e-mail

‘5, all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page

nm

To have a hard copy of the records, please click ®* Print this page. Current page will be

o print out the records on all of the pages. In addition, all
_

the records can be exported as PDF files by clicking =3

printed. Or, click Print all

3.3.8 WEBDOWN

Such page displays all of the users who download files from websites.

WEBDOWN Qe il Br=t &

Latest 20 days | 2014-02-14(Fr) ~ |

7 PPl 63 pesil Pages

<4 B 2 3 4 5 6

T 2008033123341 S6.pdf
F 201211181 0080808.pdf

[03/2008033123...

2014-02-14 15:44:15 2104_Hw Wwww.shs.edu twiworks/essay/2008,

2014-02-1415:41:13  2104_Hw 1172012111510

232464d33.

2014-02-1414:33:47  5F
2014-02-14 14:36:48
2014-02-14 14:31:33
2014-02-14 14:31:3

m o o wm
e

2014-02-1414:31:22

premium.avira-update.comiupdate/:
premium.avira-up

premium.avira-update.com/updatefwebeaticomman...

Ij SkypeSetupFullexe
E SkypeSetupFull.exe
aeheur.dil.gz
vbaseO28 vif.gz
webcal3.dat gz

Item

Description

Date/Time

Display the starting time of download.

User Name/IP

Display the user name and IP address for P2P service.

WebSite

Display the web site that the users visit.

File Name

Display the file name downloaded by the user.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to

specified mail box and print current page.

Q m ‘:.’ I]II IE n_l m ik

Open | WEB |Refresh | Delete Delete all | Send | BExport | Print | Print

Search | DOW records | records report | to this all of

Mode | N selected | displayed | to PDF page the
Traffic your pages
Report e-mail

Searching Record

By clicking Open Search Mode Q icon, you will get the following page.
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WEBDOWN Qe ifii |1‘3 _,— B i

LR n 2 3 4 5 6 7 PP 68pcs/7Pages Latest 20 days 2014-02-14(Fm) ¥
2014-02-14 15:44:15  2104_Hw www.shs edu twiworks’ T 20080331233411 56.pdf
2014-02-14 15:41:43 2104 Hw 2012111 510080808, pdf
2014-02-14 14:39:47  5F download.s 4da3 M skypesetupruilexe
2014-02-14 14:36:48 F 4d83 Fskypesetuprullexe
2014-02-14 14:31:33  5F premium.avira-update.com/update/as aghgurngz
2014-02-14 14:31:31 F prermiurm.avira-update. com/ B wase028.vdr gz
2014-02-14 14:31:22 E premium.avira-update.com/update/webcaticommaon. webcaﬁ dat.gz
User File WebSite
[ From To

Item Description

User Type the name of the user that you want to search.

File Type the name of the uploading file or downloading file.

WebSite Type the name of the web site.

From....To... Specify the period for viewing the web download records
between the user and the peer sides. Please check the box first
before choosing the date.

Search Click this button to execute searching job and display on this
page.

Example:

To search the download information for the user, 2104_HW, specify the name/IP in the field
of User and click Search.

Refreshing Current Page
To refresh current page, simply click Refresh "*ﬁand the record will be refreshed.

Deleting Selected Record

To delete one record, please choose that one you want to delete by checking the box. Then,
click Delete records selected i , the records of selected item(s) will be deleted
automatically.

Deleting All Record
To delete all of the records displayed on current page, click Delete all records displayed

LSBT the records listed in this page will be deleted completely.

Mailing All Record
You may want to mail the records to somewhere. Simply click Send report to your e-mail

.‘5', all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page
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mnm

To have a hard copy of the records, please click =% Print this page. Current page will be

printed. Or, click Print all = o print out the records on all of the pages. In addition, all

the records can be exported as PDF files by clicking =3

3.3.9 STOCK

This page display information about stock name, IP address/username of the one who review
the stocks, what application software used for reviewing stock and the duration time of the

stock reviewing.

\ Note: Currently, this page is available only for Chinese stock software monitor.

2l S B=T &8 &

STOCK

|44 Bkl Opcs/iPages Latest 20 days | Sesrch Mode |w

[J2011-01-11 09:57:45 - 20111 172.17.1.20 399300;300156;000979 STH #

Item Description

Duration Time Display the time for the stock checked.

User Name/IP Display the user name/IP address of the one who reviews the
stock.

Stock Name Display the name for the stock reviewed by users.

Stock Tool Display the tool that user used to review the stock information.

Latest 20 days Such function can display daily traffic report for the latest 20
days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to

specified mail box and print current page.

) il < 111 | &) - gt - =
Open | STOC |Refresh | Delete Delete all | Send BExport | Print | Print
Search | K records | records report | to this all of
Mode | Traffic selected | displayed | to PDF page the

Report your pages
e-mail

Searching Record

By clicking Open Search Mode ™ icon, you will get the following page.

STOCK Qa¢lbB=tHas

I« » >l 0pcs/1Pages Latest 20 days | Ssarcn Mod= v

User Stock Hame Tool[4ny %] [ From To
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Item Description

User Type the name of the user who reviews the stock that you want
to search.

Stock Name Type the name of the stock reviewed by user(s).

Stock Tool Choose the tool for reviewing the stock.

From....To... Specify the period for viewing the stock that you want to
search. Please check the box first before choosing the date.

Search Click this button to execute searching job and display on this
page.

Viewing Record

For STOCK application, the system allows you to view utilization displayed with graphic.
From the pop-up window, you can clearly inspect daily traffic and weekly traffic of such
application used by all of the monitored accounts. Simply click STOCK Traffic Report

fim icon, the following dialog will appear.

(D 172.17. 1. 242/ ht does Vs er /Flow/ detail £l ow. phy? ewrPaze=2011-01-13hs erv=STOCK

3D Chart | Latest 20 days | 2011-01-1:

STOCK
01:00 15.00KB  216% )
0200 1500KB  216% Datly STOCK
0300 1500KB  216% KByte :
04:00 1500KB  216%
05:00 1527TKB  220%
06:00 1527TKB  220% 8.8
07:00 1500KB  216%
08:00 1500KB  216% 166.8
09:00 1524KB  219%
10:00 9919KB  14.28%
11:00 75.44KB  10.86% 123.1
12:00 4085KB  718%
13:00 24664KB  3552% 3.4
14:00 4439KB  639%
15:00 4312KB  621%
16:00 D.00KB  0.00% a7
17:00 0.00 KB 0.00% 15.015. 015.0 15.315.315.0
18:00 D.00KB  0.00% o 15,0 15,0152
19 DU UUU KB UUU% 01 0z 03 04 05 06 07 05 09 10 11 12 13 14 15 16 17 1§ 19 20 21 22 23 2%
20:00 D.00KB  0.00% ¢ o)
21:00 0.00KB  0.00%
22:00 D.00KB  0.00% Max: 24654 KB Ave: 2803 KB
2300 0.00KB  0.00% Min: 0.00KB  Total Traffic. 594.40 KB Capture Time: 2011-01-13 15:00:27
24:00 D.00KB  0.00%
Total Traffic 69441KB  100%

Refreshing Current Page
To refresh current page, simply click Refresh "‘:'and the record will be refreshed.

Deleting Selected Record

To delete one record, please choose that one you want to delete by checking the box. Then,
click Delete records selected Ul , the records of selected item(s) will be deleted
automatically.

Deleting All Record
To delete all of the records displayed on current page, click Delete all records displayed

m. All the records listed in this page will be deleted completely.
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Mailing All Record

You may want to mail the records to somewhere. Simply click Send report to your e-mail
‘5, all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page

nmmn

To have a hard copy of the records, please click ®* Print this page. Current page will be
printed. Or, click Print all - to print out the records on all of the pages. In addition, all

the records can be exported as PDF files by clicking “ .
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3.3.10 GAME

This page display information about stock name, IP address/username of the one who review
the stocks, what application software used for reviewing stock and the duration time of the

stock reviewing.

Note: Currently, this page is available only for Chinese stock software monitor.

GAME QacelB=tas

4 < > 0pes/iPages Latest 20 days [Szarch Mos= w

Item Description

Duration Time Display the time for the game used.

User Name/IP Display the user name/IP address of the one who play the
games.

Account Display the user account accessing into the game.

Platform Display the platform used for the game.

Latest 20 days Such function can display daily traffic report for the latest 20
days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to

specified mail box and print current page.

) il o 11 | &) 5 gt - =
Open | GAM |Refresh | Delete Delete all | Send Export | Print | Print
Search | E records | records report | to this all of
Mode | Traffic selected | displayed | to PDF page the

Report your pages
e-mail

Searching Record

By clicking Open Search Mode “ icon, you will get the following page.

Qe il B=Has

GAME
4« PPl 0pcs/iPages Latest 20 days | search Mede |w
User Account Platform | 20y %| [] From To
Item Description
User Type the name of the user who reviews the stock that you want
to search.
User Type the name of the user who plays the game that you want to
search.
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Account Type the user account used for the game.

From....To... Specify the period for viewing the game usage that you want to
search. Please check the box first before choosing the date.

Search Click this button to execute searching job and display on this
page.

Viewing Record

For GAME application, the system allows you to view utilization displayed with graphic.
From the pop-up window, you can clearly inspect daily traffic and weekly traffic of such

application used by all of the monitored accounts. Simply click GAME Traffic Report fim|
icon to display the record window.
Refreshing Current Page

To refresh current page, simply click Refresh ‘*ﬁand the record will be refreshed.

Deleting Selected Record

To delete one record, please chogse that one you want to delete by checking the box. Then,
click Delete records selected i , the records of selected item(s) will be deleted
automatically.

Deleting All Record

T_o delete all of the records displayed on current page, click Delete all records displayed

LSBT the records listed in this page will be deleted completely.

Mailing All Record

You may want to mail the records to somewhere. Simply click Send report to your e-mail
‘5, all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page

mn

To have a hard copy of the records, please click = Print this page. Current page will be
printed. Or, click Print all o print out the records on all of the pages. In addition, all

the records can be exported as PDF files by clicking =3
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3.3.11 SIP

This page display information about SIP.

SIp \Hg‘ﬂ-]]lf}.’-l}"ﬂn

AN | RN RIS Latest 20 days (2014021467 v
2014-02-1415:34:52 - 2014-02-14 15:35:40( 0.8 min.) anonymous anonymous o e
2014-02-14 14:20:33-- 2014-02-14 14:24:35(4.03 min) anonymous anonymous = o
2014-02-14 14:05:16-- 2014-02-14 14:0812( 2.93 min) anonymaous anonyrmous F b
2014-02-1413:31:25 - 2014-02-1413:32:03 (0.63 min) 022706767 022706767 - i
2014-02-1413:07.57 - 2014-02-1413:09:04 (1.11 min) 028768395 028768385 F . -
2014-02-14 11:41:57 - 2014-02-14 11:42.19 ( 0.36 min) 028951338 028951338 v b
2014-02-14 11:36:06 -~ 2014-02-14 11:40:26 (433 min) 022515501 022515501 7 b
2014-02-1411:20:00-- 2014-02-14 11:21:45(1.75 min.) anonymous anonyrmous - b
2014-02-1411:12:55-- 2014-02-14 1111326 ( 0.51 min.) a1 a1 o e
2014-02-1411:07:33-- 2014-02-14 11:10:03 { 2.5 min.) 028666202 028666202 o

Item Description

Duration Time

Display the time for the SIP used.

User Name/IP

Display the user name/IP address of SIP phone user.

Caller Display the name/number of the caller.
Callee Display the name/number of the callee.
Voice In Display the voice record file which records the whole
recording of the callee.
Only G.711 codec based voice can be saved as a wave file.
Voice Out Display the voice record file which records the whole

recording of the caller.
Only G.711 codec based voice can be saved as a wave file.

Latest 20 days

Such function can display daily traffic report for the latest 20
days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to
specified mail box and print current page.

d il <

Search | Traffic
Mode | Report

m B = | H A&
Open | SIP Refresh | Delete Delete all | Send BExport | Print | Print
records | records report | to this all of
selected | displayed | to PDF page the
your pages
e-mail

Searching Record

By clicking Open Search Mode ** icon, you will get the following page.
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s1p @ BT R &

44 n 2 PP 17pesi? Pages ] Latest 20 days | 2014-02-14(Fr) ¥ |
2014-02-14 15:34:52 - 2014-02-14 15:35:40 (0.8 min ) 17216.2223 anonymous anonymous o .
2014-02-14 14:20:33 - 2014-02-14 14:24:35 ( 4.03 min.) 172.16.2.223 anonymous anonymous i .
2014-02-14 14:05:16 -- 2014-02-14 14:08:12 ( 2.93 min.) anonymous anonymous o ' v -
2014-02-14 13:31:25 - 2014-02-14 13:32:03 ( 0.63 min.) 022706767 022706767 F . b
2014-02-14 13:07:57 -- 2014-02-14 13:09:04 (111 min.) 028768305 028768395 r . b
2014-02-14 11:41:57 - 2014-02-14 11:42:19 ( 0.36 min.) 028051338 028951338 b b
2014-02-14 11:36:06 -- 2014-02-14 11:40:26 ( 4.33 min.) 022515501 022515501 b b
2014-02-1411:20:00 - 2014-02-14 11:21:45 (1.75 min.) anonymous anonymous - e
2014-02-1411:12:55 - 2014-02-14 11:13:26 ( 0.51 min.) 51 A1 b d
2014-02-1411:07:33 - 2014-02-14 11:10:03 ( 2.5 min.) 172.16.2.223 028666202 028666202 b /.

User User Account PeerAccount
D From To Search

Item Description

User Type the name of the user

User Account Type the SIP account of the caller.

Peer Account Type the SIP account of the callee.

From....To... Specify the period for viewing the SIP information that you
want to search. Please check the box first before choosing the
date.

Search Click this button to execute searching job and display on this
page.

Example:

To search the download or upload for the user, 172.16.2.223, specify the IP in the field of
User and click Search.
Viewing Record

For SIP application, the system allows you to view utilization displayed with graphic. From
the pop-up window, you can clearly inspect daily traffic and weekly traffic of such

application used by all of the monitored accounts. Simply click SIP Traffic Report i
icon to display the record window.
Refreshing Current Page

To refresh current page, simply click Refresh "‘:'and the record will be refreshed.

Deleting Selected Record

To delete one record, please choose that one you want to delete by checking the box. Then,
click Delete records selected Ul , the records of selected item(s) will be deleted
automatically.

Deleting All Record
To delete all of the records displayed on current page, click Delete all records displayed

m. All the records listed in this page will be deleted completely.
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Mailing All Record

You may want to mail the records to somewhere. Simply click Send report to your e-mail
‘5, all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page

nmmn

To have a hard copy of the records, please click ®* Print this page. Current page will be
printed. Or, click Print all - to print out the records on all of the pages. In addition, all

the records can be exported as PDF files by clicking “ .
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3.3.12 DNS Query
This page display information about DNS query.

DNS Query Q) fal 6o il @:5 -L.R.\.

LR n 2 3 4 5 6 7 8B 8 10 MM 3019 pos/R02 Pages Latest 20 days | 2014-02-14(Fr) ¥
2014-02-1415:53.16  2104_Hw pic.pimg.tw 2
2014-02-14 155315 21040121 ssl.gstatic.com 1
2014-02-1415:5313  2104_Hw s6.pimg.tw 1
2014-02-1415:53.09 126 pool.ntp.org 2294
2014-02-1415:53.07 2104_2F api.skype.com 12
2014-02-1415:53:.05 2104_2F apps.skype.com 13
2014-02-1415:53.04 2104121 ads.flurry.com 40
2014-02-1415:53:04 2104i_121 orcarttfacebook.com 12
2014-02-1415:53.04 2104121 www.google.com 25
2014-02-1415:53:.04  2104i_121 www apple.com 15

Item Description

Duration Time Display the time for the query used.

User Name/IP Display the user name/IP address.

Domain Name Display the domain name.

Query Number Display the times of the query.

Latest 20 days Such function can display daily traffic report for the latest 20

days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to
specified mail box and print current page.

Q l (N [ | ] < = = N

Open | DNS |Refresh | Delete Delete all | Send Export | Print | Print

Search | Traffic records | records report | to this all of

Mode | Report selected | displayed | to PDF page the
your pages
e-mail

Searching Record

e
By clicking Open Search Mode “)\ icon, you will get the following page.

2014-02-14 155307  2104_2F api.skype.com 12
2014-02-1415:53:05 2104_2F apps.skype.com 13
2014-02-1415:53:04 21041121 ads flurry.com 40
2014-02-1415:53:04 2104121 orcarttfacebook.com 12
2014-02-1415:53:04 2104121 Www.google.com 25
2014-02-1415:53:04  2104i_121 www.apple.com 15
User Website /Content O From To
Item Description
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User Type the name of the user who reviews the stock that you want

to search.
WebSite/Content Type the web site or content for query.
From....To... Specify the period for viewing the DNS query that you want to
search. Please check the box first before choosing the date.
Search Click this button to execute searching job and display on this
page.
Example:

To search the DNS query usage of a user, 2104i_121, specify the user name in the field of
User and click Search.

The searching result will be shown as follows:

DNS Query ) ol 65 i BT
44 x 3 4 g [ 7 8 9 10 MM 3019 pes/302 Pages Latest 20 days 2014-02-14(Fri) ¥ |
2014-02-141553:15 2104121 ssl.gstatic.com 1
2014-02-14 15:53:04 21040121 adsfurry.com 40
2014-02-14 15:53:04 21040121 orcarttfacebook.com 12
2014-02-14 15:53:04 21040121 wWww.google.com 25
2014-02-1415:53:04 21040121 Www.apple.com 15

Viewing Record

For DNS query application, the system allows you to view utilization displayed with graphic.
From the pop-up window, you can clearly inspect daily traffic and weekly traffic of such

application used by all of the monitored accounts. Simply click DNS Traffic Report fim|
icon to display the record window.

Refreshing Current Page
To refresh current page, simply click Refresh ‘*ﬁand the record will be refreshed.

Deleting Selected Record
To delete one record, please choose that one you want to delete by checking the box. Then,

click Delete records selected i , the records of selected item(s) will be deleted
automatically.

Deleting All Record
To delete all of the records displayed on current page, click Delete all records displayed

[ All the records listed in this page will be deleted completely.

Mailing All Record
You may want to mail the records to somewhere. Simply click Send report to your e-mail

‘5, all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page
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To have a hard copy of the records, please click ®* Print this page. Current page will be

printed. Or, click Print all

the records can be exported as PDF files by clicking =

3.3.13 VPN

= o print out the records on all of the pages. In addition, all

This page display information about IP address/username, user account, server, type and the
duration time of the VPN connection.

VPN

Q@B = &

44 PP OpcsiiPages

2014-02-14 09:42:29 -- 2014-02-14 09:59:57 (1 2104_TBD 123

Latest 20 days | sesrch Mode »

36.231.215.2 L2TP

Item

Description

Duration Time

Display the time for the VPN connection.

User Name/IP

Display the user name/IP address of the user account.

User Account

Display the user account that uses the VPN service.

VPN

Display the IP address of the VPN server.

Latest 20 days

Such function can display daily traffic report for the latest 20
days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to

specified mail box and print current page.

Q - ‘:‘ [“] IE - __, 1 iy

Open | VPN |Refresh | Delete Delete all | Send Export | Print | Print

Search | Traffic records | records report | to this all of

Mode | Report selected | displayed | to PDF page the
your pages
e-mail

Searching Record

By clicking Open Search Mode D\ icon, you will get the following page.

VPN

4 4 P Opcs/1Pages

2014-02-14 09:42:29-- 2014-02-14 09:58:57 (1 2104_TED 123
User User Account Server
Type | 4ny 1 From To Search
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Item Description

User Type the name of the user that you want to search.

User Account Type the user account which uses the VPN service, to be
searched.

Server Type the IP address of the server to be searched.

Type Choose the type that the user uses for VPN.

From....To... Specify the period for viewing the VPN connection

information that you want to search. Please check the box first
before choosing the date.

Search Click this button to execute searching job and display on this
page.

Example:

To search the user who uses VPN service, specify the name/IP in the field of User and click
Search.

Viewing Record

For VPN application, the system allows you to view utilization displayed with graphic. From
the pop-up window, you can clearly inspect daily traffic and weekly traffic of such

application used by all of the monitored accounts. Simply click VPN Traffic Report fin]
icon to display the record window.
Refreshing Current Page

To refresh current page, simply click Refresh r“""""'and the record will be refreshed.

Deleting Selected Record

To delete one record, please choose that one you want to delete by checking the box. Then,
click Delete records selected Ul , the records of selected item(s) will be deleted
automatically.

Deleting All Record
To delete all of the records displayed on current page, click Delete all records displayed

m. All the records listed in this page will be deleted completely.

Mailing All Record
You may want to mail the records to somewhere. Simply click Send report to your e-mail

‘5, all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page
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To have a hard copy of the records, please click ®* Print this page. Current page will be
printed. Or, click Print all = o print out the records on all of the pages. In addition, all

the records can be exported as PDF files by clicking =
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3.3.14 IPSEC VPN

This page display information about IP address/username, user account, server, type and the
duration time of the VPN connection based on IPsec protocol.

IPSEC VPN LSl B =T 8 &

44 2 3 4 5 B8 7 &8 8 10 PP 1961 pes/l97 Pages Latest 20 days | 2014-02-13(Thu) ¥ |
2014-02-13 09:53:44 2104_TBD 111.261.208.164 main DES-CBC MD5 PSK
2014-02-1309:5310 2104_TED 111.251.208.164 main DES-CBC MDs PSK
2014-02-1309:52°38 2104_TBD 111.251.208.164 main DES-CBC MD& PSK
2014-02-1309:52:22 2104_TBD 111.251.208.164 main DES-CBC MD5 FPSK
2014-02-13 09:52:07 2104_TBD 111.251.208.164 main DES-CBC MD3 PSK
2014-02-1309:51 50 2104_TED 111.251.208.164 main DES-CBC MDs PSK
2014-02-1309:51°34 2104_TBD 111.251.208.164 main DES-CBC MDs PSK
2014-02-1309:51:18 2104_TBD 111.251.208.164 main DES-CBC MD5 FPSK
2014-02-13 09:50:47 2104_TBD 111.251.208.164 main DES-CBC MD5 PSK
2014-02-13 09:50:14 2104_TBD 111.261.208.164 main DES-CBC MD5 PSK

Item Description

Duration Time

Display the time for the IPsec VPN connection.

User Name/IP

Display the user name/IP address of the user account.

Server Display the IP address of the IPsec VPN server.

Mode Display the mode (e.g., main, aggressive) used by such IPsec
VPN connection.

Encryption Algorithm | Display the encryption algorithm for the data processed via
such IPsec VPN connection.

Hash Algorithm Display the hash algorithm for the data processed via such

IPsec VPN connection.

Authentication-Metho
d

Display the method used for authenticating the identification of
user account.

Latest 20 days

Such function can display daily traffic report for the latest 20
days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to
specified mail box and print current page.

) il o 11 | & < gt - =
Open | IPSEC |Refresh | Delete Delete all | Send BExport | Print | Print
Search | Traffic records | records report | to this all of
Mode | Report selected | displayed | to PDF page the

your pages
e-mail

Searching Record

By clicking Open Search Mode
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2014-02-1309:51:18 2104_TED 111.251.208.164 main DES-CBC MD5 F3SK
2014-02-1300:50:47 2104_TBD 111.251.208.164 main DES-CBC MD5 PSK
2014-02-13 09:50:14 2104_TED 111.251.208.164 main DES-CBC MD5 PSK
User Server Mode | any
Authentication-Method | 2ry |+ | Encryption-Algorithm | 2ny |+ | Hash-Algorithm |2ny v | [] From To Search
Item Description
User Type the name of the user that you want to search.
Server Type the IP address of the IPsec VPN server that you want to
search.
Mode Choose the mode (e.g., Any) used by such IPsec VPN
connection that you want to search.
Encryption Algorithm | Choose the encryption algorithm for the data processed via
such IPsec VPN connection that you want to search.
Hash Algorithm Choose the hash algorithm for the data processed via such

IPsec VPN connection that you want to search.

Authentication-Metho
d

Choose the method used for authenticating the identification of
user account that you want to search.

From....To... Specify the period for viewing the IPsec VPN information that
you want to search. Please check the box first before choosing
the date.

Search Click this button to execute searching job and display on this
page.

Example:

To search the VPN connection on 111.251.208.164, specify the IP in the field of User and

click Search.

The searching result will be shown as follows:

IPSEC VPN \|‘.|(,ﬁ|]‘]] ru_ﬁ':_'.{_.-_
44 2 3 4 85 6 7 8 10 PPl 1961 pes/197 Pages Latest 20 days | 2014-02-13(Thu) ¥ |
2014-02-1309:53:44 2104_TED 111.251.208.164 main DES-CBC MDs PSK
2014-02-1309:5310 2104_TBD 111.251.208.164 main DES-CBC MDs PSK
2014-02-1309:52:38 2104_TBD 111.251.208.164 main DES-CBC MD5 PSK
2014-02-1309:52:22 2104_TBD 111.251.208.164 main DES-CBC MD5 PSK
2014-02-1309:52.07 2104_TBD 111.251.208.164 main DES-CBC MD& PSK
2014-02-1309:51°50 2104_TED 111.251.208.164 main DES-CBC MDs PSK
2014-02-1309:51°34 2104_TBD 111.251.208.164 main DES-CBC MD& PSK
2014-02-1209:51:18 2104_TBD 111.251.208.164 main DES-CBC MD5 FPSK
2014-02-1309:50:47 2104_TBD 111.251.208.164 main DES-CBC MDs PSK
2014-02-1309:5014 2104_TBD 111.251.208.164 main DES-CBC MDs PSK

Viewing Record

For IPsec VPN application, the system allows you to view utilization displayed with graphic.
From the pop-up window, you can clearly inspect daily traffic and weekly traffic of such

application used by all of the monitored VPN type. Simply click IPSEC Traffic Report m
icon to display the record window.
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Refreshing Current Page
To refresh current page, simply click Refresh r"“?""and the record will be refreshed.

Deleting Selected Record

To delete one record, please choc_)se that one you want to delete by checking the box. Then,
click Delete records selected Ul , the records of selected item(s) will be deleted
automatically.

Deleting All Record

T_o delete all of the records displayed on current page, click Delete all records displayed

m. All the records listed in this page will be deleted completely.

Mailing All Record

You may want to mail the records to somewhere. Simply click Send report to your e-mail
‘5, all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page

nmmn

To have a hard copy of the records, please click ®* Print this page. Current page will be
printed. Or, click Print all - to print out the records on all of the pages. In addition, all

the records can be exported as PDF files by clicking “ .
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3.3.15 Search Engine

This page display information about IP address/username of the one who uses search engine
on Internet, what application software used and the duration time of the job continues.

Search Engine LS B=Ta&8
LR} 2 3 4 5 6 T 8 g 10 PP 112pcs/12 Pages Latest 20 days ‘__2014-[]2-14(_Fr|)_ X
2014-02-14 165411 2104_Hw google HE 1
2014-02-14 15:54:10 2104 Hw google Hh—a" . 1
2014-02-14 15:54:09  2104_Hw google dicate . - 1
2014-02-14 15:52:07 2104_Hw qoogle hitpJi3c talk twiArticle aspx?ClassID=2&Aricle_ID=209 1
Item Description
Date/time Display the date and time for the job operation.
User Name/IP Display the user name/IP address of the one who use the search
engine.
Search Engine Display the name for the search engine used by users.
Keyword Display the keyword that the user typed in the search engine.
Counts Display the times that the search engine is used by the user.
Latest 20 days Such function can display daily traffic report for the latest 20
days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.

Additionally, there are several icons provided for you to search specified file(s), view the
traffic, refresh current page, delete selected record, delete all record, mail all record to
specified mail box and print current page.

Q il (N m 5] o ey = Fy
Open | ENGI |Refresh | Delete Delete all | Send | Export | Print | Print
Search | NE records | records report | to this all of
Mode | Traffic selected | displayed | to PDF page the
Report your pages
e-mail

Searching Record

By clicking Open Search Mode D\ icon, you will get the following page.

Search Engine QB =& &8
e 2 3 45 5 7 s 9 a0 eM IpenRgs Latsst 20 days [2014-0214(Fm) ¥
2014-02-1415:54:11  2104_Hw google HE 1
2014-02-14 155410 2104_Hw google Hh—= 1
2014-02-1415:54:09 2104 _Hw google dicate . - 1
2014-02-14 15:52:07 2104_Hw google hitp:#3c.talk twidrticle.aspx?ClassID=2&Article_ID=209 . 1
User Keyword Search Engine | 2ny | (] From To Search
Item Description
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User Type the name of the user who reviews the stock that you want

to search.
Keyword Type the keyword that you want to search.
Search Engine Choose the search engine from the drop down list that you

want to search.

From....To... Specify the period for viewing the usage of the search engine
that you want to search. Please check the box first before
choosing the date.

Search Click this button to execute searching job and display on this
page.

Example:

To search the related data of the user, 2104 _HW, specify the user name/IP in the field of
User and click Search.

Viewing Record

For search engine application, the system allows you to view utilization displayed with
graphic. From the pop-up window, you can clearly inspect daily traffic and weekly traffic of
such application used by all of the monitored accounts. Simply click ENGINE Traffic

Report m icon to display the record window.
Refreshing Current Page
To refresh current page, simply click Refresh r“""""'and the record will be refreshed.

Deleting Selected Record

To delete one record, please chogse that one you want to delete by checking the box. Then,
click Delete records selected Ul , the records of selected item(s) will be deleted
automatically.

Deleting All Record

T_o delete all of the records displayed on current page, click Delete all records displayed

m. All the records listed in this page will be deleted completely.

Mailing All Record

You may want to mail the records to somewhere. Simply click Send report to your e-mail
‘5, all the records will be sent to the e-mail box specified in SMTP filed of
System>>Setting page.

Printing Current Page

nmmn

To have a hard copy of the records, please click ®* Print this page. Current page will be
printed. Or, click Print all - to print out the records on all of the pages. In addition, all

the records can be exported as PDF files by clicking “ .
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3.3.16 Top 10

Such page displays the top 10 records for the 6 services.

Service Top 10 is used to display the network records under different services that appear
frequently, for example, the website which is usually visited, accounts which transfers lots of
mails, and so on.

With viewing Service Top 10, it is easy to find out the using custom of the grouping network
and then configure proper firewall for the network.

Service Top 10

Latest 20 days 20340204 (Grlse

FIP Total FileSize: 1.83MB  HTTP Total Visits: 10132 Telmet Total Visits: 2
68.37% ads yahoo com ] 294% 17216220 100.00%
17.54% googleads gdou... | 288%
1136% ads yldmgrimg n ey 282%
273% ibacees com 261%
wwrw facebook.co. | 2.60%
16---hinet-tpel.. | 241%
tw yahoo.com | 230%
. v 236%
m.acdnzxe com ‘ 233%
tw news yahooc... | 206%
Mail Total Mailhumber: 3837 IM Total Records: 0 Webdown Total FileSize: 577.76 MB
grehang@draytek: 4.54% 20369 113168 30.53%
press@diaytekc... 3.54% 20369.113.147  (— 11.50%
sam_lhmf@draytek. P— 257% 20369141 19 [— 11.41%
eric_hsu@drayte... —— 251% 203.69.113 161 — 579%
tymone_veh@dmy.. o 246% W36913821 == 579%
1lee@draytek co —] 230% 20369 138 34 — 5.79%
tiptop@draytek.... — 230% 0360113174 =2 5N%
amy wu@dnaytek T 223% 2036981 11 — 571%
samhu@drayteke... O— 216% 17543125134 &9 3%
joytseng@chayte . o 213% 0350113121 = 1.74%
DNS Query Total Visits: 32635 Game Total Duration Time: OMin. VPN Total Duration Time: 17.47Min
pool ntp o1g | T47% LITF 100.00%
bscorecardese | 563%
11000485 | 325%
5 gateway esse... | 1.76%
grstequestiraf.. | 1.69%
google com | 130%
www facebook co... | 1.12%
piy vednn... § 1.09%
tw LGOI ) 0.38%
tw.yahoo com | 0.79%
Media Total Duration Time: 416.82Min.  SIP Total Records: 17 Search Engine Total Visits: 114
YOUTUBE 6473% 47.06% 5555082156 439%
FUNSHION — 26.10% 5.83% u 263%
QVOoD =) 62% 5.88% :¥3386009199 1.75%
FFTV 8 285 5388Y% desire x BAR 1.75%
HUNLEI B 1.00% 028666202 =) 5.83% finance 175%
028768395 [ 5 88Y BEREIR 175%
028951338 =) 5.83% Mvellewsilist. 038%
22 | 5.88% 0295d3b0-Thce-4... 0.38%
32 = 5.88% 100 085%
51 =) 588% 175 . 038%
Item Description
Latest 20 days Such function can display daily traffic report for the latest 20

days. You can choose any day by using the drop-down list for
viewing the monitoring report of other day.
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3.4 User Analysis

This menu makes an analysis for the behavior of users. Also, it will show the top 10 services
that users like to use. With such analysis, the administrator can easily understand what kind
of service is used frequently.

Records & Report
User By Traffic
Top 10

3.4.1 Records & Report

Such page displays records/report for monitored users under different group/department. All
the users will be listed below.

Records & Report GroupDepartment [Ctrers |
B mailserver D119160.254187 (D 172161.238 (D 17216.2.11 D172.16.218 17216218 DATZAGLE] D17216.276
bi7zi16278 hi7zi1B2102 bi72162108  B172162100  B17216.2120  p17216.2127 biTz162120 hi1r2ia2132
D17218.2134 D17218.2141 D172162148 (172162163 (172162164  (p172162188 b17216.2.201 D172182226
D17216.2.279 D17216.2.240 D1T2A6.3.11 D1T216.3.14 17216318 17216318 DATZARR0 D17216.3.81
D17216.390 D17216.396 17216398 D17216.399 DIT2163100 (H1T2163102 D1T2163104 b1r2183112
D17218.3114 h172183116 D17T2163117  (BAT2I63110 (172163122 (p172163128 h172163128 D1r21a3132
D17216.3135 D17216.3138 DITZAG3A41 (D1T216.3042 (pI1T216.3.148  H1T2A6.3152 DATZAGIAG0 D17216.3.162
D17216.3163 172163165 DIT2IE3168 (DIT2163168 (DIT2A63176 (DIT2163177 172163178 b172183170
bi7z183180 hi7z1B3181 bi7zie318z 172163184 (B1T2163193  (H17216.3185 bi72163108 h1r2183.200
»17216.3.202 D17216.3.214 DIT2A63.218  (D1T216.3.223 (p1T216.3.229 p17216.3.234 DTG 235 P17216.3.236
D17216.3.238 172163239 172163241 DIT21E3245 (172163251 DIT216100135  (B1731894.2548 B 2036EB7I43
D 20891112137 h 221.204.238.135

You can click the name link to see the detailed analysis. Different services shared by the user
will be listed. The number shown after the service indicates that the times the user has
accessed that service at that day.

b
~|FTP o |
Mail (20)
HTTP (23)
I (o)
Media ()
Telnet ()
B2ZP ()
Webdown (o
Stock (0
Game (o
SIP ()
DME Query ]
VPN ()
IPSEC VPN ()
Search Engine ()
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From the above figure we can see there are 20 Mail records, 23 HTTP records and 72 DNS
query records. Click on it to access the viewing page to check the total records of the service
that user utilizes within specified time.

192.168.1.12

S TR = =<

[Jzo12-02-19 n&:27:04 titop@draytek.com

[J2014-02-19 08:59:03 3smarket. world@gmail.com

D201;_02_15 08:27:04 dawsonxv4184@acl.com
[z014-02-18 08:27-04 dawsonxvi184@anl.com

< : : 4 5 & BM S2pesisPages | |

Latest 20 days

[J2014-02-18 10:14:10 Orange-Business-Services@news34.zeho.info press@draytek.com '}_ﬁ‘enez simplement votre comptabilté.
2014-02-19 10:01:40 =am_hu@draytek.comsam_hu@draytek.com  undisclosed-recipients & MIST: 09:40

O nu@draytek hu@draytek disclosed-recipient &

[J2014-02-18 10:01:40 linda_chang@draytek.com

|:|201;_02_15 09:31:35 mailman@mx.udnpaper.cem

marketing@draytek.com 254 | inda
maiman@udnpaper.com B4
3smarket. world@gmail.com B9 2014

[Jz014-02-19 08:50:58 eric_hsu@draytek.com undisclosed-recipients '.L\ 4 MIZ0E & S0 VelP GYWVPNZIOSCA
[J2014-02-19 0&:27:41 Orange-Business-Services@news19.zeho.info info@draytek.com ﬁ Tenez simplement votre comptabilté,

info- [ 7]
Shipment@DrayTek.com

speedcatsmf@yahoo.com}_/,
cirazier@gluedideas.com [ 5|

Click Daily Report. The system will pop up the following screen which clearly displays the
network application for the specified user.

Latest 20 days | 2014-02-14(Fri) ¥

Daily Report
MBut
FTP 0.008 & 0.00%
SMTP 200KB 8 0.01% —
POP3 7TBATKB O 0.26%
HTTP 1328MB T 45.98%
MSN 381KB 2 001% 13:2
ca 0.008 2 0.00%
YMSG 0.008 & 0.00% 9.9
QQ 0.008 2 0.00%
GTALK 1.48KB 0 0.01% 5.6
WANGWANG  0.00B C 0.00%
Telnet 0.008 & 0.00%
P2P 00080 0.00% 53
Webdown 0.008 0.00% ‘
Stock o.ooB _' 0.00% ¢ 01 02 03 04 05 0B 07 03 09 llﬂ 1 12 13 1‘4 15 16 17 18 18 20 21 22 23 2.
Other 15.53 MB 53.74% ¢ hour 3
Total Traffic  28.88 MB 100% CIFTP: 0.00B | Mail: 62.55 KB HTTP 1326MB _IM:  529KB
i Telnet: 0.00B  =/P2P: 0.00B  _ Webdown: 0.00B  IStock: 0.00 8
_Total: 26.61 MB
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3.4.2 User By Traffic

This page displays the network traffic of each user. If any abnormal usage is found, the
administrator can correct it in time.

Moreover, according to the protocol (TCP/UDP/FTP/SMTP.....) used by the user, the
administrator can review the ranking of each traffic and find the unreasonable network

application in time.

User List (by Traffic Volume)

M4 gl 2 3 »» 22 prsf3 Pages TOTAL (53.44 MB) ~ | Latest 20 days 2010-12-18(Thu) %
No.1 17217161 611,59 KB 0,72 %
No.2 172.17.1.67 74,50 KB T 0,09 %
No.3 172.17.1.189 63.99 KB T 0.07 %
No.4 172.17.1.7 53.10 KB T 0.06 %
No.5 172.17.1.166 49,42 KB =2 0,06 %
No.6 172.17.1.74 2221KB D 0.03 %
No.7 172.17.1.30 20,75 KB D 0.02 %
No.8 172.17.1.179 20,19 KB = 0,02 %
No.9 172.17.1.78 17,85 KB 2 0,02 %
No.10 172.17.1.72 17.52KB T 0.02 %

Item Description
Protocol Simply choose one of the protocols. The system will list the
top 10 users who use the selected protocol for data
transmission.
TOTAL (53.44 ME) v
TP (776 53 KE)
—|UDP (3045 MB)
FTP (0.00 KB)
SMTP (0.00 KE)
POP3 (0,00 KE)
WEBSMTP (0.00 KE)
HTTP (0.00 KB
MSH (0.00 KB)
I (0.00 KB)
WMSG (0.00 KB
@@ (0,00 KE)
GTALK (0.00 KB)
_pwancvANG (000KB) |
TELMET (0.00 KB)
P2P (0.00 KB)
WEBDCHYM (0,00 KB
STOCK (0.00 KB)
Latest 20 days Such table can display daily traffic report. In addition, you can

choose any day by using the drop-down list for viewing the
monitoring report of other day.
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Viewing Record

The system allows you to view utilization displayed with graphic. From the pop-up window,
you can clearly inspect daily traffic and weekly traffic of such application used by all of the

monitored accounts. Simply click TOTAL Traffic Report fim|

will appear.

icon, the following dialog

v

3D Chart | Latest 20 days | 2014-02-14(Fri) ¥ |

TOTAL
01:00 75472MB  650%
02:00 S5TTTMB  4.81% s
03:00 57290MB  4.94% HEute:
04:00 48891 MB  421%
05:00 50712MB  437% P 14763
06:00 50283MB  4.33%
07:00 18920MB  4.22%
08:00 55394 MB  512% 1080 L017.8
09:00 101753MB  877% i
10:00 55561 MB  565% S| 7704 :
11:00 77940MB  672%
12:00 TS4EEMB  650% 72,9 L
13:00 144GB 1272% 540 oL, LU R
14:00 158CGE  1394% T sssa 430.2
15:00 B348BMB  7.20%
16:00 DO0KE  0.00% 27
17:00 0.00KE  0.00%
18:00 0.00KE  0.00% o L
1800 {1ogkA g00% 01 0z 83 04 05 06 07 03 03 10 11 12 13 14 15 16 17 1§ 19 20 21 22 I3 24
20:00 0.00KE  0.00%
© hour )
21:00 0.00KE  000%
22:00 0.00KB  0.00% Max: 158GB  Ave: 48347 MB
gjgg ggg Eg g ggi Min: 0.00KB TotalTraffic.  12.08 GB Capture Time: 2014-02-14 15:58:46
Total Traffic 113368 100%
Weekly TOTAL
sun  06:00 10168 610% s184.0 52521
12:00 63.36 MB 1Byt FE
18:00 52.20 MB
24:00 163 GB 4383.4
Mon  06:00 12468 2561% A 38005
12:00 334 GB i 3454.8 3391.5
2600 155 00 '
Tue 06:00 4187TMB 1274% 2630..4 sk
12:00 337GB sk
18:00 998.45 MB
24:00 1.01 GB 1753.4 S
Wed 06:00 178.02MB  2573% 10335 105646 e
12:00 407 GB 12708
5767
18:00 513GB 2988
24:00 224 GB 65t o 176
Thu D600 16468 2214% o — . e
12:00 371GB Her Tue Hed Thu Fri Sat Sum
18:00 0.00 KB ¢ day )
o gggg ;S? gg — Max: 5.13 GB Ave: 16268
T30 e i Min: 0.00 KB Total Traffic. 4530GE  Capture Time: 2014-02-14 11:49:10
18:00 0.00 KB
24:00 0.00 KB
Sat  06:00 000KE  0.00%
12:00 0.00 KB
18:00 0.00 KB
24:00 0.00 KB
Total Traffic 4530 GB 100%
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3.43 Top 10

This page displays top 10 users who use that service at that day.

This page will list the ranking of network services for users. The administrator can easily
find which user/which network service is used frequently. Moreover, with clicking the user
name, the service using log of that user can be inspected by the administrator easily.

In addition, such function can be open to anonymous users. Even general users can check
and view their network usage ranking and restraint their network behaviors.

User Top 10 Latest 20 days | 2014-02-14(Fri) ¥
172162248 6263% | 7.77% 2104 HW 100 00%
Andy 2247% ph 7.34%
Jack 10.45% 2104 Hw 7.09%
172162 60 171% Cha 6.08%
Robert 098% | 548%
17216220 064% 2104 OC 498%
Mindy 0.17% Alice 337%
webmaster 0.15% 2104_TBD 331%
FE 012% ¢ il 304%
Candy 0.10% 2104_MFG 296%
More MMore Mo
FE 17.75% 2104 Hw 100 00%
[ ae 2.26%
2104 PE — 6.75%
Joseph — 538%
2104 QT = 5.15%
Pau — 496%
A lice = 411%
2104 TBD — 406%
2104_2F — 3.78%
2104_HW fr— 3.64%
MMore More Mo
1 = 10.14%
126 _ 2.70%
n = 3.70%
5F = 7.25%
126 — 725%
ng — 7.25%
T 1 _ 580%
15ar = 5380%
2104_Hw = = 435%
T = 200%
More More Lore ...
172162223 | 10000% Ance 1271% 2104 TED | 100.00%
2104 Hw 1131%
126 7.63%
2104 PE 3.68%
ohn 357%
Mike 296%
2104 HW 239%
ph 274%
th 274%
2104 TBD 2.50%
Mo Mo More ..
yaphne 31.75% Ve — 1 64%,
172162223 2606% Car 1518%
veetin, = 9.13% 2104 QC 11.61%
P — 745% 2104 Hw 932%
ohn = 6.50% Shou-ping — 6.25%
Sar = 562% Mike 357%
ath = 250% Sanc 357%
Justin = 241% 2104 2F [—]| 35T%
cky = 235% 2104 FE 357%
2104_TBD = 167 Ange =] 357%
Mo Mo
ltem Description
Latest 20 days Such table can display daily traffic report. In addition, you can

choose any day by using the drop-down list for viewing the
monitoring report of other day.
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3.5 Report

This menu lists reports for service traffic, statistics and daily preview/export.

Service Traffic
Statistics
Customized Report

3.5.1 Service Traffic

Such page displays the percentage for the traffic of each service that users have accessed.

Service Traffic Latest 20 days | 2010-12-27(hon) |+
Byt
FTP 9,28 MB 0,17 %
MAIL 729,84 MB:I 13,16 % 653.5
HTTF 235 GB | 43.32 % )
M 21.29 ME | 0,38 %
TELMET 41,90 MBﬂ 0,76 % 5468
P2P n.oo kel 0,00 %
WEBDOWM 0.00 KB 0.00 %
STOCK 17.49 kB 0.00 % 4ol
(OTHER. 22968 ——— 42,21 %
TOTAL 5.42 GB 100.00 % 273.4
136.7
[ »
oL 02 03 04 05 06 07 0% 03 10 11 12 13 14 15 16 17 1§ 19 20 21 22 23 24
€ hour )
Item Description
Latest 20 days Such table can display daily traffic report. In addition, you can

choose any day by using the drop-down list for viewing the
monitoring report of other day.

3.5.2 Statistics

Traffic and storage utilization will be displayed with table, 3D Chart and Pie Chart for your
reference. Simply click the 3D Chart/Pie Chart button to have a clear view for statistics.

Note: Only identified and categorized traffic types will be counted and shown in the charts.

Statistics Capture Time: 2010-12-27 15:49:35

{16.08 GB )
FTP 38.50 MB 0.23 %
MAIL 835.01 Mg 2.07 %
HTTP 5.46 GB 33.94 %
I 51.60 ME 0.21 % HTTF &5.5¢ thers 2 .02
TELMET 43.27 MB 0.26 %
Fzp 0.00 ME 0.00 % MAIL 12,74
WEBDOWN 0.00 Me 0.00 %
STOCK 0.05 MB 0.00 %
More ...
{ Used 0.00 KBfSpace 0.00 ME )
FTP 0.00KE 0%
MAIL 0.00KE 0%
HTTP 0.00 KB 0% Obkiers) 0F
I 0.00KE 0%
TELMET 0.00KE 0%
P2pP 0.00KE 0%
WEBDOWN 0.00 KB 0%
STOCK 0.00 KB 0%

Motice: Onlyidentified and categorized Traffic types are counted and shown in the charts,
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Statistics Capture Time: 2010-12-27 15:50:06

(16.09 GB ) S22

FTP 39.47 MB 0,24 % 1Bytes

MAIL 836,64 ME 5.08 % 472

HTTP 5.46 GB 33.93%

it} 51.69 ME 0.31% 3354

TELMET 43,27 MB 0.26 %

pzp 0.00 Mg 0.00 % 2236

WEBDOWN 0.00 Mg 0.00 % 1

STOCK 0.05 Mg 0.00 % . " - \ \ ,
5 V4 y 4

FTP Mail HTTR TH TELWET PP WEEBTOWN _ STOCK
More ... MBytes

( Used 0.00 KB/Space 0.00 Mg ) 5

FTP 0.00 KB 0%

MAIL 0.00 KB 0% s

HTTP 0.00 KA 0%

it} 0.00 KB 0% 4

TELMET 0.00 KA 0%

pzp 0.00 KB 0% 2

WEBDOWN 0.00 KB 0% o : L 2 2 2 s Y 4 y 4

STOCK 0.00 K 0% FTP Mail HTTR TH TELNET PP WEEBTOWN _ STOCK

Notice: Only identified and categarized Traffic types are counted and shown in the charts.

3.5.3 Customized Report

Such page displays all the data traffic volume on FTP, MAIL, HTTP, IM, TELNET, P2P,
WEBDOWN, STOCK, TOTAL and Top 10 within one day with bar chart and table.

All the data can be previewed in this page and exported with PDF files for off-line viewing
by the administrator.

Besides, this page also provides reports delivering to the administrator if the radio button of
E-Mail is selected. The administrator can receive the daily /weekly / monthly network report
transferred by Smart Monitor to inspect the usage of network without logging into Smart

Monitor.
Customized Report
Users Browser
172.16.3, 50 (Wywigory, 1?2 16,374 (IFE&ENFRE . 172,16,3.62 (Candy IPPhone)
172,16, 3,83 (&), 172,10,3.64 (3E3A), 172.16.3.05 (PeRdkRE). 172.16.3
(M), 172,16,3.87 (Iﬁﬁﬁ) 172.16.3.90 (Alpha_IPPhoned. 172,16.3.91
(Damel IPPhone), 172,16.3.92 (Allce IPPhone) . 172,16.3.93 (dm IPPhome) .
216,394 (Sawa IPPhone) . 172.1 95 (Elema_[PPhone}. 172.16,3.9G
(Jsu [PPhone) . 172.16.3.97 (Josenh IPPhone) 172,16.3.99 (3RLF), 172,16.3.104 [+
(HW File), 172.16.3.105, 172.16.3. 121 (Z104AIEHEERE 1210, 172.16.3. 122 (Z1044EE
Senice Types
#| FTP Traffic and Counts ¥ MAIL Traffic and Counts | HTTP Traffic and Counts | IM Traffic and Counts
# TELNET Traffic ¥ P2P Traffic ¥ $TOCK Traffic and Counts ¥ TOTAL Traffic
¥/ FIP Top 10 ¥/ MAIL Top 10 ¥/ HTTP Top 10 ¥/ IM Top 10
# TELNET Top 10 I P2P Top 10 ¥/ STOCK Top 10 ¥/ TOTAL Top 10
Duration(2.g.12:00-13:00,14:00-15:00)
00} 00-24.00
4
Export
PDF From [2014-01-09 To [2014-01-09
* E-Mail « Automatically sent everyday ) Automatically sentweekly(Sun) */ Automatically sent monthly(1 sf)
Preview Execute
Item Description
Export ® PDF - The statistics report can be exported as a PDF file.

Click the PDF radio button and click Execute. A file
download dialog box will appear.

In general, the file will be stored with the name of
“SmartMonitro_Report.pdf”. Please click Save to save it and
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view it later. Or, click Open to view it right away.

® E-MAIL- The statistics report can be sent to the e-mail
address specified in System>>Admin automatically based on
the account you use for logging into Smart Monitor. If you
want to get such statistics from Smart Monitor
everyday/weekly/monthly, simply check the box of
“Automatically sent everyday”/ “Automatically sent
weekly” / “Automatically sent monthly”. Next, click
Execute.
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4. Application

4.1 Be a Good Network Administrator

To the network administrators, they always care about how to deploy the best firewall to
maximum the enterprise efficiency. However, in configuring the firewall, corresponding
information for reference always is shortage. Usually, the administrator can just configure
the firewall with personal subject judge. Therefore, the best configuration of the firewall
always cannot be reached easily.

After configuring Smart Monitor, the above distress can be improved. Smart Monitor not
only is a monitoring tool, but also provides guidance to configure the firewall for the
administrator with the rich statistics information.

4.1.1 Reducing Web Page Visiting of Non-Work Usage

Employers always browse various web pages for their jobs. Some of the web pages have
something to do with their jobs, however, some of them do not. Therefore, the network
administrator usually wishes to reduce the web page visiting that has no relationship with the
work.

With the statistics function of Smart Monitor, the web sites which are visited frequently and
not related to the jobs will be blocked in the firewall easily.

To achieve such purpose, follow the steps below:

A. Use the Service Top 10 function of Smart Monitor (Service Analysis>>

Top 10).

Service Top 10 Latest 20 days | 2010-12-27(Mon) %
FTP Total FileSize: 25.60 ME HTTP Total Visits: 20952 Telnet Total Visits: 128
172.16.3.141 98.92% 172.16.2.19 | 714%172.16.3.20 T 97.66%
219.84.203.49 1.08%172.16.3.19 6,43%61,221,19,137 8 2.34%

ad.yieldmanager.com 5,01%

sugg.tw.search.yahoo.net 3.63%

twy linkspot. search. vahoo.corm | 3.01%

api, facebook,.com 2.23%

fowe, mini, yahoo,.com | 1.98%

172.16.2.11 1.96%

secure-yt imrwotldwide. com 1.92%

oy, yahoo,com 1.91%
Mail Total MailMumber: 231 IM Total Records: 671 Webdown Total FileSize: 341.20 MB
grace_S12@pchome.com tw ™ 11.69% crn@ms7L.url.com. b | 37.41%51.63.15.204 ——] 51.94%
army_wu@draytek.com 1 10.B2% grace-512@hotrmai.com | 19.67%210.241.128.24 & 5.12%
sales@draytek,com —_— 9.52% j72945625@hotral.com | 15.80% 192,221.73.126 = 5.11%
salesteamn@draytek,.com —_— 9.52% lemonyuju@hotmail, com | 7.60%4.23,63.253 = 4, 86%
info@draytek. com.tw —] 6.49% dckey168@hotmal. corm | 5.66% 116.214.13.248 O 1.89%
info@draytek.com —] 6.49% efurz24509@hotrnal. com | 3.28% 123.172.6.78 5] 1.81%
info-Shipment@draytek,com & 3.90% sssssioyihotrnal. comm | 2.68%111.221.71.20 O 1.35%
crni@ms? 1.url.com, te = 2,60% sysno@hotmail, com | 2.24% 117.104,136,16 B 1,35%
zandra_chiv@draytek.com T 1.73% sophizhsug2@hotrnai.com | 1.49% 117,104, 135,16 O 1.35%
rngil@Lr.comm. tw = 1.30% shiow07 282002@yahoo.comm. b 1.19%117.104,138.25 O 1.35%

From the above figure we can see that rss.tw.msn.com, tw.stock.yahoo.com,
news.chinatimes.com typically are not related to the jobs. That is, they should be forbidden.

In addition, we also can find several common keywords, rss, stock, news, chinatimes. Next,
we can open firewall setting page for configuration.
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B. Open Firewall>>URL Content Filter by accessing Vigor router’'s web
configurator.

Firewall == WRL Content Filter

Cantent Filter Setup

“Enable URL Access Control

[71 Enable URL #ooess Log

& Black List (hliock those marching keysw ol
'ﬂ White List [pass those matching keyword)

Mo
1

2
3

4

ACT
|
L
]
|

Ky word

tes stack news chinatimes

Mo ACT Feweornd
s O
& [
v 0O
8 0O

Mote that multiple keywords are allowed to specify in the blank, For example: hotmail yahoeo msn

" Prevent web access from IP address

With the above two steps, these websites being visited frequently can be blocked. Meanwhile,
the related news web site, stock web site will be filtered.

However, users always will try and change another route if they find one way being blocked.
To solve this problem, simply observe the usage custom for a time-spam and repeat the

above steps to optimize the firewall settings. Then, the firewall configuration will be toward
to be perfect in the future.

A superior administrator not only manages the users for the whole network, but also he can
configure the network for different usage based on the practical conditions. Smart Monitor
provides analysis tool to make the analysis of the users’ customs in web site visiting for

carrying out rule settings.
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4.1.2 Reducing IM Application of Non-Work Usage

By following the popularization of MSN and QQ, IM software is indispensable to most of
the people nowadays. However, the abuse of MSN and QQ has affected the operation
efficiency of the enterprise.

Even lots of important data are revealed outside due to the convenience of IM application.
Smart Monitor not only records the chatting of IM, but also restores the chatting records
faithfully. Thus, all the information transferred by 1M can be recorded, viewed and searched
at any time.

There are two ways of recording IM offered for the administrator for a reference:

A. Chatting record of the user
The chatting record can be viewed through Service Analysis>>IM.

3 hitp:#/127.0.0.1 - Chatting - Microsoft Internct Explorer

Mo & 2008-02-15 18:56:07 ~ 19:04:02 ( 7.91 Min.)

<rrrrrrer@ms22 hinet.net> =

Sherry-pending list says: 18:56:07
~

18156:15
Maybe | will not ga to the wedding
Mo says: 18156:22
Why?
Sherry-pending list says: 18:56:22
I'have to do something important.
Mo-- says: 19:02:13
Sure?
Sherry-pending list says: 19:03:58

‘fes. Bolcannot
19:04:02

B. Top 10 of IM Usage

There are two ranking records for the administrator to check, one is user top 10 and the other
is service top 10.

From these two rankings, we can know the habit of the user and the IM account appeared
frequently. With these two records, the administrator can analyze the using custom of the
users and provide suggestions for configuring suitable firewall settings.

For the one who often uses IM for chatting only, we can configure the firewall setting by
accessing the router’s web configurator to block the application of IM of that user.
Profile Index : 2

Profile Narme:
Check for Disallow :

M YoIP
rasH vahoo Messenger [ICQ
CJatm oo Cichat
jajah
[OGoogle Talk
Oskype

CJweb 1 (http: /fwww, e-messenger. net,/)
[Jweb MSN (http:/fwebmessenger. men.com/

P2P
Protocol Applications
COsoulseck SouSesk
Clebonkey ebonkey, eMule, Shareaza
[JFastTrack Kazaa, iMesh
CIGnutellz Bearshare, Limewire, Shareaza
CleitTarrent BitTorrent
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Simply check the items for disallow and configure the rule of the firewall, it can make the
specified user not using some/several IM software.

4.1.3 Best Configuration for Other Network Service

Basically, Smart Monitor contains main stream of network applications. By monitoring the
application of Telnet, e-mail, and P2P, the administrator can use Smart Monitor to analyze
the problems encountered or low usage efficiency via the charts and diagrams on Smart
Monitor.

More important is that Vigor series firewall router also offers sufficient built-in service
configuration for IM and P2P applications. The administrator can make a good control
through the firewall configuration.

With the joint application of Smart Monitor and Vigor router, enterprise network can be
utilized with highest efficiency.

4.2 Leading in Self-Managing for Creating High Efficiency
Office Environment

The purpose of management is to increase the work efficiency of the enterprise. Many
companies strengthen the management vigor in every phase just for such purpose. However,
we always find that employers can not accept such limits due to the severe network rule
limitations. As a result, managing problem might be brought out and affect the work
efficiency.

To solve such problem, Smart Monitor offers simple system ranking to assist the users in
enterprise to do self-management. Smart Monitor can carry out ranking for various network
applications and list the Top 10. Such ranking can be open to anonymous users for checking.

Users can check their network ranking with anonymous logging to Smart Monitor. For
example, if it is not necessary for the user to use IM software excessively in his work, the
user will reduce the usage of IM software when he finds the IM application ranking has been
listed in Top 10.

When all the users in the enterprise can think network application over and over and reduce
the IM application, a trend of reducing IM application will be produced automatically. Thus,
self-management for every user can be reached freely and easily.

Below shows the steps to make anonymous logging for all users in an enterprise:
1. Open System>>Setting and check Allow login anonymously.

Setting o
Server 0.0.00 Need authentication []
Fort 25 Username
Mail Box Password

When retry over| 3 times, black IP for|10 Min. Current blocking list

Fre FmMail HTTP [l [FTelnet [¥IP2p [¥JWebdown [4]Stock
Months to keep backup files in disk § (1-12) months
hiax FTP flegize |10 (1-100) MB Max mail attached file size |10 (1-10) MB

avi bin bel2 doc exe gz geip img iso lzh mda mow mp3

mpd mpa npe mpeg mpg msi ogz pdf ppt pli pps gt va

ram rar rm mvh sea sit sitx tar wav wma wmv 2 =ip
WebDown file type

When free diskspace is below 200 =200 M} [#]warn at firstpaoe [#] Send ermail
Session Timeout |60 Min. Allgulopin anonrnously (7]
Interface | ethd v

94 Smart Monitor Series User's Guide



2. Use a browser to open Smart Monitor interface. Click Anonymous Login.

Dray Tek

Username|

Fasgwoard |

| Forget password?

[ GLiest Login ]

[ Login ]

3. The web page for anonymous login will be displayed on the screen with few menu items.

Anonymous user can only view top 10 of traffic usage and top 10 of users. Therefore the
anonymous user can check if the usage traffic and network service of the user has been listed

on Top 10.

After deploying Smart Monitor, the administrator can notify all the users of anonymous
logging. Everyone can check the network application by himself at any time. Even, they can
remind for each other and restrain their network behavior. Thus, self management
mechanism can be achieved easily in the whole network.
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